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ABSTRACT

ABSTRACT

With the development of computer and Internet, Instant Messenger (IM) plays an
increasingly important role in people's lives. The government and enterprises need
Instant Messenger to improve work efficiency and reduce costs. The earliest Instant
Messenger can connect to the Internet, support information communication, file transfer
and other functions. As time flows, IM got more and more functions, such as voice
communication, sharing moods , group chat and so on, but the measures on security did
not keep up. Users’ information was often compromised, which brought bad influence
to the IM companies. Because of this situation, the dissertation focuses on how to
improve the security of IM on design and implementation.

The dissertation mainly introduces the development of IM system, operating
principle and the existence problems. The theme of the dissertation is to design and
implement an IM system based on hybrid encryption with DES and RSA. It can provide
a good encryption strategy to ensure the security of user information without affecting
the user's use. In this way, to improve the security of user chat messages and account
information through the network. By the way of encryption, it can help users avoid
sniffing technology which steals user information through the Internet. Encryption also
increases the difficulty of interception of information deciphering, improving the
security of information during Internet transmission. The system is divided into two
parts, Client and Server. It uses Socket network programming technology and
encryption technology, including: registration and login module, friends add and delete
modules, group chat modules, server management and other functional modules. The
system focuses on the simplicity of the function and the security of information. It
regards information security as the primary guarantee and urgent need for users’
concern.

The dissertation follows the method of software engineering to design and
implement the system. The main contents of this dissertation include:

1. Finding out the functions and development trend of existing Instant Messenger,

studying the advantages and principles of existing IM system, such as QQ, MSN.

2. Carrying out feasibility analysis, function analysis and nonfunctional analysis of



ABSTRACT

the system. Using UML case diagram and flow chart for requirements analysis to build
a demand model. To put forward the idea and design of security IM system on the basis
of learning Encryption.

3. Using Spring Bean, JDBC, network programming and other technology to
design and implement the IM system which includes interfaces, databases, encryption
and other functional modules.

4. A simulation test environment for C/S system testing was built. Test plan for
functional testing and non-functional testing was put forward. To make a conclusion
about whether the function of the software is up to the requirements analysis and to find
out the programs of integrity, security, stability and other issues.

Keywords: Instant Messenger; DES encryption; RSA encryption
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