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Hardware optimization of SHA-256 hash operation unit
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Abstract: SHA-256 algorithm is widely used in digital signature, identity authentication, message integrity verifica-
tion etc. In order to speed up SHA-256 algorithm computing, a four-stage pipeline processing for SHA-256 is pro-
posed. Implemented on virtex-7 FPGA series, the proposed SHA-256 can work at 319MHz, and archive a throughput
of 2405Ghbps.The ratio of throughput/area is 2.529Mbps/Slice.
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