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Intrusion Detection for Wardriving in Wireless Network
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(1. Department of Computer Science and Engineering, School of Information Science and Technology, Beijing Institute of
Technology, Beijing 100081, China; 2. School of Computer and Information Engineering,
Xiamen U niversity, Xiamen, Fujian 361005, China)

Abstract: A wireless network security monitoring system is designed to implement intrusion
detection in wireless network. Raw packets of wireless transmission are captured using Libpcap
functions and decoded based on IEEE 802. 11 M AC layer protocol. Wardriving intrusion based on
active scanning is detected using statistic analysis method. T est results show that the system can

detect Wardriving intrusion in time-
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