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Perfomm ance evaliation for content-based m age authen tication
YeW eguo H an Shuihua

(School of M anagement X imen Unwesity X iamen 361005, China)

Abstract The four features required to desgn an effective authenticatbn scheme are first ntwoduced i
e, robusmess fragility security and localizaton And sane algorithm s and frequently used security
mechanisns are also reviewed Then the perfomance trade-offs and related securily issues anong exsting
technology are discussed and analyzed Finally an n—depth expermental analys® on the methods of de-
tecting inage tampering is presented The results show that the four desirab le perfo mance-related hash
properties conflict w ith one another robusiness demands snall pertuibations to keep ilself whereas fra-
gility requires m nin izatbn of collision probabilities for perceptually distinct nputs and perfect randam +
zatbn generally would stand n theway of achieving robustness Fragility and security are very inportant
and it is desired for he hash algorihm to achieve these conflicting goals to sam e extent by trade-offs
Key words mage hash contentbased authenticaton; perfomance trade-off security mechanisn
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