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An asymmetric encryption algorithm for images

based on matrix transformation
H an Shuihua Yang Shuangyuan

Abstract: On the basis of a certain matrix transformation, a novel asymmetric encry ption algorithm for
image was proposed to scramble all the pixels and frequencies in each block of the original images.
The proposed algorithm was especially useful for the encryption of large amounts of data, such as dig-
ital images, and had been implemented. A pair of keys was created through the matrix transforma-
tion. The image was encrypted by using private key in its transformation domain. The encrypted mes-
sages were decrypted by the receiver with the help of the public key. This algorithm was easily imple-
mented and highly efficient to quickly encrypt and decrypt image messages. The asymmetric encryp-
tion mechanism made the encrypted data more secure. The second encryption schema was used to pro-
duce transformation matrix by pseude-random Gauss white noise to farther improve the security of
matrix transformation.
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