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In this paper, we present a new card-less access control system aiming to replace existing system:

vulnerable contact-less cards. These existing systems have many vulnerabilities which makes them
enough to be deployed to protect restricted areas. We propose to deploy a new access control ai
based on the use of a smartphone to remove the physical card. Our secure access control system
Trusted Execution Environment (TEE) in the cloud and Identity Based Encryption (IBE) mechanisn
authentication protocol deployed on our architecture is based on IBAKE. Finally, a performance evall

the protocol is provided.

1 INTRODUCTION

Contact-lesgags using Near Field Communication
(NFC) or Radio FrequencylDentification (RFID)
technologiesare usedfor accesscontrol for several
yearsnow. However, the first generationof these
tagscomeswith a very small setof securitymech-
anismsand the confidencethey can provideis then
limited. Indeed,the main securityaspectthey pro-
vide is their capacityto provide a uniqueidentifier
thatis storedin a non-rewritablememory. But, as
presentedn (Mitrokotsaet al., 2011)thesecontact-
lesstagscanbe cloned. To addresghesesecurityis-
sues,the cardsmanufacturerslevelopedca new gen-
erationof cardswith more securitycapabilities. For
instance the MIFARE DESFIREcard supportsAd-
vancedEncryptionStandard AES) encryptionalgo-
rithm thatallowsto deployauthenticatioralgorithms
betweerthe cardandthereaderfor securecommuni-
cation.Howeveralmostall theseauthenticatiomlgo-
rithmsarebasedntheshared secret paradigmwhich
meanghatthereademlndthecardaresharingasecret
(a pool of encryptionkeysin someimplementations)
prior to thecommunicationFurthermoresomeDES-
FIRE cardsare sensitiveto side channelattackslike
exposedn (OswaldandPaar2011).

To overcometheseissueswe proposea new au-
thenticationschemebasedon the emulationof the
physicalcardon a smartphoneThe smartphonetor-
ageandcomputationcapabilitiesallow to deploy

complex authentication algorithms avoiding the
of a shared secret. However, smartphones can r
considered as trusted devices. Thereby, all sen
operations such as key generation, key storage at
cryption/decryption operations need to be supp¢
by secure components.

In order to satisfy these security constraints,
eral trusted mobile computing solutions have t
proposed (Asokan et al.,, 2014; Bouazzouni el
2016) among which is the Trusted Execution Envi
ment (TEE): a combination of a hardware part (|
cessor) and a software part (Secure Operating
tem).

A main drawback of TEE is the use of a hardw
component that is fully controlled by the manui
turer. Indeed, it does not allow the user to de
trusted application on this component in an easy
and often requires a manufacturer agreement pric
ployment. However, new fully software based
lutions such as OP-TEE can be used to bypas:
agreement.

Section 2 presents the smart campus conte
which this works is performed. In section 3,
present the identity-based authentication scheme
will be used in the proposition. In section 5,
present and discuss our solution to address a
control on a smart-campus. Then, an evaluatic
given in section 6 before concluding.



2 CONTEXT AND PROBLEM authentication protocols based on asymmetric ¢
STATEMENT tography.

However, this process is heavy and expensive
The work presented in this paper is a part of a global r€quires the user to give a lot of information at
smart campus project called neoCampus that aims af!im and his organization. Moreover, this syster
designing a modern and green campus thanks to a valies on the use of certificates to prove the identit
riety of new sensors and softwares. So far, both cam-th€ key owner. Exchanging, storing and proces
pus employees and students have Mifare classic 1K Certificates induce an overhead in the system pe
NFC cards that they use to access various servicesMances. Indeed, the number of certificates to -
For instance, to access a restricted area such as a la§rows according to the number of users. To

or a meeting room, the user has to authenticate usingVith these issues, a new mechanism was introc

a contact-less card to a reader. If he is authorized, Y Shamir (Shamir, 1984): The Identity Based

the system opens the door otherwise the door remainsCTYPtion (IBE) in which the identity can be viewed
closed. a public key in public key cryptography.

Since these cards have vulnerabilities allowing ~ 1hiS approachis a trade-off between a straigh
an attacker to clone it (see (Mitrokotsa et al., 2011; Ward process of binding an identity to an asymm
Mitrokotsa et al., 2010), the university is now switch- Pair of keys and the usage of a new kind of tru
ing these cards for DESFIRE NFC cards. These cardsthird-party acting as a mandatory key escrow (i.e
are more secure than the previous one and can perPable of producing every pair of cryptographic ke
form symmetric cryptographic operations and to de-  The first IBE scheme fully satisfactory in ter
ploy simple authentication algorithms based on the Of security and performances has been propost
shared secret paradigm. However, there are still two Boneh and Franklin (Boneh and Franklin, 2001
major drawbacks: deployment costs and user authen-2001.  Therefore, IBE schemes based on exi
tication. Indeed, when a Mifare 1K costs in average Cryptographic standards have emerged such as tt
0.02$, a DESFIRE card is three times more expen- Proposed by Callas (Callas, 2005) that is base
sive. Also, Oswalds et al. pointed in (Oswald and RSA.

Paar, 2011) that these cards are vulnerable to a low
cost side channel attack allowing the attacker to re-

cover the encryption key. 4 TRUSTED EXECUTION

In this paper, we propose a secure access control
system for a smart campus to replace the existing one ENVIRONMENT

that relies on vulnerable MIFARE cards without dis-

rupting the platform currently deployed. As the smartphones are considered untrusted

Trusted Execution Environment (TEE) was develc
to secure the data storage and to process sensiti
eration such as cryptographic operations. The

3 ID-BASED SOLUTIONS consists of a hardware part and a software part.

hardware part is embedded in the processor anc
The current access control systems based on contactyides a set of secure operations. The software p
less cards are using the UUID of the card in the au- gpjit into two separate execution environments: |
thentication process. In order to remove the physi- and TEE. The Rich Execution Environment (R
cal card and deploy a more secure access control sys{a k.a Normal World) represents the standard op
tem using the identity, it is necessary to rely on cryp- ing system (Rich OS) of the smartphone such as
tographic mechanisms dealing with the identity of a droid for instance. The TEE represents the Secur

user. o . ~and is responsible for performing sensitive proces
The authentication protocols based on identity and secure Input/Output.
mainly rely on a Public Key Infrastructure. The PKI OP-TEE (Linaro And STMicroelectronics, 20:

is an organization that can register users and providejs a Linaro/STMicroelectronics project with the ¢
them a key pair composed of a private and a pUb"Ctjective to release a totally virtualized and open so
one that can be used in the authentication process. IfTEE. It also can be used as a secure OS on th
a user wants to get a key pair for a HTTPS connec- of g physical TEE. OP-TEE provides an Applicat
tion for instance, he has to register his |dent|ty in the Programming Interface (AP|) to invoke certified cr

PKI. He has also to prOVide many information about tographic Operatioﬁ»s'n the Secure World side (TE[
him and his organization. At the end of the process,

he will get his key pair and will be able to execute ILibtomcrypt: http://www.libtom.com/



In this paper, for our implementation, we use a JUNO
board which is a physical TEE and a virtualized TEE
using FVP which is an hypervisor running on the top

of a Debian-based OS.

5 TRUSTED ACCESS CONTROL
ARCHITECTURE

In this sectionwe presentthe solution that we pro-
pose.Wefirst startby presentinghegenerahrchitec-
ture, we follow by exposingthe threatswe identified
andour securityhypothesisandfinish by describing
theauthenticatiomprotocol.

5.1 General Architecture

To performa secureaccesontrol on a smartcam-
pus,we proposedhearchitecturgresenteih Figurel
whereausertriesto access restrictedarea.

This architectureis composedof a smartphone
with NFC capabilitiesa NFC readerandfor eachde-
vice, a remote TEE deployedin a dedicatedsecure
cloudandanaccesgontrolserver.

The smartphonés usedto initiate the authentica-
tion procesdy tapinga NFC readerWe supposehat
thesmartphonéasno TEE capabilities.It communi-
cateswith aremoteTEE in the cloudto performthe
authenticatiomprocessand the cryptographicopera-
tion.

TheNFC readerrepresents wall readerinstalled
closeto eachdoor. It is acheapdevicewith no secure
processingapabilitieghatis alreadypresentn every
campus.It is assumedhatall readershaveanEther-
netconnectionwith anaccessontrol serverthereby
our solution doesnot modify the currentinfrastruc-
ture. Theonly modificationto existinginfrastructures
is thatnow all NFC readerwill communicatewith a
securecloudto performtheauthenticatiorprocess.

The securecloud consistsof oneor severalTEE
accessiblethrough the Internet. This cloud re-
ceivesmessage$rom the two previousdevicesand
is in chargeof executingsensitiveoperationssuch
asencryptiondecryptionandsignaturedor instance.
Fromapracticalstandpointtherearetwo separatse-
curecloud: onefor theuser,onefor thesmartcampus
infrastructurevhich canbeviewedasa privatecloud.

Theaccesgontrolserveris in chargeof checking
the user’'scredentialsin orderto grantthe accessor
not. It's alreadya partof the existinginfrastructureof
most university campusand can be viewed as a ser-
vice offeredby the privatecloud of the university.No
modificationsare made otthis part.

Access control

OP-TEE Server
o~

OP-TEE Server

User's Smartphone Reader Access Door

Figure 1: Trusted access control architecture based or

The use of a TEE in the cloud is based on the
sideration that at the time of writing, only few sm:
phones have TEE capabilities. Therefore, to pra
the TEE secure storage and secure processing
bilities for any user, a cloud-based solution seen
be the best candidate.

Indeed, several alternatives to the architecture
posed in Figure 1 have been considered. First
investigated the possibility to use TEE on the sn
phone TEE for the end user and a private cloud-h
TEE for the reader. Even if the overall performar
are better, this solution has not been selected fc
above reasons. Second, is the possibility to rely
single cloud-based TEE that limits the overall c
plexity of the architecture but with less flexibility
the end user. Indeed, the readers secure cloud is
of the overall smart campus and can be viewed
private cloud. In order to allow the use of the ¢
posed solution in other contexts beside smart cal
it seems more relevant to have a dedicated cloud
TEE for end users.

5.2 Threats ldentification

In the proposed architecture, every parties invo
are assumed to be honest and will not deviate
the proposed protocol. Likewise, end-users’ sn
phones, readers and cloud servers only exchange
information. Furthermore, cloud servers are asst
to be secure and no information can be leaked fri
user to another. Cloud security is out of the scof
this paper. Smartphones are assumed to have NF
pabilities to emulate contact-less cards. No ass!
tion are made on the communication links.
However, several threats can be identified. Fit
the classical passive attacker that will eavesdrop
munications to discover access credentials. To ¢
this, every communication has to be cyphered
have to provide mechanisms to avoid replay. Se:
are threats targeting the smartphone of the end
Indeed, these terminals are vulnerable to malwar
trojans that can intercept sensitive information du



both communications and processing. Rooted termi-  encrypted channel communication is then se
nals are even weaker in terms of security as malicious  where every other exchanges will take place.
softwares can potentially have access to the overall
file system . Therefore, no sensitive operation neither
critical credentials can be performed or stored on the
smartphone. Every smartphone is considered as an
untrusted device.
In the proposed architecture, every cryptographic

operation are assumed to be realized in the secure
cloud. A secure identification between the end-user

e 7-8 - Authenticated Access ControlThe user re
guests an access to a restricted area and ser
credentials encrypted with the session key tc
reader which forwards them to the access co
server. Upon reception, the server uses the
TEE server to decipher the message and grai
refuses the access based on the credentials.

and the secure cloud has then to be performed. In the smuww.: Roadrs  poxssConol
remaining of the paper, we will focus on the authen-
tication of the user against the access control server T
and therefore consider that this cloud authentication 2 Ry
has already been realized. Please also note that this | | smae ||
cloud authentication can be performed prior to the ac- s
cess control and does not have to be performedagain [T EiplasRysP) 7|
as long as the connectivity with the secure cloud is =~ g-------------—13 Eaake
active. GSessonkey |
OK or KO
7- uest
5.3 Protocol Description gl
Respdnse

The overall protocol is composed of an ID-Based

authentication protocol IBAKE (Cakulev and Sun- Figure 2: Chronogram of the proposed access contro

daram, 2012), that is adapted to the cloud-based en-tocol.

vironment. In our architecture, every cryptographic

operation and every secure storage are performed in

TEEs that are hosted in the secure cloud and pleasscg PERFORMANCE EVALUATION

note that, as discussed previously, the user is securely

authenticated in the cloud prior to the proposed pro- |, this performance evaluation, we will focus on

tocol. o time taken by the cryptographic operations as it
The IBAKE protocol allows both entities (i.e. the o the most time consuming part of the process

user and the reader) to agree on a session key that Wi”deed, since the size of the IBAKE packet payl

then be used to encrypt the subsequent exchangesyoes not exceed 64 bytes, the time taken by net
The IBAKE protocol has been implemented in OP- communications is not significant. The most t

TEE based on Callas’s IBE in which the identity is consuming communication part is the NFC link
hashed so that it can be used with aregular RSA. yyeen the smartphone and the reader (i.e.: 53 k
The overall protocol, depicted in Figure 2, is com- \yhich takes around 1ms for a single packet anc
posed of 8 steps as given in the following: therefore be neglected from a usability standpoin
¢ 1 - Initiate the Authentication Process. When
a user wants to get access to a restricted area, he6.1 Experimental Setup
has to tap his smartphone against the wall-reader.

e 2 - Request ChallengeWhen a user requests an 10 evaluate the performance of the cryptographic
access to the restricted area, the reader communi-£€ration in the secure cloud, experiments have

cates with its cloud to request an encrypted chal- made with both virtualized and hardware TEE.
lenge. The virtualized TEE consists of a virtual mack

e 3-6 - IBAKE Messages® This part of corre- with an Intel 17 processor with 1 GByte of de
sponds to the IBAKE key exchange protocol exe- cated RAM (Random Access Memory) hosting

. . : OP-TEE emulated environment.
cution. At the end of this process, the two devices .
agree on a session ke&y y* P. From this session The hardware TEE consists of an ARM deve

; : : ment card called the ARM JUNO Board: a deve

k AE k . An AE . L
ey, an AES symmetric key is derived. An AES ment card provided by ARM to develop applicati
that need to use some proprietary features the
2Dashed lines are indirect messages. usually locked in smarpthones. In our case, it en:



the deployment of OP-TEE granting it access to the virtualized environment. For instance, with a ranc
TrustZone features provided by the embedded proces-valuex = 500, the virtualized OP-TEE takes 1.1 ¢
sor. From a technical standpoint, the board consists ofonds where the hardware environment takes 0.5¢
a complete development kit with a dual core Cortex- onds.

A57 MPCore processors, Random Access Memory

(RAM) and input/output peripherals such as USB and 12 - ‘ , _
Ethernet ports. For comparison, the provided proces- "BAKE Execution tme hardware -
sors are the same as the one that equip the Samsung 1
Galaxy S6 and note 5, the LG G4 and the HTC M8.

IBAKE Execution time according to chosen random number

0.8

6.2 Experimental Results

0.6 A

Duration (s)

The first thing to evaluate is the time taken by the IBE
key generation process to evaluate if it's possible to 04 A
do it online or if the key pair has to be generated and e
stored prior to the authentication. o S

Figure 3 shows the time taken by the virtualized s
and the hardware TEE to perform an IBE key pair ° 100 200 300 400 500
generation. We observe that this time grows expo- Random x chosen
nentially according to the key size. For instance, for Figure 4: IBAKE computation time.
a 1024 bits key-pair, the virtualized TEE takes about
16 seconds when the hardware TEE takes 2.09 sec- Every IBAKE exchanged messages are ciph
onds. The performances are 8 times better in av- With an IBE algorithm. Figure 5 depicts the ti
erage between the two environments. However, thetaken by both virtualized and hardware TEE to
time taken by this process is not in adequacy with the Pher such messages with a Callas IBE. We ob:
constraint of a real time authentication protocol. For that the hardware TEE performance are times
these reasons, the generation process have to be don@an the one of the virtualized one. For instance,
offline and the key pair has then to be stored in the 1024 bits of data (128 Bytes), which is more than

secure cloud. packet size, the hardware TEE takes less than 0.
onds. Itis a very acceptable performance for our
IBE key generation time according to key length
500 . tocol.
Generation time in Virtualized environment/—a&—
Generation time in hardware environmept ---&- IBE Ciphering time according to data length
400 ¢ I I Virtualized TEE
Hardware TEE/—#—
35
2 300 3
C
S
Jé Py 25
8 200 i’,
s
100 8 15
e 1
00 500 10:)‘0“ ‘1‘500 2000 2500 3000 3500 4000 4500 0.5 |- —
Key length in bits
Figure 3: RSA-based IBE key pair generation time. S aw w0 1o o mo0 w0 o s a0
Data length in bits
Figure 4 shows the time taken by both virtual- Figure 5: RSA-based IBE ciphering time.
ized OP-TEE and hardware OP-TEE to compute xx P
and y« P of the IBAKE authentication process un- After agreeing on a session key«fy « P), the use
til the agreemenbn the sessionkey. With the vir- sends his credentials to the access control server

bersgeneratedBelow avalueof 400,theprocessing  The AES key used is derived from IBAKE sess
time is underl second.With the hardwareOP-TEE, key.

the performancesare?2 timesbettercomparingto the Figure 6 shows the time taken by AES-256 to



crypt different size of messages. We observe that theto perform the different cryptographic operations
ciphering time is less than 0.14 seconds with virtu- volved in the protocol. This evaluation highlights
alized OP-TEE for 4096 bytes of data which is very viability of the solution.

quick regarding to the overall protocol time. As ex- In future works, it is investigated to test to eve
pected, the hardware environment performs better as,ate the use of another TEE: Intel SGX to compar:
for the same amount of data (4096 bytes in this case),performance between this technology and our re
the gain is about 10 times regarding to the virtualized TEE. A scalability evaluation of our protocol will

environment (less than 0.02 seconds). performed to evaluate the impact of the number of
dents on the system and a real deployment will be
oae AES256 Ciphering time according to data lengh in bytes fOfmed in the framework Of neOCampus.
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