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Abstract

This paper proposes a stack of three Byzantine-resistant protocols aimed to be used in practical dis-
tributed systems: multi-valued consensus, vector consensus and atomic broadcast. These protocols are
designed as successive transformations from one to another. The first protocol, multi-valued consensus, is
implemented on top of a randomized binary consensus and a reliable broadcast protocol.

The protocols share a set of important structural properties. Firstly, they do not use digital signatures
constructed with public-key cryptography, a well-known performance bottleneck in this kind of protocols.
Secondly, they are time-free, i.e., they make no synchrony assumptions, since these assumptions are often
vulnerable to subtle but effective attacks. Thirdly, they are completely decentralized, thus avoiding the cost
of detecting corrupt leaders. Fourthly, they have optimal resilience, i.e., they tofeﬁ'_itQ”T*lJ out of
a total ofn processes. In terms of time complexity, the multi-valued consensus protocol terminates in a
constant expected number of rounds, while the vector consensus and atomic broadcast proto€ylg)have
complexity.

The paper also proves the equivalence between multi-valued consensus and atomic broadcast in the
Byzantine failure model without signatures. A similar proof is given for the equivalence between multi-
valued consensus and vector consensus. These two results have theoretical relevance since they show once

more that consensus is a fundamental problem in distributed systems.

*This work was partially supported by the EU through project CRitical UTility InfrastructurAL Resilience (CRUTIAL), and the
FCT through project POSI/EIA/60334/2004 (RITAS) and the Large-Scale Informatic Systems Laboratory (LASIGE). A version of this

paper was accepted for publication by Oxford University Press in the Computer Journal.



1 Introduction

Distributed protocols capable of tolerating Byzantine faults have been studied for more than two decades [1,
2, 3, 4]. Recently, interest in these protocols has gained a new momentum under the desigriatiosinh
tolerance5]. The basic idea is that the security concepts of attack, intrusion and vulnerability can be considered
asfaults more precisely as arbitrary faults, also called Byzantine faults. A consequence of this assertion is that
Byzantine-resistant protocols can be important building blocks for the construction of secure systems.

Byzantine-resistant (or intrusion-tolerant) protocols usually have higher time and message complexities
than crash-tolerant protocols do. They are also more CPU-time demanding since they must use cryptography
and often public-key cryptography. This CPU-time issue is frequently dismissed since the processing power of
computers is constantly increasing. However, new classes of computing environments are appearing in which
resources are scarce, e.g., embedded systems. This is an important motivation for the design of less CPU-time
consuming intrusion-tolerant protocols. Moreover, public-key cryptography operations can be an important
bottleneck for the performance of intrusion-tolerant systems even in more powerful hardware. Castro and
Liskov designed an intrusion-tolerant NFS system which performs on average only 3% slower than standard
NFS, in part due to avoiding the use of signhatures based on public-key cryptography [6].

An argument of this paper is that the design of efficient Byzantine-resistant protocols is crucial for the
implementation of practical intrusion-tolerant systems, therefore these protocols have to avoid as much as pos-
sible the use of public-key cryptography. Moreover, practical intrusion-tolerant systems require protocols with
other characteristics, like strict asynchrony, optimal resilience, and low time complexity. The paper provides a

modular and consistent family of protocols with these properties.

Paper Results. The paper presents a stack of three message-passing Byzantine-resistant protocols: multi-
valued consensus, vector consensus and atomic broadcast (see Figure 1). Consensus is a distributed system:
problem with both theoretical and practical interest. The problem can be stated this way: how does a set of
distributed processes achieve agreement on a value despite a number of process failures? The paper implements
two flavors of consensusnulti-valued consensubat makes agreement on values with an arbitrary size; and
vector consensukat makes agreement on a vector with the values proposed by several of the processes. An
atomic broadcasprotocol is a communication protocol that delivers the same messages to all processes in
the same order. Atomic broadcast is, for instance, the main component of fault-tolerant systems based on the
state-machine approach, with both crash [7] and Byzantine faults [8, 6]. The protocols in the paper do not solve

consensus from scratch but are built on top of a randomized binary consensus protocol (e.g., [9, 10]) and a

'Here we are talking about practical systems. Theoretically we can assume private channels connecting the processes, therefore

cryptography is not an absolute requirement.



reliable broadcast protocol (e.qg., [9]) — see Figure 1.

y
atomic broadcast

[

reliable channels

Figure 1: Protocol architecture.

The problem of consensus has been studied with different system models, such as the synchronous and
the asynchronous time models, the crash and the arbitrary failure models, and in message-passing and shared-
memory systems. In asynchronous systems, consensus has been shown to be constrained by the FLP im-
possibility result, which says that it is impossible to solve consensus deterministically in a completely asyn-
chronous system [11]. Consequently, various researchers have proposed ways to circumvent thisdimitation
using randomization [3, 4, 9, 12, 13, 10, 14], making synchrony or timing assumptions on the behavior of
the system [15, 16, 17], using failure detectors [18, 19, 20, 21, 22] or ordering oracles [23], using worm-
holes [24, 25, 26], or imposing conditions on inputs [27, 28]. Some common misunderstandings about consen-
sus and FLP are discussed in [29].

The protocols presented in the paper are intended to be practical. Their modularity allows a system designer
to implement only the protocols he/she needs, instead of the full stack. Moreover, the protocols share the

following set of important structural properties:

e Signature freeThe protocols do not use signatures based on public-key cryptography.
e AsynchronyThe protocols are asynchronous, i.e., there are no synchrony assumptions whatsoever.

e Decentralization.Decisions are taken in a decentralized way, i.e., there are no coordinators, leaders or

token-holders.

e Optimal resilienceThe protocols toleratg = L”T‘IJ faulty processes out of a total afprocesses.

A stack of protocols with this combination of characteristics is novel, to the best of our knowledge. We

argue that all of them are important if the protocols are to be used in practice. The argument for avoiding

2\We use the expressidno circumvent FLPsince it is common in the literature. However, what the expression means it that the

model for which FLP was stated is modified so that FLP no longer applies.



public-key cryptography (first property) has already been done above, so let us discuss the importance of the
other three properties.

Many protocols in the literature are designated “asynchronous” but make synchrony assumptions, either
explicitly [15, 16, 17] or contained in the unreliable failure detector abstraction [19, 20, 21, 22]. These as-
sumptions can make the protocols vulnerable to subtle but effective attacks in the domain of time, something
that cannot happen in time-free systems. Some discussion about this kind of attacks and the corresponding
vulnerabilities can be found in [6, 14]. Our protocols are time-free or strictly asynchronous (second property)
but circumvent FLP by being built on top of a randomized binary consensus protocol. Randomized protocols
have a probability of satisfying their properties that increases with the number of rounds executed. The proto-
cols in the paper satisfy deterministically all their properties except termination, that nevertheless happens with
probability 1.

The third property — decentralization — is important because it eludes the need for detecting faulty coordi-
nators, leaders or token-holders. This detection usually has a price in terms of time and messages transmitted.
Moreover, even a common failure like a process crash cannot be detected in a strictly asynchronous system,
since there are no bounds on the communication delays.

Theresilienceof a protocol can be defined as the maximum number of faults in the presence of which the
protocol still behaves according to its specification. The optimal resilience for asynchronous consensus has been
shown to be[”%lj [13] and we prove that atomic broadcast is an equivalent problem, so the optimal resilience
is the same (this has already been claimed by [13, 30, 31]). Optimal resilience is an important property because
the need for additional processes to tolerate the same number of faults involves a cost in terms of additional
resources (e.g., additional hardware).

The evaluation of a distributed protocol is usually made in terms of time and message complexities, so we
evaluate the protocols in terms of both. In asynchronous systems, time complexity is usually measured in terms
of maximum number o&synchronous roundsAn asynchronous round involves a process sending a message
and receiving one or more messages sent by the other processes. For randomized protocols, the metric is usually
theexpected number of asynchronous rour@sr multi-valued consensus protocol has time complexity),

i.e., it has a constant expected number of rounds. The complexities of the vector consensus and the atomic
broadcast protocols are bofi( f), although they are reduced (1) when all processes are correct. These
complexities are at least as good as previous works, except for one vector consensus that manages to have time
complexityO(1) at the cost of a significatively higher message complexity [32]. The message complexities,
measured irexpected number of messages sarg usually higher than those obtained by protocols that use
signatures, so there is a tradeoff involved.

The paper has a further contribution. Atomic broadcast has been shown to be equivalent to multi-valued



consensus in systems prone to crash faults [30, 18]. For systems prone to Byzantine faults with signatures there
is also a proof [31]. Here we prove this equivalence without the requirement of signatures. Moreover, we also

prove that multi-valued consensus and vector consensus are equivalent in the same system model.

Paper organization. The paper is organized as follows. The following section defines the system model and

the two components used by our protocols: reliable broadcast and binary consensus. Section 3 presents our
multi-valued consensus protocol and proves its correctness. Sections 4 and 5 present, respectively, the vector
consensus and atomic broadcast protocols. Section 6 proves the equivalence multi-valued consensus / atomic
broadcast, and Section 7 proves the equivalence multi-valued consensus / vector consensus. Section 8 assesse

the performance of the protocols. Section 9 discusses some related work and Section 10 concludes the paper.

2 Definitions

2.1 System Model

The system is composed by a setroprocesse® = {pi,ps,...pn}. A process is said to beorrect if it

does notfail during the execution of the protocol, i.e., if it follows the protocol. We assume that at most

f= L%‘lj processes can fail and we call these processasipt These failures can be Byzantine, meaning

that processes can stop, omit messages, send incorrect messages, send several messages with the same identifie
etc. Additionally, corrupt processes can pursue their goal of breaking the properties of the protocol alone or in
collusion with other corrupt processes.

Processes are fully-connectedrgliable channelsvith two properties: if the sender and the recipient of a
message are both correct then (1) the message is eventually received and (2) the message is not modified in the
channet.

The system is asynchronous, which means that there are no bounds on the processing times or communi-

cation delays.

2.2 Reliable Broadcast

A reliable broadcast protocol ensures essentially that all correct processes deliver the same messages, and that
messages broadcast by correct processes are delivered. Moreover, it ensures that no different messages with the

same identifier are delivered. This identifier includes the typical information in a protocol header: protocol type,

3In practice, reliable channels have to be implemented using retransmissions and cryptography, e.g., with message authentication
codes (MACs) that are based on symmetric cryptography [33]. Processes have to share symmetric keys in order to use MACs. In
the paper we assume these keys are distributed before the protocol is executed. In practice, this can be solved using key distribution

protocols available in the literature, but the issue is out of the scope of the paper.



sender, broadcast channel, and sequence number. An example of an asynchronous Byzantine-resistant reliable
broadcast protocol is the one proposed by Bracha [9]. We consider that the reliable broadcast is executed by
calling the functiorR Broadcast (M) (see, e.g., Algorithm 1 below).

Formally, a reliable broadcast protocol can be defined in terms of the following properties [30, 31]:

e RB1 Validity:If a correct process broadcasts a message M, then some correct process eventually delivers
M.

e RB2 Agreementtf a correct process delivers a message M, then all correct processes eventually deliver
M.

e RB3 Integrity: For any identifiedD, every correct procegsdelivers at most one message M with iden-

tifier ID, and ifsender(M)s correct then M was previously broadcastdender(M)

The predicatesender(M)gives the field of the message header that identifies its sender. We consider that
the sender also delivers the messages it broadcasts.

Note that property RB3 prevents the behavior we discussed above: it prevents a correct process from
delivering two messages with the satiebroadcast by the same malicious process. This is important for the
protocols in this paper, as we will see later. However, it has only to be satisfied during the execution of the

protocol that uses reliable broadcast, not forever.

2.3 Binary Consensus

A binary consensus protocol performs consensus on a binary katug0, 1}. The problem can be formally

defined in terms of three properties:

e BC1 Validity: If all correct processes propose the same valuten any correct process that decides,
decidesb.

e BC2 AgreementiNo two correct processes decide differently.

e BC3 Termination:Every correct process eventually decides.
This definition has two immediate consequences that we state and prove for later reference in the paper:
Theorem 1 If a correct process decidds thenb was proposed by some process.

Proof: If all processes propose the same vdiuihen BC1 guarantees that this is the value decided. If processes
propose different values then the value decided must have been proposed since there are only two possible

values:{0,1}. O



Theorem 2 If a valueb is proposed only by corrupt processes, then no correct process that decides, decides

Proof: If a valuebis proposed only by corrupt processes then all correct processes prefaseded € {0,1}.
Therefore, BC1 guarantees that any correct process that decides, ddgides does not decide O

Besides satisfying this definition, the binary consensus protocol to be used in the stack has to be com-
patible with the structural properties given in the introduction: it cannot use public-key signatures, has to be
asynchronous, has to take decisions in a decentralized way and has to have optimal resilience. Examples of
protocols that satisfy these requirements are [9, 10]. Appendix A presents an efficient protocol that also satis-
fies these requirements, although it does not avoid public-key cryptography entirely (it uses a variation of the
Diffie-Hellman problem).

Throughout the paper we consider that the binary consensus protocol is executed by calling the function

B_Consensus (b, beid), whereb is the binary value proposed aheid the protocol execution identifier.

3 Multi-Valued Consensus

The first protocol of the stack proposed in the paper is a multi-valued consensus. The definition of the problem
is similar to the binary consensus, except that processes can propose values with arbitrany ¢y is
the domain of values that can be proposed). The protocol can decide one of the proposed values or a default

value L ¢ V. The definition is:

e MVC1 Validity 1.If all correct processes propose the same vajuken any correct process that decides,

decidesy.

MVC2 Validity 2.1f a correct process decidesthenv was proposed by some process ot L.

MVC3 Validity 3.1f a valuew is proposed only by corrupt processes, then no correct process that decides,

decides.

MVC4 AgreementNo two correct processes decide differently.

e MVC5 TerminationEvery correct process eventually decides.

The problem of multi-valued consensus is often stated in terms of the properties MVC4, MVC5 and either
MVC1 or MVC2 (e.g., MVCL1 in [15, 34, 35] and MVC2 in [20, 22, 21]). We define consensus using all
three validity properties following the definition used in the original Byzantine Generals papeM@eover,

a consensus protocol that satisfies only MVC1 or MVC2 has limited interest in practice. Property MVC1

“The original definition is in the context of the “Byzantine Generals” metaphor used in the paper: “(1) All loyal generals decide

upon the same plan of action; (2) A small number of traitors cannot cause the loyal generals to adopt a bad plan.” [2].



does not say anything about which value is decided when the correct processes do not propose the same value.
Property MVC2 does not impose that the value decided is proposed by a correct process. Notice that we proved,
respectively in Theorems 1 and 2, that for binary consensus, Validity 1 implies Validity 2 and Validity 3.

A word is due about why the other papers do not use a definition more similar to ours. The reason is
probably that the interest of these other papers in consensus is theoretical. These papers are mostly interested in
proving that consensus can be solved under a certain model, e.g., in the presence of partial synchrony [15], with
aquietnesdailure detector [34] or with anutenes$ailure detector [20]. Our interest on Byzantine consensus,
on the contrary, follows, for example, Guerraoui and Schiper that aim to solve practical problems using this

type of protocol, albeit with a crash failure model in their case [36].

3.1 The Protocol

The protocol is presented in Algorithm 1. Local variables are designated by lowercase letters with a subscript
indicating the process to which they belong;, W;, ¢; in process p Vectors have one entry per process in

P and are designated by an uppercase letter, e.g., vegctoas/entries Y1], V;[2],. .. V;[n]. Function #(V)

counts the number of occurrenceswoin vector V. The maximum number of faulty processes is a function of

the total number of processes f = L"T*lj. The protocol uses two types of messages: INIT and VECT. The
content of messages is represented inside angles:A set called INITdelivered is used to store the received

INIT messages. A call toeturn causes the termination of all the protocol’s tasks. The value returned is the
result of the protocaol, i.e., the decided value.

FunctionMV_Consensus is called with two arguments: the value proposed by the procgparfd the
consensus identifiecid). There is an initialization and tasks T1 and T2 are started concurrently (lines 1-2).
Task T1 does most of the work, while task T2 simply receives INIT messages and stores themdieliMéFed
(lines 22-23).

Task T1 begins by reliably broadcasting an INIT message with the valpeoposed by process fline
3). The identifier of the message includes the message type (INIT), the consedsasd sender identifiers
(i). Then, the task waits for the reception(ef— f) INIT messages (including its own) and stores the proposed
values in vector Y(lines 4-5). The reliable broadcast protocol guarantees that two correct proceaadspp
do not receive different proposals from the same process (see Section 2.2). Howeast,bé different from
V; since the firstn — f) INIT messages received by the two processes do not have to be the same.

If all correct processes propose the same valtheen all correct processes receive at l¢ast 2f) INIT
messages with. If a process receives this number of messages with a valilen it selects this value (lines
6-7) and reliably broadcasts it to all processes together with the vectiia¥/justifies the selection (line 10).

Otherwise, it selects the default value which it also broadcasts. After broadcasting this message (VECT),



Algorithm 1 Multi-valued Consensus protocol (for process

Function M.V_Consensus (v;, cid)

INITIALIZATION :

1: INIT _delivered « 0; {INIT messages delivered
2. activate task(T1,T2);
TASK T1:
3: RBroadcast ( (INIT, v;, cid, i} );
4: wait until (at least(n — f) INIT messages have been delivered);
5: ;1 if ({INIT, v}, cid, j) has been deliveredhen V;[j] < v;; elseV;[j] — L;
6: if (3, : #,(Vi) > (n — 2f)) then
7. W; <V,
8: else
9 w; —L;
10: RBroadcast ( (VECT, w;, V;, cid, i) );
11: wait until (atleastn — f) valid message$VECT, w;, V;, cid, j) have been delivered);
12: v;: if ((VECT, w;, V;, cid, j) has been deliveredhen W;[j] < w;; elseW;[j] — L;
13:if (V) Wili] # Wi[K] = W[ = L or Wi[K] = L) and B.: #,(W;) > (n — 2f)) then
14: b; <1,
15: else
16: b; —0;
17: ¢; «— B_Consensus (b;, cid);
18: if (c; = 0)then
19: return L;
20: wait until (at leastn — 2f) valid message$VECT, v;, V;, cid, j) with v; = v have been delivered);
21: return v;
TASK T2:
22: whenm; = (INIT, v}, cid, j) is delivereddo
23: INIT _delivered < INIT _delivered [ J {m;};




the process waits fdm — f) valid VECT messages, i.e., messages known to have a vector with real proposals
and a value substantiated by those proposals. The identifier of a message VECT includes the protocol type

(VECT), and also the consenswusd) and sender identifiers)(
Definition 1 A messaggVECT, w, V;, cid, j) is said to bevalid at process piff:

o VY, V;[K] =L or there is a messag@NIT, v, cid, Kk € INIT_delivered so that V/[K] = v,
o w; AL & #,,(V)) > (n—2f)

If the process does not receive two VECT messages with different valyésy’, and it receives at least
(n — 2f) messages withy, it proposes 1 for the binary consensus, otherwise it proposes 0 (lines 13-16). If the
binary consensus decides 0, the vector consensus protocol decides on the defadlt (izles 17-19).

If the binary consensus decides 1, the process waits until it received f) valid VECT messages with
the same value (line 20). The process does not wait until it receied— 2f) valid VECT messages with
the same valu@ line 20, but rather until it received cumulatively these messages since the beginning of the
protocol execution (some of them were received in line 11). When these messages are received, the protocol
returnsv (line 21). The protocol can be sure that there can only be one wvdhrewhich a correct process can
considenn —2f) VECT messages to be valid, or two different correct processes might decide different values.

We show that this is true in the proof of Theorem 6.

3.2 Correctness Proof

The protocol in Algorithm 1 is correct if it satisfies properties MVC1 to MVC5. A preliminary result is given

by the following lemma:

Lemma 1 If a messagéVECT, w, V;, cid, i) is reliably broadcast by a correct procesg then eventually all

correct processes will considervalid.

Proof: The INIT messages are reliably broadcast (line 3). Consequently, all correct processes eventually deliver
the same INIT messages (properties RB1-RB3 in Section 2.2). A correct process only putsaloes v it

received in INIT messages (line 5). Therefore, for every valirea VECT message sent by a correct process,
there is a INIT message that is eventually delivered by all correct processes. Additionally, a correct process
always sends VECT messages with at I¢ast f) values (lines 4-5, 10). This proves the lemma, attending to

the definition ofvalid message. O

Theorem 3 (Validity 1) If all correct processes propose the same valuiben any correct process that decides,

decidesy.

10



Proof: If all correct processes propose the same valuthen all processes deliver at ledst— 2f) INIT
messages with and at mostf INIT messages with’ # v (at mostf processes are corrupt). Consequently,
all correct processes make w v, and send this value in a VECT message (lines 6-10). Moreover, all correct
processes deliver at legst — 2f) valid VECT messages in line 11 (Lemma 1). No valid VECT message can
have w # v since at mosy (corrupt) processes send INIT messages with a value differentdfrarherefore,

all correct processes make & 1 (lines 13-14). All correct processes start a binary consensus protocol (line

17) that decides 1 (property BC1). The value decided is necessdlihes 18-21). O
Theorem 4 (Validity 2) If a correct process decidesthenv was proposed by some procesoe 1.
Proof: The proof is obtained with a trivial inspection of the protocol. O

Theorem 5 (Validity 3) If a valuev is proposed only by corrupt processes, then no correct process that decides,

decidesy.

Proof: The proof is by contradiction. If a correct process decidelsen it received at leagt, — 2f) valid
VECT messages with. For a VECT message to be valid there has to be at (@ast2f) > f INIT messages

with v, but the theorem assumes only corrupt processes proposecbntradiction. O
Theorem 6 (Agreement) No two correct processes decide differently.

Proof: All correct processes get the same decision from the binary consensus protocol (property BC2). The
proof can be divided in two cases, depending on the valaecided by the binary consensus (line 17). The
first case, £= 0, its trivial: all correct processes decide(lines 18-19).

For the second case,x 1, the proof is by contradiction. Two correct processeaml p decide differently
if: (1) p1 delivers(n — 2f) valid VECT messages with the same valye(hne 20); and (2) p delivers also
(n —2f) valid VECT messages but with a valug ¥ v;.

The binary consensus protocol decided 1, so at least one correct pred@athput loss of generality)
proposed 1 in line 17 (Theorem 2); proposed 1, therefore the two conditions in line 13 were satisfied. The
second condition implies that peceived at leastn — 2f) valid VECT messages with valug ¥n line 11.

The first condition implies thatpdid not receive any valid VECT message with a value different fram v

Therefore, p received:

e my valid VECT messages withyyandm, > (n — 2f)

e my valid VECT messages with, andm, + mg > (n — f)

11



Now, the proof assumes peceivedms = (n — 2f) valid VECT messages with,v However, there can
be at most one valid VECT message per process for an execution of the consensus protocol, tefalizng

to the reliable broadcast protocol’s property RB3. Therefore, we have:

mi1+mae+m3<n=

This is a contradiction since we assume that L"T*lj, what implies that, > 3f. O

Theorem 7 (Termination) Every correct process eventually decides.

Proof: Correct processes decide when they execute lines 19 or 21. The places of the protocol in which we have
to prove that the protocol makes progress are the two executions of the reliable broadcast protocol (lines 3-4
and 10-11), the execution of the binary consensus protocol (line 17) and the reception of VECT messages in
line 20.

The termination of the reliable broadcast protocol is guaranteed by its Validity and Agreement properties
(RB1, RB2). All correct processes eventually deliyer— f) INIT messages in line 4 because all correct
processes reliably broadcast an INIT message in line 3, and there are gt coosipt processes. This proves
that the protocol makes progress in lines 3-4. The justification for lines 10-11 is identical. The binary consensus
protocol executed in line 17 is guaranteed to terminate by property BC3.

The protocol waits for the condition in line 20 only if the binary consensus decides 1. If all correct pro-
cesses had proposed 0 for the binary consensus, then the process would have decided 0 (lines 17-19). Therefore,
at least one correct process proposed 1 for the binary consensus. A correct process proposes 1 for the binary
consensus only if it delivereh — 2f) valid VECT messages with the same valug¢second condition in line
13 and lines 11-12). The VECT messages are reliably broadcast, therefore if a correct procesgdeli2¢js
valid VECT messages witly, then all correct processes eventually do the same. Therefore no correct process

blocks in line 20 and all terminate. O

4 \ector Consensus

Vector consensus makes agreement on a vector with a subset of the values proposed, instead of a single
value [20, 26]. In systems where Byzantine faults can occur, the vector is useful, e.g., to implement atomic
broadcast, only if a majority of its values were proposed by correct processes. Therefore, the decided vector

needs to have at leagtf + 1) values. This problem is ultimately an adaptation for asynchronous systems of

12



the classical problem dfteractive consistencgefined for synchronous systems [1]. The difference between

the two problems is that interactive consistency makes agreement on a vector with the values proposed by all
correct processes, while vector consensus guarantees only that the majority of the values were proposed by
correct processes. The reason for this difference is that in asynchronous systems it is not possible to ensure that
the vector has the proposals of all correct processes, since they can be arbitrarily delayed.

Vector consensus can be defined in terms of the following properties:
e VC1 Vector validity:Every correct process that decides, decides on a vectirsizen:

— v, if p; is correct, then eithev[i] is the value proposed ky or L,

— atleastf + 1) elements ol were proposed by correct processes.

e VC2 AgreementiNo two correct processes decide differently.

e VC3 Termination:Every correct process eventually decides.

4.1 The Protocol

The protocol is implemented by the functiviector _Consensus presented in Algorithm 2. The arguments
are the value proposed;jvand the vector consensus identifigci(). The protocol starts by reliably broad-
casting a VCINIT message with the value proposed by the process (line 2). This message is identified by the
protocol type (VCINIT), the vector consensus identifiarcfd) and the sender)( Then, the protocol runs one
or more rounds until a decision is made (lines 3-8).

The algorithm begins each round by waiting for the receptiofnof f + r;) VC_INIT messages (line 4).
Notice that line 4 does not restart from scratch waiting for (the- f + r;) messages, but rather waits until
that number of messages has cumulatively been received since the beginning of the execution of the protocol.
Next, the process builds a vector; With the values it received from other processes (at lgast f) in round
0,(n—f+1)inround 1, ...) and proposes the vector for a multi-valued consensus (lines 5-6). The identifier of
the multi-valued consensus is unique for each execution by using a combinaticid ahd the round number,
.

VC_INIT is reliably broadcast, therefore all correct processes will eventually receive the sariédlVC
messages and build identical W vectors. When enough processes propose the same W vector for the multi-

valued consensus, W is decided by this protocol and immediately after by the vector consensus (lines 6-9).

4.2 Correctness Proof

The protocol in Algorithm 2 is correct if it satisfies the properties VC1, VC2 and VC3.

13



Algorithm 2 Vector Consensus protocol (for procegs

Function Vector _Consensus (v;, vcid)

1:r; —0O; {round numbey
2: RBroadcast ( (VC_INIT, v,, vcid, i) );

3: repeat

4: waituntil (atleast(n — f + ;) VC_INIT messages have been delivered);

5.V, if ((VC.INIT, v;, vcid, j) has been deliveredhen W;[j] < v;; elseW,[j] «— L;

6: V,; < MV_Consensus (W;, (vcid,r));

7 ri—r; +1;

8: until (V; # 1);

9

. return Vg ;

Theorem 8 (Vector validity) Every correct process that decides, decides on a véctdrsizen: (1) V,,,: if
p; is correct, then eitheN[i] is the value proposed hy, or L; and (2) at least(f + 1) elements of” were

proposed by correct processes.

Proof: The values proposed by each process are reliably broadcast so all correct processes eventually deliver
the same values (lines 2 and 4). Any correct process BallSConsensus in line 6 with a vector W that

satisfies the two conditions of the theorem: (1) each enw¥the vector contains either the value proposed

by process por L; and (2) W has at leastn — f) elements from which at least — 2f) > (f + 1) were
proposed by correct processes (at mpptocesses are corrupty, — 2f) must be greater or equal {g + 1)

becausg = L”T‘lj. The value decided by the protocol (line 9) is the value decided on the last execution of the
multi-valued consensus (line 6). This value is one of the values proposed (property MVC2) and cannot have
been proposed only by corrupt processes (property MVC3). Therefore, the value must have been proposed by

at least one correct process so the two conditions of the theorem are satisfied. O
Theorem 9 (Agreement) No two correct processes decide differently.

Proof: The value decided is equal to the value decided on the last execution of the multi-valued consensus
(lines 5-6). All correct processes execute the same sequence of multi-vector consensuses because the identifier
of each execution includes the round number (line 6). Therefore, the theorem is a trivial consequence of the

Agreement property MVC4 of the multi-valued consensus. O
Theorem 10 (Termination) Every correct process eventually decides.

Proof: All VC _INIT messages reliably broadcast by correct processes are eventually delivered by all correct
processes (properties RB1-RB3). Lethe any correct process. Processegecutes one or more calls to

MV_Consensus , and each of these calls eventually terminates (property MVC5). Each round of the loop,

14



p; waits for one more VANIT message (line 4) before engaging in the multi-valued consensus (line 6). If

p; does not leave the loop and terminates before, the latest by round’ process pand all other correct
processes propose for the multi-valued consensus a vector with the values from all processes. Therefore, in that
round all correct processes propose the same vector, the multi-valued consensus decides a value different from

L (property MVC1) and the protocol terminates (lines 8-9). |

5 Atomic Broadcast

The problem of atomic broadcast, or total order reliable broadcast, is the problem of delivering the same mes-
sages in the same order to all processes. The definition of the problem is equal to the definition of reliable

broadcast plus a total order property:

e AB1 Validity: If a correct process broadcasts a message M, then some correct process eventually delivers

M.

e AB2 Agreementlf a correct process delivers a message M, then all correct processes eventually deliver

M.

e AB3 Integrity: For any identifiedD, every correct procegsdelivers at most one message M with iden-

tifier ID, and ifsender(M)s correct then M was previously broadcastdander(M)

e AB4 Total order:If two correct processes deliver two messagésand M, then both processes deliver

the two messages in the same order.

The identifier of an atomic broadcast message includes the protocol typtS@), the message number
(num and the sender identifiei) (

The atomic broadcast protocol is implemented on top of the vector consensus protocol. It could also
be implemented directly on top of the multi-valued consensus but, in the end, the functionality of the vector
consensus protocol would have to be implemented in the protocol anyway. The approach we use is more

modular and elegant, besides providing the two protocols, either of which may be useful for the system designer.

5.1 The Protocol

The protocol is presented in Algorithm 3. It is inspired from the Algorithms of Chandra, Hadzilacos and
Toueg [30, 18], which assume crash faults. The initialization is carried out before the first transmission
or reception of a message (lines 1-4). A process atomically broadcasts a message by calling the procedure
A Broadcast , which simply reliably broadcasts the message to all processes (lines 5-6). The message num-

bernumguarantees that all messages broadcast by a correct process are unique, since this number is unique.
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If a malicious process tries to cdll Broadcast twice with the same message, then the reliable broadcast
protocol delivers the message only once (see property RB3, Integrity).

The delivery of messages is handled by tasks T1 and T2. When a message is delivered by the reliable
broadcast protocal, it is inserted in the setl®ivered (lines 15-16). Whenever this set is not empty, the
process tries to agree with the other processes on the delivery of the messages in the set (lines 7-14). The task
starts by constructing a vector; Mith a hashof each of the messages indelivered (line 8). A hash works
essentially as a fixed-length unique identifier of the message. The objective is to compress the input supplied to
the vector consensus protocol, since the performance of this protocol depends on the size of the value (e.g., the
communication time depends on the size of the messages). A hash is obtainedhashduanctiom defined

by the following properties [33]:

HF1 Compressionh maps an input of arbitrary finite length, to an outputx) of fixed length.

HF2 One way:for all pre-specified outputs, it is computationally infeasible to find an input that hashes

to that output.

HF3 Weak collision resistancét is computationally infeasible to find any second input that has the same

output as a specified input

HF4 Strong collision resistancaet is computationally infeasible to find two different inputs that hash to

the same output.

The value proposed by a process to the vector consensus is itself a vector with the hashes of the messages,
H; (lines 8-9). The vector consensus protocol decides on a vegtaitK at least(2f + 1) vectors H from
different processes. If the hash of a message appears in af feast) of these vectors, the process can be
confident that the hash was proposed by at least one correct process (there arefatonagit processes),
therefore there is no doubt that the message was reliably broadcast to all processes. This is important because
a malicious process might provide a hash for which there was no message to deliver. The process waits until
all messages that are to be delivered are put_ihelRvered (line 10), then it stores them in_eliver; (line
10). Finally, the process delivers the messages_ielver; in a pre-established order, removes them from

R_delivered, and increments the atomic broadcast identifier (lines 12-14).

A guessing attack is expected to break the property HEB"irhashing operations, where is the number of bits of the hash.
A birthday attack can be expected to break property HFZ'in*> hashing operations. In a practical setting, a hashing function with
160 bits like SHA-1 [37], can be considered secure enough for our protocol. Nevertheless, we consider HF2, HF3 and HF4 to be

assumptions.
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Algorithm 3 Atomic Broadcast protocol (for procegs.

INITIALIZATION :

1: R delivered « 0);

2: aid; —0;

3. num; —0;

4: activate task(T1,T2);

WHEN Procedure A Broadcast (m) is calledbo

5: RBroadcast ( (A-MSG, num, m, i) );
6: num; < num; + 1;

TASK T1:
7: when (R_delivered # )) do

8: H; «— {hashes of the messages irdBlivered};

9: X; < Vector _Consensus (H;, aid;);

{messages delivered by the reliable broadcast protocol
{atomic broadcast identifigr

{message numbgr

10: waituntil (all messages with hash jh+ 1 or more cells in vector Xare in Rdelivered);

11:  A_deliver, < {all messages with hash jfi+ 1 or more cells in vector X;

12: atomically deliver messages indeliver, in a deterministic order;

13: R_delivered « R_delivered - A _deliver;
14: aid; < aid; + 1;

TASK T2:

15: when (A_MSG, num, m, } is delivered by the reliable broadcast protodol

16: R_delivered «— R_delivered U {(A_MSG, num, m,}};
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5.2 Correctness Proof

The atomic broadcast protocol in Algorithm 3 is correct if it satisfies the properties AB1, AB2, AB3 and AB4.

Theorem 11 (Validity) If a correct process broadcasts a message M, then some correct process eventually

delivers M.

Proof: A correct process broadcasts a message M by calliBgoadcast (m). Then, the atomic broadcast
protocol adds a header to the message and broadcasts it using the reliable broadcast protocol (line 5). The
properties of this reliable broadcast protocol ensure that all correct processes eventually receive M (properties
RB1-RB3). This guarantees that there is an execution of the lines 7-14 when all correct processes put the hash
of M in H (line 8), unless these processes already delivered M in a previous execution of line 12. When all
correct processes put the hash of M in H, the vector consensus decides on a vector that includet-atlleast
entries with that hash (property VC1, Vector validity). Therefore, if the protocol does not block, all correct
processes deliver M (lines 10-12).

The protocol might block only in lines 9 and 10. It does not block in line 9 because the vector consensus is
guaranteed to terminate (property VC3, Termination). Line 10 waits until all messages that have to be delivered
by the atomic broadcast protocol (those wjth- 1 hashes in the vector) are indlivered. A message with
f + 1 hashes in the vector must have been already delivered by the reliable broadcast protocol to at least one
correct process. Therefore, this protocol will eventually deliver the message to all correct processes (properties

RB1-RB3), so no correct process blocks in line 10. O

Theorem 12 (Agreement) If a correct process delivers a message M, then all correct processes eventually

deliver M.

Proof: The theorem assumes that one correct process,;sdglivers M. Therefore: (1) the vector consensus
in line 9 decides on a vector with at legst- 1 hashes of M; and (2) the reliable broadcast protocol delivers M
to p;, therefore it delivers M to all correct processes (properties RB1-RB3). All correct processes get the same

results from the vector consensus so all eventually deliver M. O

Theorem 13 (Integrity) For any message M, every correct procesiglivers M at most once, andsender(M)

is correct then M was previously broadcastssnder(M)

Proof. The proof of the first assertion is trivial from the inspection of the algorithm, assuming the properties
of hash functions. The proof of the second assertion follows directly from the properties of the communication

channels. O
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Theorem 14 (Total order) If two correct processes deliver two messatjgsand M, then both processes

deliver the two messages in the same order.

Proof. Any correct process delivers messages only after an executidectr _Consensus (line 9). All

correct processes execute the same instances of the vector consensus protocol, identifiedby,&id.. The
messages which are delivered are all those with at Jeasthashes in the vector returnedWgctor _Consensus

and the order of delivery is deterministic (line 12). Therefore, all processes deliver the same messages in the

same order. O

6 Multi-Valued Consensus and Atomic Broadcast Equivalence

The equivalence between crash-tolerant multi-valued consensus and atomic broadcast has been proved in [30,
18]. The equivalence for environments prone to Byzantine faults with signatures has been proved in [31]. Here
we prove a similar result but without the requirement of signatures. This result has been previously stated but
never proved [18, 30].

We follow an approach similar to [30, 18], i.e., we provide a transformation from multi-valued consensus
(as defined in Section 3) to atomic broadcast and a transformation from atomic broadcast to multi-valued
consensus. The first transformation was, in fact, presented in two steps in Sections 4 and 5. The transformation
from atomic broadcast to consensus is presented in Algorithm 4. The transformations are independent of the

technique used to circumvent FLP.

Algorithm 4 Transformation from Atomic Broadcast to Multi-valued Consensus (for proggss

Function M\V_Consensus _AB (v;, cid)

1: INIT _delivered — 0; {INIT messages delivered
2: ABroadcast ( (INIT, v;, cid, i} ); {atomic broadca$t
3: wait until (atleast(n — f) INIT messages from different senders have been atomically delivered);

4: V;:if ((INIT, v;, cid, j) has been deliveredhen V;[j] < v;; elseV;[j] — L;

5:if (3u : #,(Vi) > (n — 2f)) then

6: return v,

7: else

8

return _L;

The protocol is similar to the first part of Algorithm 1 so there is no need to describe its behavior. The

protocol is correct if it satisfies the properties MVC1 through MVC5 provided in Section 3:

Theorem 15 (Validity 1) If all correct processes propose the same valu¢hen any correct process that

decides, decides
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Proof: If all correct processes propose the same valuthen all processes deliver at ledst— 2f) INIT
messages with in line 3 since at mosf processes can broadcast messages with different values. It follows

immediately from lines 5-6 that any correct process that decides, decides O
Theorem 16 (Validity 2) If a correct process decidesthenv was proposed by some procesce L.
Proof: The proof is obtained from a trivial inspection of the protocol. O

Theorem 17 (Validity 3) If a valuewv is proposed only by corrupt processes, then no correct process that

decides, decides.

Proof: For a correct process to deciddline 6), at leas{n — 2f) processes must have broadcast that value.
There can be at mogt < (n — 2f) corrupt processes so no correct processes can decide a value proposed only

by those processes. O
Theorem 18 (Agreement) No two correct processes decide differently.

Proof. The atomic broadcast protocol guarantees that all correct processes deliver the INIT messages in the
same order. Therefore, all correct processes deliver the same INIT messages in line 3 and decide the same in

lines 5-8. O
Theorem 19 (Termination) Every correct process eventually decides.

Proof: The proof is trivial taking into account that the atomic broadcast protocol terminates (properties AB1-
ABZ2) and that there are at legst — f) correct processes. O

The proof that Algorithm 4 satisfies the definition of multi-valued consensus concludes the demonstration
that atomic broadcast and multi-valued consensus are equivalent. An immediate consequence is that the FLP
impossibility result also applies to Byzantine-resilient atomic broadcast, i.e., this problem cannot be solved
deterministically in asynchronous systems. The protocol shown in this paper circumvents this result using

randomization, i.e., by not being deterministic.

7 Multi-Valued Consensus and Vector Consensus Equivalence

Vector consensus is apparently a stronger problem than consensus. Doudou and Schiper proved that a flavor
of multi-valued consensus defined in terms of properties MVC1/MVC4/MVCS5 is reducible to vector consen-
sus [20]. Here we prove that a multi-valued consensus defined by properties MVC1 to MVC5 is equivalent to
vector consensus. The transformation from multi-valued consensus to vector consensus was given in Section 4.
The reverse transformation is shown in Algorithm 5. We skip the correctness proof of this transformation given

its simplicity. The two transformations together prove the equivalence of the two problems.
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Algorithm 5 Transformation from Vector Consensus to Multi-valued Consensus (for prpgess

Function MV_Consensus _VC(v;, cid)

1: V; «— Vector _Consensus (v;, cid);
2:0f (3 #.(Vs) > (n— 2f)) then

3:  return v;

4: else

5. return L;

8 Performance Evaluation

Multi-valued consensus. The time complexity of the multi-valued consensus protocol is twice the number of
asynchronous roundsxecuted by the reliable broadcast protatg) (lines 3 and 10) plus the time complexity

of the binary consensus protocbj. (line 17). The reliable broadcast protocol by Bracha and Toueg runs in
exactly 3 rounds [9]. The time complexity of the binary consensus protocol is measungukicted number of
asynchronous roungsince the protocol is randomized, therefore probabilistic. The binary consensus protocol

in Appendix A has constant expected time complexity ), or more preciselyL,. = 20 (see appendix). The
protocol by Canetti and Rabin has also constant expected time but has a high message complexity so we do not
consider it here [16] Therefore, the time complexity of the multi-valued consensus protocol is (we use capital

L for expected number of asynchronous rounds):
Lywe = 2Ly + Lpe. = 26 = O(l) (l)

The protocol can be optimized by replacing the second reliable broadcast in line 10 by a (hormal) broadcast
or by the transmission of the VECT message individually to all processes. In this case, one correct process
might receive(n — 2 f) messages with the value to be decidedvhile another correct process would not. To
circumvent this problem, all correct processes that redeive2 /) messages with the valug(line 11) have to
resend these messages to all other processes. This optimization reduces the 3 rounds of the reliable broadcast
protocol to 2 rounds.

Table 1 presents both the expected time complexity of the protdgel.) and the time complexity in the
best casél,,.,.). The best case for the multi-valued consensus protocol is when the binary consensus runs in
Ilpe = 10 rounds instead of the expectégl. = 20 rounds (see appendix). Notice that the reliable broadcast runs
in a constant number of rounds, therefbie= L., = 3.

Message complexities differ if the communicatiorpw@int-to-pointor broadcast If the communication

is point-to-point, the message complexity of Bracha’s reliable broadcasfjs= 2n° + n and the expected

®The binary consensus protocol by Bracha has also an expected number of ro@ds @ f = O(y/n), butO(2"~/) other-

wise [9].
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Protocol Best time complexity | Expected time complexity
Multi-valued consensus l,,uc = 204 + lpe = 16 | Lypye = 2L + Lpe = 26 = O(1)
Vector consensus loe =lp +lwe =19 | Lye = Loy + (f + 1) Lipwe = O(f)
Atomic broadcast lap = lrp + lpe = 22 Loy = Lyy + Lye = O(f)

Table 1: Time complexities of the three protocols (asynchronous rounds).

Protocol Expected message complexity Expected message complexity
(point-to-point) (broadcast)

Multi-valued consensus M,,,. = 2nM,;, + My, = O(n?) M}, . =2nM/, + M|, = O(n?)

Vector consensus Mye =nMp + (f + 1) Mppe = O(fn?) | M. =nM!, + (f + 1)M/,,. = O(fn?)

Atomic broadcast My, = My + My = O(fn?) M!, =M/, + M = O(fn?)

Table 2: Message complexities of the three protocols (messages).

message complexity of the binary consensus in the appendi%ds= 12n3 + 8n?. If the messages are
broadcast, these complexities are respectivaly; = 2n + 1 andM;, = 12n? + 8n. The expected message
complexity of our multi-valued consensus correspond8&rtcexecutions of the reliable broadcast plus one

binary consensus (Table 2):
Mpye = 2nMyy, + My = 16n° 4+ 100> = O(n®) )

!
vac

= 2n M/, + M}, = 16n* + 10n = O(n?) (3)

These complexities can be reduced by merging or piggy-backing some messages in others.

Vector consensus. The vector consensus protocol runs in the best case in one round, in the wHrstin

rounds (e.g., ih = 4, f = 1, the protocol terminates in one or two rounds). In the best case the loop in lines
3-8 will be executed only once so the time complexity will be the sum of those of the reliable broadcast (line
2) and the multi-valued consensus (line 6). If the protocol does not terminate in the end of the first round, it is
reasonable to expect that all IGIIT messages reliably broadcast will be delivered during the first execution of
MV_Consensus , since this consensus involves several rounds of message exchange (two reliable broadcasts
plus one binary consensus). This would make the protocol terminate in the second round. However, if we make
the (pessimistic) assumption that the malicious processes control the communication, then they can schedule
the messages in such a way that they delay the protocol a maximgimoahds. Therefore, the expected time

complexity of the algorithm i©( f):

ch = Lrb + (f + I)Lmvc = O(f) (4)
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The best case is the execution of a single multi-valued consensus with an execution of the best case of the
binary consensus:

lvc = lrb + lmvc =19 (5)

The expected message complexities correspondetaecutions of the reliable broadcast pjus- 1 multi-

valued consensuses:
Mye = nMyy + (f + 1) Mpppe = 180> 4+ 11n% 4+ 1603 f + 1002 f = O(fn®) (6)

M. =nM+ (f +1)M .= 18n% + 11n + 160> f + 10nf = O(fn?) (7)

Atomic broadcast. The time complexity of the atomic broadcast protocol is equivalent to one reliable broad-

cast (line 5) plus one vector consensus (line 9), therefore the expected number of raRfflsper message:
Lab = Lyp + Lye = O(f) (8)
The best time complexity is one reliable broadcast plus a best case execution of the vector consensus:
lap = lpp + lpe = 22 9

The expected message complexities depends on the amount of messages being transmitted. If only occa-
sional messages are sent, the expected message complexities are, respectively with point-to-point and broadcast

communication:
My = My, + My = 18n3 + 13n% + n + 1603 f + 1002 f = O(fn?) (10)

Lo =M+ M), =180 + 13n + 1+ 16n*f + 10nf = O(fn?) (11)

However, if messages go on arriving during a certain execution of the vector consensus protocol, in the
next round task T1 will try to make agreement on several messages instead of only one. Therefore this protocol
exhibits the virtuous characteristic that its number of messages decline considerably if the rate of transmissions
increases.

Tables 1 and 2 summarize the results for all protocols.

9 Related Work

The FLP impossibility result implies that any consensus protocol in a strictly asynchronous environment has to
be randomized. Most randomized consensus protocols presented in the literature are binary. An exception is

the multi-valued crash-tolerant protocol in [38]. Also for crash failures, there is one transformation from binary
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to multi-valued consensus available [39]. Turpin and Coan presented a transformation from binary to multi-
valued consensus for Byzantine synchronous systems [40]. Toueg presented a transformation for asynchronous
systems [12]. The main difference of this transformation to Algorithm 1 is that Toueg uses signatures, therefore
its algorithm does not require a reliable broadcast primitive but a weaker echo broadcast protocol. His protocol
has optimal resilience, time complexif)(1), and lower message complexity than ours, but needs asymmetric
cryptography. Cachin et al. proposed a similar transformation, but the algorithm is based on voting the selection
of the value proposed by each successive process [31]. The protocol has optimal resilience, time complexity
O(1) and lower message complexity but uses public-key signatures and threshold cryptography. Several non-
randomized, Byzantine-resilient, asynchronous multi-valued consensus protocols have been proposed in the
literature [15, 34, 21, 22, 35]. Lower bounds on the number of rounds necessary for (Byzantine) consensus and
atomic broadcast have been defined in [41].

Interactive consistency was defined as the problem of agreeing on a vector with one value per correct
process [1]. However, in asynchronous systems it is not possible to differentiate slow from crashed processes,
and with a Byzantine fault model it might also be impossible to distinguish malicious from crashed processes.
Therefore, for Byzantine asynchronous systems the vector consensus problem was defined [20]. Two vector
consensus protocols based on failure detectors and one based in wormholes have been specified [20, 21, 26].
Recently, Ben-Or and El-Yaniv presented a randomized vector consensus protocol with optimal resilience,
time complexity O(1) and no signatures [32]. However, the message complexity is considerably higher than
ours, since the protocol rumsmulti-valued consensus protocols in parallel, while ours runs, in the worst case,
n— (2f + 1) + 1 multi-valued consensuses.

For the crash fault model, some transformations from multi-valued consensus to atomic broadcast have
been defined [30, 18, 36]. Cachin et al. defined a transformation from multi-valued consensus to atomic broad-
cast for Byzantine faults with signatures [31]. Doudou et al. presented a transformation closer to ours [22].

It also uses signatures and it can have a higher communication complexity since it gives the full messages to
the consensus module, instead of hashes, which are generally smaller. Doudou and Schiper briefly discuss a
reduction of atomic broadcast to vector consensus [20].

A collection of randomized atomic broadcast protocols can be found in [42]. These protocols rely on
signatures to guarantee the authenticity of the messages and do not have optimal resilience. Other Byzantine-
resistant atomic broadcasts for asynchronous systems can be found in Rampart [19] that uses signatures and
SecureRing [43] that uses a signed token. BFT [6] does not use signatures when there are no faults, therefore
it is very efficient. Unlike ours, all these three protocols need a failure detector to put away corrupt processes.
Apart from the added complexity, the design of Byzantine failure detectors that are complete is still an open

research issue. &ago et al. present an interesting classification of atomic broadcast protocols [44]. In terms of
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that classification, our protocol isdestination agreememtigorithm, i.e., processes receive messages without

ordering information and run agreements to order them.

10 Conclusion

This paper proposes a stack of intrusion-tolerant or Byzantine-resistant protocols. These protocols form a
coherent family, sharing effective and efficient structural properties: signature freedom, full asynchrony, decen-
tralization and optimal resilience.

The stack shows a series of protocol transformations: from binary consensus to multi-valued consensus;
from multi-valued consensus to vector consensus; from vector consensus to atomic broadcast. The objective is
to provide a modular set of protocols that a designer can use in practice in the construction of intrusion-tolerant
systems, especially in systems with limited resources like embedded environments. Therefore, the protocols
evade a set of characteristics that might constitute a shortcoming in a real system: the use of public-key sig-
natures, a known performance bottleneck in intrusion-tolerant systems; time assumptions, often vulnerable to
some attacks; the existence of leaders whose failure might be costly to detect.

The multi-valued consensus protocol terminates in a constant expected number of rounds. However, due to
the severe nature of malicious faults, vector consensus is more effective as a system building block for security-
related applications. The time complexity of the vector consensus propos&d)s The time complexity
of the atomic broadcast protocol is aléq f) (per message), although the average number of rounds can be
considerably lower if there are several messages being transmitted. Both the time complexities of the vector
consensus and atomic broadcast protocols are redua@@liowhen all processes are correct. These results
look very promising.

Besides presenting the stack of protocols, the paper also proves the equivalence between multi-valued
consensus and atomic broadcast in the Byzantine failure model without signatures. A similar proof is given for

the equivalence between multi-valued consensus and vector consensus.
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A A Binary Consensus Protocol

This appendix presents a Binary consensus protocol compatible with the properties we stated in the introduc-
tion: it does not use signatures; it is asynchronous (uses randomization to circumvent FLP); decisions are
taken in a decentralized way during the normal operation; it has optimal resiliﬁ\ﬁcq,”T‘lJ. Moreover, its

time complexity iSO(1). The protocol is a version of Bracha’s protocol in [9] enhanced wittdtrad-threshold
coin-tossing schemntgy Cachin, Kursawe and Shoup [14]. The protocol does not avoid public-key cryptography

entirely since the coin-tossing scheme is based on the Diffie-Hellman problem.
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The (n,k,f) dual-threshold coin-tossing scheamsumes processes, at mogtof which can be corrupt.
The processes holshares of a functioF” mapping a coin namé€’ to its valueF'(C) € {0,1}. The main
property of the scheme is that to construct the value of a coin, a processieeitssharedrom different
processes, with < £ < n — f. Here we consider the specific caseicf n — f.

The scheme assumesrasted dealethat generates secret ke§%1, ..., SK,, and verification key$ K,
VKi,..,VK,. The dealer gives every processa secret key5 K; and all verification keys. A process uses
SK; to producecoin sharesand the verification keys to construct the values of coins. The existence of the
dealer does not collide with the protocol being decentralized (in the sense above), because the dealer has no
role during the execution of the protocol.

The modification of Bracha’s protocol is simple. Lets us define a coin ndras a unique combination
of the consensus execution identifiefid and the round number, e.g.,C = bcid + 1/r. In step 3, the
protocol may have to set a variablgto 1 or 0 with probability% [9]. The modification is to use the dual-
threshold coin-tossing scheme to give identical random numbers to all correct processes, i.e., coins with name
C'. More precisely, the line of Bracha’s protocol that sigtto 1 or 0 is substituted by the step 4 of the ABBA
protocol [14]. After that step,, is set to the value of coi@'.

This protocol avoids the use of digital signatures and threshold signatures of the original protocol in [14]
at the cost of additional rounds of message exchange. However, the expected time complexity (i$)stl

more precisely (considering the reliable broadcast in [9]):
Lye = 6L +2 =20 (12)
In the best case the protocol runs in a single round:
lpe = 3Ly +2=10 (13)

The expected message complexitieslig = 12n3 + 8n? = O(n?), with point-to-point communication,
or M{, = 12n? + 8n = O(n?), with broadcast communication. However, several messages of the executed

reliable broadcast might be merged or piggy-backed, thus reducing these numbers.
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