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Abstract

Distributed applications executing in probabilistic environments, like the Internet, often need to
make timing assumptions, for instance about the maximum message delay or the round-trip delay. In
the case of adaptive systems these bounds should be computed at run-time, using probabilistic or other
more or less ad hoc approaches, typically with the objective of improving the application performance.
From a dependability perspective, however, the concern is to secure some properties on which the
application can rely. Building on previous work where we set the stage for dependable adaptation,
we introduce a general framework for implementing improved solutions for dependable adaptation.
During its lifetime, a system alternates periods where its temporal behavior is well characterized, with
transition periods where a variation of the environment conditions occurs. The proposed framework
rests on the detection of these stable and transient phases, and it is generic in the sense that different
detection mechanisms can be included. We use a set of simple phase detection mechanisms inspired
in well-known probabilistic tests, along with synthetically generated data flows, to illustrate how the
framework can be applied.

1 Introduction

Computer systems and applications are becoming increasingly distributed and we assist to the pervasiveness
and ubiquity of computing devices. This openness and complexity means that the environment (including
network and computational platforms) tends to be unpredictable, essentially asynchronous, making it
impractical, or even incorrect, to assume any time-related bounds. On the other hand, there are increased
concerns about the dependability of these systems and applications, in the sense of their ability to meet
some specified quality of service (QoS) levels. One possible way to cope with the uncertain timeliness of
the environment while meeting dependability constraints consists in building adaptive applications and
ensure that they adapt in a dependable way, that is, they remain correct as a result of adaptation.
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In this paper we build on previous work that introduced the necessary architectural and functional
principles over which a dependable adaptation approach should be based [1]. In essence, the idea behind
dependable adaptation is to ensure that a coverage stability property is satisfied, that is, that the assumed
bounds for fundamental variables (e.g. network delay) are secured with a known and constant probability.
Clearly, this is only possible if some assumptions about the environment behavior are made. Then, using
appropriate mechanisms and approaches it may be possible to probabilistically characterize the current
operational state and derive the bounds that must be used to secure the coverage stability property.

Therefore, a crucial issue concerns the set of assumptions that are made about how the environment
behaves. In our earlier work we made very weak assumptions— just that it would behave probabilistically,
but with unknown distributions. This was sufficient to illustrate the feasibility of the dependable QoS
adaptation approach. Now we take a step further, assuming that during its lifetime a system alternates
periods where its probabilistic behavior is well characterized, with transition periods where a variation of
the environment conditions occurs.

Because of that, we are able to shift from conservative (and pessimistic) solutions, with possibly little
relevance in practice, to more reasonable ones, which may have interesting practical reach. We introduce
a framework that is based on the use of probabilistic methods for the recognition of the “state” of the
environment. The framework does not require a specific method to be used. On the contrary, it allows
several methods to be used simultaneously. Given that the actual methods used in some implementation
are not our main concern, we use some simple ones just to illustrate how the framework can be applied, how
it may improve over the previous conservative approach, and what kind of trade-offs must be addressed
when choosing a specific method to be applied. Nevertheless, the paper explains how the chosen methods
were implemented, which is relevant to show how dependability constraints are handled in practice.

In fact, one important and distinguishing aspect of our work is that we are concerned with dependability
objectives. These are incorporated in the framework by establishing the criteria that should be met
in order to evaluate the effectiveness of specific probabilistic methods driving the adaptation process.
In particular, we used this criteria to compare the above-mentioned simple methods, by performing a
number of simulation experiments based on synthetic data flows generated from well-known probabilistic
distributions. Based on these results we were able to conclude that the proposed framework may indeed
allow to achieve dependable adaptation and improved time bounds, provided that adequate environment
recognition methods are used for a given environment behavior.

The paper is organized as follows. In the next section we provide a motivation for this work and we
discuss related work. Then, Section 3 describes the proposed framework for dependable adaptation in
probabilistic environments. Implementation issues are then addressed in Section 4, while the simulation
results are presented and discussed in Section 5. Some conclusions and future perspectives are finally
presented in Section 6.

2 Motivation and Related Work

Providing QoS guarantees for the communication in spite of the uncertain or probabilistic nature of net-
works is a problem with a wide scope, which can be addressed from many different perspectives. We are
fundamentally concerned with timeliness issues and with securing or improving the dependability of adap-
tive applications. In fact, our work is being carried out in the scope of the HIDENETS EU-FP6 project [6],
which aims at devising improved end-to-end solutions for highly dependable IP-based networks, focusing
on car-2-car applications and communication over ad hoc network infrastructures as motivating scenarios.
Our contribution, however, is more general: we merely reason in terms of probabilistic environments, which
can be, but are not constrained to, the environments considered in HIDENETS.

In [1], the fundamental architectural and functional principles for dependable QoS adaptation were
introduced, providing some motivation for the work presented here. In this earlier work we also followed
a dependable perspective, and analyzed why systems would fail as a result of timing assumptions be



violated, as it may happen in asynchronous environments. A relevant effect is decreased coverage of some
time bound [12], when the number of timing failures goes beyond an assumed limit. This effect can be
handled in adaptive systems, by adapting the assumed bounds during the execution to ensure that coverage
of that bound is secured. In other words, the objective is to satisfy the so called Coverage Stability property.

In more practical terms, this means that QoS is no longer expressed as a single value, a time bound
to be satisfied, but as a (bound, coverage) pair, in which the coverage should remain constant while the
bound may vary as a result of adaptation, to meet the conditions of the environment. On the other
hand, deciding when and how to adapt depends on what is assumed about the environment. In [1] we
followed a conservative approach, just assuming a probabilistic environment but not a specific probabilistic
distribution for delays. Therefore, this led to a conservative solution with respect to the bounds required
to guarantee some coverage.

Interestingly, in the last few years a number of works have addressed the problem of probabilistically
characterizing the delays in IP-based networks based on real measured data, allowing to conclude that
observed empirical delay distributions may be characterized by well known distributions, such as the
Weibull distribution [9, 5], the shifted gamma distribution [10, 3], the exponential distribution [7] or the
truncated normal distribution [4]. Based on this, we realized that it would be interesting and appropriate
to consider less conservative approaches, by assuming that specific distributions may be identified and thus
allowing to achieve better timing bounds for the same required coverage.

However, some of these works also recognize that probabilistic distributions may change over time
(e.g. [10]), depending on the load or other sporadic occurrences, like failures or route changes. Therefore,
in order to secure the required dependability attributes, it becomes necessary to detect changes in the
distribution and hence use mechanisms for being able to do that. Fortunately, there is also considerable
work addressing this problem and well-known approaches and mechanisms (see [13] for a nice overview).
Among others, we can find approaches based on time-exponentially weighted moving histograms [8], on
the Kolmogorov-Smirnov test [4] or the Mann-Kendall test. For instance, in [4] the authors apply the
Kolmogorov-Smirnov test on round-trip time (RTT) data to detect state changes in a delay process.
Between these state changes, the process can be assumed to be stationary with constant delay distribution.
The stationary assumption was confirmed by the trend analysis test.

Given all these possibilities, we understood that the design of a framework for dependable adaptation
could be made general by allowing the use of different approaches, even simultaneously, to allow the
achievement of possibly better or more accurate predictions.

A fundamental distinguishing factor of our work is that we are concerned with system dependabil-
ity. Therefore, while other works addressing adaptive systems are mainly concerned with performance
improvements, our objective is to achieve dependable adaptive designs by ensuring coverage stability.

3 The Adaptation Framework

3.1 Assumptions

As mentioned in the previous section, in this work we advance on previous results by making more opti-
mistic but not less realistic assumptions, in order to achieve improved and still dependable (bound, coverage)
pairs. Instead of simply assuming that the environment behaves in a probabilistic way (as done in [1]) we
now make the following assumptions:

Interleaved known probabilistic behavior - We assume that the environment alternates stability pe-
riods, during which it follows some known probabilistic behavior, with unstable periods, during which
the probabilistic behavior is unknown or cannot be characterized. Note that, despite the unknown
probabilistic behavior during unstable periods, we assume that the behavior is probabilistic.



Recognition abilities - The system has sufficient resources and can be equipped with the adequate
mechanisms to detect changes from stable to unstable periods (and vice-versa) and recognize the
best fitting probabilistic distribution during stable periods.

Sufficient stability - We assume that probabilistic changes are slower than the detection and recognition
speed. In other words, we assume that typical execution environments are sufficiently stable for the
time it takes to recognize the actual probabilistic distribution. If this turns out to be false, then, as
we will see, only the improvements will be lost, but dependability will be kept.

Sufficient activity - We assume that there is sufficient system activity, and therefore enough observation
points that we can use to feed some trend detection and recognition mechanisms. Hence it is possible
to use observation samples, that is, measured delays, assuming that all of them report to a sufficiently
recent observation period as required for accurately characterizing the state of the environment. We
therefore discard any further concerns related to the time spacing of observations.

We must note that these assumptions may not hold in every environment and every situation. In fact,
although many authors have observed the possibility of probabilistically characterizing end-to-end delays,
it is also true that there is not a unique or a well defined distribution that can be used, which intuitively
means that in some environments it may be difficult to determine, in practice, a given distribution that
fits the observed delays. However, our main concern in this paper is to propose a framework to address
the problem, allowing different mechanisms and solutions to be used together in order to better deal with
these uncertainties. We propose some of the possible mechanism to highlight how the framework can be
applied.

3.2 Environment recognition and adaptation

The proposed framework for dependable (QoS) adaptation can be seen as composed by two activities:
identification of the current environment conditions and consequently QoS adaptation.

Environment recognition - The environment conditions can be inferred analyzing a real time data
flow representing, for example, the end-to-end message delays in a network. When the analytical
description of the data is not known, we need to determine the model that best describes the data.
Using statistics the data may be described by a probability density function (pdf) or by a cumulative
distribution function (CDF). We note that the data models can be so complex that they can not
be described in terms of simple pdf or CDF; for example, the sequence of data could be properly
represented by a complex mixed distribution. In the case in which the model that describes the data
is known, the problem is reduced to estimating unknown parameters of a known model from the
available data. The known model is based on the knowledge of the process that produced the data.

There are various methods, both numerical and graphical, for estimating the parameters of a proba-
bility distribution (see, e.g., [11]). From a statistical point of view, the method of maximum likelihood
estimation (MLE) is considered to be one of the most robust techniques for parameter estimation,
and it is used in our experimental implementation of the framework.

Adaptation - Once the most fitting distribution (together with its parameters) has been identified, its
statistics properties can be exploited to find the pair (boundspec, coveragespe.) that represents the
coverage and the corresponding time bound specifically tailored for the selected distribution. With
respect to the general pair (bound, coverage) defined in [1], the new pair provides better results, since
the coverage stability objective can be reached using a lower time bound.



3.3 The conservative approach

As detailed in Section 3.1 we are assuming an interleaved probabilistic behavior of the environment. There-
fore, we can consider that the system alternates periods during which the conditions of the environment
remain fixed (stable phases), with periods during which the environment conditions change (transient
phases). In the first case, the statistical process that generates the data flow (e.g., the end-to-end mes-
sage delays) is under control and then we can compute the corresponding distribution using an appropriate
number of samples; the higher h is (where h is the sample size), the higher is the accuracy of the estimated
distribution. On the contrary, if the environment conditions are changing, then the associated statistical
process is actually varying, so no fixed distribution can describe its real behavior.

Therefore, the system lifetime can be seen as an alternate sequence of phases: a stable phase, during
which the distribution is computable, and a transient phase, during which the distribution can not be
computed. A transient phase corresponds to the period during which the original distribution is changing
and is moving towards the distribution of the next stable phase.

As previously mentioned, during the transient phases it is not possible to build a pdf, so in this period
we adopt a conservative approach and we set the pair (bound, coverage) using the one-sided inequality
as in [1]. Tt is a pessimistic bound, but it holds for all the distributions. As soon as the presence of a stable
phase is detected, a proper pdf is identified and the bound is modified according to the new distribution.

In order to do this, it appears evident that we need a mathematical method that verifies whether the
system is in a stable phase or in a transient one. In other words, we need a sort of phase detection
mechanism capable of identifying the beginning of a new transient phase as soon as the environment
conditions start changing, and capable to identify the beginning of a new stable phase as soon as the
environment conditions stabilize.
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detection time detection time detection time
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Figure 1: The conservative approach.

Figure 1 depicts the conservative approach applied to a typical scenario, such as the one identified by
the following temporal events:

e Before time TO the environment conditions are fixed.

e At time T1 the phase detection mechanism detects that the environment is changing (or that it has
already changed if T1>T2), then the bound is set to the secure but pessimistic level as in [1].

e At time T2 the environment reaches a new stable configuration.



e At time T3 the phase detection mechanism detects the presence of a stable phase and then a new
less pessimistic bound (tailored for the identified distribution) can be computed.

o At time T4 the environment conditions change again.

e At time T5 the phase detection mechanism detects that the environment is changing (or that it has
already changed if T5>T6), then the bound is set to the secure but pessimistic level as in [1].

e At time T6 the environment reaches a new stable configuration, and so on.

We note that there is an alternation of periods during which the bound is less pessimistic and secure
(e.g. [T3;T4]), non secure (e.g. [T4;T5]) and secure but pessimistic ([T5;T6]). The effectiveness of this
conservative approach mainly depends on two factors:

e the “changing environment” detection time, that is the time that it takes to detect that the environ-
ment is changing.

e the “stable environment” detection time, that is the time that it takes to detect that the environment
has reached a new stable configuration.

The “changing environment” detection time is of particular importance in this context, since it directly
affects the quality (or the accuracy) of the adaptation mechanism. During such critical periods, the
environment is changing but the bound is tailored for a particular set of condition environments that do
not hold anymore. The ideal situation arises when the detection of a changing environment is instantaneous
(e.g., TO=T1).

3.4 Phase detection mechanisms

A phase detection mechanism must detect as soon as possible the beginning of a new transient phase,
as well as the beginning of a new stable phase. Although marginal to the main focus of the paper, here
we propose some simple phase detection mechanisms that can be implemented in the framework. Such
mechanisms, that we used in the experimental implementation of the framework to illustrate its feasibility,
can be used individually, or combined together. For example, one can be more conservative by configuring
the framework so that a stable phase is detected only if all the mechanisms are actually detecting a stable
phase at the same time, while in a less conservative approach a stable phase is detected if at least one of
the mechanisms actually detects a stable phase.

e Mechanism 1. A stable period with distribution D is detected when the estimated mean E (15) and
the estimated variance V(D) satisfy some relations that are always true for the postulated distribution

D. For example, if E(D) = 1/V (D) (or, more practically, if |/ V (D) —E(D)| < 7, being 7 a tolerance
bound) we could hypothesize that the samples come from an exponential distribution. Actually this
equality is not a sufficient condition for having an exponential distribution (it is only a necessary
condition), so the mechanism could lead to the identification of a wrong distribution not resembling
the real environment conditions.

e Mechanism 2. At time ¢; we compute the expected mean E(D);, and observed variance V(D),,
using the last h collected sampling points. A stable phase will be detected if the following f mea-
surements E(D),, and V(D)t;, with i = 2,..., f + 1 (each one performed using the available last &
collected sampling points), will remain within a given tolerance level ege,, and vge, from E (ﬁ)tl and
V(D)y,, respectively. In other words:

b ; A)t1|§edev withi=2,...,f+1, and
‘V([))tz - V(D)t1| < Vdey with i = 27~"7f+ 1



The same mechanism could be extended to analyze, in general, the k-th moment of the random
variable D.

e Mechanism 3. A stable period with distribution D is detected when some goodness-of-fit (GoF)
tests establish the goodness of fit between the postulated distribution D and the evidence contained
in the experimental observations. For example, the Kolmogorov-Smirnov test [2] is the preferred GoF
test in case of a continuous population distribution.

In the following section we further detail on how these mechanisms have been implemented in the
context of the proposed framework. This also serves to clarify the conditions under which the experimental
results presented and discussed in Section 5 were obtained.

4 Implementation Issues

We use the scheme depicted in Figure 2 to help us explaining some important issues concerned with the
implementation of this framework for dependable adaptation.

Input samples
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Figure 2: Schematic view of the framework for dependable adaptation.

Looking at the figure, we see that the framework can be modelled as a service that:

e accepts two dependability related parameters as input: the history size and the required coverage;

e reads samples/measured delays as input: these are the actual values that fill up the history and are
used by the phase detection mechanisms and for the estimation of distribution parameters;

e provides, as output, a bound that should be used in order to achieve the specified coverage.

In this experimental implementation we only considered two probabilistic distributions: the exponen-
tial and the Pareto distributions. This was an early decision that we took based on the fact that these



seemed to be relatively easy distributions to work with, and would perfectly serve our purpose of high-
lighting the way in which the framework should be used. In practical systems, however, one is supposed
to consider several other possible probabilistic distributions, as means to better find a good fit for the
actual environment behavior. On the other hand, depending on the considered probabilistic distributions,
it is possible that the concrete configuration of phase detection mechanisms varies. In our case, we have
configured the phase detection mechanisms for working correctly and secure the desired coverage for these
two distributions only. The actual number of different mechanisms that could be used and configured for
different distributions, is only limited by the available resources, which we assume to be enough, as per
the “Recognition abilities” assumption (see Section 3.1).

4.1 Setting up parameters

The way in which the coverage and history parameters are handled or incorporated in the phase detec-
tion mechanisms can assume two basic forms: either it is possible to derive analytical expressions that
“automatically” relate the outcome of phase detection with these input parameters, or it is necessary to
stipulate some values (like ege, and vge, when using “Mechanism 2” described in Section 3.4) as necessary
to secure the desired coverage.

As previously mentioned, it is possible to use several phase detection mechanisms simultaneously. We
have implemented the three mechanisms described earlier, which were instantiated to detect the expo-
nential distribution. For the detection of the Pareto distribution we only configured one mechanism, an
instantiation of “Mechanism 1”7, as explained ahead.

In order to instantiate “Mechanism 1” to recognize the exponential probabilistic distribution we used
the following reasoning.

“Mechanism 1”7 estimates the expected value E(ﬁ) and the variance V(ﬁ), and it detects a stable

exponential period if [\/V (D) — E(D)| < 7, being 7 a tolerance bound to encompass for the estimation
errors. Clearly, the ability to detect the distribution depends on the size (h) of the sample history (taken
from the trace) that is used to estimate E(D) and V (D), and on 7.
Let us try to find a relation that statistically links the real mean to the history size h and to the
estimated mean. Let us indicate with E(D) the real mean and with V(D) the real variance (if they exist).
From statistic we know that if D is exponentially distributed, then a 100(1 — @)% confidence interval
of E(D) is

2h E(D) < E(D) < 2h

E(D) )

D) D)
Xoh;a/2 X2h:1—a/2

where x? is the critical value of chi-square distribution with o degrees of freedom. Let C be the coverage
that must be guaranteed for an adaptive application. We know that in the case of exponential distribution
D of the delays, the correspondent time bound ¢ is

1 1

E(f)) "T-¢C

Now let’s consider what happens if

e E(D) = E(D): we are in the optimal case, since the estimated mean corresponds to the real mean,
so we maintain the coverage with the minimum bound tcstimated = treai-

e E(D) > E(D): in this case we are still maintaining the coverage because tcstimated 1S greater than
trear- Therefore we have no coverage problems but we are not in an optimal situation.

e FE(D) < E(D): in this case testimated < treal, therefore the coverage is no more maintained to the C
value, since more timing failures will occur.



From these considerations it follows that, in order to maintain the coverage at a given level C', we have
to find a value for E(D) such that E(D) > E(D). Therefore, we can implement “Mechanism 1” such that

it detects a stable phase when the square root of the estimated variance (1/V (D)) is inside the confidence
interval, and in this case we use the right (upper) bound of the confidence interval to set the time bound

for the application, so as to maintain the required coverage. If \/V(f)) is outside the confidence interval
then it cannot be (probabilistically) equal to the exact mean and then the sampling points cannot be
(probabilistically) generated by an exponential distribution, therefore a transient phase is detected. The
error 7 will be always lower than the size of the confidence interval.

If the confidence level (the percentage 100(1 — «)%) increases and/or the history size (h) decreases,
“Mechanism 1”7 will more likely detect a stable phase since the confidence interval becomes larger. At the
same time the probability to wrongly detect a stable exponential phase increases. Therefore we can use
the confidence level and the history size to tune the level of “aggressiveness” of the mechanism.

The configuration of the other two mechanisms for the exponential distribution was done by exactly
as explained in Section 3.4, which required some values to be postulated. In particular, for the case of
“Mechanism 2”, we concluded based on experimental evidence that for an history h = 30, we should use
edev = 0.5 X E(D)y1 and vge, = 0.5 X V(D). With these settings it is possible to apply the mechanism
in a dependable way. On the other hand, we postulated f = 10, making it smaller than h, but still large
enough to be more aggressive than “Mechanism 1”. For the case of “Mechanism 3”7, we just had to postulate
the critical values of Kolmogorov-Smirnov statistics for the exponential distribution with unknown mean,
which we did by using standard values provided in statistics tables.

With respect to the instantiation of “Mechanism 1”7 for the Pareto distribution, we had to postulate a
value for 7, which in practice depends on the history i and on shape parameter of the distribution. For
a Pareto distribution with shape parameter o = 4.2 and h = 30, we used 7 = 0.05 (as per the values of
Table 1, that we constructed based on several tests to empirically determine which values would ensure
the dependability of the mechanism). The location parameter of the distribution is always set to the lower
value observed in the history. A stable Pareto distribution is detected when |V (D — E(D?/a(a —2)| < 7.

o (h = 30)
(0,1.2] 1
(1.2,2.4] 0.4
(2.4,3.2] 0.1
(3.2,inf] 0.05

Table 1: Values for 7, Pareto distribution.

4.2 Defining bound estimators

Depending on the output of the phase detection mechanisms, which consists both in stability indicators
and in estimated parameters that characterize a certain distribution (e.g. A in the case of exponential),
one of the bounds calculated by the implemented bound estimators will be selected as the output of the
framework. The selection is performed with the help of some logic, which might be made more or less
aggressive. For instance, in the case when distinct mechanisms detect a stable phase, it may be possible to
choose between two bounds, if the phase detection mechanisms provide different distribution parameters
to the bound estimators. When no mechanism detects a stable phase, then the conservative approach for
estimating the bound is always used.

In this experimental implementation we defined three bound estimators: the conservative estimator,
which is always required, and estimators for the exponential and for the Pareto distributions. They are
presented in Table 2.



Estimator

Minimum time bound ¢

conservative

V(D) )

T—_coverage

bound = 2E(D)Jf\/‘“E(D)Z—4(“5(213)2+\/(D)_

exponential

1

-1y 1
bound = A In 1—coverage

Pareto

k

bound = ———
Vv 1—coverage

Table 2: Bound estimators for a given required coverage.

5 Results and Discussion

We did a few experiments to test the implemented framework and to observe, in particular, what would
be the improvements achievable with a less conservative, and adaptive approach, in comparison with the
simple conservative and pessimistic approach described in [1]. In fact, we did a few more tests to observe
the effective behavior of the mechanisms (we focused on “Mechanism 17) in the presence of a distribution
change, and with a Pareto distribution instead of an exponential distribution. The results are reported

below.

The experiments were done using synthetic data traces following the exponential and Pareto distribu-
tions, represent observed delivery delays over a period of time (whose length is not relevant here). We
used some common parameters in all experiments: traces with 1,500 sample points; expected coverage of
0.98 (i.e., to guarantee the coverage stability, no more than 30 timing failures should occur); and a history

size of h = 30.
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Figure 3: Comparison of pessimistic and adaptive approaches, using “Mechanism 1”7 for an exponential

trace.

Figure 3 shows the result of the first experiment, which is based on a synthetic data trace that follows
an exponential distribution with A = 0.8. The purpose of this experiment is to validate “Mechanism 1”7 in

10




detecting stable phases. This mechanism detected an exponential distribution in 97% of the sample points.
The adaptive time bounds generated only five timing faults in the entire observation period, maintaining
the coverage stability. Moreover, in the majority of the sample points, the adaptive bounds are more
aggressive than the conservative bounds, as expected. This is supported by the lower time bounds average
of the adaptive approach: 7.6 against 9.3 of the conservative method. However, there are few points where
the adaptive bound is bigger than the conservative one. This rare situation happens when the adaptive

bound is calculated using a bigger estimated E(D) (both bounds are directly proportional to E(D)). While
the conservative approach estimates E(ﬁ) as the history average, the adaptive bound uses the greatest
value in the confidence interval of E(D).

We executed similar experiments using the same exponential data trace as input, to evaluate “Mecha-
nism 27, “Mechanism 3” (which implements the Kolmogorov-Smirnov test), and a combination of “Mech-
anism 1”7 and “Mechanism 3”. The results are presented in Table 3. They are expressed in terms of the

following metrics:

e the number of observed faults (which must be lower than some value to secure that coverage is
achieved);

e the average value of the time bounds that were used as output of the framework.

Mechanism | Stable detection | Timing faults | Bounds average
1 97% ) 7.6
2 96% 5 7.7
3 95% 4 7.8
143 75% 4 8.1

Table 3: Observed results for different mechanisms using the exponential trace.

The results of “Mechanism 2” demonstrate that its aggressiveness is quite similar to “Mechanism 17:
the exponential distribution was detected in 96% of the sample points, the number of timing faults was
also 5 and the adaptive bounds average was 7.7. After detecting a stable phase, “Mechanism 2”7 uses
the same formulas as “Mechanism 1”7 to identify the probability distribution and calculate the adaptive
bounds. Thus, this similarity was expected. We remind that the parameter values used on this experiment
were f = 10, egep, = 0.5 X E(ﬁ)t1 and vge, = 0.5 X V(ﬁ)ﬂ, i.e., for each sample point, a stable phase was
detected if the last 10 measured E(D) and V(D) were at most 50% higher than current E(D) and V (D),
respectively.

“Mechanism 3” also produced similar results. Exponential stable phases were detected in 95% of the
sample points, 4 timing faults occurred, and an average of 7.8 was verified for the adaptive bounds. The
level of significance for the Kolmogorov-Smirnov test, which indicates the probability of a stable phase
being recognized as a transient one, was o = 0.05.

As expected, a more conservative result is obtained when combining “Mechanism 17 and “Mechanism
3”. Whenever “Mechanism 1”7 detects an exponential distribution, it executes the Kolmogorov-Smirnov test
to confirm it. This double-checking implementation decreases the aggressiveness of the adaptive approach
(exponential detection in 75% of the sample points), but makes it more dependable. Even being more
conservative than individual mechanisms, this combination still remains with lower bounds in comparison
to the pessimistic approach (adaptive bounds average of 8.1).

Analogously, Figure 4 shows the results of using “Mechanism 1”7, but now based on a synthetic data
trace that follows a Pareto distribution with @ = 4.2 and k& = 0.65. The Pareto distribution was detected
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in 75% of the sample points and the bounds average decreased from 2.5 to 1.9. Also, it was observed the
occurrence of 28 timing faults. We have noted that the higher the k£ parameter of the input trace, the lower
is the number of timing faults. For example, when using Pareto data traces with & = 4.2 and k = 1.5, we
verify approximately 15 timing faults.

Time bounds

0 300 600 900 1200 1500
Sample history

\ — Measured ----- Pessimistic —— Adaptive \

Figure 4: Comparison of pessimistic and adaptive approaches, using “Mechanism 1” for a Pareto trace.

We also executed some experiments using data traces that do not follow neither a exponential nor a
Pareto distribution to verify if the mechanisms do not incorrectly detect stable phases. The results of one of
these experiments is shown in Figure 5. This experiment uses a data trace generated by the random method
of the Java class Math, which returns an approximated uniform distribution. When analyzing Figure 5 it
is easy to note that in almost every sample point, the adaptive bound is equal to the conservative bound,
which means that the pessimistic approach was used. Actually, “Mechanism 1” detected an exponential
distribution in 10% of the sample points. Nevertheless, the coverage stability was not violated, since no
timing faults occurred.

Another interesting aspect that can be observed using simulated experiments is the influence of the
history size when detecting changes in the environment conditions. The experiment shown in Figure 6
used a trace where the first 750 sample points follow an exponential distribution with A = 3.2 and the last
750 points follow a different exponential distribution, with A = 0.8. Figure 6 only represents the interval
between sample points 700 and 800, which is the interesting part of the trace for this matter. The figure
shows that the adaptive bounds (which are more optimistic than the conservative ones) in the changing
period are lower than the trace bounds, generating some timing faults. This occurs because the bounds
are calculated based on the history mean, which do not correctly represent the expected value immediately
after the environment change. We can observe in the figure that the “stable envirnment” detection time
depends on the history size (which in our experiment is 30).

We believe that the fundamental conclusion to derive from the full set of experiments is that it is
possible to define simple and efficient mechanisms that correctly detect stable and transient phases and,
for the stable ones, well characterize the observed probabilistic distribution. Besides, the parameters for
each mechanism can be fine tuned to better fit a given behavior and to configure more optimistic or
more conservative approaches, depending on the considered applications and on the environment under
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Figure 5: Pessimistic and adaptive approaches, using a random trace.

evaluation.

It is important to emphasize that the purpose of the presented experiments was to demonstrate that
it is possible to implement simple but efficient mechanisms on characterizing the environment. To reach
this objective, we used synthetic data traces following some known distributions. We did not present
any result using real collected data because right now our framework is limited to only two distributions
(exponential and Pareto). Since the current mechanisms have presented good results, we intend in the near
future to extend the set of distributions as part of the development of a general middleware for dependable
adaptation.

6 Conclusions and Future Work

In this paper we addressed the problem of supporting adaptive systems and applications in probabilistic
environments, from a dependability perspective. While existing solutions are typically designed for specific
environments and thus make more restrictive assumptions about the possible observable distributions, our
goal is to design a general framework, independent of the specific distributions and detection mechanisms,
and providing the adequate support to develop dependable adaptive applications whose bound can be
secured with a known probability, or coverage.

We significantly advanced on previous work by making a few additional simple, but important assump-
tions: the environment behaves in a probabilistic way and can be characterized by known probabilistic
distributions, which remain stable for sufficiently long periods of time. In fact, we assumed that a system
alternates stable periods, during which the environment characteristics are fixed, and unstable periods, in
which a variation of the environment conditions occurs. Based on that we proposed a general framework
for adaptation, which allows to dynamically set optimistic time bounds when a stable phase is detected,
while it provides pessimistic but still dependable bounds during transient phases. The proper identification
of stable/unstable phases is therefore of primary importance, and so explained how the framework may be
implemented with several simple phase detection mechanisms to be used in isolation or in cooperation.

We also provided some results that were obtained using an experimental implementation of the frame-
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Figure 6: Reaction to a distribution change, using “Mechanism 1” for an exponential trace.

work, and with synthetic data flows generated from exponential and Pareto distributions. The imple-
mentation work and the achieved results provided interesting insights on the specific issues that must be
addressed in some practical implementation, and on the possible outcomes and improvements achievable
by using this framework.

In the near future we are planning to extend the set of available phase detection mechanisms, in
particular considering other probabilistic distributions, and analyze their behavior in the presence of more
or less complex environment changes. In addition, after adding support for other probabilistic scenarios, we
aim to conducting experiments with real data traces, in particular considering some of the communication
scenarios that were defined in the HIDENETS project.
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