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Abstract

Within the Future Internet (FI) ecosystem, the Fifth Generation (5G) networks are
already underway. These exploit higher frequency bands with wider available bandwidths
and consider extreme base station and device densities, forming a Heterogeneous
Network (HetNet) environment, aiming to meet the performance requirements of the
lowest possible end-to-end latency and energy consumption. Efficient connectivity
management in such a diverse networking environment is an open issue, towards
attending user mobility between multiple Radio Access Technologies (RATs) and
network tiers, confronting complexity and interoperability issues, accommodating
application demands and user preferences and exploiting the capability of handling
multiple active network interfaces concurrently. Collection, modeling, reasoning, and
distribution of context in relation to sensor data would play a critical role in this
challenge.

To this goal, the exploitation of the principles of context-awareness and autonomicity,
should be exploited, as they enable the network entities to be aware of themselves and
their environment, towards self-governing their behavior to achieve specific goals.
Furthermore, proper assessment of the various VHO management approaches that present
alternative context acquisition strategies, is needed, requiring a sufficiently
comprehensive and generally applicable performance evaluation methodology, as the
available methodologies for evaluating the performance of these proposals and for
comparing alternatives are still limited.

Therefore, the contributions of this dissertation are twofold. The first part of the
dissertation sheds new light to Vertical Handover (VHO) operations from an Autonomic

Network Management (ANM) point of view, investigating the role of context-awareness



and self-x capabilities, by identifying the main concepts and providing a taxonomy of
relevant architectural components and features, extending the current literature.
Furthermore, representative state-of-the-art handover management solutions with context-
aware and autonomic characteristics are presented, analyzed and correlated according to
the proposed taxonomy and criteria, ultimately considering the overall enhancement of
the VHO operations, culminating to conclusions that provide useful insights towards
future, further enhanced solutions.

The second part of the dissertation provides a versatile modeling methodology,
incorporating all significant effects that have an impact on performance, including
signaling, processing and congestion (queuing theory). The resulting model is
comprehensive, yet capable of admitting closed form solutions and can be flexibly
tailored to different VHO architectures. To demonstrate the latter, we apply the modeling
methodology in two context-aware VHO approaches that differ in the way of acquiring
dynamically varying context (i.e. on-demand and proactively). For both approaches, the
model-based results are validated against simulations, confirming the effectiveness and
the accuracy of the modeling methodology, demonstrating that the proactive approach can
provide significant delay and processing efficiency gains, leading in accordance, to

potential energy consumption savings and lower OPEX and CAPEX costs.

Keywords: Autonomic Network Management, Context-Awareness,
Cognition, Machine Learning, Proactive Computing, Connectivity
(Mobility) Management, HetNets, 5G Networks, Future Internet,

Modeling Methodology.



Hepiinyn

Y10 mep1PdArov Tov Atadiktoov tov Mérdovtog, n ITépmt yevid (5G) diktomv Exel non
apyioetl vo kabepovetat. Ta diktva 5G a&lomolo0v VYNAGTEPES GLYVOTNTES TAPEXOVTOS
UEYOADTEPO €VPOG (DVNG, VD VTTOGTNPIlovV EEAPETIKA LEYAAN TUKVOTNTO GE GTOOUOVC
Baong kot kKwntég cvokevég, oynuatilovrag éva mEPPAALOV ETEPOYEVOV OIKTO®V, TO
omoio oToyevEl 6T0 Vo KOAVEOOOY Ol OTAUTACELS TNG OTO0CNG O TPOS TNV WIKPOTEPN
duvati GuVOMKTN XPOoVOKaBVGTEPNGT KOl KOTAVAAMGT EVEPYELNG.

H oamodotikn dwoyeipton g ouvvoeoudTNTAG GE £€vo, TOCO ETEPOYEVEG OIKTVLOKO
nep1PaArov amoterel avorytd TPOPANLO, UE OKOTO VO VITOGTNPIleTaL 1| KIVITIKOTNTO TV
YPNOTAOV GE JIKTLO SPOPETIKMV TEYVOLOYL®DV Kol Babuidov, avtipetonilovtag Béuata
TOAVTAOKOTNTOG KOl SIHAEITOVPYIKOTNTOS, VTOSTNPILOVTOG TIG ATOITNOELS TMV TPEYOVGHOV
EQUPUOYDV KOU T®OV TPOTIUNCEDV TOV YPNOTOV Kot dwxepiloviag Tavtdypova
ToANOTAEG  Oktvokée  Olemapés. H  ovAloyn, m povtehomoinom, mn  deaymyn
GUUTEPOCUATOV KOl 1] KOTOVOU TANPOQOPIOG TEPIEYOUEVOL GE OYEOT UE OEOOMEVA
actnmpov Ba Tai&ovv Kpicipo poro og avTRV TNV TPOKANOT).

Me Bdomn ta mopondvm, Kpivetoal okOmun 1 a&lomoinen TV apy®mv TG Emiyveong
TEPLEYOUEVOL KOl TNG OVTOVOUIKOTNTOS, KAODG EMTPETOVY OTIG SIKTLOKEG OVTOTNTEG VO
glval eviuepeg T0L €0wTOD TOVG KOl TOL TEPPAAAOVTOC TOvG, KaODC Kol va
avtodloyelpilovial Tig AELToVPYieg TOVG MOTE VO TETVYOIVOUYV GUYKEKPIUEVOVG GTOYOVC.
Emmdéov, yperdletar axkpipfng mocotikr aloddynon tng anddoong Acewv dayeipiong
MG oLVOECIUOTNTAS Yo ETEPOYEV] OiIKTLA, Ol OToieC TaPOVOIAloVY  SLUPOPETIKES
oTpaTNYIKEG emiyvmong mepifdilovioc, amottdvtag pie pebodoroyio mov vo givon
TEPIEKTIKN KOl YEVIKA EQUPUOGLUN DOTE VO KAADTTEL SIUPOPETIKES TPOOEYYITELS, KAODS

o1 vapyovoes pebodoroyieg otny PipAloypagia lval GYETIKA TEPLOPIGUEVEG.



To obvolo NG HEAETNG emMKEVIpMVETAL G OVO Oepatikovg a&oves. LTO TPMTO
Oepatikd pépog tng datpiPng, avarvetar o poOAOC TG EMiyvmONG TEPIPAAAOVTOC KoL TNG
OLTOVOUKOTNTOG, GE GYEOT| UE TNV Sloyelpion NG GUVOEGIHOTNTOC, AVATTOCCOVTAS £V
mloiclo TagvounoNg Kol KaTnyoplonoinong, exekteivovtag v tpéyxovca Piproypapia.
Me Bdon to mpoavapepBév mAaicto, TaEvoundnkav kot agloloyndnkoy AVcELS Yo TNV
VTOGTAPIEN TNG KIVITIKOTNTAG GE £TEPOYEVN dikTLa, 01 0TT0iEg dhVavTaL Vo, BempnBohv OTL
mapovctalovy  enlyvoorn mEPPAALOVIOS KOl OVTO-OLOYEPIOTIKE  YOPOKTNPLOTIKA.
EmmAéov, peretnnie xotd mOCOV 01 OTOQAGELS TOL AQUPAVOVTOL OC TPOG TNV EMAOYY|
TOV KATOAANAOL OIKTVOV, COUPOVE HE TNV KABe Avom, eivol OTOTEAECUOTIKEG KOl
TPOTAONKaV TPOMOL PEATICTOMOINGNG TOV VLIOPYOVGHOV OPYLTEKTOVIK®V, KOOMG Kot
TPOTAGEWDY TPOC TEPALTEP® UVATTLEN GYETIKAOV UEAALOVTIKDY ADGEMV.

210 de0Tepo Oepatikd pépog NG STpiPng, avamTuxOnKe Hiot EVEMKTY OVOALTIKN
pebododroyia, mepthapPdvoviag OAOVE TOVG TOPAYOVTIEG TOV UTOPOVV VO GUVEICPEPOLY
oTNV GUVOAIKY ypovokabvotépnon, Aapfdvovtag vmoywy TNV onpotodocic, TNV
eneEepyaotikny emPapuvon Kot TNV cLueopnon (HEAETN ovpdc), emekteivovtag TNV
péyovca Piproypapio. H pebodoroyio eivor meplextikn, evd TOVTOYPOVO TPOCPEPEL
KAEIOTOD TOMOL AVCELS Kol EYEL TNV OLVATOTNTO VO TPOCUPUOLETOL GE SLOPOPETIKES
npooeyyicelg. [lpog amddein avtov, epappocape v pebodoroyia ce 600 ADCEG HE
Sl0POPETIK  oTPpOTNYIKY eniyvoong mepiPdiioviog (o UETASPACTIK Kol {0l
npodpactikn). Kot yio 711¢ 00 7POCEYYIGES, TO OVOADTIKA —OmOTEAECUOTO
emPefourdOnkay omd TPOGOUOIDGELS, EXPEPAULDOVOVTAC TV OTOTEAEGUOTIKOTI T KoL TV
axpifeie g avaivtikng pebodoroyiag. Emumdéov, amodeiynike o611 M TpodpacTiki
TPOGEYYIoN eUEavilel KOADTEPT ATOS0GT MC TPOC TNV GUVOAIKY ¥POoVoKaOLGTEPT|ON, EVD

ypelaletar onuUavTIKG Ayotepovg emeepyaoTtikode ToOpovg, Tapovctalovtag mibavd
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OPEAT] KOlL OTNV OULVOAIKT] EVEPYELOKN KOTOVOA®GOT KOl OTO AEITOVPYIKA KoL

keparaovykd kéotn (OPEX kor CAPEX).

AéEerg Kherdrd: Avtovopikétnta, Eniyvoon Ilepifdiiovtoc, Mnyavikn
Mdabnon, IIpodpactikny Ilpocéyyiomn, Arwayxeipion g XZvvdecipdtnroac,
Awayxeipion tng Kivntikdétntoag, Etepoyevy Aiktva, Aiktve 5" Tevidc,

Aradiktvo tov Mérhovtog, ['evikny Avaivtikny MeBodoroyia.
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1. Introduction

The provision of ubiquitous broadband network access for mobile users has been a key
research issue for a number of years, promoting the notion of a FI environment, consisting of
open, intelligent and collaborative wireless and wire-line access networks [1]. Within the FI
ecosystem, the Fifth Generation (5G) networks are already underway. These exploit higher
frequency bands with wider available bandwidths and consider extreme base station and
device densities, forming a Heterogeneous Network (HetNet) ecosystem, targeting at the
lowest possible energy consumption and end-to-end latency [2], while catering to different
service requirements. In this complex network ecosystem, macro cells will coexist with small
cells (such as fempto and pico cells) utilizing multiple radio access technologies (RATS) [3].

In parallel, the FI vision includes the Internet of Things, regarding the management of
information about real world objects and their surroundings, provided by an enormous
number of sensors, wireless communications devices and embedded systems operating in
different environments and providing a number of different services [4], [5]. In such a
heterogeneous and complex networking ecosystem, users should be able to have
contextualized, proactive and personalized access to services everywhere, under a seamless
experience [6], extending the ‘always best connected’ (ABC) notion.

Therefore, it becomes essential to take a unified approach that integrates all diverse
networking technologies available [6], towards enabling seamless roaming between networks,
while accessing applications with different service requirements, and towards providing
enhanced Quality of Service (QoS) and user satisfaction. Collection, modeling, reasoning,
and distribution of context in relation to sensor data would play a critical role in this
challenge [7]. Hence, a context-aware Vertical Handover (VHO) management framework is

needed, in order to choose optimally the appropriate time to initiate the handover and the
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most suitable access network for each specific service, to ensure service continuity and
robustness against link and network impairments.

In this direction, the ideal answer and at the same time, the key, to ensure seamless
connectivity in a complex heterogeneous FI environment could be provided by the vision of
ANM, encompassing context-awareness, self-management and cognitive functionalities.
ANM addresses the ability of networks to be aware of themselves and their environment and
self-govern their behavior to achieve specific goals [8], without compromising the
performance of the other coexisting networks or the global network performance metrics.
ANM shares motivation and has confluent goals with other emerging technologies, such as
Software Defined Networks (SDN) and Network Function Virtualization (NFV), as all three
concepts seek to increase the flexibility, reliability and efficiency of operations and optimize
network management and control. As it has been recognized, the notions of ANM, SDN and
NFV can coexist [9], [10], [11]. In particular, ANM could be used to promote the local
optimum in balance with the global optimum and the self-awareness of each distributed entity
could be used to build the global awareness, enabling the development of appropriate global
policies used to optimize the operation of the whole network.

Furthermore, various architectures and frameworks have been proposed, considering the
management of VHOSs in a heterogeneous set of Radio Access Networks (RANS), with the
aim of enabling effective, context-aware network selections, but the available methodologies
for evaluating the performance of these proposals and for comparing alternatives are still
limited. Major standardization activities have provided specifications, notably the IEEE
802.21 [12] (and its evolutions IEEE 802.21 2017 [13] and 802.21.1 [14]) and the 3GPP
ANDSF [15], for a unified VHO management framework. Part of these specifications
addresses the collection and exchange of context related to the Candidate access Networks

(CN) or the User Equipment (UE, also called Mobile Node (MN) in the following). The
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aforementioned standards-based frameworks provide support primarily for static, time-
invariant, context (e.g., a list of RANs serving a given area) and the architecture of these
frameworks includes a Context Server (CS), serving as a repository of the relevant
information.

In addition to these facilities, however, dynamically varying context is also necessary. In
particular, resources availability context (depending on the current network loading
conditions) is crucial for an optimal network selection, towards avoiding issues such as the
occurrence of a series of unnecessary handovers (ping-pong effect) and bringing to the user
the desired quality QoS. Due to the static nature of the information stored in the CS of the
standards-based VHO frameworks, the acquisition of dynamic resource availability context
occurs reactively, on an on-demand basis: Each time a handover is triggered, the MN subject
to handover (or its Serving Network (SN)) exchanges signaling messages with the CNs, to
determine the resources availability status therein. Several proposals have been made, as
amendments or extensions of the standards-based VHO frameworks, including [16], [17],
[18], [19], either equipping the original CS with the capability of receiving and storing
dynamic context, or including one or more additional CS for the dynamic context.

Proper assessment of the relative merits of alternatives such as those just mentioned
requires a sufficiently comprehensive and generally applicable performance evaluation
methodology. However, most quantitative assessments that exist in literature rarely illustrate
the exact process and the sources of the context-related information dissemination, and they
result to a simple methodology demonstrating the steps of the VHO process and a basic
signaling message exchange, adding up constant times. Such methodologies overlook various
important complexities such as queueing phenomena. In addition, there are several brute-
force simulation studies specific to a proposed framework, where it is hard to extrapolate the

analytical methodology behind them and use the results for other approaches in order to
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compare and contrast them, in order to prove the feasibility of each approach for efficient

target network selection in next generation HetNets.

1.1 Contribution

On the first part of the dissertation, the field of autonomic VHO management is surveyed,
by employing concepts of ANM to VHO management for the first time, in order to shed new
light to VHO operations from an ANM point of view, investigating the role of context-
awareness and self-x capabilities, towards encompassing FI environments and the emerging
5G networks [20].

A number of earlier studies (including [21], [22], [23], [8], [24], [25] and [26], among
others) have surveyed issues related to ANM in general, but without specializing on VHO
management, while other studies (e.g., [27], [28], [29], [30], [6], [31]) have focused only on
general aspects of VHO management. Additionally, publications [32] and [33] have surveyed
several purposed VHO management solutions featuring some degree of intelligence or a
cognition potential. Despite such prior works, however, to the best of our knowledge there is
a lack of a study that focuses particularly on autonomic VHO management in the FI era,
defining the subject and providing a comprehensive analysis.

We start by reviewing basic concepts regarding cognition and autonomicity. Subsequently,
we employ these concepts in an analysis of the autonomic handover management procedures
under the light of the autonomic functions monitor, analyze, plan, and execute, providing an
overview of the involved sub-processes and corresponding algorithms. We introduce a new
taxonomy of the relevant architectural components, considering the scenario of context-aware
MNs that operate within a complex FI environment and self-manage their mobility behavior.

Building upon the aforementioned taxonomy, we proceed towards addressing another issue

of paramount importance for autonomic systems, namely self-optimization. A number of
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important autonomic features related to autonomic handover management are discussed, each
one promoting the system's self-optimization along a certain direction, towards the overall
enhancement of the VHO operations. In connection with the autonomic features mentioned,
we also investigate robustness issues associated with the VHO parameters and metrics of the
network selection decision function. Such considerations relate to the ability of a system to
achieve stable decisions under conditions of partial and possibly imprecise knowledge of
contextual information, still a largely open issue in the present state of the art on network
selection frameworks [33], [6].

Furthermore, on the second part of the dissertation, we provide a modeling analysis
methodology, focusing on signaling in the VHO preparation phase, which incorporates all
significant aspects associated with the exchange and processing of the signaling messages
among the relevant architectural components, including the exact process of how context
(including dynamic resource information) is made available [34]. The aim is to investigate the
impact in delay-related performance, including all the involved transmission, processing and
waiting delays. The system model is comprehensive, yet able to produce closed form results.
The generic modeling analysis methodology is flexible, especially designed to adapt to
different architectures that present different strategies of checking the resource-related
information.

More specifically, we present a standard-based reactive approach, which can be defined as
an on-demand resource information gathering approach. Through the proposed methodology,
it can be illustrated how architectural choices affect the congestion in terms of their major
architectural components. It can also be demonstrated the impact of computational resources
scaling, in view of the overall end-to-end delay, in order to prove the feasibility of the
approach for efficient RAN selection in next generation HetNets. Analytical results are

verified by extensive simulation results, under an appropriately rich set of relevant
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parameters. The proposed generic analytical methodology is properly designed to be
applicable in relative heterogeneous network scenarios that are going to be presented at the
next step of the doctoral thesis, combining the principles of context-awareness and

autonomicity.

1.2 Structure

The general concepts of context-awareness, cognition and autonomicity are introduced
in Chapter 2, followed by the proposed taxonomy and classification framework for
context-aware VHO management in view of ANM, filling the existing literature gap.
Proposed related autonomic features and robustness considerations for context-aware
connectivity management are presented in Chapter 3. Accordingly, the developed
concepts considering the proposed taxonomy and classification are applied to
representative state-of-the-art context-aware handover management solutions with
autonomic characteristics. Specifically, Chapter 4 reviews key characteristics of selected
autonomic connectivity management solutions, providing a comparison of these solutions
according to the framework, and presenting useful insights towards future, further
enhanced solutions.

Furthermore, Chapter 5 presents the main elements of the proposed quantitative
modeling methodology for context-aware connectivity management in HetNets, after
presenting the necessary background of the major VHO management frameworks and
related work. With the appropriate application of these generic methodology steps, the
model can be adapted for the evaluation of different architectural approaches, as it is
illustrated in Chapter 6, presenting an on-demand context-aware approach, and in Chapter
7, presenting a proactive context-aware approach. Chapter 8 provides numerical and also
simulation results, showing the validation of the proposed analytical modeling

methodology and illustrating the performance of the presented approaches in terms of

28



impact on the overall delay of the VHO preparation phase under various conditions.

Lastly, Chapter 9 concludes the dissertation and provides insights for future work.
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2. Context-Aware Connectivity Management in Light of

ANM

2.1 Basic Concepts considering Context-Awareness, Cognition and

Autonomicity

Context is any information that assists in determining any situation(s) related to a user,
network or device [35] and can be distinguished to static and dynamic context and the levels
of abstraction, as it is presented with more details in the following. Dynamic context in
comparison to static context is more time-variant and thus more difficult to predict. Static
context may include user’s application preferences, the list of RANs serving a given area,
security policies and cost. Dynamic context may include resources availability context
(depending on the current network loading conditions), user location, MN velocity, battery
power etc.

In the heterogeneous and complex 5G networking ecosystem, users should be able to have
contextualized, proactive and personalized access to services everywhere, promoting the
Quality of Experience (QoE). The term context awareness refers, in general, to the ability of
computing systems to acquire and reason about the contextual information in order to be able
to adapt the corresponding applications accordingly [25]. Hull et al. [36] described context
awareness as “the ability of computing devices to detect, sense, interpret and respond to the
aspects of a user's local environment and the computing devices”.

Context-aware applications have the ability to adjust their behavior according to a different
situation or condition without explicit user intervention, while situation awareness can be
seen as the perception of an entity's situation to anticipate its needs/demands [37]. To achieve
situation awareness all context conditions that describe what is happening should be known

[37]. Context-aware systems have the ability to acquire and apply knowledge of context-
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based information obtained by sensors [37]. We consider context-awareness as a fundamental
autonomic feature, related to the Information Collection phase, as it is going to be discussed
in detail, later on.

Cognition is related to intelligence and has been employed to enhance the effectiveness in
network management solutions. The cognitive network concept is described in [38], as
encompassing networks that can perceive current network conditions, plan, decide, act on
those conditions, learn from the consequences of these actions and follow end-to-end goals.
This feedback loop implements a learning model, in which past interactions with the
environment guide current and future interactions, resulting in intelligence enhancements.
Furthermore, in [39] it is claimed that cognition is mostly related to the inference plane, being
driven by sensors, related to network planning and optimization and being differentiated from
“involuntary functions” related to the management plane and configuration management,
which is being driven by the “effectors”. In other words, this second approach differentiates
cognition from network management execution.

With respect to ANM, the ultimate aim is to create self-managed networks to overcome the
rapidly growing complexity of networks. In 2001, IBM presented the autonomic computing
framework, describing a system with ‘self-x’ properties, such as self-management, self-
configuration, self-optimization, and self-protection [40]. Essential characteristics of an
autonomic computing system include the capabilities to perceive its state and the state of its
environment, to react accordingly to specific stimuli and to optimize its performance based on
the reported status and stimuli. It is noted that autonomicity is frequently discussed by means
of drawing analogies to biological entities, such as the human autonomic nervous system, so
the relevant terminology can be metaphorically related to functional and/or structural aspects
of a living organism [41], [42]. Correspondingly, the vision towards autonomic networking

includes the following four closed control loops [43]: sensing (or monitoring) changes in the
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network and its environment; analyzing changes to achieve the goals; planning
reconfiguration if goals cannot be achieved; and executing those changes and observing the
results. The operation of the control loops is enhanced by adding learning and reasoning
processes, as well as by employing a well-structured knowledge base.

ANM enables the system to evolve and to adapt to changes, in terms of either business
objectives or users’ requirements. For this reason, ANM introduces rules to formalize the
description of operations of various network elements in response to changes in the
environment [23]. These rules are generally implemented by policies, defined (initially) by
network administrators, guiding the behavior of network components. A typical advantage of
policy-based network management systems is their ability to reconfigure and adapt their

behavior by modifying the applied policies at runtime, without suspending system operation.

A

utility function based policies:

Optimizing tradeoffs subjectto
constraints expressed in high-level
business terms

goal oriented policies:

Describing goal-conditions to be met
e.g. "Response time <=2 sec

low level policies:
Event-Condition - Action triplet

specifying actions in response to
predefined conditions triggered by
events

Figure 1. Policy-based network management hierarchy.
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Policies at the lowest level are typically defined by the Event-Condition-Action triplet,
which specifies the actions that have to be taken in response to predefined conditions,
triggered by events. At the next level, goal policies are defined, which describe the goal-
conditions that should be met, e.g. ‘‘Response time not greater than 2 sec” [44]. At an even
higher level, some efforts have been dedicated to model system control using utility function
based policies. Utility functions provide a natural and advantageous framework for achieving
self-optimization in a dynamic, heterogeneous environment [45], [46]. Given a utility
function, the system must use an appropriate optimization technique to determine the most
valuable feasible state by tuning system parameters or reallocating resources, considering also
aspects such as cost [47], [48], [49]. Additionally, utility functions allow degrees of flexibility
in selecting different levels of QoS, matching the needs of different applications or user
classes [50], [51].

By putting the various approaches just mentioned together, policies can be organized
according to their purpose, forming a hierarchy, as depicted in Figure 1. Significant
autonomic network management architectural frameworks are based on policies, such as
Autonomia [52], DRAMA [53], Unity [54], ACCORD [55], CA-MANET [56], Autol [57],
ANA [58], and FOCALE [43].

In recapitulation, it can be stated that the concepts of cognitive networks and autonomic
network management respond to almost the same expectations. Two differentiating factors on
these definitions may be considered: the extent to which intelligence can be considered an
axiomatic property for autonomicity; and the consideration of including network management
execution among the cognitive networking tasks [21]. Based on IBM’s definition for
autonomic computing, the basic self-x properties include awareness, adaptivity, proactivity
and optimization, thus it can be argued that a system does not have to be intelligent to

implement autonomic features, although intelligence can advance its overall degree of
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autonomicity. On the other hand, in recent research papers concerning autonomic network
management, learning and intelligence are being considered as fundamental dimensions of
autonomic systems [23], [22], [24], [8]. In our point of view, considering a holistic autonomic
approach, cognitive functions shall be considered as part of the autonomic network
management framework of a FI system.

Lastly, a similar concept to ANM is the Self-Organizing Networks (SONs), which are able
to independently decide when or how to trigger certain actions based on continuous
interaction with the environment [26]. However, SONs do not currently include proactivity

[26], which is considered as a fundamental feature of ANM, as it is presented in Chapter 3.

2.2 Taxonomy and Classification Framework for VHO

Management in View of ANM

VHO management in the era of 5G concerns user mobility among multiple radio access
technologies, multi-layer and even multi-operator dense network scenarios, where the user
may have to perform multiple vertical handovers during the connection-time to switch among
different cellular layers (e.g. macro-small cell) and/or radio interfaces (e.g. 4G, 5G, WiFi).
Therefore, VHO management is a considerably more complex process than the management
of horizontal handovers enabling user mobility in a single radio access network, as due to this
high degree of heterogeneity, interoperability issues are posed [6]. In Figure 2 and in Figure
3, the different HO types are depicted existing in a HetNet environment, as well as, the effect
on complexity according to different handover types. Also, there are other aspects
contributing to the increased complexity, including the need for accommodating application
demands and user preferences and for exploiting the capability of handling multiple active
network interfaces concurrently.

One way to address these challenges is by introducing context aware MNs that self-manage

their mobility patterns, towards meeting QoS requirements and maximizing user satisfaction.
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In particular, the support of connectivity management between macrocells and femtocells
dictates migration from network-controlled to autonomous, self- and environment-aware
MNs, which can be founded on the use of cooperative and cognitive radio strategies [59].
Such functionality may assist in the neighbor cell list discovery and the cell reselection. For
such operations the serving cell configures the MN to perform signal quality measurements to
acquire the system information of the new cell [59]. In general, the context-aware MNSs just
mentioned, may be assisted by further components of the handover management architecture,
higher up in the network hierarchy that provide/enforce appropriate policies to the MNs, in

order to achieve global optimization goals (e.g., load balancing).

RAT1

single-RAT / single-tier HO ( )

RATa

{ }D "J’Fff

Cell B H

multi-RAT / multi-tier HO

single-RAT / multi-tier HO

Figure 2. Different handover types in a HetNet environment.
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Figure 3. Handover types versus complexity.

It is noted that current research directions considering the increasingly denser and
unplanned network layout, promote context-aware strategies that are not necessarily
autonomic. For example, [60] proposes a strategy to minimize unnecessary handovers, aimed
at multi-tier cellular networks, combining both user-location awareness and cell-size
awareness, while [61] develops a velocity-aware solution via stochastic geometry, which
resolves handover rate problem in dense cellular networks. Further optimizations can be
achieved by splitting the control plane and user plane, using phantom cells. This has been
proposed as a potential solution to minimize network control overhead in 5G networks [62].
Such solutions may be enhanced by incorporating elements from the autonomic networks that
can enable distributed context awareness, processing and decision making.

In line with the trends just discussed, this section discusses handover management
frameworks in light of ANM, assuming context aware MNs self-managing their mobility
behavior (at least to a degree) according to policy-based management principles. As part of
this discussion, we introduce a new taxonomy of the relevant architectural components.

In principle, the structure of the media independent handover mechanisms can be taken as a

basis for organizing the discussion of relevant autonomic management features. With respect
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to this structure, and according to established VHO frameworks (such as the IEEE 802.21
[12] and 3GPP Access Network Discovery and Selection Function (ANDSF) [63]), the
handover management procedure can be separated into three phases: handover initiation,
which contains network discovery, network selection and handover negotiation, followed by
handover preparation which contains layer 2 connectivity and IP connectivity, and then
complemented by handover execution, which includes handover signaling, context transfer
and packet reception. However, here we organize the relevant operations in a slightly
different manner that enables us to highlight the autonomic character/elements of the

handover management procedure. A similar organization has been followed in [27].
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Figure 4. Phases of the autonomic VHO management and associated architectural

components.

Specifically, the operations are grouped into the phases of information collection, being

linked to a knowledge base, followed by the handover decision making, which includes
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handover initiation and network selection processes and its corresponding algorithms, itself
followed by handover execution*, which includes handover preparation and signaling. In the
context of these redefined phases, the handover management complies with the autonomic
management principles of monitor (information collection), analyze & plan (handover
decision making), and execute (handover execution) functions.

Figure 4 illustrates the interaction of these phases and their connection with key
architectural components. The alternative grouping of phases just presented reflects better the
autonomic control loops involved, while remaining fully aligned with the aforementioned,
more conventional, grouping (i.e. handover initiation, preparation and execution), in the sense
that all individual actions are included in both groupings. As a summary, Figure 5 depicts

relevant attributes discussed in the following.
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Figure 5. Key attributes/properties of the autonomic VHO management phase

* The term 'handover execution' here refers to the Monitor-Analyze-Plan-Execute loop in ANM, instead of the actual
handover execution phase within the standards' based handover management procedure mentioned earlier.
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2.2.1 Information Collection

The information collection process gathers the required user, terminal and network context,
in order to provide to the MN self- and environment-awareness. This process is critical, as it
constantly provides appropriate information to the ‘analyze & plan’ functions of the handover
decision making phase, indicating the need for a handover initiation and assisting in the
network selection. According to [28] and [64], contextual information encompasses user
context, including user-related information such as preferences, priorities and profiles history.
Another type of context is terminal-related information, such as power status, physical
mobility parameters (e.g., distance, location), Received Signal Strength (RSS) and Signal to
Noise plus Interference Ratio (SINR) measurements, as well as information related to running
applications (e.g., QoS requirements).

Furthermore, network context may be included, providing indicators of the quality and the
availability of resources of neighboring networks (through metrics such as bandwidth or
throughput), or provider context (e.g., cost, security management, etc). Finally, another
important type of context relates to handover performance, including parameters such as
handoff latency, decision latency, execution latency, degradation rate, and improvement rate.

Concerning autonomic handover management solutions, user-related context plays a
significant role, permitting the maximization of the user satisfaction by taking into account
the user preferences. More precisely, the handover decision making module uses the collected
information to evaluate the available access networks and to select the most capable network,
satisfying at the same time the user’s request at a particular time (e.g., “maximize throughput,
but also minimize monetary cost”), referred as Always-Best-Satisfying (ABS) network [65],

[43].

39



This more elaborate consideration of user preferences refines the concept of an Always Best
Connected (ABC) device. Therefore, it is important for the information collection module to
maintain user profiles, in order to be able to accumulate the user-related context.

It is noted that the volume of collected data must be post processed and/or converted in a
form suitable for later use. In particular, raw measurement data should be converted to a
common format, understandable by subsequent decision making processes. Also, to avoid
overloading the information collection and knowledge base components with raw
measurement data, filtering is needed [66]. Consequently, there is a trade-off between
precision and measurement load [67].

In autonomic handover management, information collection may be characterized as active
or passive. In the active case, the MN itself can initiate data collection periodically, including
the issuance of testing messages. By contrast, in passive information collection status
capturing is initiated and (more generally) coordinated by components at the network side
[68].

In order to make the information collection process even more effective, global statistics of
network-wide scope could be collected and analyzed, about neighboring MNs and their
experiences with the different access networks available in the area [32], [8]. The global
statistics gathering/analysis may potentially employ cloud computing services and/or big data
analysis [69]. Since the network-wide view is built by sampling local views from various
MNs within the network, a particular MN can utilize the global view to compare against its
own status and to potentially self-adjust. For example, the global knowledge could provide
hints to MNs for generating dynamically optimized policy parameters. More generally,
information about neighboring MNs can be exploited in the decision-making process (e.g., to
determine the right time to initiate a VHO) and to identify the best course of action with

respect to, e.g., QoS or energy efficiency.
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In the sense just mentioned, global statistics lead to an advanced awareness that could
promote the adaptation and learning processes, leading to optimal handover decisions and
ultimately improving the QoS for the end users. However, it is noted that collecting and
maintaining network-wide global statistics may require more computational and memory
resources and may lead to increased power consumption and signaling overhead. Therefore,
the information collection should strive for balancing the trade-off between the extra

overhead and the more comprehensive network view.

2.2.2 Knowledge Base

The knowledge base stores user, terminal and network context received from the
information collection module, making this information available and accessible to other
autonomic handover management entities that require it, such as the handover decision
making functions (as shown in Fig. 2), contributing to the cognition loop. Based on [67],
we classify the components of the knowledge base, into four logical groups, depicted at the
top of Fig. 2 and further discussed in the following.

To begin with, the Context Server stores current terminal, application and network
context, logically divided in two parts: the Service Information Base and the Resource
Information Base. The first part contains information about the service instances activated
by customers, such as parties involved (customers and service providers), rules regulating
the service delivery, types of resources needed, amount of each resource type needed in
each occasion, billing plan for the service, and operation history. The second part maintains
an up-to-date account of the type and quantity of currently available resources.

The User Profiles Repository contains information related to the users of the mobile
device, such as user preferences, user history, list of the subscribed services, and updated

billing information. It is noted that, while the User Profiles Repository could in principle be
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regarded as a part of the Context Server, we keep it separate, in order to emphasize its
importance in autonomic handover management.

The third logical group of the knowledge base, namely the Policy Repository, contains
information related to policies, for use in the handover decision making [63].
Complementarily, the History Repository logs information about previous handover
decisions, such as parameters employed, cause that triggered the handover, time of
occurrence, parties involved, target network selection, and effect of this selection. Using
this log, the current situation may be correlated with previous comparable ones, so that
decisions can be made faster, saving time and computational power.

Depending on the implementation, a knowledge base may be classified as centralized, when
the entire knowledge base is a single central entity residing at the network side, or distributed,
when the knowledge resides at various places, mostly at the edge of the network, or even at
individual MNs. The cloud computing concept is conformal with the centralized knowledge
base paradigm, offering centralized data storage and processing through remotely deployed
server farms and software networks [70]. However, the traditional centralized cloud
computing architecture may fall short in meeting the strict latency requirements for mobility
management in a 5G network environment. Edge, mobile edge (i.e., Mobile Edge Cloud
(MEC)), mobile cloud and fog computing concepts, which use computing resources and
storage at the edge of a network [71], can be used as alternatives related to the distributed
knowledge base paradigm, potentially offering a higher delay efficiency. Such distributed
knowledge base paradigms could facilitate the MNs to store individually essential
information about their mobility for later use [27], further promoting the concept of self-
management.

Furthermore, another attribute of the knowledge base, related to the history repository, is

memory strength [8], referring to the ability of the system to remember past behaviors,
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significant events, corresponding reactions and results, towards assisting the system in its

current and future management decisions.

2.2.3 Handover Decision Making

2.2.3.1 Parameter Selection

The handover decision making can be considered as the core phase of the VHO, since it is
in charge of analyzing the context collected by the information collection phase and planning
the actions to determine the best handover target [28]. This phase includes handover initiation
and network selection processes and the corresponding algorithms. In the autonomic context
of interest here, the handover decision making also includes cognitive self-learning
mechanisms that enable the system to meet the forthcoming needs, promoting self-
optimization and self-healing. In reflection of this fact, the handover decision making phase
can be organized into two distinct steps: the parameter selection and the parameter
processing.

The parameter selection exploits the context gathered in the information collection phase,
towards selecting suitable parameters from a given set/pool (determined by the user or by a
policy in effect). The selected parameters are fed as input to the parameter processing
algorithms, essentially determining the criteria for the decision making therein. The
versatility of the parameter selection is characterized by two attributes: context time
variability and levels of abstraction [32]. The context time variability expresses the potential
for including in the selected parameters set both static and dynamic context. The levels of
abstraction refer to the capability of the autonomic system of jointly treating multi-layer
context in uniform, abstract terms and thus the capability to make parameter selections
spanning several layers among the physical, link, network, transport and application ones

[28], [72].
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2.2.3.2 Parameter Processing

Since, as already mentioned, the parameter processing receives parameters selected on the
basis of gathered context, the decision making therein becomes context aware. In particular,
the context encapsulated in the selected parameters drives the parameter processing
algorithms, towards making optimal decisions (with respect to multiple criteria). With respect
to the algorithms themselves, and considering the current state-of-the-art of context-aware
VHO decision making solutions, parameter processing methods can be classified into the
following four distinct approaches: a) the decision function (DF) approach (including simple
DFs and Multiple Attribute Decision strategies (MAD)); b) the Markov decision process
(MDP) approach; c¢) the policy-based (PB) approach (including Finite State Automata
(FSA)); and d) approaches based on fuzzy logic (FL) or neural networks (NN). Each of these
approaches is discussed further in the following.

DF strategies use the selected parameters to calculate the values of specific decision
functions that assess the merit of individual alternative actions. The decision simply selects
the action with optimal merit. In this sense, DFs can be regarded also as award, cost or
objective functions. For specific related applications of the concept, see [73], [74], [75], [76].
The prime advantage of this approach is simplicity. In particular, for cases involving only a
small number of parameters, network selection may employ a simple DF evaluating the
weighted sum of values derived from the selected parameters (repeatedly, for each network in
the service area of a user).

A more sophisticated distinct sub-family of decision function-based methods involves
MAD strategies. These combine and evaluate multiple decision criteria simultaneously,
dealing efficiently with complex problems, and providing high flexibility [27], [77]. MAD

strategies can be classified into several groups, including:
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o the Simple Additive Weighting (SAW) [78], involving a larger number of parameters
than the simple DFs, where the score of a particular network is determined by the
weighted sum of all the attribute values;

e the Techniques for Order Preferences by Similarity to Ideal Solution (TOPSIS) [78],
where the preferred network is the one closest to the ideal solution and farthest from the
worst case solution;

o the Grey Relational Analysis (GRA) [79], which ranks the candidate networks and
selects the one with the highest ranking; and

e the Analytic Hierarchy Process (AHP) [80], which decomposes the network selection
problem into several sub-problems and assigns a weight value for each sub-problem.

According to [81], the advantage of AHP solutions is their strong robustness for solving
problems with complex hierarchical structure. On the other hand, considering problems with
relatively simple hierarchy, SAW is less complex and thus preferred. In [82], AHP is used to
determine weights to the selected parameters (bandwidth, delay, jitter, and Bit Error Rate
(BERY)), applied to several MAD algorithms, including SAW, TOPSIS, and GRA, while a
performance comparison between them is performed. Results show that SAW, and TOPSIS
provide similar performance for conversational streaming and interactive traffic classes,
whereas GRA provides a slightly higher bandwidth and lower delay for the interactive traffic
class.

Another parameter processing approach involves MDPs. The handover problem under
consideration is formulated with the objective of determining the action that maximizes the
total expected reward per connection [83], [84].

To this end, Deterministic Markovian (DM) decision rules are employed. These are
functions that specify the action choice when the system occupies a particular state at a

specified decision epoch. Transitions from state to state are governed by a Markov chain,
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which captures memory effects. The state information includes the current network status
plus availability of other networks in the area. The time between transitions corresponds to
the time between successive decisions. To specify the MDP, one should calculate the
probability of transition from one state to another. The transition probabilities can be
estimated by the network operator based on gathered statistics.

Several particular applications have been based on this general framework. For example, in
[85] the transition probabilities are assumed to depend on the suitability (rank) of candidate
networks in relation to each decision parameter and on the weight of each such parameter.
Analysis of this model enables the determination of the optimal candidate network [85] under
a particular set of state conditions, while the derived results can be exploited for future
decisions.

In [86], the optimal decision rules are constructed by means of AHP, combining the
benefits of MDP and MAD approaches. In [83] the calculation of the optimal decision is
performed by the operator offline and is periodically updated whenever spare processing
capacity is available at the network access controller.

In general, the update frequency of the Markov chain transition matrix and the flexibility
and adaptability of the decision parameters are crucial factors determining the suitability of
MDP for use in autonomic handover management. Apart from the core handover
management functions, however, MDP techniques may also be used for user (physical)
mobility modeling with a Markov chain, towards extracting the user’s mobility patterns from
a historical mobility trace [86]. In this way the next possible location of a user can be
estimated, which will determine the next possible network connection(s), optimizing
handover performance.

The third approach to parameter processing involves policy-based decisions. In this case,

network selection proceeds by determining the most suitable network according to a specific
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set of policies. For policy conflict resolution, FSA can be employed, where policies can be
represented as deterministic transducers [66], used to resolve potential conflicts, both static
and dynamic, among the different policy rules. At a next step, a decision function (Tautness
Function (TF) [87]) is formed, to indicate how tautly a condition fits to an event.
Subsequently, priorities are assigned to the conditions, depending on their probability to
occur.

The common drawback of all three parameter processing approaches already reviewed is
their inefficiency to handle a decision problem that involves ambiguous decision criteria. To
remedy this deficiency, in specific scenarios FL or NN could be used as an intermediate step.
FL-based strategies convert parameters into fuzzy sets.

A set of fuzzy rules are applied utilizing a series of branches roughly analogous to ordinary
IF-THEN clauses, producing a decision set (growing or shrinking as successive rules are
applied) that is subsequently mapped into a single-valued quantity. Related applications can
be found in [27], [65], [88], [89], [90].

On the other hand, NN are usually employed with only one parameter and one type of
handover policy (i.e., "keep WLAN connection when it is available™). However, NN
architectures require training delay and prior knowledge of the radio environment [27].
Related applications can be found in [91], [92].

Finally, another important aspect of parameter processing relates to the output format of the
network selection, indicating the target network candidate(s). For example, the output may be
a list of the candidate networks in prioritized order, where the top of the list represents the
one with the highest significance/weighting factor according to the predefined criteria [27].

Alternatively, the output format could specify only one candidate network, selected by a
policy-based framework [66]. Moreover, when multiple active interfaces are supported, the

output could specify the appropriate network interface for each application [65].
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2.2.4 Handover Execution

2.2.4.1 Handover Control Method

The handover execution process implements the VHO management and control [28]. In this
study, we are concerned with the control methods and management architectures considering
state-of-the-art autonomic VHO management solutions, assuming these are distributed
enough to enable the MN to make (at least some) decisions on its own, promoting self-
management. Accordingly, fully centralized and/or fully network controlled management
approaches are not considered in the following, being out of scope.

In particular, self-management is regarded as an essential property of autonomic VHO
management, giving to the MN the ability to control its own context and enabling it to
determine the appropriate time to execute handovers [93]. Furthermore, self-management
promotes adaptivity, flexibility and self-optimization to the decisions of the MN [8].
According to the most recent trends, distributed handover management may provide a
paradigm most congruous to the need for handling effectively the complexity of the FI
environment and the emerging 5G networks, avoiding at the same time a single point of
failure (characteristic of the classical centralized approaches, frequently together with high
latencies and signaling overhead) [69], [94].

In general, the autonomic handover process may be characterized by the entity that is
responsible of controlling it. It is characterized as mobile controlled [28], [27], [95] when the
VHO initiation and decision is fully controlled by the mobile device. This is a flexible
solution that enhances user satisfaction. The disadvantages are that the MN must possess
advanced computational capabilities, which also lead to increased power consumption.
Alternatively, the VHO may be characterized as network assisted, if the handover initiation

is done by the mobile device, but the network selection, or a part of it, is implemented by the
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network, making use of the information services and undertaking the heavy programming
tasks [66], [65]. Finally, the VHO is characterized as mobile assisted when it is initiated by
the network, but assisted by the mobile device [96].

Beyond the control-related characterization just discussed, the structure of the management
architecture is important, since it affects the scalability, performance, intelligence and overall
autonomicity of the system [8], [68]. This structure can be classified into three basic

categories: flat, hierarchical and hybrid.

2.2.4.2 Management Architecture

The flat approach refers to fully self-managed MNs, where autonomic handover managers
(AHMs) are assumed to reside only in the intelligent MNs (as depicted in Figure 6). This
distributed type of management architecture addresses the limitations of centralized
management with respect to fault-tolerance and scalability, advancing autonomicity.
However, this approach raises challenges in the domain of distributed information
management, system-wide coordination, security, and resource provider’s policy
heterogeneity. It may also put on MNs excessive requirements in terms of computational
capabilities and power consumption. Examples of flat autonomic handover management
approaches are found in [27], [95].

In the hierarchical category, a main AHM supervises a set of multiple lower-level AHMs.
Thus, a coordination management overlay should be defined, to arrange the operation of
lower-level autonomic managers. Considering hierarchical architectures, intelligence resides
in both the terminal and network sides, avoiding excessive complexity at the MN. In general,
hierarchical architectures can be centralized hierarchical or distributed hierarchical [8],
depending on whether the main AHM resides in the network side or in the MN side.
Hierarchical autonomic architectures consider a distributed manager level (see Figure 4) [8].

A significant advantage of using distributed hierarchical architecture is that MNs present a
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higher degree of self-management and thus they can support autonomic handovers more
efficiently. Also, more personalized management policies can be deployed at the autonomic
manager of each MN. Examples of such approaches are [66], [73] and [65].

More specifically, according to [65] and [73], the main AHM resides in the MN. However,
some functionalities are placed also to the operations and support system (OSS), where
network monitoring is performed. Furthermore, a context server that resides in the core
network collects the relevant contextual information from the various repositories and assists
in the handover decision, in response to requests from the MN. Similarly, according to [66],
those components that involve operator’s management or high computational cost are located
in the core network to minimize the complexity of the MN. Such tasks include policy
definition, storage, and conflict resolution. These network-side components assist in handover
decision, always with the coordination of the MN.

In addition to the two categories already discussed, there are various hybrid architectures
combining the previously mentioned concepts to a varying degree. In autonomic hybrid
architectures, some self-organization and self-optimization algorithms, mostly those related to
tasks with local scope, are running locally on the MN, while the tasks with wider scope
(global network view) are being managed by a central managing authority on the network
side (usually at the base station or in a cluster of base stations, as shown in Figure 6).

It is noted that while the distribution of functionality just discussed is at present considered
to be fixed, future autonomic VHO management architectures may have dynamically adjusted
structure, towards an increased potential for customization [24]. In general, hybrid
architectures achieve load balancing and traffic management, hiding the complexity from the
MN.

Examples of hybrid architecture can be found in [97], where autonomic MNs are assumed

to cooperate with autonomic base stations and access points in order to make optimal
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handover decisions and QoS-aware resource management. Also, [93] proposes a scheme for

vertical handover decision making that leverages the cooperation between the MNs and a

controller, which manages a cluster of different access networks locally available. This

controller is also responsible for resource control and load balancing among the MNs.
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3. Autonomic VHO Features Towards Self-Optimization

And Robustness Issues

3.1 Autonomic VHO features towards overall self-optimization

We now turn to a number of important features, which characterize autonomic handover
management and jointly lead to performance optimization. Firstly, we discuss the nature and
effect of each of these features, in correlation with the taxonomy of Chapter 2. Secondly, we
deal with the issue of robustness, also discussing how the autonomic features may be
exploited towards more robust handover decision making.

Autonomic VHO management aims at performance optimization, related to seamless
mobility and user satisfaction. The deployment of autonomic features to automatically
manage, optimize, and adapt the management of operations can significantly improve the
resulting performance [47], [98]. More specifically, the combination of awareness, adaptivity,
flexibility and proactivity drive the system to performance improvements and enable the
system to select the best choice among a set of available alternatives, advancing the system’s
overall self-optimization, which can be described as the objective of autonomicity. The
functionality of individual autonomic feature and the inter-relations between them towards
the optimization of VHO management performance are further described in the following. A

summary is depicted in Figure 7.

3.1.1 Awareness

This is a fundamental property, present in most autonomic functionalities (i.e. see context-
awareness in Chapter 2.1). Awareness is primarily related to the monitor function of the
information collection phase and the associated knowledge base and is most directly

exploited in the parameter selection step of handover decision making. The term refers to self
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and environment awareness, addressing information collection from the MN, the networks
and the user [47]. Awareness is expected to trigger a "prompt reaction' associated with the

handover execution, thus closing the autonomic loop in Figure 4.

awareness

information collection

3

i self - optimization — -
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*
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memory and cognition

Figure 7. Autonomic VHO management features towards overall self-optimization.

Specifically in connection with VHO management, an enhanced level of awareness is
positively correlated with the ability of the system to extract contextual information from
multiple layers (a notion linked to the aforementioned levels of abstraction), enabling the
consideration of the QoS requirements of running applications. The level of awareness is also
related to the frequency of parameters monitoring, which affects the precision of the selected
parameters used in the VHO decision making. Finally, awareness also affects the capability
of the system to support an adjustable monitoring process. This is further discussed in the
following, in connection with adaptivity & flexibility.

As a concrete example, [65] demonstrated that a high degree of awareness resulted in
enhanced (by more than 20%), end user satisfaction metrics when compared against other

algorithms not considering user preferences.
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3.1.2 Adaptivity & Flexibility

In the more general context of autonomic network management, adaptivity deals with the
ability of the network to analyze changes indicated by current events (perceived due to the
system's awareness) and to decide why, when, where and how a reaction should take place
[8]. Thus, adaptivity involves the ‘analyze’ and ‘plan’ components of the autonomic loop. For
example, adaptivity may trigger changes to the frequency of measurements during the
information collection phase, and may promote adjustments to the parameter selection and
parameter processing methods, according to environment changes and system needs [22],
[47]. Towards this direction it is noted that adaptivity could be further enhanced by the use of
biologically inspired solutions. For example, swarm intelligence has been employed in
autonomic network management, addressing load balancing and route construction and
maintenance [22].

The achievable degree of adaptivity depends on the level of flexibility [32] (characterized
as limited or advanced), which is related to the capability of modifying at runtime parameter
selection and processing methods for use in handover decision making. The term ‘advanced
flexibility’ refers to the capability of dynamically adjusting the set of said parameters,
potentially including newly identified parameters at run-time, without requiring modifications
to the implementation of either the support system or the application logic. The term ‘limited
flexibility’ characterizes approaches that are narrower in scope and involve a predefined
parameters’ domain, determined during system design.

Obviously, VHO solutions featuring advanced flexibility equip the system with a greater
ability to evolve, and thus improve awareness and adaptivity, making the system capable to
adjust to a changing environment [99], [68], [8]. For example, the adaptive approach used in

[66], reduced handover latency, resulting in close to seamless connectivity on the move.
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3.1.3 Learning

The learning functionality is part of cognition and equips the system with the ability to
remember past behaviors, or problems and their solutions. This ability, in turn, helps the
system to gain experience (to an extent determined by the memory strength of the knowledge
base) that may be utilized in the decision making, in combination with adaptivity. The
knowledge of behavioral trends and occurrence patterns of conditions/scenarios is valuable,
especially in highly dynamic environments, as it can dramatically enhance the system
performance, by identifying frequently repetitive patterns of actions and behaviors. Towards
this end, artificial intelligence techniques may be employed, such as neural networks [23]. It
has been shown in [95] that the exploitation of historically available information led to an
improvement of about 50% in the mobile handset’s battery autonomy and to about 25% lower

content downloading times and network usage costs.

3.1.4 Proactivity

Proactivity signifies the use of preventive measures to maintain a target level of system
performance (by means of an appropriately and timely initiated handover procedure), based
on the analysis of the current state and on the anticipation of events and their effect on the
system. Anticipation is a cornerstone of proactive computing, promoting actions in the
direction of future prediction. Proactivity involves the ‘analyze’ and ‘plan’ components of the
autonomic loop, utilizing data from the information collection process, which is equipped
with awareness. Proactive techniques focus on context aware operation, statistical reasoning,
and intelligent data-handling [100]. By proactively collecting and analyzing predicted
information about e.g., the link status or the battery status, the resulting VHO decisions can
be optimized [29], [101].

Therefore, proactive systems exploit context for responding faster and more efficiently to

specific stimuli, providing further benefit if used in conjunction with learning techniques.
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Statistical reasoning techniques such as Hidden Markov Models, genetic algorithms, and
Bayesian techniques, can be used instead of traditional deterministic methods. For example,
[86] computed the user’s mobility regularity from the historical trace of the user using an
MDP process, toward providing estimations for the next possible location of the user,
subsequently exploited for making more robust VHO decisions. Evaluation results in [86]
showed that this proactive strategy, used in conjunction with a multi-attribute decision
algorithm, achieved around 50% better performance gains (in terms of throughput and
latency) compared to a baseline greedy strategy. Other proactive user location estimation
algorithms [60] and [61], resulted in minimization of unnecessary handovers, providing
throughput gains up to 47% and 70%, respectively. In general, proactive features in
autonomic network management promote network and resource availability, service level

agreement compliance, and enhance user satisfaction.

3.2 Robustness Issues towards Stable and Efficient Decisions

As already mentioned, VHO management in a FI environment must cope with the
heterogeneous, diverse and dynamic character of the target setting and the need to jointly
consider many different sources of context. In such an environment, robustness (generally
defined as the ability to achieve stable and efficient decisions [102]) becomes an important
attribute of the VHO decision making process. The following subordinate paragraphs identify
a number of robustness-related issues and review mechanisms to overcome them.
Subsequently, we discuss how the autonomic features can contribute towards enhancing

robustness. A synopsis of the relevant discussion appears in Table I1I.

3.2.1 Diversity of Parameters (Context Diversity)
The joint consideration of multiple sources of context creates the need for dealing

concurrently with a diverse set of parameters. This, in turn, requires a methodology to enforce
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a uniform representation, so that different parameters-characteristics (naturally involving
different units) are expressed through comparable values. The way to address this issue
depends on the type of the method used for the parameter processing step of the handover
decision making. For parameter processing using DF (including MAD) or MDP approaches,
conventional parameter normalization (CPN) techniques [103] are appropriate, while FL-
based parameter processing naturally resorts to techniques employing fuzzification. Note that
PB approaches do not require a uniform representation methodology, as each parameter is

processed individually, through a relevant policy.

3.2.1.1 Conventional Parameter Normalization Techniques

Accordingly, CPN techniques can be organized in two categories [103]. The first one
employs absolute normalization, where each parameter’s value is individually scaled between
0 and 1, with respect to a given minimum and maximum value [103]. Examples of multi-
criteria applications, which incorporate scales that conform to absolute normalization, can be
found in [103].

For example, consider a decision problem, where there are two relevant criteria (i.e.
monetary cost and delay), rated for two available networks (i.e. WLAN and WiMax).
Following the previous example, cost can be normalized with respect to a given minimum
value of 0, and a maximum value of 1 $/min, while, delay can be normalized with respect to a
given minimum value of 0, and a maximum value of 100 ms. In this case, WLAN is slightly
ahead of WiMax (see Table I).

TABLE I. Example of Absolute Normalization

Cost Delay (ms) Normalized Normalized Overall Performance
($/min) Cost Delay
(weight = 0.5) | (weight =0.5)
WLAN 0.2 45 0.8 0.55 0.675
WiMax 0.5 25 0.5 0.75 0.625
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The second category employs relative normalization [104], [105], where the scores
corresponding to parameter values associated with different options (i.e., the various
candidate networks scores) are summed up and scaled to 1. For example, if network’s A
delay is 45 ms and network’s B is 25 ms, then the network’s A normalized delay results to
0.36 and network’s B to 0.64, accordingly, as the bigger normalized score corresponds to the
better network.

TABLE II. Example of Relative Normalization

Cost ($/min) | Delay (ms) Normalized Normalized Overall
Cost Delay Performance
(weight =0.5) | (weight=0.5)
WLAN 0.2 45 0.7 0.36 0.53
WiMax 0.5 25 0.3 0.64 0.47

This is a more complex process, as all parameters have to be rescaled whenever there is a
change to any candidate network’s score. However, under relative normalization methods, the
final result is more distinctive [104], [105], as it is shown in the previous example. Also, AHP
users have typically employed relative, rather than absolute normalization. In fact, the
traditional AHP recommends that scores for options relative to each criterion, should be
determined in exactly the same way that criteria weights are determined; and weights are

always relatively normalized.

3.2.1.2 Fuzzy-logic based Parameter Processing Techniques

With FL-based parameter processing, conversion of absolute parameter values to relative
ones comes as part of FL's inherent capability for handling a decision problem that involves
ambiguous decision criteria [106], [107]. The approach of FL is comprised of four steps
[108]. The first step is the fuzzification. For example, if the delay of a voice call is 25ms,
through the membership function the delay is identified as low or high [65]. The second step
is the rule evaluation, e.g., “if delay is low and jitter is low, then quality of voice call is high”.

The third step is the rule aggregation, where every result is aggregated into one fuzzy set for
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each output variable. The last step is the defuzzification, where the fuzzy sets are converted
into appropriate output values. For example the output values can vary between “strong
accept” and “‘strong reject”, acquiring numerical values between 1 and 0, respectively.

A special form of the parameter representation issue emerges when considering the QoS
requirements of different applications. The QoS parameters should be treated differently by
each application, as each one has its own QoS constraints [73]. For example, the jitter-related
requirements for a voice call differ from those of a streaming application. Therefore, a
different treatment for the jitter scores should be used in each case [65]. When absolute
normalization is used, the appropriate upper and lower values should be identified for each
case. For relative normalization, application-specific thresholds for the relative scores are
needed, to ensure that that the decision yields acceptable values for each criterion, for each
application. Similarly, for parameter processing involving PB approaches, different policies
should be specified for each application. Finally, if FL is used, different membership
functions should be used for handling the same QoS criterion in connection to different

applications [65], [107].

3.2.2 Diversity of Criteria/Rules

An effective handover decision making should be capable of jointly employing multiple
criteria/rules, and assigning different importance to each of these criteria, towards optimized
decisions tailored to the environment. Specifically, [109] demonstrated that that properly
assigning importance to criteria has a direct impact on the handover failure probability.

FL-based decision making inherently lends itself to the joint consideration of multiple
criteria, through the definition of parallel rules that may be applied simultaneously, to obtain
the desirable outcome [65], [110]. For example, the fuzzy rule "If bit error rate is low AND
burst error rate is low AND packet loss ratio is low, then quality is Strong Accept" [65],

ensures that a candidate network would be strongly preferred as the handover target when all
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three conditions are satisfied. PB approaches can also handle groups of parameters according
to different criteria, through relevant policies. However, in this case, the occurring conflicts
have to be resolved.

For other parameter processing methods, employing CPN techniques, a different
importance can be defined for each individual criterion [109], while, AHP [80] may be used
in order to assign a different level of importance to each group of criteria. Indeed, AHP
decomposes the decision problem into several sub-problems, making use of hierarchy.
Different groups of criteria may be associated with different AHP sub-problems and their
relative importance may be tuned through the assignment of corresponding weights [107].
For example, according to AHP, the first tier of parameters could include cost and QoS,
associated with respective weights. The QoS could be further analyzed into a set of second-
tier parameters, such as bandwidth, delay and jitter. The weights for the parameters in the
second tier could be adapted according to the demands of each application and to user
preferences.

It is worth mentioning that a number of VHO management proposals use initially FL
followed by CPN techniques to employ AHP, (such as [65], [107]), combining the benefits of

both approaches.

3.2.3 Context Uncertainties & Incompleteness

Another set of robustness-related challenges arises in connection with the ability of the
decision system to cope with uncertainties and incomplete information. Uncertainties refer to
the imprecise knowledge of context, particularly when successive measurements for the
values of some parameters fluctuate beyond a level of tolerance. Incompleteness is associated
with missing information, including the lack of information due to failures encountered

during the information collection phase of the VHO management process.
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One way to rectify the effects of uncertainties, particularly considering performance-related
measurements, is by verifying the measured data against related data referring to other layers
[72], [111]. This general concept is consistent with all methods for the uniform representation
of parameters, including CPN and the methods appropriate for PB- or FL-based parameter
processing algorithms.

The way to address incompleteness varies slightly, depending on the uniform representation
method in use. For CPN or PB-relevant methods, an "average" value may be substituted for
the missing one. For FL-based parameter processing, substituting a "neutral" value is the
suitable course of action [110]. These general principles for handling uncertainties and
incompleteness can be further enhanced by making use of the memory strength available at
the VHO framework and of any available learning techniques, towards exploiting historically

available relevant data.

3.2.4 Marginal / Borderline Cases

Robustness is important also for coping with cases where there are marginal differences
among candidate networks that may lead to unnecessary VHO decisions. This phenomenon is
frequently described as the ‘ping-pong’ effect [27], referring to repeated successive VHOs
between the same two networks, which eventually leads to QoS degradation. A related
phenomenon is the ‘corner effect’ problem [112], where the MN cannot assess correctly if a
neighboring network is a suitable VHO candidate, due to poor line-of-sight communication.
To remedy those marginal/borderline cases, following either FL or CPN/PB techniques, a
score margin may be introduced marking a minimum difference on the candidate networks’
scores and a hysteresis (i.e., time) margin to discourage very frequent VHO initiations [113].
The extent to which the score and hysteresis margins are changed to encourage or discourage
a handoff depends on trends indicated through the values of relevant parameters. For example

in [114], the authors used criteria such as the RSS-based link quality and the distance between
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MN and base station and made use of training algorithms, proving that minimization of
unnecessary handovers (approx. by 20%) can be achieved, optimizing the resulting

performance by 10-20%, considering throughput, delay and packet loss.

3.2.5 Autonomic Features Addressing Robustness

Autonomic features could be exploited in various ways, towards enhancing the robustness
of the VHO decision making. To begin with, awareness by definition aims at untangling
uncertainties [25], resulting in enhanced robustness. Moreover, as already mentioned
enhanced awareness considers also the frequency of parameters monitoring, which affects the
precision of the parameter values that provide the basis for the uniform representation
process. Along a similar line of reasoning, adaptivity and flexibility are essential for allowing
the dynamic modification of the membership functions of FL systems, or the upper and lower
values used by CPN approaches for the uniform representation of parameters, as well as, the
score and hysteresis margins used to avoid marginal/borderline cases.

The aforementioned features can be beneficially combined with learning mechanisms (e.g.,
those based on neural networks) enabling the exploitation of historically available data and
making use of memory strength, to optimize the tuning of upper and lower values,
membership functions, and/or score and hysteresis margins and to help in combating more
effectively context uncertainties or incompleteness.

Moreover, proactive measurements enable the analysis of the current state and the
anticipation of events and their effect on the system, which would assist in addressing
marginal/borderline cases. For example, estimations for the next possible location of the user,
would fine-tune the hysteresis margin, preventing unnecessary VHOSs resulting from the ping-

pong effect.
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TABLE I11. Robustness Issues in VHO Decision Making and the relation with Autonomic

Features
Robustness Issues Awareness | Adaptivity & Learning Proactivity
Flexibility
Diversity of | CPN: Different upper
parameters and lower values or
(Context thresholds for each
diversity) parameter for each
application.
PB: Different policy
for each parameter for
each application.
FL: Different
membership functions
for each parameter for
each application.
Diversity of | CPN: Different o
criteria/ rules: importance  for each | Enaples Enable the Optimizes the
individual ~ parameter, | iti-jayer dynamic tuning of upper -
AHP. parameter modification | and lower values Anticipates
PB: Policies” conflict | salection of upper and orthreshold_s/ upcoming
resolution. and defines lower values me_mbershlp events
FL: Parallel fuzzy the or thresholqs functions / score conf_rontlng
rules. precision of /memt_)ershlp and hysteresw margm_al/bor
Context CPN/PBIFL:  Verify the functions / margins and derline
uncertainties the measured data | parameter score and deals with Cases.
and through  comparison values. hyster_e3|s qncertalntles and
incompleteness: | with related data from margins. incompleteness.
other  layer(s) to

combat uncertainties.

Substitute an average
(CPN/PB) or neutral
(FL) value (or, a value
derived from
historically available
data) for the missing
criteria.

Marginal/borde
rline cases:

CPN/PB/FL:  adjust
score and hysteresis
margins.
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4. A Comparison and Discussion on Selected Context-
Aware VHO Management Solutions with Autonomic

Orientation

4.1 Selected Autonomic-Oriented VHO Management Solutions

To demonstrate the applicability of the general concepts previously discussed, we now
review six representative VHO management solutions with an autonomic orientation, taken
from the literature. All reviewed proposals possess some context-awareness and cognitive
characteristics, but differ in terms of the management architecture, the scope of information
collection, the computational methods employed and/or possibly other aspects.

In the rest of Chapter 4.1 we individually examine each solution in turn, identifying
relevant characteristics and associating them with the presented classification and taxonomy
of Chapter 2; a summary of the results appears in TABLE IV. Subsequently, in Chapter 4.2 we
compare the six VHO management solutions with respect to a number of criteria, presented in

Chapter 3.

4.1.1 A Simple Terminal-Controlled Autonomic VHO Management Approach
(TCAM)

TCAM [95] enables a simple and light-weight VHO management approach that does not
require changes in the network infrastructure. All the intelligence lies in the MN and the
handover is mobile-controlled, thus the type of the management architecture (see Chapter
2.2.4.2) is flat. Information collection (Chapter 2.2.1) is addressed by the MN, which
monitors the RSS and SINR over the available radio interfaces, remaining energy level on the

device's battery, and the velocity of the MN's motion. Velocity information is directly
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deduced from the Doppler spread in the received signal envelope. User preferences are also
included, considering QoS, monetary cost and energy efficiency, where the user asserts
priority for each one.

The knowledge base (Chapter 2.2.2) includes a user profiles repository that contains the
identities with which the user accesses different radio networks and the respective
subscriptions to services, the user preferences and mobility policies. Additionally, the MN
maintains a mobility policy database that contains a black list of access network operators
with whom the user has had a bad experience. This feature enhances memory strength and
enables learning. Both the user profiles repository, and the mobility policy database reside in
the MN.

The handover decision process (Chapter 2.2.3) employs a set of parameters including both
static and dynamic contextual information, and thus presents context-time variability.
However, the parameters’ set does not possess a high level of abstraction, as only physical-
layer QoS parameters (SINR, RSS) are used. The parameters processing is based on a
decision function, whose weights are dynamically adjusted according to user preferences. The
system relies on users’ criteria scoring for conflict resolution. Regarding the output format,
the scheme produces one selected access network, having the highest score according to the

user preferences.

4.1.2  An Autonomic VHO Scheme with a Client/Server Application Module
(CSAP)

CSAP [111] has been claimed to be one of the first solutions that can function under diverse
real-world scenarios involving a multitude of network technologies, network providers and
applications. To achieve this versatility, the solution adopts a client/server scheme operating
at OSI Layer 7 through a pair of applications: the CNAPT (Client Network Address and Port

Translator), which resides at the MN, and the SNAPT (Server Network Address and Port
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Translator) at the network side. These applications abstract technology-dependent details and
introduce a form of virtualization.

The management architecture is described as having an adjustable structure, a
characterization stemming from the versatile form of cooperation between the CNAPT at the
MN and the SNAPT at the network side. In view of this fact, the VHO management
architecture of this solution can be classified as hybrid.

Considering information collection, user, terminal and network context is gathered by the
CNAPT, with assistance from the SNAPT. It is stated that the system periodically searches
for available network connections (search activity) and at the same time, periodically verifies
reliability and performance of the current connection (check activity). The check activity is
related to sampling of the RSS at the physical layer and to application-layer parameters,
inferring the experienced Round-Trip-Time (RTT) with the help of ping messages. The
scheme does not consider monitoring of variables at the link-layer, since some NICs do not
support reading such values through standard APIs. With respect to the knowledge base, the
CNAPT includes a history repository, providing a high memory strength.

The parameters selection step of the handover decision making presents context-time
variability, as it includes not only static, but also dynamic contextual information (RSS,
RTT). A higher level of abstraction is supported in comparison to TCAM, as both physical
and application layer QoS parameters are considered. These give some indication on the
effective status of the connection (i.e., being active or not) and of the effective load. Still, the
considered parameters do not span all layers. Concerning parameters processing, handover
initiation and network selection processes are based on a generic framework based on
thresholds, which can be classified as a form of PB processing. Specifically, if the reliability
or performance index goes below the specified critical thresholds or the current network

connection is experiencing an interruption, the ‘check’ activity triggers the handover
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initiation procedure. The ensuing network selection relies on the results provided by the

search activity.

4.1.3 An Intelligent Cross-Layer Terminal-Controlled VHO Management Scheme
(CLTC)

CLTC [107] is another mobile-controlled handover scheme with a flat VHO management
architecture, placing all intelligence on the mobile devices. The information collection is
implemented by the MN through monitoring and measurements, to identify the need for
handover. The context information can be relative to the network, the terminal, the service
and the user. QoS parameters are included, such as bandwidth, delay, jitter, packet loss, RSS
and BER of the current access network and the neighboring available networks. Furthermore,
context information related to user preferences, service capabilities (real-time and non real-
time), MN status (battery and network interfaces), priority given to interfaces, location and
velocity is collected. The knowledge base includes a policy repository maintained in the MN,
but this repository does not provide support for the assessment of past policies and VHO
decisions.

The parameter selection step of the handover decision making is dynamically adjustable,
determined by multiple criteria. The selected parameters present context time variability,
including both static and dynamic contextual information (such as access network
availability, MN’s velocity, etc.). Moreover, a high level of abstraction is supported, as QoS-
related parameters are extracted from all network layers. With respect to the parameter
processing, VHO initiation employs FL. The information gathered is fed into a fuzzifier
converting the aforementioned elements into fuzzy sets. A fuzzy set contains a varying degree
of membership in a set. For instance, RSS can be weak, medium or strong. After
fuzzification, fuzzy sets are fed to an inference engine, where a set of fuzzy rules are applied

to determine whether the handover is necessary. Fuzzy rules utilize a series of IF-THEN rules
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and the result is YES, Probably YES, Probably NO or NO. At the final step, the resultant
decision sets have to be "defuzzified". For that, the centroid method is used to obtain a
handover initiation factor (YES or NO) based on membership values and decision sets.

If a handover is necessary, the network selection stage is based on an AHP method that
allows the decomposition of the network selection problem into several sub-problems,
corresponding to the decision criteria. The method assigns a weight to each sub-problem and
calculates for each network the weighted sum characterizing the cumulative impact of all
criteria. The output format of the parameter processing process is a ranked list of handover

targets, with networks featuring higher weighted sums placed closer to the top of the list.

414 PROTON: An Autonomic VHO Framework with Finite State Transducers

A primary characteristic of PROTON [66] is a metric called TF, related to a Finite State
Transducer with Tautness Functions and Identities (TFFST), which enables policy modeling
and resolves potential conflicts. The relevant management architecture includes components
at both of the network and MN sides. Those components that involve heavy computations are
placed on the network side, to minimize complexities at the MN. The VHO is initiated by the
MN, but uses assistance from the network side, which provides information and
computational services (the TFFST models creation). Thus, the overall handover process can
be classified as network-assisted. Since the main managing entity controlling the handover
process is on the MN, the management architecture is distributed hierarchical.

The information collection activity is implemented by the ‘sentinels’ and ‘retrievers’,
located at the terminal. The sentinels are responsible for collecting dynamic elements,
whereas the retrievers manage static elements (e.g., user preferences or application profiles).
The knowledge base includes a policy repository on the network side and a TFFST
Repository on the MN. During the handover decision making, the parameter selection process

is driven by policies and it is divided into three steps, executed on the MN. Specifically, the
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collected information is filtered according to simple local rules, and then it is grouped into
sets. The parameters used include both static and dynamic context originating from the
physical, network and application layers.

The parameter processing occurs on the network side, where the conflict resolution module
builds a deterministic Finite State Machine modeling every active policy, and subsequently
generates the set of TFFST profiles, which is flexible and can be updated according to the
MN requirements. During the TFFST profiles generation, all possible static and dynamic
conflicts are foreseen. Therefore, the algorithms that are executed have a high computational
cost. Subsequently, the mobile device stores and uses the TFFST profiles, to be able to react
quickly to incoming events. In order to prioritize TFFST profiles, the tautness function is
formed, to indicate how tautly a condition fits to an event. In order to quantitatively represent
the tautness, a real number in the interval [—1, 1] is used, so that the stronger a condition is,
the closer its TF is to zero. The corresponding output format is the most fitting candidate

network.

4.1.5 An Autonomic VHO Approach with a Context Evaluation Matrix at the
Network Side (COEVAL)

COEVAL [73] implements VHOs by introducing a context evaluation matrix and a
respective context evaluation function. The management architecture may be classified as
distributed hierarchical, as it includes cooperation between terminal and network side
components. More precisely, the context server located in the network collects information,
compiling it into a matrix, in response to the handover initiation request from the MN. During
the subsequent network selection the MN processes the matrix and makes the handover
decision, also considering current dynamic information. In view of these facts, the handover

control method can be characterized as network-assisted.
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Considering information collection, the scheme provides the mechanisms for the collection,
aggregation and filtering of contextual information, utilizing context from the MN and the
context server (located in the network. More precisely, the context server collects the relevant
context information from the various context repositories. Then, the MN collects dynamic
context such as the received signal strength, the CPU usage and the remaining charge on the
battery and combines the collected information with the data from the context server.

With respect to the knowledge base, the main entity is the context server (that has no
memory of past events), in addition to various other context repositories, including the
respective Operations and Support Systems (OSS), the location information database and the
user profile database, all of them residing at the network side.

During the handover decision making, the parameter selection is based on the received
information from the context server and the current dynamic information from the MN,
derived from all the layers. The parameter processing method uses a context evaluation
(decision) function that manipulates the matrix context using dynamically adjustable weights
and chooses the appropriate network interface for each application, taking into account both
user and network preferences. The output of the context evaluation function is the appropriate

network interface for each running application.

416 AUHO: An Autonomic Personalized Handover Decision Scheme

AUHO [65], employs the same architecture, information collection process and knowledge
base components with COEVAL, in conjunction with a different decision making process,
which employs FL and MAD. Specifically, the parameter selection step of the handover
decision making employs contextual information provided from all the layers, including

dynamic context.
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TABLE IV. Classification of the selected VHO management solutions, according to their

characteristics

Type of
. erminal Side etwork Side arameters Processing
Solution Terminal Sid Network Sid Management Parameters Processi
Functionalities Functionalities Architecture/ Method
Handover
Control
All the
intelligence at the Elat / Mobile DF, with dynamically
TCAM [95] MN, VHO None Controlled adjustable weights (based
Decision & on user preferences)
Execution
Assists the MN
VHO Initiation, .during the
Network information Hybrid / Network Generic PB framework
CSAP [111] Selection & collection and the Assisted based on thresholds
Execution network selection
(search & check
activities)
All the
intelligence at the Flat / Mobil FL for VHO initiation
a obile
LTC [107 N i
CLTC [107] MN, VHO one Controlled & AHP (i.e., MAD) for
Decision & network selection
Execution
VHO Initiation & . .
Ner;\l,vlsr:(on Computationally Distributed Policy-based: TFFST model
PROTON . demanding tasks, . . creation, implemented with
Selection (TF . Hierarchical / .
[66] . TFFST profiles . Finite State Automata &
computation), . Network Assisted .
VHO Execution computation Tautness Function
VHO Initiation Context Server and
COEVAL Network van(_)us C ontex_t |_3|str|bu_ted Context Evaluation
[73] Selection & repositories assist Hierarchical / Function (i.e. DF)
Execution in information Network Assisted e
collection
VHO Initiation, Contt_ext Server and o FL for VHO initiation
Network various context Distributed .
AUHO [65] Selection & repositories assist Hierarchical / & Add|t|v_e Aggregate
. in information Network Assisted Utility Function (i.e. _MAD)
Execution collection for network selection

Additionally, user preferences are perceived, as a set of attributes ordered from most to
least desired, considering RSS, Cost, Quality and Lifetime (i.e., remaining battery charge).
Considering parameter processing, the handover initiation stage is performed by means of a

FL-based method, employing fuzzification and defuzzification mechanisms for the
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calculation of APAV (Access Point Acceptance Value) for all available networks. The
network selection employs an additive aggregate utility function (i.e., a MAD function),
which computes the APSV (Access Point Satisfaction Value) for all candidate networks and
chooses the most satisfying network. The output format is formed by choosing among the
best access points (based on RSS, Quality, Cost and Lifetime) the one being most important

to the user (prioritized set of candidates), for each application.

4.2 Comparison and Discussion

We now compare the presented VHO solutions according to the extent these solutions
incorporate and exploit the autonomic features of Chapter 3.1, towards enhancing the
effectiveness and efficiency of VHOs. The comparison also addresses the robustness issues
identified in Chapter 3.2.

Additionally, we consider issues related with the operational complexity. This is another
important aspect, which determines the achievable degree of self-management for the MN.
Operational complexity can be generically characterized as the “degree of complexity of
memory and time” [28] and can be linked to the computational overhead and the signaling
overhead. Accordingly, the comparison of the solutions also considers the tradeoff between

intelligence/ sophistication and operational complexity. A summary appears in Table V.
4.2.1 Considering Autonomic Features

4.2.1.1 Awareness

Awareness, the basis of all other autonomic criteria, is related with the information
collection and parameter selection processes. All aforementioned VHO solutions present
awareness, though in a varying degree: the two simpler and more lightweight approaches,
namely TCAM and CSAP, provide a basic form of awareness, while the other solutions

exhibit more enhanced awareness, but at the cost of higher complexity. Specifically, TCAM
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limits information collection to just physical layer parameters used to measure the signal
quality of the candidate network (SINR, RSS). Thus, TCAM does not have potential for
multi-QoS consideration. CSAP takes a simple approach too, but supplements the physical
layer monitoring of RSS with the application layer monitoring of RTT (Round Trip Time),
which gives some indication on the effective status of the connection, the effective load and
the available throughput. Still, the level of abstraction is not high enough to provide potential
for explicit multi-QoS consideration.

Turning to the more sophisticated approaches, CLTC implements active monitoring, with
parameters extracted from all layers. The solution considers QoS parameters (bandwidth,
delay, jitter, packet loss, traffic load), coverage, monetary cost, link quality (RSS and BER)
of the current access network and its neighbors, as well as location information. However, all
these parameters may not be needed in every scenario, thus, the tradeoff between enhanced
awareness and the resulting signaling and computational overheads should be taken into
account, especially considering that according to this approach all the intelligence is placed at
the MNs.

PROTON provides active monitoring and a high degree of awareness, through monitoring
parameters at different layers and organizing the collected data according to a three-level
hierarchy, which reduces the volume of data processing. While PROTON’s framework could
in principle enable multi-QoS consideration, it lacks information necessary for explicitly
considering the demands of different running applications. This shortcoming might be due to
the fact that PROTON is one of the first approaches on autonomic VHO management.

AUHO and COEVAL support a high degree of awareness through active monitoring. More
precisely, the mobile device performs measurements to retrieve updated dynamic and static
information from its sensors, the user and the context server (in the network side). Emphasis

is given to information related to the running application requirements and the available
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network interfaces, considering parameters such as bandwidth, packet error rate, delay, jitter
and packet loss ratio, which assist in proposing the best network interface for each running
application. Also, location information is included in the handover management parameters

that add a spatial dimension in the handover initiation criteria.

4.2.1.2 Adaptivity and Flexiblity

Considering adaptivity and flexibility, the information collection mechanisms and handover
decision making processes are compared in view of the presented solutions. In general, there
is an inherent trade-off between flexibility and computational overhead. TCAM, being the
simplest and most lightweight solution, is characterized by a rather limited adaptivity and
flexibility, as it deals with a predefined set of parameters and does not provide adaptation
mechanisms in information collection. The other approaches present more enhanced
adaptivity and flexibility characteristics, but are also more computationally demanding. In
CSAP, for example, the monitoring activity is still non-adaptive, as it uses a constant rate of
parameters sampling. However, adaptive thresholds are used in parameter processing (“check
activity”).

In CLTC, the Analytic Hierarchy Process offers advanced flexibility and also adaptivity
(through the possibility of dynamically adapting the various weighting factors). On the other
hand, adaptive monitoring mechanisms are not considered. By contrast, PROTON offers
sophisticated monitoring adaptivity, as each parameter is collected according to a specific
polling frequency, depending on connectivity resources and mobility profiles. Specifically,
the system adapts the frequency of active monitoring proportionally to the MN’s velocity,
matching thus the information collection rate to variations of the user's physical mobility.
Considering the decision phase, PROTON, provides advanced flexibility and accordingly
provides enhanced adaptivity mechanisms through a dynamic set of TFFSTs and the use of

suitable tautness functions for each case.
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In COEVAL, the MN fills in the dynamic contextual information and calculates the
evaluation matrix when a decision is needed, applying policies that may include rules to set
the upper or lower bounds. The matrix mechanism provides advanced flexibility, being
dynamically filled with the available parameters. Also, the dynamic upper/lower bounds offer
adaptivity. Finally, AUHO features advanced flexibility through the Multiple Attribute
Decision method, where the output is calculated as a linear function of context input and

dynamically changing weights, with respect to different criteria.

4.2.1.3 Learning

This autonomic criterion is related to the ability of the system to learn, enabled by the
memory strength provided by historically available data. Interestingly, only the simpler
approaches, TCAM and CSAP, provide a form of memory strength, which can be exploited to
include learning mechanisms. In TCAM a black list of access network operators is included,
containing the networks where the user has had a bad experience.

Additionally, the description of the solution [95] mentions that users can specify and alter
their preferences dynamically, through a learning process. CSAP employs a repository of the
most significant information, containing trends, failures, trajectories, user choices, etc., about
past experience, and providing the ability to adjust internal parameters and derive statistical
measures of trend.

For instance, if an on-board GPS is available, the system can decide to store and learn maps
identifying good coverage areas together with the characteristics of the network access that
can provide the coverage. This might prove quite useful in the case of users constantly
traveling along the same routes, as it is the case for people daily commuting between their

homes and work places.
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4.2.1.4 Proactivity

Proactivity is based on preventive measurements promoting actions in the direction of
system anticipation. The solutions under investigation that involve proactive mechanisms are
CSAP, CLTC and PROTON. Specifically, the description of CSAP [111] mentions that the
system is able to efficiently smooth the sampled values of measures RSS, through simple
weighted moving averages, and at the same time calculate a simple trend indicator to be used
in cross-validation with the moving average, enhancing proactivity.

Considering CLTC, in a new and enhanced version of the approach [72], predictive Link
layer information is taken into account extending the proactivity of the solution. More
specifically, the system detects the quality of the current link (concerning physical and MAC
layers) and can issue periodically a polling command to check the status of the link,
expressing the likelihood of future changes in the link properties (e.g., link going down, link
going up, etc) based on present conditions. Finally, PROTON implements a conflict
resolution module to resolve conflicts among the policy rules. During this task, all possible

static and dynamic conflicts are foreseen, enhancing proactivity.

TABLE V. Comparison criteria for autonomic VHO management schemes

Autqnor_nlc Awareness Adapt_lv_lt_y & Learning Proactivity Robustness
Criteria Flexibility
no

low level of | limited flexibility, information
o . about the

abstraction: non-adaptive . . .

Lor frequency of | no multi-QoS consideration, no
only monitoring, . o) < .
; - - black list of monitoring provision for managing
physical limited adaptivity .
- - access measurements uncertainties or
TCAM layer in the decision : .
. . network , relies only incompleteness, no
parameters making (dynamic , - ;
. - operators on users marginal/borderline cases
to measure weights applied o ) .
. criteria consideration
the signal for user .
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quality P y conflict
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4.2.2 Considering Robustness Issues

We now focus on the robustness issues considering the decision making procedure. With
respect to the uniform representation enabling context diversity consideration, TCAM and
COEVAL use CPN, while, CLTC and AUHO use a combination of FL and CPN techniques.
Lastly, CSAP and PROTON use PB techniques, where each parameter is processed
individually, through a relevant policy.

Adjustable tailoring of the normalization parameters, according to QoS demands for each
running application is considered in COEVAL, but not in TCAM. CLTC and AUHO follow
the framework proposed by [115] and consider different membership functions for each
application, while they use CPN to simpler criteria. CSAP and PROTON lack information
about multi-QoS considerations according to running applications requirements.

Considering the diversity of criteria/rules, including the assignment of a different
importance to each group of criteria, the most comprehensive approach is taken by CLTC and
AUHO, which use FL with parallel fuzzy rules. Additionally, in CLTC parameters are
grouped into a hierarchical model, in order to be handled more efficiently through AHP.

However, this approach uses a rather complex weighting method, so the complexity of
CLTC is higher than that of AUHO. COEVAL deals with the matter in simpler terms: while
it allows the assignment of a different importance to each individual parameter, it does not
provide support for handling an entire group of criteria. PROTON employs its policies
conflict resolution module to combat diversity of criteria/rules. Finally, TCAM and CSAP
inherently lack capabilities for dealing with complex decisions.

We now turn to the management of uncertainties and incomplete information during the
decision making process. To combat incompleteness, the FL-based AUHO and CLTC
solutions substitute a neutral value in place of missing parameters. PROTON, COEVAL and

TCAM do not provide any explicit support for managing incompleteness.
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Finally, CSAP provides some means to guard against uncertainties arising from excessive
parameter value fluctuations. Specifically, the solution tries to avoid improper reaction to
temporary fluctuations of physical layer parameters, by cross-checking a bad link status
against application layer information (obtained through ping messages).

Concerning marginal/borderline cases and the ping-pong effect, predictive link layer
information is included in the new version of CLTC [72], which could possibly assist in the
confrontation of this problem, while, PROTON presents policies related to hysteresis margin.
CSAP may deal with the ping-pong effect through its previously mentioned mechanism for
managing uncertainties. The rest of the solutions do not include support for managing
marginal/borderline cases. As a whole, the solutions with the most comprehensive provision

for robustness are CLTC and AUHO.

4.2.3 General Comments towards Self-Management and Autonomicity

While the simpler solutions TCAM and CSAP provide only moderate potential for overall
self-optimization, due to their incomplete awareness and limited adaptivity and flexibility, the
overall complexity of the corresponding VHO decision making procedures is low, signifying
a high degree of achievable self-management for the MN.

On the contrary, the performance potential of CLTC, PROTON, COEVAL and AUHO is
greater, in view of their enhanced awareness and adaptivity & flexibility features, but this
comes at the cost of a higher complexity. The complexity of CLTC, in particular, may be
characterized as quite high, so the flat and mobile controlled architecture of this solution
might prove impractical, as the heavy programming tasks could overwhelm the MNs.

PROTON, COEVAL and AUHO are better positioned in this respect, as their distributed
hierarchical architecture and network assisted control foresee centralized entities to take up

the heavy programming tasks, reducing the burden put on the MNs.
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Another noteworthy aspect, particularly in a FI context, relates to the concurrent
exploitation of different network interfaces on the MN for serving different running
applications. In this direction, the parameters selection set should allow information from
multiple layers to be included and matched with the running application requirements, so that
the system can select the most appropriate access network for each running application.
CLTC, AUHO and COEVAL provide the most comprehensive support for this.

As already mentioned, only TCAM and CSAP provide some form of memory strength that
may be exploited towards cognition and learning. This existence of memory strength might
be seen as a supplement to the moderate degrees of awareness, flexibility and adaptivity
present in these simpler solutions.

However, the other four more sophisticated solutions could also benefit from memory
strength and additional learning mechanisms. Although the incorporation of such mechanisms
may involve initially increased computational overheads, the more effective prevention of
unnecessary VHOs could counter-balance these overheads and eventually lead to enhanced
performance.

The additional mechanisms could be hosted by higher level entities, particularly for hybrid
or hierarchical architectures, such as those in AUHO and COEVAL, avoiding an extra burden
on the MNs. In AUHO, for example, pre-calculated APSV values characterizing the network
interfaces under typical patterns of context could be stored in the knowledge base, towards
faster and less computationally demanding decisions.

Along further directions, learning mechanisms can be employed to optimize the formulation
of membership functions for FL-based solutions (AUHO and CLTC), to tune the upper/lower
values and thresholds used for CPN (in COEVAL and TCAM), to optimize the formulation
of policies in PB systems (CSAP and PROTON), or to formulate and optimize the score and

hysteresis margins used when dealing with marginal/borderline cases.
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5. Modeling Methodology for Performance Evaluation

Proper assessment of the relative merits of alternative VHO approaches requires a
sufficiently comprehensive and generally applicable performance evaluation methodology.
However, the methodologies available in the literature (reviewed in Chapter 5.2) are still
limited, being either too simplistic to accurately capture the process, dynamics and sources of
the context-related information dissemination, or too detailed and scenario-specific to be
applicable for a comparative performance evaluation across architectural alternatives.

Towards addressing this gap, the dissertation provides a versatile modeling methodology
that focuses on signaling in the VHO preparation phase and incorporates all significant
aspects that are associated with the exchange, queueing and processing of the signaling
messages and have an impact on delay-related performance, as presented in the rest of this
Chapter. The resulting model is comprehensive, yet capable of producing closed form results.
More importantly, the modeling methodology is generic and can be flexibly tailored to the
characteristics of different VHO architectures, properly accounting for differences in the
process of obtaining context-related information in each case.

This versatility is demonstrated through an application of the modeling methodology in
two VHO architectural approaches that differ in their way of collecting dynamic resource
availability context, presented in Chapters 6 and 7. In line with the previous discussion, the
fist case follows standards-based recommendations and includes a CS that can handle only
static context. Dynamic resource availability context is obtained reactively, during the
processing of each handover. In the following, this case will be referred to as “On-demand
Resource Information Gathering” (ORIG). The other considered case reflects recent

proposals for architectural amendments and includes a local CS, coined "Dynamic Context
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Repository” (DCR), that gathers proactively and periodically resource availability
information (which varies, depending on the current traffic load) from a number of RANSs
associated with the DCR. This approach is called “Proactive Resource Information
Gathering” (PRIG). For both cases, the analytical results are validated against simulations,
presented in Chapter 8, addressing an appropriately rich set of relevant parameters, towards

confirming the effectiveness and the accuracy of the modeling methodology.

5.1 Basic characteristics of major VHO management frameworks

and related amendments

As already mentioned in the introduction in Chapter 1, major standardization bodies have
provided specifications relating to VHO management frameworks. Most notable are the IEEE
802.21 Media Independent Handover Services [12] — recently updated with the IEEE
802.21.2017 [13] and IEEE 802.21.1.2017 [14] Media Independent Services Framework
standards and the 3rd Generation Partnership Project (3GPP ), which proposed the Access
Network Discovery and Selection Function (ANDSF) Management Object (MO) [15].

These specifications describe the mechanisms and operator-defined policies, by which an
entity may discover and obtain contextual information about a (possibly heterogeneous) set of
networks serving the entity's geographical area, for use in network selection decisions. Both
specifications address all types of handover control (i.e., mobile controlled, mobile assisted,
network assisted, and network controlled handovers) and include a CS that stores all the static
contextual information and the associated policies. This CS is called the "Media Independent
Information Server" (MIIS) in IEEE 802.11 and the "ANDSF Server" in the ANDSF
specification. The information provided by the CS includes a list of the available access

networks and discovery information and policies according to operator requirements. The CS
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may also include static link layer parameters, such as channel information, roaming
agreements between different operators, costs for using the network, etc.

From a more specialized viewpoint, but still relevant to a seamless VHO management, the
Hotspot 2.0 standard from Wi-Fi Alliance [116] improves the ability of WLAN stations to
discover and connect in a secure way to public Wi-Fi access points (APs). Hotspot 2.0 builds
on top of the IEEE 802.11u specifications [117] that enable devices to discover information
about the available roaming partners, using query mechanisms capable of collecting
contextual information. Additionally, 3GPP [118] provides alignment and complementarity
of ANDSF and HotSpot 2.0 policies, which can be leveraged towards supporting a number of
multi-operator scenarios [16], [119], [120].

As noted in the introduction, the aforementioned specifications provide support only for
static context. Important dynamic context (e.g., traffic load levels, or the availability of
resources in a given CN, also dependent on traffic load variations) is collected reactively each
time a handover is triggered (see, e.g., [34]), through the direct interaction between the MN
(or the hosting SN) and each CN involved. The heavy volume of signaling required for this
process can be avoided if the required dynamic context is proactively gathered, in a periodical
fashion. To enable such an approach, the standards-based VHO frameworks must be
amended or extended, to provide support for obtaining and storing the dynamic context. Such
amendments have been proposed by [17], [18], [19], [16].

Specifically, [18] introduces an enhanced CS that receives regularly dynamic contextual
information (e.g., the available bandwidth) from all RANSs in its domain. The main limitation
of this proposal is that the enhanced CS remains a single centralized component that would

have to monitor the status of a potentially vast number of RANs. This arrangement could
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pose significant complexity and scalability issues. For this reason, the architecture proposed
in [17], apart from the centralized (static) CS includes also a dynamic CS per radio access
technology, which gathers contextual information updates from the RANs employing this
technology. The work [16] proceeds along similar lines, this time leveraging the integration
between ANDSF and Hotspot 2.0. Specifically, the UEs collect information from a local
instance of ANDSF ("Local ANDSF", as in, e.g., [119], [120]) about the policies of the
operator for accessing the various RANs in the area, as well as dynamic information from
Hotspot 2.0 protocols, to evaluate the status of WiFi APs (e.g., number of users associated to
the AP, the load on the backhaul link etc.). An even more disruptive model (in comparison to
the standards-based frameworks) is presented in [19], eliminating altogether the centralized
static CS defined by the standards and replacing it with an architecture possessing three
layers of hierarchy. The hierarchical structure involves hash tree-based information servers,
which, instead of storing the full data, they register a reference that points to the
corresponding load-aware server where the respective data is stored.

The PRIG case studied in this dissertation incorporates aspects from the amendments just
reviewed, by retaining the single centralized CS for the static context and introducing local
CSs (the DCRs) to handle dynamic context. Each DCR is responsible for a number of
(possibly heterogeneous) RANSs in its local area. By making this number larger, increasingly
more centralized configurations (closer in spirit to the approach in [18]) are obtained, with

fewer DCRs managing more RANS.
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5.2 Methodologies for the performance evaluation of VHO

frameworks

Considering the aforementioned access network selection frameworks, it is important to assess
each proposed VHO management model, in order to provide insight about the performance
indicators, such as end to end latency, signaling overhead etc. Quantitative assessments that exist
in the literature can be separated in three categories.

The first, includes approaches with crude estimation of end-to-end latency, aggregating
successive mean time intervals for message exchanges and identifying which steps in the
message sequence may cause more delay overhead than the others, without taking into account
queueing phenomena. Examples of such approaches can be found in [17], [19], [121].

The second category includes brute force simulations of the proposed architectures [17], [19],
[16], taking into account the rate of handover triggers, considering in a more realistic way the
wired and wireless link delays. However, such approaches of simulation evaluations are valid
only for specific heterogeneous network scenarios and it is difficult to extrapolate their outcomes
in order to compare different approaches.

The third category includes analytical model based evaluations, with the objective to capture
gueueing phenomena that are caused by the assumed network topology and the related signaling.
Model based evaluations are capable to be modified to adapt to framework changes, and thus can
be used by different frameworks and their variations. In [18] the authors provided an analytical
framework, having included as parameters the intensity of handover triggers, the number of MNs,
link parameters and queueing phenomena assumed within the topology of the basic architectural

components.
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Yet the evaluation model did not quantify other additional important factors, such as the
possibility of requiring more than one networks to be checked until finding a suitable network
target, which was incorporated in our previous work [34]. More specifically, in [34] we provided
an analytical model that focused on a reactive resource information gathering scheme, concluding
that signaling overhead and end-to-end delay are heavily affected from the intensity of the VHO
requests, the number of MN users in a RAN, as well as, the resources availability probability of a
RAN. The latter is due to the fact that when it is harder to find available resources, more
networks have to be queried sequentially, and thus more traffic is generated throughout the
network segments, resulting in additional load in the queues.

In the following, we provide an analytical system model, extending the work presented in
[34], redefining the analytical methodology to be generic and flexible enough, in order to be
easily applied in various cases of network architectures. The system model is comprehensive, yet
able to produce closed form results.

More specifically, the proposed modeling methodology is used to compare diverse architectural
approaches that present different strategies of checking the resource-related information (i.e.
reactive or proactive), demonstrating also the impact of computational resources scaling on the
overall end-to-end delay, in order to prove the feasibility of each approach considering efficient
RAN selection in next generation networks. Comparison with simulation confirms the accuracy

of analytical results.
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5.3 Elements of the Modeling Methodology

5.3.1 Topological and Architectural Considerations
The generic system model addresses an environment involving Ng,, distinct RANs

serving a given area. These RANs may employ the same or different radio access
technologies. Each RAN acts as the SN for a number of MNs. When a handover is triggered
for an MN, the set of other RANSs in the area that qualify as CNs for this MN must be
identified. Subsequently, when a particular CN in this set is considered as the handover
target, the availability of the necessary amount of resources therein must also be checked. To
assist with these tasks, the VHO architecture includes at least one CS, which provides a
repository of static data and policies to determine the set of CNs. Addition-al CS(s) (or
extensions to the static CS) may also be available, with facilities to collect and store dynamic
context for use in the resources' availability check. If such advanced capabilities are not
present, the availability of resources is checked through direct queries to each of the CNs
examined.

The operations just outlined involve the exchange of signaling messages between
components of the VHO management architecture. Along this process, the SN of the MN
subject to handover acts as a mediator between the MN and other entities (CNs or CS(s)).
Signaling between different RANSs or between a RAN and the CS(s) occurs over wired links
of the backhaul, while signaling between a MN and its SN occurs over the RAN's wireless
link. Figure 8 provides an outline of the characteristics just discussed.

In the interest of presenting the essential elements of the modeling methodology as

straightforwardly as possible, in the following we assume a homogeneous setup, in which all
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RANSs serve an equal number of MNs each, denoted as N,,, . Moreover, it is assumed that
the set of CNs for an MN subject to handover always includes N, RANs and that any of

the Ng,n —1 local RANSs besides the SN are equally likely to belong to this set. Finally, all

RANSs are taken to have the same wireless link characteristics and all links in the wired
backbone are assumed to have the same capacity. All these simplifications can be relaxed and
the results can be readily adjusted for addressing a heterogeneous setup, at the expense of
somewhat more complicated formulas for the results and some extra notation to express the

asymmetries.

I

Context
Server(s)

7 . /

wired links

Candidate
Metwork

Figure 8. Main entities concerning the generic system model.
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5.3.2 Interactions between components of the VHO architecture and related signaling
We now provide a more detailed description of the individual steps in the VHO preparation
process, outlined in the generic message sequence chart (MSC) of Figure 9. The steps in this
figure are in accordance with the Mobile-Initiated HandOver (MIHO) scenario, in which the
handover trigger originates from the MN. With simple adjustments, the MSC can also
accommodate the complementary Network Initiated HandOver (NIHO) scenario.

The VHO preparation process, which is one of the most critical phases to control during the
whole VHO process, due to its complexity [17], includes two phases, corresponding to the
two shaded areas in Figure 9. The VHO preparation process involves the related signaling
initiated with the handover trigger and completed with the selection of a suitable network
target. The first phase (shaded area 1) begins with the VHO trigger and ends when the MN
(or its SN) receives a list of CNs. In more detail, when the conditions for a handover trigger
are met, the MN issues a VHO request to its SN (message a in Figure 9).

Upon reception of this message, the SN acts as a mediator and retrieves information
specifying which RANs in the area are suitable as CNs. The relevant contextual information
is provided through a CS hosting static context and policies, as foreseen in major standards
(IEEE 802.21 and its evolutions, or 3GPP ANDSF). To implement the aforementioned
activity, the SN forwards the VHO request (message b) to the CS and receives in reply
(message c) a sorted list of RANSs that qualify as CNs for this MN.

The contents of the list are determined on the basis of available static information, such as
the supported data rate(s) of each radio access technology, coverage, pricing, nominal energy
consumption, etc. In principle, the first phase is complete once message ¢ with the list of CNs

is received at the SN. However, depending on the specification of the VHO preparation
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process, this phase may also involve two additional messages: one message to forward the list
of CNs from the SN to the MN (message d), and a subsequent message from the MN to the
SN (message e) to initiate the resource availability checks. The potential inclusion of these

two final messages is shown at the bottom of shaded area 1 in Figure 9.

MN SN CN CS
@ > ()
VHO Request > @
Find RANSs List
P O)
< ___________ ‘A-""'l.‘
----------- P
@ Repetitive pattern of Lookup for Resources
actions for checking
CN resources, until the @
handover target is
determined @
<
Response

Figure 9. A generic MSC depicting the VHO preparation procedure.

The second phase includes the actions required for determining the handover target among
the CNs in the list obtained from the first phase. For this, the CNs are examined one by one,
in the order listed, checking if the residual amount of available resources at the CN suffices
for admitting the MN subject to handover. Once a CN with adequate resources is
encountered, it becomes the handover target and the handover preparation process ends with
a VHO response message sent from the SN to the MN (depicted at the bottom of shared area

2 in Figure 9).
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In case all CNs in the list have less than adequate resources, the handover fails and the
message sent to the MN includes a negative response. In view of these remarks, the actions
required for checking the availability of resources in a CN occur repetitively, until the
network target is determined (or the list of CNs is exhausted), and the iterative nature of the
process is shown in Figure 9. The number of required iterations is a random variable, whose
distribution depends on the number of CNs and on the likelihood that an examined CN will
be found having adequate resources. Further properties of this distribution are discussed in
the next subsection.

In view of its generic character, the MSC in Figure 2 omits the signaling required for
checking the availability of resources in the CNs, because the details of this signaling depend
on further properties of the VHO management architecture. Thus, the generic MSC must be
expanded to comply with the particular architecture under study (as done in Chapters 6 and
7).

Specifically, in architectures without support for dynamic context, the SN must examine
separately each CN, by sending to it a query message and receiving the corresponding reply.
Moreover, this ex-change of messages must be replicated iteratively, as indicated in Figure 9,
to reflect the sequence of checks per-formed until the handover target is determined.
Architectures with dynamic context support have more modest signaling requirements: The
SN sends a single query for all CNs to the CS managing the dynamic context, which performs
the required checks and replies indicating the handover target. In this case, the iterations
shown in Figure 9 do not refer to additional signaling, but to the length of time required for

processing the query at the CS.
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5.3.3 Distribution of the number of CN checks

As already mentioned, the required number of checks R is a random variable, whose
distribution depends on the number of CNs N, and on the likelihood that an examined CN
will be found having adequate resources. This likelihood is expressed through the probability
p , which quantifies the congestion in the CN being checked (RANs with higher load
corresponding to lower values of p). Aligning with the homogeneous nature of the setup
considered, the same value of is employed for all CNs.

In view of these characteristics, the total number of CN checks R is the number of steps in
a sequence of independent Bernoulli trials, until encountering the first success (occurring
with probability p) or until completing Ny steps (this event corresponding to checking all
CNs in the list without success). Thus, the distribution of R has the truncated geometric
form

(1- p)n71p> 1<n< NCN’

Pr{R = n} =
¢ ) A-—plotp+1—plex =1 —p)"x' n =Ny

Given the distribution, it is straightforward to calculate other relevant quantities, such as

moments. In particular, the mean number of checks is equal to

_ Ney -1 11— Nex
R(NCNﬂp) £ E(R) = E : np(l - p)n71 + NCN(l — p)NCI\'71 — %
n=1

(1)

Always, 1<R(Ney, p) < Ngy . In accordance with intuition, the mean number of checks is a

decreasing function of p, with lim, , R(N¢y, p) =1 and lim,_, R(N¢y, p) = N¢y . Equation (1) can

be modified accordingly for networks with different suitability probability at the expense of

92



somewhat more complicated expressions for the results and some extra notation to express

the asymmetries.

5.3.4 Delay components

The steps depicted in the MSC may be used as a guide to calculate the overall delay from
the handover trigger to the completion of the VHO preparation phase. The overall delay can
be calculated by keeping full account of message exchanges between the entities and
summing up all the individual delays. Each step of the handover preparation process
introduces a delay associated with the transmission, processing, or queueing of signaling

messages. These sources of delay are discussed further in the following.

5.3.4.1 Transmission delays
These occur when transmitting messages over communication links. Transmission delays
depend on the size of the signaling message and on the bandwidth of each link. Given a link

bandwidth B, and a packet length P, the wired link transmission delay is
D =—. ( 2 )

Considering the wireless links and assuming that the available wireless link bandwidth BW,,

is fairly shared between the MNs served by the specific RAN we have the following:

Assuming that the RAN serves N,,, MNs, each MN is allocated a bandwidth equal to

B,. / N, » therefore, the wireless link transmission delay will be equal to
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DNL:NMNP/BWL' (3)
Also, D,, can be adjusted for other types of opportunistic scheduling to different types of
networks. Therefore, as the number of MNs served by a specific RAN increases, the derived

BW for each MN decreases, having an impact on wireless link transmission delay.

5.3.4.2 Processing delays
Delays of this kind occur during the processing of a received message towards preparing a
corresponding reply message, for example when querying the status of a CN to determine the

availability of resources therein. In order to model the delays linked to the processing of a
message, we consider the related workload of a procedurel, processed in a server with speed
F . The corresponding processing delay is

D=1L/F. (4)

The characteristics of the probability distribution for D are inherited directly from those of

the workload.

5.3.4.3 Waiting delays due to queueing

Congestion due to message queuing is the third component of the overall delay. The points
where the signaling messages are being propagated or processed constitute potential
congestion points, as messages are served in a First In First Out (FIFO) manner. These
congestion points may be observed (depending on the architectural approach used) at the
RANSs and/or the CSs involved.

The calculation of delay components due to queueing requires the specification of the rates
with which the various messages arrive at the queues. The whole VHO process begins with

the handover trigger, which causes a sequence of further messages of all other signaling
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message types. Due to the causality in the MSC there is correlation between the handover
trigger and the succession of other messages. However, from a macroscopic network wide
view, across a large number of MNs, the aggregate overall messages that are passing through
a particular managing entity do appear to occur in a random and uncorrelated fashion, given
that the timing characteristics of each sequence are independent from that of other sequences,
thus they also follow a Poisson pattern, despite the deterministic association between
messages.

Therefore, it can be regarded that all messages occur according to a Poisson process
depending on the original rate of handover triggers per MN, in accordance with other
parameters of the environment of the architecture.

More specifically, assuming 4 handover triggers/sec per MN, in view of a homogeneous
setup with a number of MNs per SN equal to N,,, , the overall rate of handover triggers per
SN is

e :/?“NMN- (5)

riggers

According to the MSC, each trigger corresponds to one query in order to acquire the list of
CNs, so the rate of queries originating from the same SN would be equal to the value given in
(5).

Each query is followed by a response with the same rate and a variable number of checks
considering attempts to find a suitable handover target, querying the suitability of networks
that appear in the list. As the MSC of Figure 9 indicates, a single trigger corresponds to a

variable number of checks. This number of checks is random, independently and identically

distributed between MNs. The mean value of checks R, is computed later on based on
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network parameters. Since the handover trigger rate per MN is/, the overall rate of messages
originating from a single RAN corresponds to

AN = AN, R. (6)

checks

Since the arrival rate of messages follows the Poisson process the queues mentioned can be
modeled as multiclass M/G/1 gqueues, noting that the service time of each message queued
depends on the type of the message. Messages of the first type (such as messages a and c in
shaded area 1, and last message in shaded area 2, Figure 9) just require propagation through
the wired or wireless links, corresponding to service times given by (2) or (3). Messages of
the second type, (i.e.: a messages of shaded area 2, Figure 9) require processing in the
relevant component, corresponding to service times given by (4).

For example, consider a RAN, which acts as a gateway managing signaling load both from
MNs that serves (acting as a SN) and other network entities. The RAN queue serves request
and response messages from its serving MNs that depend on (2) and (3), as well as, messages
from other SN related with the “lookup for resources” process that depend on (4).

For a multiclass M/G/1 queue, consider a general case with K classes of customers arriving

with rates A, and having service requirements with means E(S,) and second moments

E(S?), for k=1.,K, out of which variance can be derived. For example, considering mean

and variance for a service time depending on (4): E(sk)zy and accordingly
k

Var(L,)
F’

Var(S,) =

The class-specific traffic intensities are equal to p, = A4 E(S,) , for a total load computed as

the sum of the loads corresponding to each packet class p=2f:lpk . The queue is stable
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exactly when p<1. Although classes of customers have different requirements, they all
experience the same waiting time (which can be defined as the mean waiting time
experienced in a queue) of the same distribution [122]. The mean waiting delay E(w) can be
expressed as:

1 SAggyo LS
EW) =Y T EG) = Y AEG)

1+0v2(sk).

’ (7)

Where, the coefficient of variation can be derived considering the mean and the variance

_Var(S,)
CES)

()

Accordingly, (7) can be specialized for priority-based queues at the expense of somewhat

more complicated expressions and some extra notation to express the asymmetries.

The mean sojourn time for waiting plus service in the queue of class k is equal to:
E(Q)=EW)+E(S,), fork=1,...,K. (8)

Therefore, calculations of (7) and (8) require the calculation of the arrival rates per class,
derived from the equations (5), (6) and the two first moments of the service delay
distributions per class (i.e. mean and variance), derived from the equations (2), (3), (4) (where
the first and second order properties of P and L are involved).

We have already provided all the basic techniques and elements for the assessment of the
overall delay of the VHO preparation phase, and now we can move on to the application of
the presented methodology to two different architectural approaches, in order to compare
them. In the interest of clarity and of keeping the presentation simple, the following

developments assume a homogeneous setup, where all RANs serve the same number of MNs
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and have the same wireless link characteristics and where links in the wired backbone are
assumed to have the same capacity.

The elements of the modeling methodology can be put to use for the calculation of the
mean delay associated with the entire VHO preparation phase: As a first step, the generic
MSC of Figure 9 must be customized for the particular VHO architecture under study,
providing detailed specifications for the signaling between the entities involved in phase 2, in
accordance with the guidelines provided in the previous paragraphs. Queueing locations must
also be identified at this point, together with an enumeration of the types of signaling
messages handled by each queue.

Then, assignment of arrival rates and service times for each type of message proceeds as
discussed in Chapter 6.2. The sojourn time at each queue is determined through appropriate
applications of (8). Finally, the mean value of the overall latency is obtained by tracking a
typical realization of the MSC and adding the individual delays due to transmission,

processing and queueing associated with each step therein.
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6. Performance Evaluation of an On-demand approach

6.1 On-demand approach architecture

In the following paragraphs, we introduce the On-demand Resource Information Gathering
(ORIG) approach, which follows the directions of the major standards 3GPP ANDSF and
IEEE 802.21, as described earlier. The main architectural entities of the network environment
of Figure 8 are applicable, where the only CS involved is the IS, as depicted in Figure 10. The
IS is considered to be centralized and responsible to keep the static information about the
characteristics and services provided by the serving and neighboring networks, as it has been
described by the ANDSF (i.e. ANDSF server) and IEEE 802.21 (i.e. MIIS) standards. The
distinguishing feature of this approach is that the load information acquisition strategy is
reactive (i.e. on-demand), interacting with each neighboring network, one by one, every time
a handover is triggered.

The generic MSC of Figure 9 is further analyzed on the MSC of Figure 11. The first phase
of the VHO preparation process is depicted in shaded area 1, corresponding to shaded area 1
of Figure 9, starting with the VHO trigger (now presented as an information request (IR)
message) to the acquirement of the CNs list. Minor additions to the generic MSC include the
IR response (IRR), which now is sent to the MN (see message d), in order to initiate the
second phase, sending a query resources request (QR) message to the SN (see message e).
The second phase is depicted in shaded area 2, corresponding to shaded area 2 of Figure 9
(where it was depicted in an abstract form), including the discovery of the suitable network
target and the relevant query resources response (QRR) back to the MN. This process is now

depicted in detail in Figure 11, showing the signaling required between the SN and the CNs
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and the processing required at each CN to check about its current resources, involving a
random number of checks until finding a network target with suitable resources. In the same
figure it can be noted that a queue is depicted at each RAN, as they constitute congestion

points that possibly involve queueing, as it is going to be discussed further.

static context Core Network
information
-

11 F‘\
l, \\ /

wired links

wireless links

Figure 10. Main entities concerning the ORIG architectural approach.

6.2 Analysis of the On-demand Approach

We proceed further in putting the various time components together towards computing the
overall delay for the VHO procedure as described above, which is based on the relevant
application of the proposed generic modeling methodology. As depicted on the MSC of
Figure 11, each RAN acts as a gateway managing a certain signaling load, because of its role
as a SN, mediating between the MNs and the IS, and between the MNs and other RANS that
act as CNs, as well. At the same time, each RAN acts as a CN for the MNs that are currently

being served by other RANSs. For these reasons, the gateways associated with the RANSs are
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modeled in as queues that serve all the incoming requests, responses and queries both from
the network and from the MN sides.

It is also noted that queueing phenomena could have been considered at the IS, too. The
reason for which this has not been pursued is that the IS is considered centralized, serving
many more network entities beyond those whose performance is considered in the model. For
a properly dimensioned IS in such a setting, traffic (or other parameter) changes related to the
networks under examination would not have a significant impact to the magnitude of the
waiting delay experienced at the IS queue. Consequently, this delay has been incorporated

into the overall 1S-related "processing delay" (of mean E(D,) ).

Within the specific application of M/G/1 queues for modeling each RAN, three classes of
customers are assumed, which are related to the three types of service times required by
different signaling messages. The service times for each class can be computed as follows.

The class A messages are those directed to the wired links (towards the IS or the CNs) with

service time s,, as defined by (2), while, the class B messages are those directed to the
wireless links (towards the MNs) with service time s_, as defined by (3). The class C

messages are the QRs received by a RAN that acts as a CN, requiring processing time equal

to Dm:up for each check, which can be further analyzed to the workload of the “lookup for

resources” L in relation to the processing speed of the RAN as defined by (4). In

Lookup FRAN 1

this case the processing time of Df(fo':up is followed by a wired transmission time for

returning the reply to the querying SN. Accordingly, s. can be modeled as the sum of two

. . . L .
independent random variables i.e., as == | p . Therefore, the mean and the variance of
RAN
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service time S_ are derived by the means or variances of the sum of two independent random

variables,

namely L

Lookup

and D,

Var(Se) = Var(Li )/ Fran + Var(P) /B2 .

MN

SN

For

example,

CN1

Var(S,) = Var(P)/B?

CN2

and

Figure 11. MSC for VHO preparation phase according to the ORIG approach.
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The rate of IRs originating at a SN corresponds to st -, described by (5). The overall rate of

QR messages originating from a single RAN to all other CNs, considering all MNs served by this

RAN, A%

checks !

has been described by (6), in accordance to the calculation of mean number of

attempts per MN per trigger R, as described by (1).

Now, we have to calculate the occurrence of the overall rate of QR messages that are received
by a specific CN, considering that these messages have originated from all other neighboring
RANSs. A homogeneous setup is considered, where the number of neighboring RANSs is denoted

as N while, the MNs that are being served by any given RAN and are being subject to

RANs !

handover are assumed to be able to consider all Ng, =N, —1 other RANs as candidates for the

— "VRANs
handover target.

When determining the distribution of the random number of checks, N., CNs are involved and
thus rcorresponds to R(N,, p) , where P signifies the probability of finding suitable available

resources at a specific CN, as presented in the previously.

Consider a RAN that acts as a CN for its own MNs, but also as a CN for all other N, RANSs.

Thus, the RAN receives Advecs QR requests from each neighboring RAN, resulting to a rate of

CN

ASN

checks

, considering the total number of all other RANs  (which is equal to N, as described in

(1)). The model can be readily extended, along the same principles, for addressing a
heterogeneous setup.
The queue associated with each RAN receives messages that correspond to the three classes as

mentioned before, according to the following rates (determined by inspection of Figure 11) as
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NG = 2258 s = 2AN s (10)

riggers
//{gRIG :Aj]lzcks :;LNMNﬁ(NcN, p). (11)

The rate in (9) results from the occurrence of IR rate (5) and QR rate (6) of class A
messages towards the IS and the CNs, accordingly, while rate in (10) results from IRR rate
(5) and QRR rate (6) of class B messages towards the MNSs. It is reminded that both rates in
(9) and (10) involve messages sent by the RAN, acting as a SN. On the other hand, rate in
(11) results from the occurrence of QR rate (5) of class C messages towards other RANSs, sent
by the specific RAN, acting as a CN.

Finally, we calculate the total mean delay for the VHO preparation phase, by accumulating
the time components of the messaging sequence depicted in Figure 11, which involves the
sum of delays spent inside the queues (i.e. waiting, processing and link delays), as well as,
transmission delays over the links without a queue involved. To compute the mean waiting

delay at a RAN queue EwZoRe) we have to make use of equation (7), computing the two

RAN

first moments (i.e. mean and variance) of the service delay distributions per class S,, Sg, S,

, and making use of the arrival rates computed in (9), (10) and (11). Considering the mean
system delay for of each class in the queue, we use equation (7). It should be noted that
delays relevant to the processing of QR requests spent at each RAN must be multiplied by the

factor R(N,, p) , t0 account for the multiple attempts involved. Mean transmission delays

over the wired and the wireless links, denoted by E(D,)and E(D,, ), can been computed by
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(2) and (3) respectively and further, multiplied according to how many times they are

involved, following the MSC of Figure 11.

After following the various steps of this calculation, the mean overall delay for the ORIG

approach is

E(DEY) = E(Dyy) + EWERY) + E(Dy) + E(Dyg) + E(Dy)
+ BWORY) + E(Dyy,) + E(Dyy)

RNy )| (BOVZE) + B(D,) + (BOKORE) + B 1 B (D)

RAN
+ EWRR®) + E(Dyy)
> 3 E(LLookup)
= AE(Dy,) + E(Dg) + 2ARNoy, p) + DE(D,) + R(Ney, p) —
RAN

+ (2R(Ney, p) + 3) E(WRK©)-

(12)
The first equality in (12) includes separate terms for the parts of the latency associated with
individual messages, also using parentheses for grouping together relevant subordinate terms.
The terms are presented in the order the respective messages occur in the MSC of Figure 11. In
particular, the parenthesized expression within the third line of (12) is equal to the mean latency
associated with a single pair of messages a and b within phase 2. As explained earlier, a typical
realization of the MSC includes a random number of such message pairs, to implement the
required number of CN checks. On averaging, this introduces a factor equal to the expected
number of checks, given in (1). The second equality in (12) expresses the result in a more

compact form, grouping delay components further.
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7. Performance Evaluation of a Proactive approach

7.1 Proactive Approach Architecture

We introduce the Proactive Resource Information Gathering (PRIG) scheme, which extends
the standard VHO management frameworks IEEE 802.21 and 3GPP ANDSF. The
distinguishing feature of this approach is that the load information acquisition strategy is
proactive, introducing a local context repository that gathers load related context, periodically
provided by the RANs. The proactively gathered contextual information would then be readily
available to the requesting MNs, resulting potentially to a faster discovery of a network target
with suitable available resources for the MN to handover to. In the following paragraphs, we
illustrate the exact process of how resource-related information is made available, adapting the
generic methodology of section 3. We demonstrate the relevant architectural entities involved
and the related signaling, measuring all the relevant delays.

The distinguishing feature of the PRIG scheme is that the resource availability (which varies
with the traffic load) is determined on the basis of information collected from the RANs
proactively and periodically. Another CS, called "Dynamic Context Repository” (DCR), is
introduced to manage the proactively gathered dynamic context. This arrangement simplifies
the required signaling, by avoiding the need for individual queries to the CNs during the
handover preparation process. Figure 12 revises the outline of the generic architecture in Figure
8, to explicitly indicate the inclusion of the DCR in the PRIG scheme. It is noted that static
information, in particular the context required for determining the list of CNs, is still handled

by the IS, as with the ORIG scheme.
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While the IS is a centralized component of global scope, intended to serve a great number of
RANSs (comparable to all RANs in a whole country), the scope of the DCR in principle can
range from global to local, depending on the number of RANSs being monitored and served by
it. However, in view of the dynamic nature of the context managed by DCR, fully centralized
global deployments would be susceptible to complexity and scalability issues. Therefore, here
we consider DCR deployments of local scope, in accordance with recent research directions

[119], [120].

(=]

static context Core Network

wireless links

Figure 12. Main components of the PRIG architecture.

Specifically, it is assumed that the overall DCR functionality is provided via a number of

DCR instances serving non-overlapping areas, each containing N2 RANSs in total. Given that
our model considers Ny, collocated RANs (i.e., RANSs that could potentially be a CN for
each other), the value of the ratio N2 /NRAN > 1 quantifies the extent of each DCR instance's

RAN

scope. Additionally, it is assumed that the DCR functions as an extension to the IS. This
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implies that the RANs send/receive all context queries/replies to/from the IS, which interfaces
with the (appropriate local instance of the) DCR when the query relates to dynamic context.
Alternatively, the DCR functionality could be provided as a separate service, in which case

dynamic context queries from the RANs would be sent directly to the DCR.

7.2 Analysis of the Proactive Approach

The customization of the generic MSC in Figure 9 for the PRIG case appears in Figure 13.
The first two messages in phase 1 are as before (compare with the MSCs in Figure 9 and Figure
11), but now the IS sends the list of CNs directly to the appropriate instance of the DCR. This is
in line with the assumption that the DCR functions as an extension of the IS. If the functionality
was provided through a separate service, the list of CNs would be sent to the SN (message ¢ of
phase 1 within the MSCs of Figure 9 and Figure 11), which would subsequently query the DCR
through an additional message. Moreover, by comparing with the MSC of the ORIG scheme
(Figure 11), it can be seen that phase 2 is considerably simplified. The DCR employs the
proactively collected dynamic context to per-form all required resource availability checks,
without exchanging any signaling messages with individual CNs.

As already mentioned, the repetitive pattern of actions until determining the handover target
is now reflected in the processing time required at the DCR. Note that the DCR sends the
response (message a of phase 2 in Figure 13) to the IS, which subsequently forwards it to the
MN via the SN (messages b and c). Again, this reflects the assumption that the DCR is an
extension to the IS; if DCR functionality was provided through an additional service, message a
would be sent to the SN instead. The messages depicted at the bottom of Figure 13 do not
belong to the handover preparation process per se. These messages are sent proactively by all

RANSs in the domain of a DCR instance, to refresh regularly their resource availability status

108



and keep the dynamic context at the DCR instance up to date. This “resource information
update” process occurs in the background, independently and in parallel with any handover

preparation process that may be currently active. Each RAN is assumed to send update

messages at a rate equal to A" Higher values of this rate correspond to more frequent

updates, but also make the associated signaling load heavier.

Find RANS List

Resource Information Update (background process)

Figure 13. MSC for the VHO preparation phase according to the PRIG scheme.
As with the treatment of the ORIG case in Chapter 6, the MSC of Figure 13 indicates the
latency associated with each message. It can be seen that, apart from queues at the RANs, now

there is an additional queue at the DCR instance, to serve the responses to queries from the

N2 RANs in its domain. Since the DCR handles these queries without further RAN
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involvement, the queue at each RAN handles a smaller load and involves messages belonging
to classes A and B only, with service time characteristics as in the first and second line of (13).

The respective message rates are equal to

)\Z’RIG _ Srli\‘;ggrs T )\updates Y NMN T+ )\updates’ (13)
PRIG SN
>\B = /\triggers = /\NMN‘
Terms equal to AtSNggP in (13) correspond to occurrences of message b in phase 1 (for the

first line) and message ¢ in phase 2 (for the second), both these messages occurring once per
handover trigger. Moreover, the expression for the rate of class A messages also accounts for

the resource information updates sent proactively from the RAN to the DCR.

By comparing (13) with (10) it is seen that A\J®G = \ORIC /2 . This is because in the PRIG

scheme the list of CNs is sent to the DCR instead of the MN, so fewer signaling messages are
transmitted over the RAN's wireless link. Moreover, although PRIG introduces additional

signaling for the proactive updates, this overhead does not become noticeable, because in

typical settings Awdates <« ASN 50 AFRIG < \ORIG t00. In view of the smaller load of class A

checks
and B messages and the absence of class C messages, the mean queueing time at a RAN queue

E(Wiia) is typically much shorter than its counterpart E(W ) in the ORIG scheme.

We now turn to the queue at the DCR, which handles a single class of messages, namely the
responses to the resources availability queries. There is one such message for each handover
trigger occurring in any RAN within the DCR instance's domain. Accordingly, the rate of

messages at this queue is equal to

Abcr = Nﬁiﬁfﬁl iggers = )‘NI\VINNIt{(j/;al\}' (14)

riggers
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Clearly, as the scope of a DCR instance broadens, the load at the respective queue increases
proportionally.

The service time of each message must reflect the whole sequence of CN checks performed
until determining the handover target. Thus, a random number R of checks is involved, and the
distribution of R is as discussed in Chapter 5. The processing of each CN check requires a

random workload, distributed as the workload L; in the ORIG scheme. However, the

ookup
whole sequence of checks now occurs at the DCR, employing the dynamic context maintained

there. Thus, the total work-load at the DCR per message becomes

R
Lt[?ffokup = ZLLookup,i' ( 15 )
i=1

All terms in the random sum are independent and identically distributed (iid). By factoring in
the speed F,.; of the processing facility at the DCR and including the additional time

required for transmitting the processed message over the wired link towards the IS, the overall

service time for each message at the DCR queue is seen to be equal to

Spor = LtLO(fokup / Fycr + Dy, where the two terms are independently distributed. Consequently,

t
( I_?otukup )

E(Spcp) = +E(D;) and
DCR
o (16)
Var <LtL(Eokup )
Var(Spep) = —— 220 4 Var(D,).
FDCR

It remains to calculate the mean and variance of the random sum in (15). This may be
approached by first considering means and variances conditional on R and exploiting the fact
that the terms in the summation are iid. Indeed, by the "law of total expectation™ (see, e.g.,

equation (34.6) on p.448 of [123],
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E(Ltl?sokup) - E(E LLookup | R))

(17)
= E(R E(LLOOkup)) R(NCN7 p) E(LLOOkUP )’

Similarly, by applying the "law of total variance" (see, e.g., problem 34.10(b) on p.456 of

[123]), one obtains

Var(Lit )

Lookup E(Var (LLookup | )) + Var(E(Licz)tokup | R))

(

(R Var(Ly, ) + Var(RE(Ly )

(R) Var(LLookup) + E( Loukup) Var(R) (18)
(N, CN>» p) Var( Lookup)

+ Bl FNex:9) 2Ny + 1)~ BNy, 1) =1 = 2Ny /o

E
E
R(N

where the final equality follows from (1) and an explicit calculation of Var(R) according to the

truncated geometric form of the distribution R .

By employing the service time characteristics in (16), (17) and (18), and the rate of messages
in (14), the mean queueing time E(W,.,) at the DCR queue can be calculated through a direct

application of (8). Finally, the mean value of the overall latency is obtained by tracking a
typical realization of the MSC in Figure 5. In the PRIG scheme, all such realizations always
involve the same number of steps and the final result becomes
E(Dpriet) = E(Dyy) + EWgax’) + E(Dy) + E(Dg) + E(Dy)

+ E Wyen +E(Sper) + EDL) + EWLES) + E(Dyy)

E(LLookup) ( 19 )

= 2E(Dy,;) + E(Dg)+4E(D;) + R(Ny, )
FDCR/

+2EW ) + E Wpep -

Again, the first equality includes separate terms for the parts of the latency associated with

individual messages and the terms are presented in the order the respective messages occur.
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The second equality follows after substituting E(Sp,; ) with its equivalent, using (16) and (17),

and grouping delay components further.

Comparing the result in (19) with the one in (12), it is seen that the PRIG scheme requires
fewer transmissions of signaling messages over wired or wireless links than ORIG. In
particular, only half of the significantly more expensive wireless transmissions are involved.
Moreover, in PRIG there are fewer times when messages wait at RAN queues and, as
mentioned earlier, the mean waiting time at each such queue is shorter than in ORIG.

However, PRIG introduces another queue at the DCR, which may handle messages from
many RANs. Moreover, the processing of each message at this queue is complex, involving

resource availability checks related to multiple CNs. Therefore, the computational capacity of a
DCR instance (expressed through the corresponding processing speed F, ) must be properly

parameterized, towards maintaining queue stability and avoiding excessive queueing times.

This aspect is explored further through relevant evaluation results in the next Chapter.

113



8. Evaluation Results and Comparative Assessment of the

different schemes

8.1 Evaluation Setup and Related Metrics

We focus on a case study that enables mobility in HetNets, including cellular and WiFi
integration, which triggers current research interest [16]. We consider a 5G networks
environment, where heterogeneous multi-RATs and multi-layer networks co-exist. The
scenarios under consideration include mobility between small-cells (e.g. WiFi APs) that exist
in the area of the same macro-cell (e.g. LTE BS), enabling MNs to handover to the
appropriate small-cell that would provide them with adequate resources in order to keep the
desired QoS.

Considering the topology under study, a number of small-cell RANs that reside in the
coverage area of one macro-cell are depicted, forming clusters (i.e. neighborhoods), as
presented in Figure 14. Each small-cell RAN constitutes a potential CN for the rest of the
neighboring small-cell RANSs in the cluster. Accordingly, each RAN acts both as a SN for a
number of MNs, and as a CN for the MNs that are currently served by other neighboring
RANSs. The IS, as described by the 3GPP ANDSF and the IEEE 802.21 standards (defined as
the ANDSF and the MIIS server, accordingly) is also included in the topology under study,
which is responsible to keep static contextual information about the RANS, and provide the
CNs list.

The models developed for the NS2 simulation experiments are completely scalable,
accommodating a variable number of MNs and RANs. The RANs have been modeled as

multiclass M/G/1 queues, where packets were enqueued and dequeued, in order to investigate
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the congestion overhead. Note that the only approximation used in the analytical models is
that the mean waiting delay E(w)on all queues was calculated considering that all packet
arrivals on the M/G/1 queue follow the Poisson distribution. On the other hand, in the
simulation models, only the initial arrival packet rates (i.e. the VHO trigger rate A generated
by each MN) follow the Poisson distribution, resulting to smoother subsequent packet arrival

rates, which is closer to reality.

Core Network
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/

Figure 14. Topology of the evaluation setup.

Small-cell RANs

The parameters used for the simulations and the analytical models are depicted in Table VI.
Furthermore, in order to investigate the differences between diverse network topologies, we

chose to present two scenarios. The size of the macro-cell area is taken equal to 3km2

(corresponding to a radius of approximately 1km), evenly divided into N, = 20 clusters.

cluster
Assuming an urban user density of 1000 users/km2 [124], there are 3000 MNs in the macro-

cell area, evenly distributed therein. Using these parameters, we consider two deployment
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scenarios: a scenario with a total number of N =100 small-cells in the macro-cell area
and a denser scenario with N =200 small cells. In both cases, the number of small cells

(neighboring RANS) per cluster is Ny, = Njxa /N,

cluster

and all RANs except the SN are

included in the list of CNs when a handover is triggered, i.e., N, = N, —1. Thus, in the

second scenario there are twice as many small cells as in the first scenario (both in the macro-
cell area and per cluster), each small cell serves half the number of MNs and each MN
subject to handover must consider a greater number of CNs.

Furthermore, we have considered the following link and processing characteristics, also
depicted in Table IV. More precisely, the wired link bandwidth can practically be regarded as
a constant value, as it does not entail considerable variability.

Considering wireless link bandwidth, even in case of fast fading, which actually entails
variability, variations happen so fast that practically the packet is transmitted with an average
bandwidth value, which can be regarded as constant. Therefore, we use deterministic values

for wired and wireless link bandwidth (corresponding to Bw, and BW,, , respectively),

according to typical WiFi values. Given the deterministic bandwidths, transmission delays

over the wired and the wireless links (corresponding to D, and D,, , respectively) depend on

the characteristics of the packet. Accordingly, we assume deterministic packet length P
corresponding to deterministic transmission delays over the wired and the wireless links.

The processing times for checks for resources at the RANs have been considered as either
deterministic or exponential, depending on the characteristics of the workload for one check
we have considered

L measured in work units, while for processing speeds F

Lookup ! RAN
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deterministic work units/sec. The delay corresponding to the IS p'S

considered to have deterministic values.

has also been

RANSsList

TABLE VI. Parameters used in scenario A and scenario B.

Parameter

Value

Scenario A Scenario B

Macro-cell coverage area: S

macro—cell

tA%*=3x10° m? (A=1000m)

Number of MNs per macro-cell area (Urban: 1000 users/km?) : 3000

Number of small-cell RANs per macro-cell area: N 100 200
Number of clusters in a macro-cell area: N .. 20

Number of neighboring RANs (CNs) in each cluster: N, 5 10
Number of MNs per RAN: Ny 30 15
Rate of VHO triggers per MN: A (triggers/sec) 0.01

Wired Link Bandwidth: BW, (Mbps) 1000

Wireless Link Bandwidth: BW,y_ (Mbps) 100

Mean message length E(P) (bits) 12000 (1500%8)

Mean processing time at the IS E(Dq) (sec) 0.01

Mean workload per CN check E(L; . ,.) (work units) 1

DCR Processing Speed FDCR (work units/sec)

In multiples of Fj,, (variable)

RAN Processing Speed: F,, (work units/sec)

RAN

100

CN’s resources suitability probability: p

[0.1,1.0]
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The models developed for the simulation experiments are completely scalable,
accommodating a variable number of MNs and RANs. The RANs and the DCR have been
modeled as multiclass M/G/1 queues, where packets were enqueued and dequeued, in order
to investigate the congestion overhead. Note that the only approximation used in the
analytical models is that the mean waiting delay on all queues was calculated considering that
all packet arrivals on the M/G/1 queue follow the Poisson distribution. On the other hand, in
the simulation models, only the initial arrival packet rates (i.e. the VHO trigger rate
generated by each MN) follow the Poisson distribution, resulting to smoother subsequent

packet arrival rates, which is closer to reality.

8.2 Cost-Benefit Analysis Metrics

In order to address a cost — benefit analysis of each approach, we introduce a delay
efficiency metric, defined as the (percentage-wise) improvement ratio of the difference

(DR~ BB

TOTAL
E(Doric )

between the PRIG and the ORIG mean overall delay, as %.

Furthermore, the computational resources expenditure related to each scheme has been
considered. Specifically, computational resources expenditure can be translated in energy
consumption expenditure, which is among the most important factors in the overall capital
and operational expenditure of network operators [125], [126].

According to the ORIG scheme, the mean processing load that results to a single RAN,

according to the class-specific traffic intensities, considering the processing of checks for

resources (i.e. involving the class C messages) is
\| E(LLooku ) 5. E(LLooku )
/’gAN = Aeks 7 7 = ANy R(Npan — L) 7 =
RAN RAN
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Accordingly, considering the PRIG scheme, the mean processing load that results to a

DCR, which involves the processing of checks for resources s

R
E(Z LL(')Okll}),i )
DCR __ A i=1 — AN NmmlR N 1 E(LLookup)
P = ADCR r = AN N VRAN RNV gan — vP)F—-
DCR DCR

Apparently, the resulting load at the DCR is augmented by a factor of Nl under the
PRIG scheme, in relation to a single RAN, under the ORIG scheme. This means that the DCR
is required to process proportionally N more checks for resources than a single RAN.
Therefore, theoretically, the required processing speed at the DCR should be
F ];f)r}(ljegry =N, lt;jgrli\}F RAN -

However, practically, a much smaller processing speed is sufficient for the DCR, which
varies according to each experiment, as it is going to be presented in the following. The

applied value of processing speed at the DCR I, can be measured as a multiple of the

processing speed at a single RAN, as I, =V - F,n, With V defined as a processing speed

ratio.
We introduce a processing efficiency metric, defined as the percentage-wise relative (to

the theoretical value) reduction of the processing speed (i.e. processing saving) at the DCR

. . Fth?or}' ) Ntotal B e
which is equal to —RCE____—DCR g7 _ _"RAN ___

theory total
F DCR N, RAN

Processing efficiency is regarded in view of the fact that under the PRIG scheme the
processing overhead of the resource checks among serving and candidate RANSs is now

transferred to the DCR, releasing the relevant processing resources of the respective RANS,
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towards the goal for greener architectures [127], and lower operating expenditure (OPEX)

and capital expenditure (CAPEX) costs.

8.3 Results on the Validation of the Analytical Model

In order to provide an elaborate view on the validation results considering the comparison
of the analytical and the simulation models, we present the detailed results of the mean
waiting delays that are observed, at the RAN queue, according to ORIG approach (Figure 15)
under scenario A. This also enables the investigation of the impact of the distribution function
of the checks for resources procedure at the RAN queue, which has been considered as either
deterministic or exponential, as mentioned in the figures (while all the other types of relevant
delays have been considered as deterministic). In general, considering the mean total
handover preparation delay, the analytical results firmly coincide with the simulation results
for both approaches, confirming the accuracy of the analytical models and that is the reason
we provide the more elaborate view of Figure 15 and Figure 16, to point out any marginal
differences.

It is interesting to point out that the difference between analytical and simulation models for
the RAN queue, is almost negligible when p=1.0, while it is slightly increasing as the
candidate network resources availability probability is decreasing, as depicted in Figure 15.
This captures the effect of the approximation used in the analytical models (as referred
above) that all packet arrivals on the M/G/1 queue follow the Poisson distribution.

More precisely, under the ORIG approach, the end-to-end VHO preparation signaling
involves a number of RAN queues, related to the probability of finding suitable available

resources, which gradually causes higher divergence from the Poisson distribution at the
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calculation of the mean RAN waiting delay, in comparison to the PRIG approach, as depicted

in Figure 15 in comparison to Figure 16.

ORIG Scenario A
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Figure 15. Mean RAN waiting delay for the ORIG scheme, under scenario A.

In general, it can be observed that the mean waiting delay resulting in the RAN queue
(Figure 15) and the DCR queue (Figure 16), accordingly, is increasing as the probability of
finding suitable available resources is decreasing, due to the increased signaling involved and
the increased number of checks for resources, in order to find a suitable VHO target for the
MN. It can also be noticed that in case the processing times for resource checks are
considered as deterministic, the consequent queueing overhead is less than in the case that the
processing times are considered as exponential. This is due to the fact that the mean waiting
delay, as it is derived from equation (7), depends on the coefficient of variation (which is

equal to O for deterministic delay, while it is equal to 1 for exponential delay).
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Figure 16. Mean RAN waiting delay for the PRIG scheme, under scenario A.

8.4 Results on the Performance of the On-demand Approach

The results on the performance of the ORIG scheme follows, under scenario A and scenario
B, accordingly. Figure 17 (scenario A) and Figure 18 (scenario B) depict the mean end-to-end
VHO preparation delay, presenting the amount of delay spent to the relevant (delay-

contributing) components, accordingto p.

It can be observed that the “lookup for resources” component, involves a considerable
amount of the overall delay, especially as the probability of finding suitable available
resources is decreasing, and thus more CNs have to be checked until a suitable target network
is found. Overall, the mean total delay of the ORIG scheme is increasing with a higher rate as

p is decreasing, under scenario B.
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More specifically, the number of CNs under scenario B is twice as much as under scenario

A, affecting the term R(N,,,. —1, p) Of equation (1) and thus involving more CN checks that

RANS
burden the “lookup for resources” delay component, which is more apparent when p <0.5.
However, the number of the MNs per RAN affects the mean link delays that are much lower
under scenario B than under scenario A, as the resulting wireless link bandwidth per MN is
twice as much. In both scenarios, the congestion at the RAN queue is not significant, keeping

the mean RAN waiting delay low.

ORIG Scenario A
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Figure 17. Mean VHO preparation delay, for the ORIG scheme under scenario A.

Overall, considering the applicability of the ORIG scheme in a next generation 5G

networking environment, following the requirements of minimum end-to-end delay, it can be
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seen that when p is high, the resulting end-to-end delay is low (up to 30 milliseconds) and

thus acceptable. However, as p is decreasing and more queries are required to find a network

target with suitable available resources, the end-to-end delay is increasing considerably,

reaching up to 80 milliseconds, which would potentially cause degradation of QoS in time-

critical applications.
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Figure 18. Mean VHO preparation delay, for the ORIG scheme under scenario B.
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Therefore, the potential merits of the proactive context acquisition scheme, equipped with

the capability of receiving and storing dynamic context proactively, have to be assessed and

compared with the reactive on-demand approach.
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8.5 Results on the Performance of the Proactive Approach and

Comparative Assessment

Results on the performance of the PRIG scheme, as well as, the comparison of the two
schemes (PRIG versus ORIG), follows, under scenario A and scenario B, respectively. Figure
19, depicts the mean end-to-end VHO preparation delay, presenting the amount of delay

spent to the relevant (delay-contributing) components, according to p, under scenario A, for

the PRIG scheme. In this case, the processing speed ratio V = Fp., / Fp,y IS set to 5. A

more elaborate view on the effect of the processing speed ratio is presented in the following
paragraphs.

It is apparent that the PRIG scheme clearly outperforms the ORIG scheme, by inspecting
Figure 19 in comparison to Figure 17, achieving delay efficiency from 44% to 58%, while
only 5 times more processing speed is invested to the DCR in comparison to the case of a

single RAN, which is not excessive resulting to 95% processing efficiency, following the fact
that under this scenario the DCR serves a number of Nj%% = 100 RANs. Overall, the mean

total delay of the ORIG scheme is increasing with a higher rate as p is decreasing compared
to the PRIG scheme where the mean total delay is increasing with a much lower rate.
Specifically, it can be observed that the PRIG scheme involves almost half of mean link
transmission delays in relation to the ORIG scheme, as it has already been derived by
comparing the equation (19) in relation to equation (12). The presented transmission delays
rely almost entirely on the wireless link transmission delays, as wired link delays are almost
negligible. The mean delay spent due to the IS check is the same in both schemes, as it

involves in any case one check at each VHO trigger.
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Furthermore, it can be observed that according to the ORIG scheme, the “lookup for
resources” component, involves a considerable time/component within the overall delay,
especially as the probability of finding suitable available resources is decreasing, and thus
more CNs have to be checked until a suitable target network is found. However, the
congestion at the RAN queue is not significant, keeping the mean ORIG RAN waiting delay

low under the specific scenario.
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Figure 19. Mean VHO preparation delay, for the PRIG scheme under scenario A.

On the other hand, under the PRIG scheme, the benefits of the proactive resource
information gathering strategy are obvious, as the “lookup for resources” component involves

much lower amount of mean delay than under the ORIG scheme, considering the given
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processing speed ratio. The mean PRIG RAN waiting delay is negligible, as no processing is
involved at the RANs under this scheme. Nevertheless, the congestion at the DCR queue,
represented by the mean DCR waiting delay, is considerable only when the probability of
finding suitable available resources is low (i.e. p < 0.3 ), but still is not significant, under the
specific DCR processing speed.
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Figure 20. Mean VHO preparation delay, for the PRIG scheme under scenario B.

Proceeding to scenario B, Figure 20 depicts the mean VHO preparation delay, according to
p, for the PRIG scheme, when processing speed ratio V' = F; / Fpay 1S St to 5, as with

the aforementioned scenario, in order to have a fair comparison. Again, it is apparent that the

PRIG scheme clearly outperforms the ORIG scheme, by inspecting Figure 20 in comparison
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to Figure 18, achieving delay efficiency from 39% to 69%, with only 5 times more processing

speed invested to the DCR in comparison to the case of a single RAN, resulting to 97.5%
processing efficiency, following the fact that the DCR serves a number of N = 200

RANSs under this scenario. Overall, by inspecting Figure 20 in comparison to Figure 19, the
benefits of the PRIG scheme under this topology are even more obvious than those observed
under the topology of scenario A.

More specifically, the number of CNs under scenario B is twice as much as under scenario
A, affecting the term R(Ny,p) of equation (1) involving more CN checks that increase the

“lookup for resources” delay component. For the same reason, the mean DCR waiting delay,
according to the PRIG scheme, is more distinctive in cases of low probability of finding
suitable available resources (i.e. p < 0.3), under this topology than under scenario A, but
still it does not have a considerable effect to the overall delay values. Overall, the mean
“lookup for resources” delay component under the ORIG scheme (see Figure 17 and Figure
18) is more heavily affected than under the PRIG scheme (see Figure 19 and Figure 20).
Furthermore, the mean transmission delays are much lower under scenario B (see Figure 18
and Figure 20) than under scenario A (see Figure 17 and Figure 19), for both schemes, as the
considered wireless link bandwidth per MN is doubled in scenario B.

For a more elaborate view on the effect of the processing speed ratio, Figure 21 and Figure
22, depict the delay efficiency of the PRIG scheme in relation to the ORIG scheme, under
scenario A, and B, respectively, under different values of processing speed ratio v, for three
different values of p , depicting good (p = 0.8), medium (p = 0.5) and weak (p = 0.3)

probabilities of finding suitable available resources at each CN.
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Considering scenario A (Figure 21), the minimum processing speed ratio v needed for the
PRIG scheme to achieve the same mean total delay as that of the ORIG scheme is only 1.4
for p =08, 1.6 for p=0.5 and 1.8 for p = 0.3. It is also interesting that PRIG delay

efficiency is increasing as p is decreasing, after a specific value of processing speed ratio
(i.e. Fyeg / Fran >3 )

PRIG VS ORIG Delay Efficiency Scenario A
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Figure 21. Delay Efficiency of PRIG in relation to ORIG scheme for scenario A.

This is due to the fact that the difference between ORIG and PRIG mean total delay is
increasing with low p , rather than with high p , because the ‘lookup for resources’ delay
component is increasing at a higher rate as p is decreasing, showing the benefits of the PRIG

scheme (as it has already been shown/discussed in the preceding analysis). Accordingly, the
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required processing speed ratio v needed for the PRIG scheme to achieve 50% delay
efficiency is only 3.8 for p = 0.3, 4.6 for p = 0.5 and 9.5 for » = 0.3 which results to

96%, 95.4%, 90.5% processing efficiency, respectively (see Table VII).

PRIG VS ORIG Delay Efficiency Scenario B
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Figure 22. Delay Efficiency of PRIG in relation to ORIG scheme for scenario B.

In addition, it can be observed that the PRIG delay efficiency converges to a maximum
value after a specific processing speed ratio v, because of the delay components that are not
influenced by the processing speed (i.e. the transmission and the IS check delays).

Considering Scenario B (Figure 22), the minimum processing speed ratio v needed for the
PRIG scheme to achieve the same the mean total delay as that of the ORIG scheme is only

1.7for p=0.8,195for p=0.5 and 2.2 for p = 0.3. Again, it can be observed that delay
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efficiency is increasing as p is decreasing, after a specific value of processing speed ratio

(i.e. Fyop / Fran > 3.5) under scenario B.

In this scenario, the required processing speed ratio needed for the PRIG scheme to achieve

50% delay efficiency in relation to the ORIG scheme is 3.8 for p = 0.3 , 4.5 for p = 0.5

and 9.8 for p =0.8 which results to 98.1%, 97.8%, 95.1% processing efficiency,

respectively (see Table VII).

In addition, it can be observed that under the network topology of scenario B, the maximum

achievable PRIG delay efficiency is up to 65% for p = 0.3, which is even higher in

comparison to scenario A, which was up to 60%, as it was observed and discussed in Figure

21,

Table VII. Processing Speed Ratio (V) and Processing Efficiency, according to Delay Efficiency

and p.
Scenario A Scenario B
V | Processing Efficiency | V | Processing Efficiency
Delay Efficiency 0%
p=0.8 | 1.4 98.6% 1.7 99.1%
p=0.5 | 1.6 98.4% 1.95 99%
p=1.0| 1.8 98.2% 2.6 98.7%
Delay Efficiency 50%
p=0.8 | 9.5 90.5% 9.8 95.1%
p=0.5 | 4.6 95.4% 4.5 97.8%,
p=1.0 | 3.8 96% 3.8 98.1%

Concluding, the presented work aimed at providing a generic system model in order to

evaluate the effect of different context-aware VHO management frameworks on the end-to-

131



end delay performance, which included the major architectural components, as well as, the
significant methodological factors related to the analytical assessment of the overall delay.
The model focused on capturing the effects of signaling in the VHO preparation phase, which
is one of the most critical phases in the mobility management procedures.

The modeling methodology is comprehensive, yet able to produce closed form results,
providing as much generality as possible in order to be versatile enough to adapt to different
architectural VHO frameworks, extending the state-of-the-art approaches. The system model
took into consideration the rate of the handover requests, the important network topological
and availability characteristics (including the process of finding a suitable handover target),
various sources of signaling overhead, the computational resources expenditure, and the
congestion that results from all the aforementioned factors.

The generic system model and the proposed modeling methodology were used to compare
the merits of the results of two different schemes that were based on proactive and reactive
load information acquisition strategies, in order to select the appropriate network targets
considering a HetNet environment of multiple different cellular layers (e.g. macro-small cell)
and/or radio interfaces (e.g. 4G, 5G, WiFi), while catering to different service requirements.

The calculation of the mean end-to-end delay, as well as, the impact assessment of the
computational resources’ scaling on delay has been demonstrated in order to examine the
feasibility of each approach considering efficient RAN selection in next generation networks.
The principles of the proposed modeling methodology could be exploited for the subsequent
study of additional architectural approaches that may be developed in the future.

More specifically, the reactive approach (i.e. ORIG), which checks the availability of

resource-related information through interaction between the SN and each CN each time a
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handover is triggered, was compared to a proactive approach (i.e. PRIG), which extends the
standard VHO management frameworks, while, it presents a scalable and realistic
architectural choice, by introducing a local dynamic context repository (DCR) that gathers
load related context, proactively, periodically provided by the RANSs, following the current
research directions. The scenarios under consideration included mobility between small-cells
within the coverage area of the same macro-cell, enabling MNs to handover from the macro-
cell to the appropriate small-cell that would provide them with adequate resources in order to
keep the desired QoS.

The simulation results confirmed the accuracy of the analytical models for both
approaches. In addition, it was proven that the PRIG approach outperforms the ORIG
approach, in both scenarios under study that are implemented under diverse network
topologies, demonstrating considerable delay efficiency gains (up to 60% and 65%,
accordingly), without excessive investments in computational resources for the DCR.
Interestingly, it was proven that the PRIG scheme may present major processing efficiency
gains (more than 90%), considering the overall processing resources expenditure, following
the assumption that the processing resources of the various RANSs are substituted by the local
DCR, presenting potential energy consumption gains, towards the goal for greener

architectures [127], and lower CAPEX and OPEX costs.

133



9. Concluding Remarks

9.1 Summary and Conclusions

In this study, the field of context-aware and autonomic VHO management was thoroughly
explored. By employing concepts of ANM to VHO management, it became possible to shed new
light to VHO operations from an ANM point of view, investigating the role of context-awareness
and self-x capabilities, towards encompassing FI environments and the emerging 5G networks.

As a first step, basic concepts regarding context-awareness, cognition and autonomicity were
reviewed, in Chapter 2. In the point of view taken, cognitive functions are considered as parts of
ANM, characterizing a system aware of itself and its environment, self-governing its behavior to
achieve specific goals. This view includes the notion of self-management. Subsequently, these
concepts were employed in a classification and analysis of the components, processes and
algorithms involved in autonomic handover management.

Ultimately, a new taxonomy of the relevant architectural components was introduced,
considering the scenario of context-aware MNs that operate within a complex FI environment
and self-manage their handover behavior. According to this taxonomy, the autonomic handover
management procedure was organized into the phases of information collection, being linked to a
knowledge base, followed by the handover decision making, which includes handover initiation
and network selection processes and its corresponding algorithms, itself followed by the
handover execution, which includes handover preparation and the related signaling. In this way,
the VHO management complies with the autonomic management principles of monitor, analyze

& plan, and execute functions.
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Following this study’s point of view, the standard media independent handover management
frameworks were reviewed and correlated with the new autonomic framework. Relevant
amendments and/or extensions to the standards from the literature were also reviewed, together
with works addressing efficiency, performance evaluation and related modeling aspects.

As an additional contribution, this study highlighted a number of important autonomic features
that may be leveraged to automatically make the autonomic handover management adaptive and
to optimize its performance, towards the overall enhancement of the VHO operations, presented
in Chapter 3. It was demonstrated that the combination of awareness, adaptivity & flexibility,
learning and proactivity drive the system to performance improvements and enable the system to
select the best choice among a set of available alternatives, advancing the system’s overall self-
optimization.

Robustness issues, related to the ability to achieve stable and efficient VHO decisions in the
diverse and dynamic context of a FI environment, were also considered, filling a gap in the
literature. A number of robustness-related issues and reviewed mechanisms to cope with them
were identified, presenting also how robustness can be enhanced through the exploitation of
autonomic features.

To demonstrate the applicability of the general concepts, a number of representative VHO
management solutions with an autonomic orientation were reviewed taken from the literature, in
Chapter 4. These solutions were analyzed and relevant characteristics were associated with the
proposed classification and taxonomy. Furthermore, the solutions were compared in terms of the
extent they incorporate and exploit the autonomic features identified, towards enhancing the

effectiveness and efficiency of VHOs and achieving robustness. The principles employed in the
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analysis and comparison of these particular solutions can be useful also for the future treatment of
other VHO management solutions with an autonomic orientation.

In the course of this study, it was seen that, in order to provide seamless VHOs and enhanced
decisions in a FI environment, there is need for information collection targeting parameters over
multiple layers. This requires advanced context-awareness. A flexible and adaptive set of
parameters is also key to a more effective support for the QoS requirements of running
applications. Once the sophistication of the parameters set increases, it becomes important to
ensure the robust operation of the system, even in unpredictable situations, by appropriately
handling the diversity of parameters and criteria/rules, by providing resilience under context
uncertainties and incompleteness and by including mechanisms to withstand marginal/borderline
cases.

Also, the tradeoff between intelligence/sophistication and operational complexity was
highlighted, which determines the achievable degree of self-management for the MN. While
autonomic VHO management architectures should remain distributed enough to enable the MNs
to make at least some decisions on their own, it may prove infeasible to implement sophisticated
techniques solely on end-devices. In order for the system to keep its prompt reaction and
maintain its potential for self-optimization, it may be advisable to introduce hierarchy in the VHO
architecture and have specific time- and resource-demanding procedures linked with the
cognition cycle (such as conflict resolution correlated to network-wide statistics and big data
analysis, or learning algorithms) be coordinated by network entities higher up in the hierarchy,
removing the burden from the MNs.

The second part of the study aimed at providing a generic system model in order to evaluate the

effect of different context-aware VHO management frameworks on the end-to-end delay
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performance, which included the major architectural components, as well as, the significant
methodological factors related to the analytical assessment of the overall delay, presented in
Chapter 5. The model focused on capturing the effects of signaling in the VHO preparation
phase, which is one of the most critical phases in the mobility management procedures. The
modeling methodology is comprehensive, yet able to produce closed form results, providing as
much generality as possible in order to be versatile enough to adapt to different architectural
VHO frameworks, extending the state-of-the-art approaches. The system model took into
consideration the rate of the handover requests, the important network topological and
availability characteristics (including the process of finding a suitable handover target), various
sources of signaling overhead, the computational resources expenditure, and the congestion that
results from all the aforementioned factors.

The generic system model and the proposed modeling methodology were used to compare the
merits of the results of two different approaches that were based on reactive and proactive load
information acquisition strategies, in order to select the appropriate network targets. The
principles of the proposed modeling methodology could be exploited for the subsequent study of
additional architectural approaches that may be developed in the future.

More specifically, the reactive on-demand approach (i.e. ORIG), was presented in Chapter 6,
which checks the availability of resource-related information through interaction between the SN
and each CN each time a handover is triggered. Furthermore, the proactive approach (i.e. PRIG),
was presented in Chapter 7, which presents a scalable and realistic architectural choice, by
introducing a dynamic context repository (DCR) that gathers load related context, proactively,

periodically provided by the RANSs, following the current research directions.
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The calculation of the mean end-to-end delay, as well as, the impact assessment of the
computational resources’ scaling on delay has been demonstrated, in Chapter 8, in order to
examine the feasibility of each approach considering efficient RAN selection in next generation
networks. The scenarios under consideration included mobility between small-cells (e.g. WiFi
APs) within the coverage area of the same macro-cell (i.e. LTE BS), enabling MNs to handover
from the macro-cell to the appropriate small-cell that would provide them with adequate
resources in order to keep the desired QoS.

The simulation results confirmed the accuracy of the analytical model for both approaches. It
has been proven that the topology (i.e. the network density and the number of MNs per network),
as well as, the context acquisition strategy, and especially the resource related information about
the dynamic load of the networks, play an important role on the VHO performance metrics.

Overall, considering the applicability of the ORIG scheme in a next generation 5G networking
environment, following the requirements of minimum end-to-end delay, it has been shown that
the resulting end-to-end delay may reach up to 80 milliseconds, which would potentially cause
degradation of QoS in time-critical applications. Therefore, the potential merits of an alternative
context acquisition strategy, equipped with the capability of receiving and storing dynamic
context proactively, have been assessed, following the proposed performance evaluation
methodology that captures all important factors related with context-aware connectivity
management in HetNets.

Specifically, it was shown that the PRIG scheme outperforms the ORIG scheme, in both
scenarios under study that are implemented under diverse network topologies, demonstrating a
considerable delay efficiency (up to 60% and 65%, accordingly), without excessive investments

in computational resources for the DCR. In fact, major processing efficiency (more than 90%)
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considering the overall processing resources expenditure is derived with the PRIG scheme,
following the assumption that the processing resources of the various RANs are substituted by
the local DCR, leading to potential energy consumption savings and lower OPEX and CAPEX

costs.

9.2 Insights for Future Research

As this study comes to its completion, this section highlights and proposes future research
directions, based on the outcomes of this doctoral thesis. Specifically, the following topics can be
identified as main open lines of research, while insights related with the confrontation of the

related issues are also provided.

s Current Issues considering Emerging Technologies related to Connectivity
Management

Connectivity management in 5G networks is still an open issue, considering the augmenting
densification of networks, the multitude of radio access technologies and the unplanned
network layout, posing several challenges. Furthermore, 5G networks promote programmable
and virtualized architectures, which can be integrated with Media Independent Handover
(MIH) strategies in order to holistically improve the network performance [128].
Additionally, the strict latency requirements demand distributed network designs, shifting
computing resources and storage at the edge of the network.

Specifically, emerging technological concepts, such as network virtualization and SDN,
promote the design of more advanced and flexible network architectures [129]. SDN
promotes the abstraction of the network logic from hardware implementation into software,

proposing the separation of the data and control planes, and introducing a network controller
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to coordinate the network’s operations. In a similar direction, network virtualization can
logically separate a single physical network infrastructure into multiple logical virtual
networks, enabling customized support of application-specific services, and can lead to more
efficient utilization of resources [130].

Several approaches attempted to integrate MIHs with the SDN architectural paradigm [11],
[128], [131] and also with Network Function Virtualization (NFV) [132], implementing the
network entities as Virtual Machines (VMs) [133], envisaging support for network slicing
[130] referring to the existence of multiple, possibly isolated, service and network
architectures to support different usage scenarios, in particular services hosted by different
verticals.

Accordingly, emerging research concepts promote distribution of resources (i.e., compute,
storage, and network resources) with multi-access edge computing (MEC) [134] minimizing
the latency fluctuation, towards addressing the more stringent requirements of novel concepts
from vertical industries, such as vehicular networks, considering not only decentralization for
data, but also for control, proposing that physically distributed, yet logically centralized
control plane, could be used to enhance performance.

Following this mentality, recent directions of ANDSF and Hotspot 2.0 integration, enable
MNs to collect information from a local instance of ANDSF ("Local ANDSF" [119]) about
the policies of the operator for accessing the various RANSs in the area, as well as, dynamic
information from Hotspot 2.0 protocols [16], as presented in Chapter 7. However,
considering the state-of-art approaches, there exists a literature gap considering how to
acquire and manage the plethora of context information, resulting from various entities — and

how to optimize the tradeoff between context acquisition and signaling and processing
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overheads and provide a feasible and realistic approach for efficient POA selection in 5G
HetNets, under the augmented network management requirements and challenges considering
mobility between different RATS (i.e., including both 3GPP and non-3GPP access networks).

Novel, flexible and dynamically (re)-configurable network elements will be required to
support these architectures and provide diverse and customizable services to dynamic traffic
demands in frequency, space and time, while satisfying user QoS requirements. Towards the
same direction, recent research directions suggest to move also the control closer to the edge
in mobile networks, in order to overcome the limitations of centralization, proposing that
physically distributed, yet logically centralized control plane could be used to enhance
performance [135], [136]. Therefore, it becomes apparent that the application of the
aforementioned emerging technologies on connectivity management demands an efficient

network orchestration paradigm.

7

« Towards an Autonomic and Programmable Connectivity Management Architecture
To accommodate the aforementioned issues, we argue that a future wireless distributed
connectivity management architecture should utilize principles of context-aware and ANM
dictated by a consummated implementation and inter-dependence of SDN and NFV [129],
[137] enabling the system to evolve and to adapt to changes, in terms of either business
objectives or users requirements [137], following the outcomes of Chapters 2 to 4.
Additionally, the methodology provided in Chapter 5, could be accordingly adapted to
measure the performance of such future connectivity management architectures, towards
optimizing the tradeoff between context acquisition and signaling and processing overheads
and providing a feasible and realistic approach for efficient network selection in 5G networks

and beyond.
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More specifically, current research directions, promote context-aware strategies that
demand feedback from the MNs. Following the outcomes resulted from the dissertation,
related operations can be further optimized implementing self-x capabilities, which can be
founded on the use of cooperative and cognitive radio strategies to reduce the mobile
operator’s maintenance and administration overhead, towards performance enhancement and
minimization of the required energy consumption and delay overhead [20]. Towards these
goals, ANM provides context-aware MNs that are able to self-manage their mobility behavior
according to Policy-Based Management (PBM) principles.

Specifically, ANM introduces rules to formalize the description of operations of various
network elements in response to changes in the environment, utilizing PBM, as highlighted in
Chapter 2.1. Accordingly, as it was also highlighted in the dissertation, collection, modeling,
reasoning, and distribution of context play a critical role in ANM, delivering to the system
cognitive capabilities, which can be used in conjunction with machine learning and proactive
techniques, exploiting context for responding faster and more efficiently to specific stimuli,
and leading to overall system optimization.

Future autonomic network management architectures are likely to have a more flexible and
customizable structure, towards adjusting dynamically the degree of self-management for
each entity in the distributed architecture. Meanwhile, network elements higher up in the
hierarchy should be able to enforce the appropriate policies on the MNs, in order to achieve
global optimization goals. The relevant processes may combine ANM with SDN and network
virtualization concepts, enabling a shift from device-driven management models to context-
aware and QoS-aware management models, covering the market demand for more flexible

and extensible network designs [129].
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In such hybrid future autonomic architectures (following the architectural variances,
highlighted in Chapter 2.2.4) some self-organization and self-optimization algorithms, mostly
those related to tasks with local scope, would run locally on the MNs, while the tasks with
wider scope (global network view) could be managed by a central managing authority (i.e. a
network controller) on the network side. In particular, the global knowledge could provide
enhanced information to MNs enabling dynamically optimized policies, towards achieving a
local optimum in balance with the global optimum, according to an evolutionary process. In
this way, the integration of autonomic MNs and autonomic network entities higher up in the
hierarchy may lead to a VHO management solution featuring increased reliability and
efficiency [20].

Accordingly, global awareness can be built by combining the self-awareness of each
distributed entity, while MNs could utilize the global view to evaluate/verify and complement
their own status. Towards the implementation of such global knowledge base, the strict
latency requirements for mobility management in a 5G network environment, demand
computing resources and storage at the edge of a network, utilizing edge, mobile edge,
mobile cloud and fog computing concepts. Such distributed knowledge base paradigms could
facilitate the MNs to store individually essential information about their mobility for later
use, further promoting the concept of self-management. In this way, the goal of QoS-aware
ubiquitous connectivity and efficient use/reuse of resources will be provided by a network
architecture with advanced intelligence, capable of sensing its operational conditions and

adapting its configuration accordingly.

¢ Context-Awareness and Autonomicity in conjunction with Cognitive Radios

Addressing Multiple-Connectivity Opportunities
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Spectrum is a limited resource and due to the fixed spectrum assignment policy and the rapid
development of wireless networks, spectrum scarcity has significantly intensified. Some
frequencies are heavily congested, e.g., the unlicensed spectrum, while others remain under-
utilized. Cognitive radios allow for dynamic spectrum management, mitigating the
aforementioned problems. Current Software Defined Radio (SDR) technology may act as an
enabler, allowing a cognitive radio to configure dynamically the transmission parameters of a
device, in accordance to the wireless environment in which it operates [129].

As a result, future research should focus on the interplay between SDN-SDR in distributed
wireless networks operating in highly dynamic environments using NFV as a convergence
substrate enabling the SDN-SDR interplay [129]. The objectives of the future network
architectures should include reconfiguration flexibility, efficient use of the bandwidth, as well as,
efficient and transparent Device-to-Device (D2D) communications, without interrupting the
primary network operation.

As it has been highlighted in the course of this study, ANM provides context-aware MNs that
are able to self-manage their mobility behavior according to policy-based management principles.
Therefore, the combination of ANM and SDN-NFV-SDR can address the requirement of
availability and resilience, especially in scenarios where the amount of devices or the network
connectivity conditions are unsuitable for maintaining a frequent communication between mobile
devices and centralized entities, promoting the accomplishment of novel distributed
communication concepts, such as D2D [129].

Accordingly, we propose that the combination of ANM with SDN-SDR via virtual utility
functions, would enable a cognitive and flexible framework to enable autonomic network

management in cognitive radio network environments. Such framework following the cross-layer
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design approach would address the objective of QoS-aware ubiquitous connectivity and efficient
use of resources with flexible network management, utilizing multiple connectivity opportunities,

in 5G networks and beyond.
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11. Extended Summary in Greek (Exterapévn Iepiinyn

oTNV EAAVIKY])

H mapodoa dwrpifr mpaypatedeton to CRTNUe TG VITOCTNPENG TNG GLVOEGIUOTNTOG
(connectivity management) peta&d €tepoyevav SIKTOOV 610 TAGIGIO TOL AASIKTOOV TOV
Méirovtog (Future Internet), pe Bdon to mpdtumo. TG avtovopkdTTag (autonomicity) kou
™m¢ eniyvoong mepiBdrlovtog (context-awareness). 1o mepiBdAlov o0V AwSIKTOOV TOL
Mérdovtog, n [Tépnt yevid (5G) diktvmv €xel non apyioet va kabiepdvetat. Ta diktva 5G
a&10mo1o0V VYNAGTEPES CLYVOTNTEG TAPEXOVTUG LEYOADTEPO EVPOS LDVNG, VA Voot pilovy
eEapeTika peydAn mokvotnta o€ 6Tabpovg Pdong Kot Kvntéc cLoKevég, oynuatilovtag Eva
epPdAlov €TEpOYEVOVY OIKTV®V, TO OMOI0 GTOYEVEL GTO Vo KAALPOOVV Ol ATOUTNGELS TNG
amOd00NG OC TPOG TNV WIKPOTEPT SUVATI] GLVOAIKT YPOVOKABVOTEPNON Kol KATOVAA®ON
EVEPYELONG.

H amodotikn dorxeipion g GUVIEGIHOTNTAG GE £V, TOCO ETEPOYEVES OIKTLOKO TEPPAAAOV
amoterel avolytd TPOPANUa, HE KOO VO, LTOGTNPILETOL 1| KIVNTIKOTNTO T®V YPNOTOV G
SikTua dLPopeTIKOY TEYVOLOYI®V Kot Pabuidwv, avtipetonifovtog 8épata ToAvThokdTnTag
Kol SLOAEITOVPYIKOTNTOG, VITOOTNPILOVTOG TIG OTOLTHGELS TV TPEXOVCOV EPAPLOYDV KOl TV
TPOTUNCEDY TV XPNoTOV Kal dtoxelpilovtog tantdypova ToAhamAéc diktvakég demapéc. H
oLALOYY, M povteAomoinom, M O1eEoy®y] GUUTEPOUCUATOV KOL 1 KOTOVOUY TANPOQopiog
meplEYouEVoL o oyéomn Ue dedopéva astntipav Bo maifovv kpicyo poélo ce avtiv TV
TPOKANON.

Me Bdaon ta mopamdve, kpivetoar okomun n alonoinon Tov apydv TG Emiyvoong
TEPLEYOUEVOV KO TNG CTOVOKOTNTAG, KOOMG EMLTPETOVV OTIG SIKTVAKEG OVTOTNTEG VO, Elval

EVNLEPES TOV EQLTOV TOVG Kol TOL TEPPAAAOVTOG TOVG, Kabdg Kot va avtodiayelpilovrol Tig
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Agrtovpyieg TOLVG (MOTE VO TETVYOIVOLV GLYKEKPIUEVOLS oTOYOoLS. EmimAiéov, yperdleton
axpiPng mocotikn a&loAdyno” g amddoong AVcE®mV SloyEIPIoNG TG GUVIEGILOTNTOS Y10l
erepoyevn Oiktva, ot omoieg mapovoldlovy  SLUPOPETIKEG OTPUTNYIKES  EmMyVOONG
nep1PAALOVTOG, amanT@VTaG Mo LeBodoAoyio TOL Vo Eival TEPIEKTIKN KL YEVIKA EQOPUOCIUN
MOOTE VO KOAOTTEL O0POPETIKEG TTpoceyyioels, kabdc ol vmdpyovoeg pebodoroyies oty
BipAoypapio etvol oYETIKG TEPLOPLGUEVEG,

To cOvoro g peEAETNG emkevTpaOvETOL 0 000 BeNaTiKovg GEoveG. XT0 TPMTO DEUATIKO
pépog g dwtpiPic (Keparowa 2 — 4), avordetar o poAoG TG eniyvwong nepBaAlovtog Kot
NG OVTOVOIKOTNTAG, GE OXECGT UE TNV OSLXEIPLOT TNG CLVOECIUOTNTAS, AVATTOGGOVTOG £V
mAoiclo Tagvopnong Kot Kotnyoplomoinong, ®ote va a&loAoynfodv oyetikég AVGELS, pe
YVOUOVO, TNV GULVOAIKT PEATIOTOTOINGN Kol TNV OTOTEAECUOTIKOTNTO TOV OTOPACEDYV,
enekteivoviag v tpéyovoa Piploypapia. Xto devtepo Bepatikd pépog g datpiPng
(Kegdaroro 5 — 8), avantiooetor pebodoroyia yio Ty mocotik] a&loldynon g anddoong
AbocEV LTOGTNPIENG TNG KIVNTIKOTNTAG GE ETEPOYEVH OiKTLO, Ol OTOoieg MOPOLGLALOLY
SLQOPETIKEG OTPAUTNYIKES eMlyvaong TePBaALovTog, dGTE Vo S10moT®OEL 1] KOTOAANAOTNTA
TOVG Yoo o, dikTva SMe yevidc. Axolovbel M meptypopn TV eml HEPOVS KEPUAOUI®Y NG
SwTpipng.

To Kegdhraro 1, mepirapfdver v copporn g datpPng, kobog kot v doun. To
Kepalawo 2, eicdyel tov avayvoortn oto 0éua tng dlayeipiong g ovvOESIUOTNTAS GE
€1EPOYEVN OiKTLO PECO OO TO TPICHO TNG EMIYVMOONG €0VTOV KOt TEPPAAAOVTOS Kot TNg
AVTOVOLUKOTNTOG, EEKIVOVTOG 0O TOVG Pactkodg OPIGUOVE KOl GTI GUVEYELN UVOTTOOCEL TO

mAoiclo TaEvOUNoNGg Kol KOTNYoplomoinong, To onoio apopd GTL PACELG TNG OUTOVOUIKNG
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duyeiptong e GLVIEGOTNTOG, AVOADOVTOG EMTAEOV TIC Pacikég VTOAELTOVPYiEG TNG KAOE
paong.

Xoppova pe 10 mpotokodro g IEEE 802.21, n dwdiwkacic g Swyeipiong g
KvNTIKOTNTOG 68 €TEPOYEVT dikTva, Ympiletar og Tpio otddia. To mpdTo amotehel TNV Evapén
NG UETOMOUTNG, 1| omoia TEPAapPaveL TNV €0PECT OIKTO®V, TNV EMAOYN OIKTVOV Kol TNV
GUUPOVIA Yo TNV UETATOUT] (AVAUEGO GTO TPEY®V KOl 6TO EMAEYUEVO dikTvo). To debtepo
TEPIAAUPAVEL TNV TPOETOIUAGIN Y10, TNV UETATOUTN KOL L0 CUYKEKPIUEVD TIV GUVOEGILOTNTA
010 enmimedo (evéng dedopévav kol oTo emimedo dladiktvov. Téhog, To Tpito, evéyel v
EKTELEGT] TNG UETUTOUTNG, 1) OTTOL0 TEPIAAUPAVEL TIV GNUATOS0GIO, TV UETOPOPH OESOUEVDV
KoL TV AMyn TOKETOV.

AxolovOdVTOG U0 EAAPPDG EVOALOKTIKT OOUT, BGTE VO TANPOVVTOL TTO OTOTEAEGUOTIKA
0l OVAYKES TNG OVTOVOULKNG Oloyelplong HETATOUTMV Kot Yol va emonuavBodv to KEVIpIKA
onNueia, 1M OVTOVOMIKY JSlyelplon TG KvNnTiKOTNTOG pmopel va yoplotel 6€ cLAAOYN
TANPOEOPLDY, N 0Tole. GLVOEETAL UE TNV PACT YVAOGONG, 0KOAOLOODEVT aTd TO GTASIO TNG
AMYMG amdPAoNG UETATOUTNG, N omoia TeptAapuPdvel TV Evopén Kot TNV TPOETOLOGIO Yio
UETATTOUTT, KOl TEAOG TNV EKTEAECT] TNG UETATOUTNG, 1 0010 TEPIAUUPAVEL TNV TPOETOLAGTOL
Yl TNV UETOMOUTN KOl TV ONUATOS0G 0. ZOUPOVE LE OUTHV TNV TPOGEYYIoT, 1 dtayeipion
g KWNTIKOTNTAG GUVADEL e TO TAQIGIO TNG OLTOVOUIKNG dlaXElpIoNg Kol TOV KUKAO TNG
QVTOVOLIOG, O 0TT010¢ TEPILOUPAVEL TO. GTASLOL TNG TOPAKOAOVONGNG, TNG AVAALGNG Kol TOV
oYEO0GLOY, KOOMG KOl TNG EKTELECTG.

Mo avaAivtikd, 1 dadikacio. TC GLAAOYNG TANPOPOPIDY, GLAAEYEL TIC AMOPOITNTES
TANPOQOPiEC Ol 0Toieg glvar amopaitnTeg Yo TIg 0KOAOLOES dUSIKAGIEG TG «OVAALGTE» KOt

Tov  «oyedoopuovy. Ilo ovykekpiuévo, M Oadikacio ANYNG OTOPACE®V ETETOL TN
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1 d1KaGi0g TNG CLAALOYNC TANPOPOPL®YV, 1) OTTola eivar VIEHOVYT Yo TNV ATOPOCT) EKKIVIIONG
NG UETOMOUTNG Kol TNG EMAOYNG OkTOOVL. Apa B AEyoe OTL 1] OTOTEAECUATIKOTNTO TN
amoQaong eivar andivta cuvoedepévn pe TV dabéciun TAnpoeopia, TOL TAPEYETOL OO TNV
dwdkacioe. cLAAOYNG TANpogopidv. ITo avaALTIKG, TO TEPIEYOUEVO TV TANPOPOPIOV
mephapPdvel mAnpoopio. GYETIKY] HE TOVG YPNOTEG OMMG TPOTIUNGELS, TPOTEPULOTNTEG,
KaBdS Kol TO 16TOPIKO TPOPIA TOL KAOE YproTN.

Emiong, to mepieyouevo tmv mAnpopopldv tepIAaUPavel TANPOQOPio GYETIKN LE TO KIVITO
TEPUATIKO, OM®G 1 Umotapic oL OomOpEVEL, KOOMG Kol TOPAUETPOL GYETIKE HE TNV
kwvntikdémTa ov KT, 6mwg  andotoon kol 11 0€on tov. AkoAovbwg, 1 TAnpopopia mwov
cLAAEYETaL amd TNV Sladikacio GLALOYNG TANPOoPopL®dV amobnikedeTol oty Pdon yvoone. H
Baon yvoong kpatd omobnkevuévo €vo HOVTELO TOV E0MTEPIKOL Kol TOL €EMTEPLKOD
nepBdAlovtog, Le Baon 1o Kivntd TEpHOTIKO Kot pe Bdon ta diktva, kévovtag dbéoipo to
TMEPIEYOUEVO TOV TANPOPOPLOV GTIS GAAES ovTOTNTEG TOV dSroyelpiloviat To CUGTNHO KOl TV
KvnTikdTTe. AouBavovtag vadyy To KOKAO TNG OVTOVOMKOTNTAG Kol dloyeiptong e
KivnTikotnTag, 1 faon yvoong cuvepyaletar pe v dadikacio TG GLALOYNG TANPOPOPLDV
aAAG Ko TNV dtedtkacio TG ANYNG amopicemy.

Axolovbwc, n Swdwacio ANyng amopdocewv pmopel va Aexfel otL givan 1 Paoiky
Swdkacio mov oyetifeTor pe TNV KwnTIKOTTO, KOOMG £x€l TO KOONKOV Vo avaAvel Tig
TANPOQOPiec TOV GVAAEYONKAV amd TNV SLodIKAGIot GVALOYNG TANPOPOPLDV, KAODS Kl Vo
oyeoldlel Tig dpaocetl mov Ba eacparicovy TNV KAAVTEPT AElTOVPYio. GTO GUGTNUO KOl GTNV
vroopign g kivnrikotntoc. H dadikacio Aqyng aropdcewnv mepiiaufavet, tnv évapén
KOl TNV TPOETOWLOGIO Ylo. UETAMOUT, KAODC Kol TNV €MAOYN OIKTOOV, KOl OAOVG TOVG

aAyopiBuovg mov oyetilovtal. To aVTOVOUKE CLGTAUOTA, 1 SLdIKAGI0 AYNG AmoPAcE®Y,
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TePAAUPAvVEL EIONG YVOOTIKEG TEYXVIKEG Kol TEXVIKEG UAONONG, Ol OToieC EMTPEMOVLY GTO
GUGTNHO VO ovTOTEEEADEL OTIC AVAYKES TOV, EVIGYDOVTOG TNV 0VTO-BEATIGTOMOINGT Kot TNV
dwdkacia avto-iaone. [To avaivtikd, 1 dwdikacio ANyng amopdcewv uropel va yopiotel
o€ V0 EeyploTég SLOIKAGIES: TNV EMAOY TUPAUETPOV, KOOMG Kol TNV ENEEEPYACIN TOV
napopétpov. Ipdtov, n ddwacio emhoyng mopapéTpov, kéver ypnon HeBOdwV mTOL
YPTOULOTOIOVV TNV TANPOPOPia. TOV GLAAEXONKE OTO TTPONYOVUEVO GTASO, TNG GLAAOYNG
TANPOPOPLDY, KOl EMAEYEL TIG TAPOUETPOVE TOV OTALTOVVTOL VO ¥PNGILOTOIMN OO0V 0Id TOVS
aAyopiBuovg mov emttehovv TV emeepyacio TV TANPOPOPLDY, GOUPOVA Pe KABe cevaplo.
To oet TV TopauéTpOv pnopel va emAEyETOL 0td TOV ¥pNOTN N Uropel vo, givar Paciopévo
6€ KOVOVEG KOt TOMTIKEG, 1] Kot T dVO.

Téhog, 1 dadkacio TG ektédeonc, emterel v dpdon mov oyetileTor e TV EQUPLOYN
G KAOETNG HETOMOUTNG. XTNV TApoVGO EPYACIO EMKEVIPOVOUAGTE OTIS HLeBOSOVG EAEYYOL
NG HETOMOUMNG KOl OTIG OPYLTEKTOVIKES Olayeipiong mov yapaktnpilovv tig Avoelg yio
QUTOVOIKY  VTooTNPEN TG  KvnTikotntog, mpombdviag v avtodwyeipton. H
avtodloyeipion oamoterel Mo Pacikn  WOWOTNTO TG  OVTOVOUIKNG VLIOGTHPIENG  1TNG
KvnTikoTTog, Kabhg enttpénel oto Kivnto TepUaTiKd vo dtoyepileton to id10 v Aettovpyia
tov, kabopiloviog TV KOTAAANAN OTIypn Yo HETOTOUTN Kol €mAEYOvVTag To emBuuntd
diktvo. Zvumepoopatikd, ot péEBodoL €AEYYOL KOl Ol OPYITEKTOVIKEG Olayeiplong Tng
KwntikdéTrag, 0o mpémel va gival amokevipopévol (¢ éva Pabud Tovddylotov) Kot v
EMTPETOVV GTO TEPUOTIKO VA TALIPVEL LOVO TOV TIG ATOPAGELS TOV TO OLPOPOVV.

Y10 Kepahoro 3, meptypaoovtal to ouTOVOUIKG YOPOKTNPIOTIKA TTov oyetilovtol pe v
QUTOVOLUKT SLoYEIPION TNG KIVNTIKOTNTOG GTO TAAIGIO0 TOL J1adikTOHOL Tov péAAovtoc. TTo

GUYKEKPLUEVO, Ol GVTOVOUIKES 1010TNTEG TTOV GYETICOVTaL UE TNV SLXEIPIOT TN KIVITIKOTNTAG
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glvar M evnuepdtnToe (awareness) 1 oAMOG emiyvoon €ovtod Kol mwEPPAAAOVTOG, M
npocoppootikotnta (adaptivity), n evel&ia (flexibility), n péadnon (learning) kabaog kot 1
duvatdmro wpdPAeync (proactivity). T To TOPOTAV® GVTOVOUIKG  YOPOKTNPLOTIKG
aVOADETOL KOTA TOGOV TO KabEve odnyel o€ PeATioTOmOINGT TG AEITOLPYING TOV GLGTAUATOG.
EmumAéov, Biyetan €éva peifov Bépa oyxetkd pe v dayeipion g cuvOEGOTNTOG, TO OTO10
oyetiletor pe TNV €LUPWOTIO, EVVOOVTIOG TNV ANYN oTofepdV KOl OTOTEAEGUOTIKOV
amopdoemv. Akorovbwg, mopatifevror Yo mpdT @opd otnv PiAoypoeic Kavoveg
EVPMOOTIOG Yot AVCELS VTOCTNPIENG TNG KIWVNTIKOTNTOG GE €TEPOYEVN] OlKTLO LE EMiYVMOT
€0VTOV Kot TEPPAAAOVTOC, KOOMG KOl TMG TO, TPOAVAPEPHEVTO AVTOVOUIKE YOPUKTNPLETIKY
GUVEICQEPOLY GTNV EVPMGTICL.

Axolovbwg divetal o TEPLYPAPT] TOV CUTOVOUIK®Y YOPUKTIPIOTIKOV EEKIVOVTAG LUE TNV
evnuepotta. H evnuepdmro cvuvdéetonr pe v dodikacio tng mapakorlovdnong (monitor),
KkaBdg kot pe v dodikacio e0pecng Kol EMAOYNG TOPOUETPOV TPOG TOPAKOAOVONGT, Kot
AmOTEAEITOL AT EVIUEPOTNTO, KEAVTODY KOl TEPPAAAOVTOC, GLAAEYOVTOG TANPOPOPIN 0TO TO
TEPUATIKO, T OlkTva Ko Tov Ypnotn. H evnuepdtmra eivor m Paocikn d0tTo. TOL
yopaktnpiletl £éva avtovopkd chotnue Kot oxetileton dueoa pe v Paon yvoong. Eniong, to
amotélecpa NG evnuepoTnTag Elvar 1 ykaipn avtidpacn, 1 omoia pe Baon to mAaiclo Tng
OUTOVOLIKNG OWXEIPIONG TNG KIWWNTIKOTNTOGC, CULVOEETOL HE TNV «Opaocm», oniadn otnv
TEPIMTOGN LOG TNV EQUPUOYT TNG METATOUTNG atd £va, d1kTLO G€ €val GANO.

210 TAOIC10 TNG OWTOVOIKNG dlayeiplong SIKTO®V, N TPOGUPUOGTIKOTITO GUVOEETAL UE
TNV SLVOTOTITO TOL GLGTHLOTOC VO, AVTIOPA 6T TPEXOVTA YEYOVOTA, EEAPTMUEVT] PLGIKE 0
v evmuepotnTa g Pdomng yvoong, kol amoeociloviag yiati, moTe, MOV Ko MG Oa

EMITEAECTEL 1| EVEPYELD, TNG OvTiOpaong. OmdTE N TPOCUPUOGTIKOTNTO GYETILETOAL UE TO, OTAdLN
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NG «OVAALOTE» KOl TOV «OYESUOUOVY, OO TOV KUKAO NG avtovopkotntag. Emmiéov, n
TPOCUPUOCTIKOTNTO UTOPEL VO GUVEICPEPEL MG AVAdIPOOT GTOV KOKAO €AEyyov, 1 Omoin
emnpedalel TG deg TG dwdkaocieg g avdAvong kol Tov oxedcpov, aiidlovrag yuo
Tapddelypo kamowov Kovova 1 moAttikn. [a mopddeiypa, m mpocoppootikdTTe Oa
Uropovce va EXNPEACEL TNV GLYVOTNTA LE TNV OOl YIVOVTOL O1 UETPNGELS GTNV GACT TNG
GUALOYNG TANPOPOPIDV, OVTATOKPIVOUEVT] OTIC OLVOIKEG GuVOnKeS Tov TEPPUAlovVTOC.
AkOun, 1 TPOCHPUOCTIKOTNTO OYETICETOL UE TOV  SUVOIKO  YPOVOTPOYPUUUATIGUO,
EAOIOTOTOLOVTOG TOV YpOVO OV YPELALETAL TO GVOTNUA VO TOPEL MO AmOPAcT KOl KOTA
OUVENEW, PEATIOVOVTOG TNV OmOd0GN TOL GULOTNUATOG. ZOUQOVE UE TIG TEAEVTOIEG
EMOTNUOVIKEG UEAETEG, M TPocaprocTKOTNTa O pmopovoe vo evioyvBel pe v ypron
aAyoplOumv TEYVNTAG VONUOGUVNG 7oL MIovvTal PloAoyikég Oladikacieg, Om®S Yo
nopdderypo n «evevio ounvovey (Swarm intelligence), n omoia mpooeépel Pedtiopévn
Swyeipion tov enelepyacTikov PoPTiov Kot PEATIOVEL Kot TG TEXVIKEG OPOLOAGYNONS.

Mia, GAAN GNUAVTIKT 0DTOVOUIKT SLVATOTNTO GTO TEGIO TNG SLoEIPIONC TG KIVITIKOTNTOG
glvar o PaBuoc eve&iag tov ovotiuatog. H egvehio oyetiletor pe v KovoTnTo. TOL
GLOTAKOTOC VO TpoTomolel Tig pebddovg emelepyaciog, kabmg to cvotnua Ppicketol og
Aertovpyia. Eivor mpopavég o611 1 duvatdtnta TG MPOCOpUoYNS TS HeBOdov oTig
petaforidpeveg ovvOnkec tov mePPiAlovtog, emnpedlel TNV TOAVTAOKOTNTO  TNG
ddkaciog ARYNG OmoEAcE®Y TOL cLGTHWHOTOC. 'Etol, o otdyoc eivar vo datnpeitot
1C0PPOTiOL OVAUESO OTNV SLVATOTNTA €VEAIEING TOV GLOTNUATOG Kol OTNV ENEEEPYAOTIKN
moAvmAokotnTa. Av M egveMélo otnpileton o éva OTOTIKO GET TAPOUETPWV, Ol OTOIES
dtvovtor €€ apync, tote mpdkertan Yo meplopopévn evediéia. Avtifétwg, Otav TO o€t

TaPUUETPOV givol duvapkd, dnAadn umopodv va tpoctedody vEEC TaPAUETPOL AVAAOYO, UE
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MV TEPITTOOT, TOTE TO GVOTNUE €xel TPOoYwPNUEVO Pabud evedéiag. XZoupomva pe Ty
terevtaio péBodo, n eveM&la pmopel va Poaciletar gite oe kdmol0 TAOICO GLVAPTHGEWDY
(function-based), cite oe «kanowo mAaico kovovev (policy-based). To mhaicio TV
oVVOpTHoE®V TEPIAOUPAvEL TEXVIKEG OmmG 1] Zuvaptnon Amdeaong (Decision Function) kot
n olv-Kpinplokn Andéeacn (Multi-Attribute Decision), kot vroloyiletl to amotélesa TG
AmoOPOoTG ME PAom TIg TOPAUETPOVS TTOL £YOVV EMAEYEL, KaB®OG Kot pe faon Ta Bapn Tovg, Ta
omoia emnpedlovv molo TaPAUETPOG £xEL LEYOADTEPN EMPpON oty amogaoT. Ta Bapn eivor
petafintd, ot mapdpetpol Spmg Gyl, av dev LILAPYEL TAVTOYPOVE KOl £V TAOIGIO KOVOVOV
(policy-based). 'Etot, amd v AN pepid ov vadpyel kot gveMéia mov ompiletan og éva
TAOICI0 KOVOVOV, Ol KOVOVEG EVEPYOTOLOUVIOL WE GUYKEKPIUEVES TUEG KOTOOAIOV, Kot
umopobv va tpomomoinfovv Suvapukd. Apa ot Avcelg mov vmootnpilovy gveMéio wov
otmpileton o€ éva mAaiclo kavovmv, umopovv va eEeMEovV TepaITép® TO GVGTNLOL, OUMS KOt
ThA TPETEL VAL TNPEITAL 1) LIGOPPOTiLt GE GYECT LE TNV TOAVTAOKOTNTA.

H dvvatotyra pdbnong cvvdéeton pue v £vvola g yvoong (cognition). TTo cuykekpiuévo,
éva oOOTNUO TTOL €YEL TNV OLVATOTNTA TNG YVOONG Kol TG pabnong, umopei va Gopdton
mapeA0ovTikég coumepipopés (1oTopkny UvAuUN), OTOC Y. TPOPANUOATO 7TOV TPOEKLYAV,
KaBdg Kot Tig Aoglg mov axoAovdNOnKay, emTpémovTag 6TO GVGTNLO Vo dtafétet eumeipia (1
01010, GUVOEETAL LE TNV LV Kot TV PAom YvAdong) Kot va TNV ¥PNCLOTOLEL GTIC OTOPACELS
7ov Kodeitan vo wapet. Edikd og duvoutkd mepifaiiovta, 1 YvOCT GYETIKA Ue okoAovbieg
GUUTEPLPOPMY KOl OUAOEG SUVONK®Y Kot cevopimv umopel vo PEATIOCEL EVIVTIOGLOKE TV
amO00GT] TOL GULOTHUOTOC, AVIXVEDOVTOG OKOoAoLOiec yeyovotwV Tov emavolapfdavovtol
ovyva. To tedevtaio pmopei va emtevyfel pe TV ypNoM TEXVIKOV TEXVNTAG VONUOGUVNG,

OTMG TO, VELPOVIKE SiKTLA.
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H odvvatdmmra 7poPreyng mpowbei v ypfon APOANTTIKOV UETPHCED®V YO VO,
SlTnpfoEl TNV OOS0GT TOL GUGTNUNTOG GTNV TOPOVGH KATAGTOOT, TPOPAETOVTAG
(mpocdokdVTOC) YeyovaTa Kot TNV enidpacn Toug 6to cvotnua. H mpocdoxia-npdfreyn eivar
0 aKpoyoVviaiog AlBog ¢ TpodpacTiKng VITOAOYIGTIKNG (proactive computing), tpowbdvtog
gvépyeleg oty katebBuvon g mpoPreyng tov péAAovioc. Ot TPodpuoTIKES TEXVIKEG
OTOXELOLY OV  Agrtovpyio. evnuepdmTog mepleyopévon (context aware operation),
OTOTIOTIKNG oLALOYIGTIKNG (Statistical reasoning), kabmg kot é&vmvng dayeipiong dedouévav
(intelligent  data-handling). EmumAéov, ovAAEyOVTOG Kol OVOADOVTOS — TPOSPUCTIKY
TANPOQOPIa, 0POPDVTAG Yo TAPASEYHO TNV Katdotaon g (evéng N g umatapiog, fonda
TO GUGTNUO VO OTOQAGIcEL Too €ivol 1 KATAAANAN otiypn| yia vo Eekivioetl v dodikacio
MG UETOMOUTNG o€ GAAO OIKTLO, WEIDVOVTIOC TOV GUVOAKO PO UETOTOUT®V, Kol
LELOVOVTOG KATd avTdv Tov TpoOmo TNy emidpuvon oe onpatodocic. 'Etotl ot dakomég trng
GUVOEGTC OV UIOPEL Vo UDGEL Lol pOPNTH GLOKELN, Katd TNV dtdpkela Kivnong, Uropel va
amoPevyOel.

Kotd ovvénewn, to TpodpaoTikd CLOTHUATO YXPNOLUOTOOVY TANPOPOPie TEPIEXOUEVOL
MOTE VO AVTOTOKPIVOVTOL TTLO YPYOPO KOL TTLO OITOTEAEGLOTIKG, GE GLYKEKPLUEVE, epebicpata.
Teyvikéc otaTIOTIKAG GLAAOYIOTIKNG Omwg to. Hidden Markov Models, ot yevetikoi
aiyopifpol ko ov Bayesian teyvikég, pmopovv va ypnowomombodv ovii Yo TIg
TOPUOOCIOKEG VIETEPUIVIOTIKEG UeBOdoVG. o mapdderypa, 1 KvnNTIKOTNTO €VOG YPNOTN
umopel va. mpoPrepbei, vmoAoyiloviag TO 1GTOPIKO OTiyHO TOL YPNOTH, KOl KOVOVTOG
wpoPAréyelc v to mowo Oa givar M emduevn tomobesion tov ypnot. EmmAéov, teyvikég
Tpodpacns Ba pmopovcay va, ypnoiporonbodv yia va mpo-petakorovv (prefetch) dedopéva,

N va petoeoptdvovy polikd dedopéva oe évav kovivd oto ypriotn sfvmmpetnt (data

156



staging). Kot 1 tomikn peta@opt@mon dedouévav Kot 1 HallK) HETOQOPTMGT OEO0UEVMV
BonBodv oty vmootpEn ¢ KvnTKOTNTAG TOL YpNnotn. levikd, To TPOdpUCTIKA
YOPOKTINPIOTIKA O©TO TAQIGLO 1TNnG OLTOVOUIKNG Olayeipong diktowv, mpomBodv tnv
dwbeoudtnTa. o MOPOLE KOl OIKTLA, TNV CLUUUOPPMCY] OTIC CLUEOVIEG oTAOUNG
(mapeyduevng) vnpeoiag (service level agreements), kot oty Pektioong TG GLVOMKNG
gumepiog yo Tov xpnot.

O 010)0¢ ™G 0WTO-PEATIOTOTOINOTG Eival VO EMITPEMEL TNV OUOAN KO OTOTEAEGLOTIKY
Agrtovpyio. TOL GLUGTILOTOG OKOUT KOl 6 ampOPAenTa TEPPAALOVTA, OT®MG TO S10OIKTVO TOV
uéAdovtog. H 1816tnto avt mpodmofEitel GuVIVAGUO XOPAKTPICTIKOV OTMG 1) EVIUEPOTNTO,
1 TPOGOPUOGTIKOTNTA, 1| EVEMELN, KAl 1] TPOSPACTIKOTNTA, Ol OTTOIES 0O YOVV TO GUCTNUA GE
Bektioon g amodoonc tov. H fedtiotomoinon Tov GLGTAHKTOC TG SlayEIPIONG LETATOUTOV
umopel vo. viomomBel pécm NG TPOOSPACTIKNAG GLAAOYNG TANPOPOPLDY CYETIKG UE TNV
KATAOTOON TOV TOPOV, UETPOVIOG TNV TOPOVCH OOS0CT GE OYECT UE TNV 1OOVIKN Kot
€104YOVTOC OTPATNYIKEG Y10 LETPO KAAVTEPEVOTG TG KOTAGTACNG,.

‘Eva peifov 0épa oty avtovopukn dwayeipion Siktowv, To omoio apopd v Peitioon g
amodooNe, €ivol 1 pelmoN Kol 1 TPOANYN T®V YN OVOYKOIOV UETOTOUT®V, TO OmO0i0
oyetietor pe TV €UPWOTIO, EVVOOVTIOG TNV ANYN otafepdv KOl OMOTEAECUOTIKOV
amoPAce®V. Zuveyoueveg opllovtieg N KAOeTeEG UETOMOUTEG PmOPOVV Vo 0dNYGOLV GE
doxomn ypnom enefepyaocTik@y mOpwV Kot vroPaduicuévny mowdtra emkowvmvias. ‘Evag
peyarlog apBpog mpoomafelidv KAOeTOV UETOMON®V UTOpel vo TPOKOAECEL ALENUEVN
KkaBvoTtépnon oty ddikacio TG eneepyuciog TOV ITNUATOV Y10 LETUTOUTEG KOl LEYAAO
TOGO0TO amoppittopevov KAnoewv. Emiong, m evepyelokn amodoTikOTNTo €MNpedeTal

APVNTIKG GTNV TEPITTOOT TOV GUYVAOV UETATOUTDV. TUVETMG, Topatifetal Yoo mpdtn Qopd
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omv PipAoypagia kputinple evpmoTiog Yoo AVGES VETOCTAPIENG TNG KWNTIKOTNTOG OF
€T€POYEVN diKTLO UE EMLYVOON €00VTOV KOt TEPPAALOVTOG.

[T cvykekpéva, Ta KPLTHPLO EVPOCTIOG APOPOVV TNV JlAXEIPLON TNG TOIKIAOLOPOLOG Ko
TOV KOVOVOV 7OV JETOVY TIC OTOQACELS e emMiyveon mepBaAlovtog, TeEPLopUPavovTog
SwpopeTikég TEG KatweAiov yuw kdbe mapdpetpo ovdioya pe v kébe Tpéyovca
EQUPUOYT, JlPopeTiky Popdtnta Yoo kdbe Tapduetpo, aviiuetomiloviog TV eAAm
TANPoopia Kot TNV afePotOTNTO UE Y. EIGOYOYN 1GTOPIKNG TANPoPopiag, kabmg Kot TV
OVTILETMTIOY| OPLOKAV TEPIMTMOCENDY LE TNV KOATAAANAT TPOGOPUOYN TILOV KATOPAIOL Kot
votépnone. Emiong, mopovcidletor 1 GUVEIGPOPA TOV OVTOVOUIKAOV KPUIpimv oty evicyvon
NG EVPWOTING, TPOS TNV KATEVBVVGN TNG GUVOAKNG AVTO-PEATIGTOTOINGNC.

>10 Kegaharo 4, avaivovtar cOpemva pe to mpoavapepbév miaiclo taivounong Kot
Katnyoplomoinong, £&1 YopaKINPIoTIKEG ADGELS Yo TNV Sloyelplomn TG KvnTikOTnTog Tov
TAPoLGIALovV EMLyvmon TEPPAAAOVTOC Kol QVTOVOLIKES 1O10TNTES, HECH amd TV TPEXOVGA
BiBroypaeia, ot onoieg a&loAoyodviar cOpPVe pe Tov Badud mov mapovsialovy 1o Kabe
TpoavaPePBEY avTOVOLIKO YOpaKTNPIoTIKO. EmmAéov, peietOnie Kotd mOGOV 01 amopacels
OV AOUPAVOVTOL OC TPOG TNV ETIAOYT TOV KOTAAANAOL SIKTOOV, GOUPOVA, e TNV KAOe Avon,
glval  amoteAecUOTIKEG Kot TpoTdlnKov TPOTol  PEATIOTOTOINONG T®V  VIUPYOVCDV
APYITEKTOVIKMV, KAODG Kol TPOTACEDV TPOG TEPUTEP® OVATTLEN GYETIKOV UEALOVIIKGOV
AMoewmv.

ZUYKEKPUEVE, OTIMG TPOEKLYE GTO TAOIGIOL OVTNG TNG LEAETNG, £VOL OTULOVTIKO GTOLYEIO TOV
TPENEL VO, TEPILOUPAVOLY 0L AVGELS dloyelptong TS cLVOESIUOTNTOG, EXOPIETUL GTO YEYOVOS
0Tl TWOAAEG OwcTvakég Olemapég elvar evepyéc tavtdypova, ot omoieg e&umnpeTody

SlopopeTikég Tpéyovoeg epapuoyéc. Ilpog avtiv v katevboven, Oa eivor kodd vo
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TEPIAAUPAVETOL GTO GET EMAOYNG TUPUUETPOV, TANPOPOPIO GYETIKA LE TIG OTOLTHOES TOV
TPEYOVCAV EPUPULOYDY, OT®MG TO €0pog (dvng, M ypovokaBuoTtépnon, o aplBudg YoUEVEV
TAKETOV Kot 0 AGY0G SLPLOK®OV COUALATOV, OoTE Vo emAeyBel To mo kKatdAinio dikTvo Yy
KéOe tpéyovca epopuoyn. AxorloObmg, katd TV ddpkeln TG Swdikaciog ANYNg
ATOPACEMY, Ol OMULITNOEL, TOV ¥PNOTN TPEMEL v AapPdvovial vIoyly og peydho Babud,
OTIMG EMIOMG KL 1 EVEPYELNKT KOTAVAAMGT], TO KOGTOG KO 1] KIVI|TIKOTITO TOL TEPLLOTIKOD.

etk pe TG Vo a&loAdyYNon AVCELS, YO VO, KOADWOLV TIG TOUPOUTAV® OTOITNGCELS,
EVOEIKTIKG avOQEPOVUE OTL Oplopéves ypnoipomolovy Awadikacio lepapyikng Avaivong, n
omoio. glval moAD omotelecpatikn ®¢ pébodog emefepyociog TOPAUETPOV, AOY® 1TNG
duvatoTTag ™G va ocuvovdlel kol vo a&loAoyel TOALOTAG KPITNPLo TOVTOYPOVO Kol VO
avtomokpivetal oe moAvmAoka mpoPfAnuota. Emiong n Awdikacio lepapyikng Avaivong
oLVOLALETOL LE ALGAPT] AOYIKT], LEAVOVTAG TNV OTOTEAECUATIKOTNTO TOV GUGTHUATOG, KOOMG
N ocaeng Aoyikn dvvatol va dtayelpiletol TPoPANUATO LE aCOEN KPLTPLO OmOPAoNG.
Emumdéov Oa ftav @@élypo va vrdpyel KOmowo amofetnplo mTpopil ¥pnoTtdv UE 1GTOPIKN
TANpoeopia, mov Ho UTOPOLGE Vo PEATICTOTOGEL TEPALTEP® TNV IKOVOTOINGT TOV YPNOTH.
Qoc1660, N ypnowotTa g Atadikaciog lepapyikng Avdivong oe moAdmloko cevapia, iI6mg
dev givan 10 1010 emMBLUNTY GE ATAOVGTEPO GEVAPLO, OTOV L0 TTLO AT S1001KAGTI0 OTOPACTG
6o pmopovoe va ypnoyomomOet.

Mo, evoAAOKTIK) ADOT YPNOIUOTOIEL OLTOUOTO TETEPUCUEVOY KOTUGTAGED®V OTNV
Swdkacio AyMg amo@dcemy, Ta onoio EMADOVY OAEG TIG TOAVES GTATIKEG KOl SUVOULKEG
GUYKPOVGELG LETAED KOVOVMVY KOl TOAITIKAOV, KOl GUVETMDC TOPEYOVY EVGTADELN, 6TO GVOTN O
Kol €ykaipn ovtidpaorn ota emepyouevo. yeyovota. Emiong, Adoelg avtod Tov €idoug

TEPIEXOVV VOl KAAG SOUNUEVO, TPOGOPUOCTIKO GYNUA Y10 GVALOYN TANPOPOPLOY, KOOMS Kot
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gveMéio Paciopévn e kavoveg oty dadikacio AyYng omoedcewny. Qotdco, 1 avénuévn
TPOCAPUOCTIKOTNTA {00¢ emMPapbvel To GVOTNHO Ue emmAEoV ToAvmAokdtTTa. Emopévac,
npénel vo. AneBel voyv 1 1ooppomia avhpeso oty ETPAPLVGT KOl GTO TAEOVEKTNLO TNG
avénuévne evehéioc. Ewdwodtepa, to {Rmnuo ™ avénuévng TOALTAOKOTNTAG E£YKELTOL
TEPIOCOTEPO GE AVGELS Ol OTOIES TAPOLGIALOVY OPKETE KOTAVEUNUEVT] OPYLTEKTOVIKY], OOV
ka1 Oa Tpémel va emonuoviel 1 iIcoppomic Tov TpoavapEPONKE.

210 de0TEPO Oepatikd pépog g olatpPng meptraufavel to Kepdioa 5 - 8, dmov tibeton
0 Oéua NG MOGOTIKNG WETPNONG TNG OLVOAIKNG YPOVOKOBVLGTEPNONG TV JPOP®V
TPOCEYYIGEDV LXEIPIONG TNG GUVOEGILOTNTOC, GE ETEPOYEVT] OIKTLO, MG PACIKO KPLTHPLO Yo
Vv KatoAAnAdTNTa o€ dikTva 5+ yevids. Apywukd, oto Kepahiaro 5, mopatifevron to Pacucd
YOPOKTNPLIOTIKA TOV OYNUATOV dlayeipione Kabetov petomoundy and to debvr mpodTuma,
kaBdg opddeg debvoidc mpotvmonoinong, o6nwg to IEEE 802.21 kow to 3GPP ANDSF
amoTeELOVV HEPOG TOV BEUATOG TOV VO TAPACKOLY EVA EVOTIOINUEVO GO Yo dtayeiplon g
£TEPOYEVOVC KIVNTIKOTNTAG, TPOTEIVOVTOC UNYAVIGUOVS TTOL Oa Lmopodoay Vo EXITPEYOLV TIG
KkéOeteg peTamounés.

SOUQmVO UE TO TPOTVTOTOINUEVO GYNUOTO, €vog eEUANPETNTAG TEPLEYOUEVOD EYEL
mpotabel mote vo. amoBnKevel TNV TANPOPOPIN. TEPLEYOUEVOD KOl TIG GYETIKEG TOALTIKES,
oplopevog wg e&ummpetntig TAnpoeopiag (EIT). H minpogpopia mov mopéyeton amd tov EIL
wepthapPavetl o Aioto tov SIKkTOOV TPOGPacNE TOL LTAPYOVY GTNV TEPLOYN TTOL PpiokeTal
o kwntog kopPoc (KK), mAnpogopio tomobeciog kot mOMTIKEG COUPOVEG LE TOV QopEa
EKUETAMAEVONG, EVD UTOPEL VO TEPIAAUPAVEL GTOTIKEG TOPAUETPOVE TOV EMTEOOV SIKTOOV,
OT®G TANPOPOPIo. KAVAALOD, TOAMTIKEG TEPLOYDYNG LETAED SLOPOPETIKOV POPEMVY, KOGTN Yl

¥pHon Tov diktvov KTA. Kot ta d00 mpodtume eEVINpeTtovy LETOTOUTES TOV EAEYYXOVTOL OO TO
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teppotikd (mobile controlled), site vrofonbodvror amd to diktvo (network assisted), eite
vrofonbodvror and to teppatikd (mobile assisted).

Avoroyilopevol To. KPPl TOV PETOTOUTAV, 1) TANPOPOpia. Yo ToldTNTH LINPECLOV
mailel oNUAVTIKO POAO, KOOMG TETOWOL €i00VG TANPOQPOPio. Pmopel va kavel €va, diKTLO O
emBounTo and Kdmwolo GAL0, OTMG 0 POPTOG dIKTVOL G oyéon Le Tig anortnoelg Tov KK. TTio
GUYKEKPIUEVD, O TAPAYOVTOG TOL POPTOL amoteAel peilmv BEua yio Tnv KvnTikoTnTo, KOOMG
o KK pmopel va petaneppdel og éva aAAo diktvo, HOVO GTNV TEPITTOOT TOL TO TEAEVLTAIO
€xel OpkeTOVg TOpovg Yo tov ovykekpévo KK, amortdvrog cvAloyn duvapukng
mnpoeopiog. Ot Avcelg mov vadpyovy oty Piploypaeio, meptiapPdvouy eite peto-
dpaotiky GVALOYT SuVaKNG TAnpoopiag, axolovBmvtag ta mpdtvma IEEE 802.21 ko
3GPP ANDSF, gite mpo-0paotikn, enekteivovtag ta TpodTuma. Me Bdor Tig 71 VAP OVGEG
OPYITEKTOVIKEG AVCELS, UL TOGOTIKY OmoTipunon g kébe Adong sival avaykaio ®ote vo
afloloynoovpe TNV KAOe TPOTEWVOUEV] TPOGEYYIOoN, BGTE vo. ovykplBodv ot dgikteg
amod00NC, OTMG 1 GLUVOAIKN ypovokabvotépnon amd Gkpo o€ Gkpo, M emPapvvon AOYm
onpatodociog KTA.

O1 TOGOTIKES ATOTIUNGELC TOV VITAPYOLY TNV PiPAloypaic umopoldv va ¥wpleTtovy g 300
katnyopies. H mpotn mepilopPdaver Pacikés mpooceyyioels pe omAn  eKTipnon g
ypovoKkaBuoTépnong omd GKpo e AKpPo, MPOcHETOVTOG TOV YPOVO TOL OVOAOYEL OTIG
avtodllayée unvopdtov kot Ppickovtag mow Pripate oty akolovbio  punvopdtov
eMPAPOVOLY TEPIGGOTEPO TNV GULVOAIKY| YpOovoKaBvoTéPNOT, 0AAG Ywpilg va Aappdvouv
VoY tovg mbovy cvueopnon. H dedtepn katnyopia mepthauPavel LOVTEAOTOINUEVEC
ATOTIUNCELS, TEPIAOUPAVOVTOG (QOIVOUEVO GLUPOPNONG, KOl MO CLYKEKPIUEVE, TMOG TO

dtaeopa unvopate oynuetilovy ovpég AdY® TNg TOTOAOYIOG Kot TNG GNUATOd0GT0C.
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YyeTikO pe TNV OgvTEPN KATNYOPid, Ol HOVIEAOTOUNUEVEG OMOTIUACEIS OLVOVTOL V.
TPOTOTON00VYV MGTE VO TPOCAPUOGTOVV GE OAANYEC TOV GYNLLOTOC, KOl LE OVTOV TOV TPOTO
va gpnopomonfovv oe dhpopeg apylteKTOVIKES. 20TOGO, GYETIKA e TIC TpoavapepBeiceg
TPOCEYYIGEIS TOV OTOYEVOLY OTNV JlayEiploN KADETOV HETOMOUTOV OTNV QACT TNG
mpoetolpaciog, dev £xovv epevvnBel OAeg ol mapduetpotl og emapkn Pobuod, dpa éva Kowvd
HOVTELO GLGTHUATOG XPEALETAL DOTE VO GLUTEPILAPEL OAOVG TOVG CNUAVTIKOVG TAPAYOVTES
KoL VoL EMITPEYEL TNV AETTOUEPT] GVYKPLOT] TOV SLUPOPOV OPYLITEKTOVIKADV.

Xe outd aKpPMG GTOYXEVOVLE LE TNV TOPOLGA JATPPT, TAPOVGIALOVTOS Y10 TPMTY POPd
omv Piproypagio o yevikn avaAvtikny pebodoroyia a&loddynong g amddoong, ot
ocuvéyeln tov Keparaiov 5, n omola pmopel va mpocoppoctel o€ SOPOPETIKES TEYVIKEG
GLALOYNG SLUVOUIK®DY TOPUUETP®Y, TEPILOUPAVOVTOG KOl UETUOPUCTIKEG KOl TPOSPUCTIKEG
mpooeyyicels. Ilo ovykexpipuévo 10 yevikd avoAvTikd pHoviédo  (0TOYOOTIKO) TOL
avantoyOnke eotdlel oty Sadwacio mposToaciog TV  KAOETOV  UETATOUTMV,
TepAapUPavovtoc OAOVG TOVG TOPAYOVTIEG OV LTOPOVV VO GUVEIGQPEPOVY GTNV GUVOAIKT
ypovokaBvuotépnon, OT®mg 0 PLOUOC CTNUATOV HETOTOUTNG, oplOUdC ¥pNnoTdv, o apldpdc
SIKTOV, N TOUVOTNTO EVPECTS OLUDEGIUMY TOP®V, Ol GUVONKES KAVOALOV, 1| EXEEEPYAGTIKT
emPdapovon, kabmg Kot 1 copedpnon (perétn ovpdg). H ocvykekpuévn pebodoroyia eivor
OPKETE EVEMKTN MOTE VO, UTOPEl VoL EPAPUOCTEL GE SLOPOPETIKEG VILAPYOVLOEG OAAN KOl
UEALOVTIKEC AMDGELG OLOYEIPLONC TNG GVVIESIULOTITOG.

AxorovBag, ota emdpeva kepdioe (Kepdriarwo 6 kor Kepdhiorwo 7) 1 yevikn avoAvTiKy
uebodoroyio mpocopuoleTor Yoo Vo LOVTEAOTOOEL AVGEIC UE OLOPOPETIKY] GTPUTNYIKY
Eniyvoong Ilepipadriiovtoc. Zvykekpéva, oto Kegdrowo 6, meprypdpetor kot

UOVTEAOTOIEITOL U0 UETAOPOCTIKY]  TPOGEYYIoN  Oleiplong NG  oLVOESIUOTITAG
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axorovbmvrtag o mpotuma IEEE 802.21 ko 3GPP ANDSF. Zopewmva pe tn cuykekpiuévn
npocéyyon, o KK zmpémel va, {ntd duvapikn minpoeopio oyeTlOUEVT UE TOVE TOPOLS TOL
KéBe dictHov, emavelAnuuéva, ond kabe dikTvo Eexwplotd, Héxpt va Ppet 01KTLO HE apKETOVG
TOPOVE MGTE VO, LITOPEL VoL TOV PIA0EEVIGEL.

Adyov 100 TOavE avENUEVOL QOPTOL ONUOTOOOGIOG 7OV EGAYEL 1| UETAOPUGTIKT
TPOCEYYIOT, U0, EVOALOKTIKT TPOGEYYIoN TEpLypapetal Kot povteionolgital oto Kepaiaro
7. To YopokINPISTIKO OVTAG TNG TPOGEYYIONG €lval OTL €LGAYEL TPOOPUCTIKY] GLAAOYN
duvapukng mAnpogopiag, enexteivovtog mpotumo IEEE 802.21 xon 3GPP ANDSF, divovtog
v dvvatotto otovg KK va taipvouv tnv dvvapikn minpoeopio amgvbeiog omd pio oyeTIK
ovtomta, N omoia opiletarl wg amobetplo duvapkng TAnpopopiag, yxmpic va ypedletal va
EMKOVOVNGOLV e To KAOE dikTvo Eeymplotd, Kabe Popd OV TVPOSOTEITOL 10, LETOTOUTN.
YuyKekpléva, T0 OmoBeTplo  SLVOUIKNG TANPOPOpiog GLAAEYEL avA TOKTH YPOVIKA
SloTHOTO TNV TANPOEOPI0. GYETIKA LE TOV TPEXOVIO (OPTO TOV OLPOPMOV SIKTO®V TNG
MEPLOYNG, MOTE GE TEPIMTOON TOL VRAPYEL avhykn Yy petomopnny omnd éva KK, va
EVNUEPOVEL Ol UOVO Yo TO VIAPYOVTA SIKTLO TNG TEPLOYNG OAAG Kol KOTA OGOV gival
dwbéotua, cOppva e Tic aviykeg Tov KK.

210 Kepdraro 8, mopéyovtal ta anoteAéGUATO OO TNV UETPNOT TNG AmOO0CNS TV dVO
nmpooeyyicewv, evdd 1 uebodoroyia emPePfordvetor amd TPOGOUOIOCES GE KMOOKO TOL
avortoyOnke otov NS2 simulator, meploufdvoviag mANpOC emnektdoywa  UOVTELQ
TPOCOUOIONG HE HETAPANTO aplOUd TEPUOTIKOV KOl SIKTOMV. LVYKEKPIUEVO, Ol OVIOTNTEG
&yovv povtehomomBel wg ovpég, dmov To TakETo E1GEPYOVTUL Kot e&€pyovtal ¢ ovpdc. H
UEAETN] TEPWTTOGE®V OPOPE OVO GEVAPLL TOL GNTOVIOL TOL TPEYOVTOG EPELVITIKOD

EVOLIPEPOVTOG KOl OLPOPOLY ETEPOYEVN OIKTLO, TO OTOl0L TAPOVOIALOLY LYNAN YMPIKN
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TUKVOTNTO. ATOJEIKVOETOL OTL 1) TPOOPUCTIKY| TPOGEYYION EUPOVILEL KAADTEPT TOS0GT Omd
TNV UETAOPACTIK Kol ota 000 oevapl wov peethOnkay, meTvYOivovTog KOADTEPT
GUVAQPELD. GE GYEON LE TIC OTOLTNGELS TOV JIKTO®V 5™ YEVIAG. XVYKEKPEVA, 1 TPOSPAGTIKNY
TPooEyylon mov axoAovdnOnke eupaviCer 60%-65% koAvtepn OmOdOOM ®G TPOG TNV
GUVOAIKT] xpovokaBvoTéPNoN, evd ypetdletor cuvolikd 90% Arydtepovs emnefepynotikong
TOPOVE, TOPOVSLALOVTaG OOV OQEAT GTNV GUVOAIKT EVEPYELOKT] KOTAVIA®GON.

Y10 Kegaiowo 9, mopovcidlovior To ocvumepdopate  omd O TV SwTpipn,
EMYEPNUATOAOYDVTAG Y10 TI] CTOLOAOTNTA TV eEETAlOUEVOV EPELVNTIKOV TPOoPANUATOV
Kol TOV oXed0OTIKOV MeBddmv mov emiAéyOniav Yo v enilvon Tovg, evd mTapdAAnia
TOPOOETEL GUYKEVIPOUEVA T KOPLO GUUTEPAGLLOTO TTOV OVEKVAL.

JuvonTikG To. cvumepdopota meptiapPavouv ta €€ng. Katopydc, ov apyltektovikég
Sdwyelprong g KvnTikoTog, o Tpémel va emTELOVV EVEPYT GLALOYY| TANPOPOPLOY 0T
olo ta emimeda, mePAapPhvovtag SLVOUIKY TANPOPOPIC TOV OEOPA TIC OMOITNGELS TMV
TPEYOVCAOV EPUPUOYDV, KOODG Kol VO EIVOL KOTOVEUNUEVEG, MOTE VO, EXTPETOVY GTO KIVNTO
TEPUATIKO VO TOUPVEL HOVO TOV TIG OMOQACELS, G €va Pabud, divovtog tnv duvaTdTnTa Vol
Swoyelpiletol amoTeAEGUATIKA TO TOADTAOKO TEPPAALOV TOL S1adKTOOV TOV HEAAOVTOC. AT
™V GAAN pepld, ot Avoelg Bo mpémel vo unv emPapbhvouy T KIVITA TEPUOTIKE e VYNAN
TOAVTAOKOTITO KOl KOTAVOAMON EVEPYELNS, KATL TOV Bo. umopovoe vo Tpaypatonom el pe
o VPpIOKN  OPYITEKTOVIKY] TPOGEYYIOT, T Omolol EmMIONG EMTPEMEL TNV  GLVOALKN
BektioTomoinomn Tov GLGTHHOTOC LEGM TNG AVTOPEATIOTOTOIONG TOV EMUEPOVS OVTOTITMV.

Emum\éov, n cuvapmmon amdeoong ival amopaitnto vo cLUTEPIAAUPBAVEL Vo ELEMKTO KoL
SUVOIKO GET TOPAUETPOV, DOTE VO, UTOPEL Vo, VTOGTNPILEL VINPESIEG TPAYLATIKOD KOl UN

TpoyuaTikoy ypdvov. Téhog, oyetikd pe v dladikacio. AMYng amoPicemy, ol AVGELC
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mpoteivetal vo VTooTNPilovy UNYOVICUOVG TPOGOPHOYNAG, OOV JPOPETIKOL aAyop1OpoL
MMG anopdoewv Ba pmopovoay va emAéyoviol pe Pdorn TNV TOAVTAOKOTNTO TOV KAOE
cevapiov, ELOYIGTOTOIMVTOAS TNV XPTOT] VITOAOYIGTIK®V TOP®V, TNV YPNCN ONUATOd0cing Kot
xpoVOoUL.

Me v avaivtikny pebodoroyion mov avoamtuyOnke, amodeiyfnke OTL M oTPATNYIKY
GLALOYNG TANPOPOPIaG TEPIEYOUEVOD KOl EIOIKOTEPH, OLVOIKNAG TANPOPOPING CYETIKO LE
TOVG S100EGTUOVG SIKTVOKOVE TOPOVE TOV KAOE dikTVOL TailEl LEYAAO POAO GTNV GLUVOAIKY|
YPOVOKaBVOTEPN O, OXETIKA [E TNV Sy eiplon Tov petamounmv. Emmiéov, anodelydnke 6Tt
N TomoAoyio (GYETIKA We TO TOCO TVKVA gival ta diktva) givarl vag Tapdyovtog o omoiog
eniong emnpedlel og €va Pabud v cuvolkn ypovokabuvotépnon, kabdg peleTnOnkav dvo
SLQOPETIKG, oeVAPLOL Yio KUOE TPOGEYYIOT. ZUYKEKPIUEVE T TPOOPUCTIKY] TPOGEYYIoN
EUPAVICE KOADTEPT amOO0CT OO TNV LETOOPACTIKY Kol 6TA OVO GEVAPLO TOV PEAETHONKAY,
TETLYOIVOVTOG LEYOAVTEPT] CUVAQELL LUE GE GYEON UE TIG AMOLTNGELS TMV OIKTO®V 5™ YEVIAG.
Tavtoypova, amodeiydnke OTL N TPOSPUGTIKY TPOGEYYIoN YPEWCLETOL GUVOAIKA GTUOVTIKA
AlYOTEPOVG EMEEEPYACTIKOVG TOPOVG, OEGOUEVOL TOV YEYOVOTOG OTL 1] OVTOTITA TOV GLAAEYEL
TPOJPACTIKA TNV TANPOPOpia amd To, didgopa diktva, avarauPdver v eneepyacio TV
artudtev, oviikaiotoviog v enefepyaotiky emiPfdpovvon amd 10 Kabe €va diktvo, TO
0omoi0 GUVEPOIVE LE TNV PETAOPACTIKY| TPOGEYYIOT|, TapoLSLalovtag mBave 0QEAN Kol otV
GUVOAIKT] EVEPYELOKT] KATAVAAWDOT).

Téhog mpoteivoviar avoytd epevvnrikd Oépota yio peAAoviikn epyocio mov &ite Oa
UTOPOVGOV VO OTOTEAOVY TNV GLVEXELN AVTNG TNG EPEVVNTIKNG TPOSTABELNG, ElTE LOpoHV Vo
EKUETOAAEVTOVV TNV OTOKTNUEVT] YVAGCT TPOKEEVOL VO TNV EQOPUOCOVY GE VEOUG TOUEIC

KoL OpaGTNPLOTNTEG.
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ZUYKEKPIUEVA, TO OVOLYTE EpELVNTIKA BEOTA Y100 LEAAOVTIKT EPYAGIO TOV TPOKOTTOVV A0
TNV Topovca daTpiPny, avdyovial 6to yeyovog OTL 1 OLTOVOUIKT dlayeipion SIKTO®V o€
oxéon LE TNV KWNTIKOTNTO TOV ¥PNOTN G€ £TepoyevT| diktva Ba pmopovce va cuvdvaocTel pe
OVOTTTUCCOUEVEG TEXVOAOYIEC TOVL GUVOEOVTOL UE T diKTLA S5* YEVIAG, OT®G OIKTOHMON
kabopilopevn amd Aoyopukd - Software Defined Networks (SDN), kot ewovikomoinon
dikrvokmv Asttovpyrdv - Network Functions Virtualization (NFV), emtpémovtag v e&éhén
Ao TO, LOVTELD SLOYEIPIoTg OIKTO®V LLE PAGT) TNV GLUGKELT], GTO LOVTEAN OLOYEIPLONC SIKTVWOV
pe Pdorn TV TOWOTNTA VANPECIOV Kol TNV EMiyvoon mepParioviog (evnuepotnto
TEPIEYOUEVOV), YPNOLUOTOIDVTAG TNV OVTOVOMIKY Oloyeiplon UE oTOYO TNV GUVOAIKY|
Bektictomoinon TV AetovpPyldV TOL SIKTOLOVL, KOl GLYKEKPEVA TNG Olayelpong g
GUVOEGILOTNTOC,

EmmpocBétmg, ta avompd kpitnpla o oxéon e TV YpovokaBuoTépnor, amaitody Mo
OTOKEVIPOUEVESG HEALOVTIKEG  OpyLTeKTOVIKEG Tov Ba  emurpémovv  emefepyacia Kot
amofnKevon dedoUEVMOV GTOL AKPO. TOV OIKTVOV, MGTE VO aocoPeital N eXKoveVvia Ue TO
diktvo koppod. H avtovopkn diayeipion diktvmv Bo umopohce vo GUVEICQPEPEL TPOS TNV
Kkatebvvon TG amoKEVTPOGON S, KaOMG 16yl TNV aVTO-dlayeipion TG Asrtovpyiag e kdOe
GYETIKNG OVIOTNTOG, TO OMOoi0 OYETICETOL GUECH KOL PE TNV OTOKEVIP®ON TNG dtoyeipiong
ADCEMV CYETIKA HE TNV GUVOECIHOTNTO. XYETIKA pe TO TeAevtoio, Bo pmopovoav va
vrooTPYOovV Kol GEVAPLL TOV EMITPEMOLV TNV ETXKOWVOVIO, GUGKELNC UE GCLOKELT,
LELOVOVTOG OKOUO TEPLGGOTEPO TNV XPOVOKAOLGTEPNOT KoL TNV YPNoN SIKTLOK®V Topwv. H
avaAvTikny pebodoroyia mov avomtuyxnke Bo UTOPOLGE VO TPOGAPUOCTEL GE OVTIGTOLYES
UEAALOVTIKEG ADOELS, MOTE VO, GLYKPivovTal PETOED TOVG HE OTOYO TNV TPOCUPUOYN HE TIG

ATOTNOELS TV SIKTVMOV 6Ta TANIG10, ToV Aladiktdoov Tov MEAAOVTOC,
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