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A B S T R A C T

Polymer scientist have only recently realized that information storage on the molecular level is not only re-
stricted to DNA-based systems. Similar encoding and decoding of data have been demonstrated on synthetic
polymers that could overcome some of the drawbacks associated with DNA, such as the ability to make use of a
larger monomer alphabet. This feature article describes some of the recent data storage strategies that were
investigated, ranging from writing information on linear sequence‑defined macromolecules up to layer-by-layer
casted surfaces and QR codes. In addition, some strategies to increase storage density are elaborated and some
trends regarding future perspectives on molecular data storage from the literature are critically evaluated. This
work ends with highlighting the demand for new strategies setting up reliable solutions for future data man-
agement technologies.

1. Introduction

Humanity has been trying to preserve information since ancient
times, dating back to cave paintings or stone tablets by prehistoric men
40,000 years ago [1]. Today, technological developments allow us to
store much more complex data in a range of storage units, such as data
centers, databases or even in the form of flash memories. In 2014, the
total global digital information was about 4.4 zettabytes
(4.4× 1021 bytes) and it is at least doubling every year [2]. At this
growth rate, it is projected that the amount of information will already
reach around 400 zettabytes (4×1023 bytes) by 2040 [2]. Thus, data
storage and information overload is arguably one of the largest tech-
nological challenges of the 21st century: To be able to store 400 zet-
tabytes of data on established technologies, flash memory manu-
facturing alone would require 109 kg of silicon wafers [3,4]. The
demand greatly exceeds today’s global silicon supply that is estimated
at 107–108 kg [3]. Thus, current technology can only handle a fraction
of the coming data deluge, which is expected to consume all the world's
microchip-grade silicon by 2040.

Before embarking on the discussion about molecular storage media,
it is important to introduce the most common types of data storage (see
Fig. 1): (i) linear binary codes represented by 0 and 1, which are one-
dimensional (1D) by nature and (ii) two-dimensional (2D) matrices,
most commonly represented as Quick Response (QR) codes.

The vast majority of information ranging from computer science to

labelling applications such as barcodes, is represented by linear binary
codes. Thus, in the first part of the present article, linear 1D molecular
storage media, including deoxyribonucleic acid (DNA) and synthetic
macromolecules, are discussed. The storage density and long-term
stability of these 1D structures are compared and the available read out
tools elaborated. In the second part, the particular example of QR codes
is described. QR codes are 2D barcodes that can be elaborated from
linear 1D oligomers, thus a discussion about this area of research is
provided. Finally, in the last part of this article, multi-dimensionality on
molecular level as well as on a surface are compared with each other
and further elaborated critically.

2. Molecular one-dimensional data storage

In the search for molecular storage media, especially for storing data
that needs to be archived (so-called cold data storage) for legal or
regulatory reasons – like rarely accessed surveillance videos, medical
records, or historical government documents – DNA has attracted much
interest in the last decades [5–7] Nature’s information storage, which
carries the genetic information of all living systems, has the capacity to
store much more information per volume compared to a flash memory
[8]. While storing messages in DNA was first demonstrated in 1988, the
first large-scale example of storing data was reported in 2012, when
Church et al. managed to “save” entire books on DNA microchips that
were “read” via DNA sequencing [9–12]. In another example, Goldman
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et al. demonstrated the DNA capacity by storing all Shakespeare son-
nets, a scientific paper in a PDF format, a JPEG image and an extract of
Martin Luther King’s “I have a dream” speech in an MP3 format; thus
storing a total of 757,051 bytes [13]. A new record was set by re-
searchers at Microsoft and the University of Washington, when they
stored 200 megabytes of data on a miniscule amount of DNA containing
1.5 billion base pairs [14].

Major progress by dedicated biotechnological improvements in DNA
science gives direct access to strands’ multiplication (using polymerase
chain reaction, for instance), as well as to fast and more and more
precise readout tools such as the nanopore technology [15–17]. How-
ever, some issues remain in terms of (re-)writing information, the range
of digits (DNA entails only 4 nucleobases) and the information capacity
per repeating unit (i.e. one nucleobase introduces one digit). Other
challenges include biochemical constraints such as errors in the se-
quences, deviations during the sequencing or long-term stability of the
DNA-based data storage [18–20]. Although, it was recently demon-
strated that in certain buffered conditions, plasmid DNA can be used for
long-term error-free data archival (e.g. 3 years at −20 °C or 20 days at
65 °C) [21], maintaining ideal preservation conditions are expensive
and consume energy in the long term.

Polymer chemists realized recently that the potential of data storage
is not restricted to DNA and that some of the aforementioned draw-
backs could be in principle overcome by encoding data at the molecular
level using synthetic macromolecules [22,23]. In this manner, the sto-
rage density can be increased dramatically since monomers constituting
synthetic polymers are not limited to the four nucleobase motifs that
make up DNA [24]. It should be noted here that contemporary research
on xeno nucleic acids (XNA), which are synthetic nucleic acid analo-
gues are not discussed in this perspective article [25]. Moreover, a long-
term stability at ambient temperature, could be in principle achieved by
carefully adjusting the polymer’s structure. Therefore, the recent pro-
gress in the synthesis and characterization of sequence-defined poly-
mers accesses their implementation for data storage purposes, poten-
tially representing the basis for the future data management technology
(see Fig. 2) [26–30]. These advances, detailed below, include the pos-
sibility of 1 bit coding via short sequences and also the preparation of
longer sequences that allow higher storage density or the development
of new (automated) strategies. Each procedure entails various ad-
vantages and drawbacks that will be further discussed (see Fig. 2).

Fig. 2 Strategies for data storage on one-dimensional sequence de-
fined synthetic macromolecules. Advantages and shortcomings in terms
of final data storage is showcased.

For example, Lutz and co-workers reported the synthesis of eight
different oligo(triazole amide) trimers that could encode an information
of 3 bits (23 combinations) [31]. Using conventional molecular char-
acterization techniques such as proton nuclear magnetic resonance (1H

NMR) spectroscopy and matrix-assisted laser desorption ionization
coupled to time of flight mass spectrometry (MALDI-ToF MS), the au-
thors were able to identify the sequence of a given trimer, and thus to
retrieve the stored information. An important aspect when sequencing
is the ability to read the information in the right direction (i.e. left to
right or right to left). This problem can be exemplified in a simple way
using two dimers entailing non-identical building blocks (e.g. A-B).
Depending on the interpretation, the encoded information could be
reconstructed as 1–0 or 0–1, which would corrupt the decoded in-
formation. Hence, it was easier in a first attempt, to prepare short oli-
gomer sequences [32]. The same group later reported the synthesis of
longer sequences containing an information up to 10 bits, based on the
combination of different dyads in a convergent strategy [33]. On the
other hand, Barner-Kowollik and co-workers demonstrated that an en-
coded sequence with varying composition allowed for decoding via
tandem MS, without prior knowledge of its synthetic history [34]. It
should also be noted that even if revealing an unknown chain structure
is possible, this reading process remains an extremely difficult and time
consuming challenge.

A simple workaround, however, is to design sequences that would
fragment, whilst leaving the α- and ω-end groups intact, in addition to
pre-indicating the reading direction. For instance, with this strategy
Lutz and coworkers significantly improved storage capacity to 8 bytes
using a sequence-defined macromolecule entailing eight blocks, in
which every block consisted of 8 bits (64 bits in total) [35]. During the
sequencing process, the macromolecule was fragmented via weak
NOeC bonds, leaving a series of intact bytes. These byte-fragments
contained additional labelling to indicate their respective position,
which later served to identify the order of every byte along the chain.
The fragmented bytes were next individually sequenced under MS3

conditions, revealing the information in the right sequence.
However, major complications arise when larger information sto-

rage is targeted, both in writing and reading. While longer chains allow
the storage of more information, the synthesis of very long sequence-
defined polymers faces practical limitations (e.g. sterical constraints
when using a solid-support, purity decrease with longer polymer chains
etc.) [8,36]. In fact, to allow a storage capacity of 10 MBs via com-
parable approaches (small in terms of day to day usage), a macro-
molecule consisting of 80 million repeating units would be necessary.
However, today’s synthetic techniques simply do not allow such chain
lengths and therefore render methodologies impractical on a “1 bit per
repeating unit” strategy [37].

Thus, strategies that allow improving storage density per repeating
unit or per chain are crucial to obtain high storage capacities on similar
structures. For instance, Meier and co-workers have recently demon-
strated that the capacity of a repeating unit could significantly be im-
proved utilizing multicomponent reactions [38]. Making use of the Ugi

Fig. 1. Representation of various types of molecular data storage. The one-dimensional information storage (molecular barcode) is mainly showcased by DNA and
linear synthetic macromolecules. The two-dimensional information storage is more complex but could be illustrated as a QR code on a surface.
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multicomponent reaction, the encryption and successive decryption of a
molecular key was reported, in which the library of available compo-
nents allowed a total of 500,000 different molecular keys (18 bits),
whereas a combination of six of these keys was reported to reach a size
of 113 bits. To demonstrate the use of this concept, the keys were ad-
sorbed onto paper and re-isolated for subsequent decryption of an en-
coded message. In a further study, sequence defined macromolecules
were synthesized via the Biginelli and the Passerini multicomponent
reactions [39]. By employing repeating units of six components at a
time from a list of more than 100 available components, a density of up
to 24 bits per repeating unit was achieved, demonstrated on a subset of
14 different monomers that were synthesized and evaluated. This study
proved that the storage capacity could be significantly increased by the
ability of preparing a large library of compounds. Moreover, the high
number of different functionalities that can be incorporated along a
backbone or side chain is also a crucial factor for the storage capacity
improvement. For example, while only 32 different pentamers can be
made using 2 different monomers, the amount of different combina-
tions that can theoretically be reached with 20 different building blocks
is 3.2× 106 (i.e. base-20 system). Furthermore, using a combination of
discrete oligomers, would introduce an additional dimension to work
towards increasing data capacity. This point is discussed in the fol-
lowing sections.

3. Particular example of QR codes

QR codes are two-dimensional barcodes, which were designed by
the Japanese company Denso Wave in 1994 [40]. In comparison to
standard barcodes, QR codes became popular as the stored information
density is high, while maintaining high precision, even after code da-
mage [41]. In contrast to one-dimensional barcodes, which are scanned
mechanically (e.g. by infrared light beam) and translated into a digital
output, the design of QR codes is more complex. Generally, QR codes
are scanned with a camera (giving a picture) and an internal program
converts the image into the digital information. During the digitaliza-
tion process, the program recognizes three large squares close to three
of the four corners of the code, and (sometimes) a smaller square close
to the forth corner (see Fig. 3) [41]. Subsequently, the small dots (bits,
1 for blank; 0 for black) are converted into information and validated
with an error correcting algorithm. As it is showcased in Fig. 3, a QR
code design entails error correction, demask pattern instructions and
format corrections. The manual transformation of a QR code is thus
tedious and time consuming and less straightforward as for linear
barcodes. One factor contributing to the complexity of decoding a QR

code manually is the demasking process. The mask pattern is encoded
in the QR code near the upper left square (for faster readouts and to
avoid unreadability after damage, the same information is stored close
to the bottom left square) [42]. Particularly, after demasking, the
readout is more straightforward as illustrated in Fig. 3: (i) The in-
formation read out starts in the bottom right corner with instructions
indicating which type of description has been used. The most common
description is alphanumeric (e.g. links to websites). (ii) The next step is
the length determination of the description. In the example in Fig. 3, a
website was used containing 16 characters. Thus, the next 16 squares
(each 2×4 pixels) encode one character for the readout. And finally,
(iii), the information always ends with a 0000 sequence. The rest of the
QR code is dedicated to a complicated error correction, which is not
further discussed here. However, the error correction enables the read
out of codes even if the information encoded on the QR code has been
partly destroyed [41].

Hence, although (molecular) 1D barcodes are easier to access than
2D-systems and their readout is straightforward, a slight damage results
in irreversible data loss unlike damaged 2D barcodes that still give
highly precise readouts.

Du Prez and co-workers have recently exemplified a strategy for QR
code writing and reading using 1D-sequence-defined oligomers [43,44].

Fig. 2. Strategies for data storage on one-dimensional sequence defined synthetic macromolecules. Advantages and shortcomings in terms of final data storage is
showcased.

Fig. 3. Design of a QR code highlighting the most important features (e.g. error
correction, mask pattern and format correction) as well as the data storage. The
arrows indicate the reading process starting from the encoding (Enc) descrip-
tion to the length (Len) of the word. Afterwards, the full information can be
found, which is stopped by the end (End) code (usually 0000). The rest of the
code is attributed to error corrections (E1-E8).
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In their approach, multiple oligomers were synthesized on an adapted
peptide synthesizer, which resulted in a machine-readable 33× 33 QR
code. The latter could hold a data capacity of 1089 bits. To achieve this,
the QR code was initially converted into a binary string that was en-
coded into multiple sequences of different lengths. While increasing
chain length or number of incorporated functionalities contributes to
the complexity of sequencing, being able to code and decode in-
formation in short time frames is also crucial. Thus, it is important to be
able to computerize the coding and readout process, so that rapid access
to data is possible. Accordingly, in this study, the coding and decoding
process was fully automated by developing the “Chemcoder” algorithm
that converted the obtained sequence fragments into a given QR code
without any errors [43]. Another algorithm “chemreader” was devel-
oped in parallel in order to reconstruct the oligomer sequences from
mass spectrometry data. This example highlights the need of fully au-
tomated strategies for faster and accurate molecular data management,
in terms of synthesis, coding and readout.

4. Multi-dimensional molecular data storage

As discussed in the previous sections, data storage on 1D structures
such as sequence-defined oligomers is a contemporary approach to
address the challenges of the upcoming decades. A few drawbacks of
encoded information on 1D structures include the reading errors caused
by unwanted chemical transformations (such as oxidation and de-
gradation), and a high synthetic effort to re-write information on an
existing oligomer. More precisely, any molecular damage to the mac-
romolecular sequence might result in a completely inaccessible readout
unless self-healing structures are being implemented. As exemplified
with QR codes, such drawbacks can be circumvented by progressing to
writing (optical) information in a 2D fashion. Such information en-
coded surfaces (IES) are accessed by precision spatially resolved surface
chemistry, including nanometer precise modification using photo-
chemistry (even below the diffractive limit of light) [45,46]. Accord-
ingly, information can be encoded on surfaces (e.g. represented by a 2D
barcode such as a QR code) featuring sufficient high spatial resolution
on nanometer scale for future readout [47–49]. Recently, the field of 2D
data storage has advanced [50] and evolved to such a complexity that
careful considerations have to be met. Thus, it is crucial to differentiate
between the dimensionality of the data-encoded substrate (i.e. linear
chains are regarded as 1D, branched structures and surfaces are re-
garded as 2D) and the dimensionality of the final readout (i.e. a barcode
is 1D whereas matrices such as QR codes are 2D). Thus, this section is
dedicated to the question of dimensionality and is structured as follows:
(i) First, the data storage on a dendrimer is discussed. Here, the mac-
romolecule’s architecture is 2D although the information following one
dendron can be regarded as linear (1D). The final readout is a 2D
matrix, thus justifying the presence of this example in this section (see
Fig. 4A). (ii) Then, an example of linear data-encoded sequences casted
on a surface using layer-by-layer (LbL) assembly is presented [51]. The
complexity in such a case is that the 2D substrate is designed to even
form a 3D structure. The final readout, however, will be one-dimen-
sional (following the z-axis) (see Fig. 4B). (iii) In the last part, it is
shown that optical information can also be stored by utilizing non-se-
quence encoded polymers. Here, the data is only stored on the surface
accessible via a 2D readout but never on the molecule itself (see
Fig. 4C). Not included here – but also relevant in terms of 3D data
storage – is a very recent work from Lutz and co-workers, where the
electron diffraction of crystallized sequence-encoded oligomers was
measured. Here, the information is encoded in a 3D manner (expressed
by various lattice distances) [52].

Before embarking on the field of IES, a very recent contribution has
been made on sequence-encoded dendrons [53]. Here, a non-linear
macromolecular architecture design was utilized to generate a barcode
(for a later optical readout). The authors attribute a high storage den-
sity to their system due to the Huffman-like structure of the sequence-

encoded Dendron [54]. Critically, Huffman codes are never symme-
trical, thus the approach of Huang et al. might be Huffman’s code in-
spired [53]. Here, a first-generation dendrimer (see Fig. 4A) was syn-
thesized with a monomer based on a binary code. Subsequently, the
information of a single branch was decoded using tandem MS. Gen-
erally, decoding a full-symmetrical dendrimer (as depicted in Fig. 4A) is
impossible as the reading directionality is missing. Here, linear chains
have the clear advantage of alpha and omega groups representing the
start and the end of the sequence. Thus, the authors opted for a den-
dron, which was synthesized and subsequently analyzed, but where
reading directionality is still not granted. Critically, six divergent MS/
MS induced fragmentation pathways leading to six possible codes were
identified. The data was then transferred into a matrix barcode. The
authors achieved higher information storage capacities in comparison
to their linear analogues. However, the dendrimer system does not
allow for universal writing of information in a single molecule.

A potential technology for future multi-dimensional encryption is
the generation of IES, which are generated by LbL assembly [55]. Here,
the surface is dipped into or spin coated with a solution containing a
polyelectrolyte (e.g. polycation) to generate monolayer (theoretically)
of macromolecules on the surface. Induced by the corresponding
counter ion of the polyelectrolyte, multi-layer defects might, however,
occur. Subsequently, the monolayer surface is dipped into or spin
coated with a solution containing the oppositely charged polyelec-
trolyte (e.g. a polyanion following the previously mentioned case).
Theoretically, the bilayer should adhere due to Coulomb interactions
generating a perfectly negatively charged surface. In practice, however,
superlinear growth is observed [56]. Here, both multilayer addition as
well as interlayer diffusion contribute to a defected surface. Recently,
Lutz and co-workers pioneered a study where they LbL assembled a
library of sequence-defined macromolecules on a surface [55]. They
reported a successful linear deposition of 16 digitally encoded poly-
anions resulting in a 70 nm thick film. Importantly, they prevented the
superlinear growth, which would ultimately transform the heterogenic
16 layers encoded structure to a more defected layer structure by inter-
layer diffusion. Furthermore, Lutz and co-worker described the re-
levance of the sequence decomposition. As 16 layers were assembled, a
total number of 1616 alternatives could have been created. The film
directionality (i.e. reading either from bottom-to-top or top-to-bottom)
is another parameter that they considered.

Having developed a surface-based encoding, the authors expect a
high relevance for future applications. However, unlike QR codes that
are x/y-axis encoded information, Lutz’s approach is a z-axis encoded
approach. Critically, the LbL assembly along the z-axis is thus con-
fronted with minor drawbacks: First, any mechanical damage (e.g.
scratch) applied to the surface will cause irreversible information loss.
As most damages applied to a surface are regional, the information
might still be accessible at another, but intact region. Second, there is
no elaborated readout technology for LbL surfaces available yet. While
digital multilayers have never been characterized to our knowledge, the
work of Lutz and co-worker showcases that a successful deposition is
possible and future investigations regarding the full readout must be
carried out. Generally, most characterizations of layer-deposited sur-
faces are accessed by atomic force microscopy (AFM, for homogeneity
and film thickness) [57], X-ray photoelectron spectroscopy (XPS, for
elemental compositions) [58] and ellipsometry (layer thickness) [55].
Non-destructive mass spectrometric methods with depth-profiling and
high resolution, as required for a successful information readout, are
still in their infancy. A very recent and promising contribution by
Whitesides and co-workers on sequence-encode oligopeptides based on
self-assembled matrix desorption ionization (SAMDI) mass spectro-
metry proves however, that surface-based mass spectrometry is feasible
using the cleavage of the gold/sulfur linkage by irradiation [59]. The
technique requires the attachment of a permanent charge to the se-
quence in order to ensure successful ionization. Another promising
surface technique is the time-of-flight secondary ion mass spectrometry
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(ToF-SIMS), which has a very high x/y axis resolution for molecular
fragments [60,61]. However, the formed molecular ion fragments easily
as the energy for desorption exceeds the chemical bond strength leading
to complex mass spectra. Other milder techniques such as surface-as-
sisted desorption/ionization mass spectrometry coupled to a ToF ana-
lyzer (SALDI-ToF) is highly dependent on the surface nanostructure,
which interacts with the laser energy and operates as the matrix for
ionization. Reported surface nanostructures include HgTe surfaces that
might be hampering the LbL assembly [62]. Also, ToF-SIMS instruments
are equipped with a controlled depth-profiling but SALDI-ToF tech-
nique does not allow for profiling applications. Thus, reading out se-
quence-encoded oligomers casted on a surface in a LbL approach might
be theoretically feasible but will require detailed optimization of the
measuring technique.

Spatially resolved surface patterning for information storage in the
x/y plane (e.g. via a QR code) is challenging. Other than chemical
storage where the readout relies on weak chemical bonds during multi-
dimensional mass spectrometric fragmentation, optical readout is a
physical process and depends on regional differences of surface
roughness. Again, the LbL assembly technique provides the best results
in surface texture. As Ji and co-workers showcased recently [47], a high
quality QR code was generated by LbL deposition of a cationic poly
(ethylene imine) and azide-containing poly(acrylic acid) derivative.
Subsequently, the azide was irradiated under UV light providing robust
cross-links between the individual layers. Furthermore, the authors
demonstrated the self-healing characteristics of the thus encoded in-
formation after the surface has been subjected to mechanical damage.
Here, the surface roughness, which is crucial for the QR code activity,
was restored by exposing the surface to a saturated humidity. Ji and co-
workers attribute the self-healing to the presence of humidity that favor
polyelectrolytes mobility in the un-crosslinked regions and therefore
enable the retrieval of the information patterned on the film (re-
presented by the differences in light scattering). It is important to

mention here that the polymeric material itself was not information
encoded. The information depth resulted from the surface patterning,
creating a QR code for subsequent readout. Thus, a combination of x/y
plane storage (QR code) and sequence encoding along the z-axis by a
LbL assembly could yield unprecedented storage densities with easy
initial optical readout (QR code) and non-optical (but complex) readout
in z-direction. As discussed earlier, Lutz and co-workers have not im-
plemented an easy readout (e.g. by ToF-SIMS) for the LbL assembled
system as the entire system was based on sequence-defined oligomers
where the monomer units were covalently linked together. In their
study, a supramolecular approach might have been a valuable alter-
native via the combination of sequence-defined macromolecules fea-
turing supramolecular assembly.

In a non-sequence defined fashion, Besenius and co-workers re-
ported the controlled growth by sequential deposition of oppositely
charged oligopeptides on gold surfaces [61]. As the resulting stacked
structures are kinetically trapped [62], it might be possible to sequen-
tially reverse the supramolecular forces and to access an easy readout in
z-axis (Fig. 5). This methodology could be translated to sequence-de-
fined polymers in order to design new unprecedented pathways for
multi-dimensional data storage.

5. Conclusion

How data are stored in the future is a task of utmost importance that
has to be tackled within this decade. Promising technologies and pro-
tocols give high precision macromolecules that could be used for en-
coding information. So far, one-dimensional data storage with linear
macromolecules has received major attention. The most advanced
candidate, DNA, serves as life’s library and was given millions of years
to evolve. Scientists see DNA’s high potential for cold data storage due
to the large research that has been done on DNA synthesis and se-
quencing. Nowadays, the technology is available to generate data-

Fig. 4. Various approaches towards a 2D information storage: (A) data-encoded dendrimer design with MS/MS readout; (B) layer-by-layer assembly of sequence-
encoded oligomers (depicted in purple) and disperse polyelectrolytes (depicted in cyan). So far, no readout has been reported for this approach. (C) QR code design
with optical readout and self-healing characteristics.
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encoded DNA strands and to multiply them. Some issues (e.g. base in-
compatibilities, reading errors and the limit of the binary code to the
four nucleobases) stimulate the demand for fully synthetic and more
robust alternatives. Yet, one-dimensional information encoding is sus-
ceptible to irreversible data loss upon undesired chemical transforma-
tion including oxidation, photoprocesses and hydrolysis. Two-dimen-
sional data storage, on the other hand, is a promising alternative that
has raised only little attention so far. Transforming a linear binary code
into two-dimensional codes such as QR codes will circumvent some of
the one-dimensional analogues’ drawbacks. At the same time, the
readout of 2D codes is a physical process (thus rapid and precise)
whereas the readout of linear sequences still relies on sophisticated and
time-consuming physicochemical methods such as mass spectrometry.
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