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Abstract: Currently we are saying that we are at the dawn
of the fourth revolution, which is marked by using cyber-
physical systemsand the Internet of Things. This ismarked
as Industry 4.0 (I4.0). With Industry 4.0 is also closely
linked concept Logistics 4.0. The highly dynamic and un-
certain logisticmarkets and huge logistic networks require
new methods, products and services. The concept of the
Internet of Things and Services (IoT&S), Big Data/Data
Mining (DM), cloud computing, 3D printing, Blockchain
and cyber physical system (CPS) etc. seem to be the proba-
ble technical solution for that. However, associated risks
hamper its implementation and lack a comprehensive
overview. In response, the paper proposes a framework
of risks in the context of Logistics 4.0. They are here eco-
nomic risks, that are associated e.g. with high or false in-
vestments. From a social perspective, risks the job losses,
are considered too. Additionally, risks can be associated
with technical risks, e.g. technical integration, information
technology (IT)-related risks such as data security, and le-
gal and political risks, such as for instance unsolved legal
clarity in terms of data possession. It is therefore necessary
to know the potential risks in the implementation process.
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1 Introduction
The current Industry 4.0, i.e., the fourth industrial revolu-
tion, is characterized by the major role played by new in-
formation technologies in processes and ways of working,

*Corresponding Author: Oldřich Kodym: Department of Master
Studies, College of Logistics, Přerov, 750 02, Czech Republic; Email:
oldrich.kodym@vslg.cz
Lukáš Kubáč: Technical University of Ostrava, Department of Con-
trol Systems and Instrumentation, Ostrava, 708 33, Czech Republic;
Email: lukas.kubac@vsb.cz
Libor Kavka: Department of Bachelor Studies, College of Logistics,
Přerov, 750 02,Czech Republic; Email: libor.kavka@vslg.cz

inevitably shaped by globalization and the international-
ization of companies [1]. Logistic 4.0 as a concept is based
on these same principles and refers to logistics manage-
ment definedby interconnection, digitalizationof informa-
tion and cloud-based computer applications. The complex-
ity of the information to be handled increases, based on
advances in robotization and the standardization of pro-
cesses that has become mandatory due to the expansion
of international trade.

Logistic 4.0 is the use of Cyber-Physical systems (CPS)
that monitor and control the physical processes, usually
with feedback where physical processes affect computa-
tions and vice versa [2]. This CPS use RFID technology in
order to identify, sensing and locate the items, and send
the data to a computer which can collect and analyze this
relevant information. These systems are able to communi-
cate with other systems or with humans using the internet
as a mean of communication and data storage, so that it
can be shared data in real time and processes can be co-
ordinated. This is possible through the use of IoT&S, Big
Data, Data mining and last but not least, cloud computing
technologies.

Use of these technologies will greatly reduce the work
that requires human’s intervention in each step of the sup-
ply chain. Technologies are replacing the process which
is operated and decision-making by the humans. The sup-
ply chain management will be a big network where all the
stakeholders in the supply chain form suppliers to cus-
tomers are able to access it. All the process from the cus-
tomers or suppliers can be managed online in real time.
All activities in logistics will come from the information
received from the internet platform used by all the stake-
holders. The warehouses expense can be reduced to the
minimum or might disappear completely because the cus-
tomers’ orders and the orders to the suppliers are pro-
cessed at the same time, or alternatively dueusing 3Dprint-
ing, when products are created after the orders is created.
This saves not only storage space but also the amount of
raw materials used. Another technology with great poten-
tial is Blockchain. Blockchain is bringing “trust” because
it allows keeping the record throughout the flow of physi-
cal goods. Thanks to a reliable record in Blockchain, com-
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panies can establish measures quickly and transparently.
With Blockchain, physical (paper) records can be fully re-
placed with trusted digital records throughout the supply
chain. It also allows to make full use of the Smart Con-
tract, thereby increasing the level of automation and dig-
itization.

However, impacts of the implementation of new tech-
nologies are not clear. Companies are working towards a
more digitized environment in which processes are auto-
mated, monitored real-time and self-configured. Compa-
nies are getting more transparent by the use of more data
which is acquired, analyzed and used to make decisions.
Logistics 4.0 also enables more flexibility which supports
mass-customization. Besides thismore datawill be shared
throughout the supply chain which will optimize trans-
parencyandSupplyChainperformances. Important in this
process is to take risks into account. On both side, cy-
ber and physical, risks occur, and companies are getting
more vulnerable. Risk assessment while using riskmodels
should create awareness of risks.

One of the biggest hurdles that shippers, freight for-
warders, and logisticsmanagers need to overcome in order
to build toward Logistics 4.0 adoption is the introduction
of IoT devices into the value chain [3]. By equipping trucks,
pallets, containers, etc. with devices RTLS (Real-time locat-
ing systems) that can provide real-time data streams for
planners, we can create an environment in which all of
shipments can be monitored in real-time and proactively
adjusted in cases of potential disruption or uncertainty.
These devices require large, dedicated initial efforts into
researching, selecting, and implementing the right hard-
ware options before we can achieve results. Logistics 4.0
provides value in a number ofways, from improved disrup-
tion management to increased flexibility across the entire
value chain, each of which stems from E2E (end-to-end)
visibility and process transparency. Without a high level
of visibility and transparency, all the fancy technology in
world won’t help us to improve logistics operations. In or-
der to achieve the level of high visibility, each touchpoint
on the value chainmust be connected via digital infrastruc-
ture to every other point. The Logistics 4.0 aim is not to
replace humans in their works, but to avoid inaccuracies
and to have faster processes where the information can be
shared effortless and in real time. It will be always needed
the involvement of people controlling the processes and
taking control of any system failure.

2 Risks of the implementation
process

Logistics companies face and are exposed to several types
of risk. The International Organization for Standardization
(ISO) defined risk in ISO 31000 as “the effect of uncertainty
on objectives”. Otherwise, the risk is expressed as a combi-
nation of the consequences of an event and the associated
probability of occurrence [4]. Now let’s seewhat risks need
to be assessed before we begin implementing the Logistics
4.0 concept (see Figure 1). The main types of risks are eco-
nomic, technical / IT, social, environmental and legal / po-
litical.

To express the risk of processesmathematically,wede-
fine total risk as the sum over individual risks Ri, which
can be computed as the product of potential losses Li, and
their probabilities p (Li):

Ri = Lip (Li) (1)

Rtotal =
∑︁
i
Lip (Li)

Equation 1. Risk evaluation¹
Even though for some risks Ri, Rj, we might have Ri =

Rj, if the probability p
(︀
Lj
)︀
is small compared to p (Li),

its estimation might be based only on a smaller number
of prior events, and hence, more uncertain. On the other
hand, since Ri = Rj Lj must be larger than Li, so decisions
based on this uncertainty would be more consequential,
and hence, warrant a different approach.

2.1 Economic Risks

Automation, digitization, and networking technology re-
quires large expenditures for infrastructure, implementa-
tion andmaintenance costs. Investing in new technologies
brings a high financial risk because we do not knowwhich
processes will be economically advantageous in the long
term and which will not. Technologies are full of uncer-
tainty that will be truly necessary and successful. Choos-
ing the right time and method of investment to be divided
between different technologies and different parts of the
supply chain can be seen as a crucial success factor regard-
ing Logistics 4.0 [5]. There is a risk of incorrect investment
in poor or often immature technologies. On the other hand,
there is a risk of postponing investments, where compa-

1 Source: https://en.wikipedia.org/wiki/Risk_assessment
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Figure 1: Industry 4.0 risk framework²

nies can miss trends and thus the opportunity to place
themselves on the market.

Another economic risk is the adoption of technologies
related to Logistics 4.0. One part of customers is increas-
ingly focusing on new product and service options, but
another group of customers may be reluctant to pay for
new technologies. Another aspect is the emergence of new
businessmodels. Existing businessmodels are focused on
product marketing. Many current executives do not know
how to generate value from data. Companies lack the ex-
pertise to develop data-based businessmodels, or lack the
resources to collect the necessary amount of data to gener-
ate their value.

The principle of Logistics 4.0 is related to the trans-
parency of processes and data. However, there is a risk and
concern that increased transparency of data in the supply
chain might be used to their disadvantage, e.g. when ne-
gotiating price or other terms of trade, based on knowl-
edge of key numbers such as transmission capacity, aver-
age delivery speed, etc. Great concern brings fear of possi-
bly excessive dependence on suppliers of necessary tech-
nologies, for example, with respect to repairs, updates or
maintenance of systems that the user cannot perform inde-

2 Source: https://www.mdpi.com/sustainability/sustainability-11-0
0384/article_deploy/html/images/sustainability-11-00384-g001.png

pendently. The provider can then demand a high price for
these services.

2.2 Technological and IT Risks

The implementation and use of Logistics 4.0 solutions in-
volves technical risks. The technical complexity is increas-
ing, resulting from a merging of mechanical and IT sys-
tems across several stakeholders in a supply chain. Logis-
tics 4.0 might bring a great deal of potential, but also is
associated with a high level of complexity in order to be
implemented. Digital transformation canbe accomplished
in two ways. The first way is to use a new infrastructure,
including a technical side in the form of a new informa-
tion and communication technology (ICT), but also an em-
ployee who will use the new technology. This method re-
quires a large investment but guarantees greater compati-
bility. The second way is to incorporate new technologies
into existing infrastructure. This would reduce the cost
of implementing Logistics 4.0. However, from a technical
point of view, this poses large technical challenges with
very uncertain results and significant compromises. Soft-
ware development that is compatible with existing techni-
cal solutions is also a risk with this method. Whereas ex-
isting systems might not be easily compatible, new devel-
opments would cost a lot of resources. Therefore, making

https://www.mdpi.com/sustainability/sustainability-11-00384/article_deploy/html/images/sustainability-11-00384-g001.png
https://www.mdpi.com/sustainability/sustainability-11-00384/article_deploy/html/images/sustainability-11-00384-g001.png
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software compatible with existing IT solutions in supply
chain is described as a large risk.

In the concept of Logistics 4.0 is a great dependency
on technology and software. In the event of a software or
a system failure, the entire operational value chain could
break down. The enterprise or even the entire supply chain
becomes highly dependent on the functionality of the tech-
nical systems. For this reason, the system must be as re-
silient and redundant as possible, to ensure operability in
the event of a part of the system failing.

In order within Logistics 4.0 technologies to generate
value from data and allow data analysis, data needs to be
on a level that ensures quality and consistency, calling for
unified standards across different functions. It is therefore
necessary to develop unified standards that apply through-
out the supply chain. The clear definition of interfaces, es-
pecially across companies, is of vital importance. Explicit
areas of responsibility have to be defined, and the new
technologies needs to be integrated into the operational
organization.

It is very important to know IT risks when implement-
ing Logistics 4.0. The use of ICT opens the gates to attacks
from the virtual world [6]. The larger the network and the
more interfaces that exist, the larger the potential attack
surface for cyberattacks. Preparations must be made in or-
der to minimize these risks on a technical and organiza-
tional level. Technical solutions include firewalls and vir-
tual private network connections.

Critical is the issue of data protection. Competitive ad-
vantages can be lost if information falls in the hands of
competitors or third parties. This is not only a question of
how to protect data from third parties, but also to know
which kind of data belongs to whom. In the concept of Lo-
gistics 4.0, data ownership remains a central question, be-
cause if data is shared along the entire supply chain and
on clouds, it becomes hard to control where the data came
from and who is allowed to use the data. This is not only a
technical point of view, but also a legal question.

Relating to data itself, the amount of data generated
and handled must be controlled. Appropriate data qual-
ity must be ensured across a multitude of data types. This
also relates to theaspects of technical integration and re-
quired standards. Data competence must be built up, en-
suring that the data that is generated is put to a mean-
ingful purpose and interpreted in a right way. This is the
domain of Big Data technology. Big data challenges in-
clude capturing data, data storage, data analysis, search,
sharing, transfer, visualization, querying, updating, infor-
mation privacy and data source. Following Formula 1, in-
formation and communication technologies involved into

data/information transfer/processing are one of individ-
ual risks.

The core technology of Logistics 4.0 is Cloud comput-
ing. Organizations often have concerns about the migra-
tion and utilization of cloud computing due to the loss
of control over their outsourced resources and cloud com-
puting is vulnerable to risks. Cloud environments experi-
ence the same threats as traditional data center environ-
ments; the threat picture is the same. That is, cloud com-
puting runs software, software has vulnerabilities, and ad-
versaries try to exploit those vulnerabilities [7]. However,
unlike information technology systems in a traditional
data center, in cloud computing, responsibility for mitigat-
ing the risks that result from these software vulnerabili-
ties is shared between the cloud service providers (CSP)
and the cloud consumer. As a result, consumers must un-
derstand the division of responsibilities and trust that the
cloud service providers meets their responsibilities. The
following vulnerabilities are a result of a CSP’s implemen-
tation of the five cloud computing characteristics:

• Consumers lose some visibility and control over op-
erations when transitioning operations to the cloud.
When using external cloud services, the responsibil-
ity for some of the policies and infrastructure moves
to the CSP.

• On-Demand Self Service Simplifies Unauthorized
Use. The on-demand self-service provisioning fea-
tures of the cloud enable an organization’s per-
sonnel to provision additional services from the
agency’s CSP without IT consent. Due to the lower
costs and ease of implementing platformas a service
(PaaS) and software as a service (SaaS) products, the
probability of unauthorized use of cloud services in-
creases. However, services provisioned or usedwith-
out IT’s knowledge present risks to an organization.
The use of unauthorized cloud services could result
in an increase in malware infections or data exfiltra-
tion since the organization is unable to protect re-
sources it does not know about. The use of unautho-
rized cloud services also decreases anorganization’s
visibility and control of its network and data.

• Internet-Accessible Management APIs can be Com-
promised. CSPs expose a set of application program-
ming interfaces (APIs) that customers use tomanage
and interact with cloud services (also known as the
management plane). Organizations use these APIs
to provision,manage, orchestrate, andmonitor their
assets and users. These APIs can contain the same
software vulnerabilities as an API for an operating
system, library, etc. Unlikemanagement APIs for on-
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premises computing, CSPAPIs are accessible via the
Internet exposing themmore broadly to potential ex-
ploitation.

• Separation Among Multiple Tenants Fails. Exploita-
tion of system and software vulnerabilities within a
CSP’s infrastructure, platforms, or applications that
support multi-tenancy can lead to a failure to main-
tain separation among tenants. This failure can be
used by an attacker to gain access from one organi-
zation’s resource to another user’s or organization’s
assets or data [8]. Multi-tenancy increases the attack
surface, leading to an increased chance of data leak-
age if the separation controls fail.

• DataDeletion is Incomplete. Threats associatedwith
data deletion exist because the consumer has re-
duced visibility into where their data is physically
stored in the cloud and a reduced ability to verify the
secure deletion of their data. This risk is concerning
because the data is spread over a number of different
storage devices within the CSP’s infrastructure in
a multi-tenancy environment. In addition, deletion
procedures may differ from provider to provider. Or-
ganizations may not be able to verify that their data
was securely deleted and that remnants of the data
are not available to attackers. This threat increases
as an agency uses more CSP services [9].

It follows from the above that the use of CSP services
entails a number of risks that can be eliminated or at least
reduced by building your own cloud solution, where we
are not dependent on a third party in the form of CSP.
Such a solution is more advantageous from the security
point of view, but entails, among other things, higher in-
vestments in the necessary infrastructure. For this reason,
many companies choose to use CSP services at least at the
beginning of the transformation. Following Formula 1, in-
formation and communication technologies involved into
data/information transfer/processing are again one of in-
dividual risks.

2.3 Social Risks

Of the social risks, job loss is probably the most likely [10].
This applies in particular to those activities that can be au-
tomated. The second vulnerable group are employees who
are not able to adapt quickly enough and meet the new re-
quirements for activities within the ICT [11]. In particular,
IT-related skills will be in demand in the future. Training
should ensure that all employees are adequately prepared.
Due to the competitive pressure on the labor market and

the large number of alternatives for specialists, skilled per-
sonnel in particular is associated with high costs. Alterna-
tively, IT-related experts can be accessed via external ser-
vice providers, which can be contracted, but also are ex-
pensive and generate new dependencies. Employees who
understand the traditional approach and IT at the same
time are highly valued, to mediate between both. New de-
mandsonemployees andadditional tasks atwork can lead
to overload and strain. The loss of social interaction, as
tasks are given increasingly to computers and automated
services, is a further social risk.

Among others, additional risks arise from internal re-
sistance and an inadequate corporate culture. It remains
a risk that older employees or medium-level managers
do not support the necessities of organizational transfor-
mation. The risk for an organization to be paralyzed and
miss important developments due to a lack of openness
and courage to do something new is critical. New systems
and processes should be accepted and used. Vital features
such as communication and the exchange of information
have to be ensured. Relating to several economic and so-
cial risks, there is a risk that manufacturing, and services
relocation could be a result. Employees’ resistance or lack
of qualified personnel could drive owners to relocate their
business to areas of the world where both aspects do not
play such a major role.

2.4 Ecological Risks

One of the areas that needs to be considered from an
ecological point of view is consumption. The implemen-
tation of Logistics 4.0 in practice and the application of
digitization and new technologies involves various ecolog-
ical risks and impacts. Thoughtful implementation plan
can mean the critical difference whether Logistics 4.0 will
bring environmental benefits or vice versa environmental
risks. An examplemight be the consumption of rawmateri-
als or energy. Implementation of Logistics 4.0 technologies
usually requires newmachineswhose production requires
a large amount of rawmaterial. For example, if the genera-
tion, transport, and storage of energy for the implementa-
tion and use of Logistics 4.0 technologies consumes more
energy than the efficiency gains that would be generated,
then assuming the complete adoption of all external ef-
fects is at least questionable from a macroeconomic point
of view [12]. This relates especially to data transmission,
decentralized systems such as Blockchain. Each verifica-
tion transactions within Blockchain requires high comput-
ing power and thus high energy consumption. The larger
the Blockchain network, the more energy-intensive it is.
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Among the ecological risks are increased waste gen-
eration and emissions. Many companies making efforts
to retrofit the existing machinery and equipment to save
costs and resources. However, this will not be possible for
the vastmajority, due to the great complexity and required
new technological capabilities. Themajority of parts of the
old machines or plants has to be discarded and ends up in
landfills. This represents a burden on the global environ-
ment, especially since the decomposition anddegradation
of many waste materials takes a very long time.

An interesting question is Customization - of whether
it’s an advantage or a risk. On the one hand, customization
can mean time, material and energy savings, because the
product is produced only on the basis of a specific order.
On the other hand, product standardization involves the
possibility of product re-use, while individualized prod-
ucts are more difficult to reuse. Therefore, waste might be
increased, and recycling might becomemore difficult with
non-standardized products. An inadequate infrastructure
poses a major risk to competitiveness in the global market.

2.5 Legal and Political Risk

The applicability or diffusion of technologies is also influ-
enced by politicians through laws that either support new
technologies and create a favorable environment for their
application, or, on the contrary,may create obstacles to the
wider deployment of new technologies, either through leg-
islative obstacles or political inactivity - thus, the absence
of necessary laws. If digitizationandnetworkingare tofind
their way into the economy, the infrastructure must sup-
port andpositively influence these efforts. Politiciansmust
ensure that an appropriate infrastructure is provided [13].

One aspect that is often neglected but will have a ma-
jor impact on the success of I4.0, are legal issues and how
they will affect digital transformation. From a legal point
of view, open questions need to be clarified with regard
to data protection, data possession, data handling, lia-
bility (product liability, contractual liability and distribu-
tion/assignment of risk), jurisdiction, data protection and
IT security, labor law, Intellectual Property. Another risk is
the lack of standards, which hampers cross-border coop-
eration. Some questions of jurisdiction remain unresolved,
such as for examplewhena transactionwith a foreign com-
pany is carried out via the Internet or the role of online
contracts or even “smart contracts” that aremade automat-
ically [14].

3 Risk management
We mentioned possible risks associated with the imple-
mentation of the Logistics 4.0 concept. At the same time,
wemust not forget the risks of common logistics processes
and of course the risks that individual technologies bring
(their weaknesses). But how to work with risks? The an-
swer is Risk management.

Risk management is a systematic mechanism for man-
aging the risks or threats facing an organization in order to
enable it to recognize the events thatmay result in unfortu-
nate or damaging consequences and to establish the best
course of action for identifying, assessing, understand-
ing, acting on, and communicating risk issues [15, 16].
The risk management process aims to identify and assess
risks in order to enable the risks to be understood clearly
and managed effectively. The key step linking identifica-
tion/assessment of risks with their management is under-
standing [17]. Risk management also includes taking ap-
propriate measures to minimize threats. However, it is not
a one-off process: if risk management is to be effective, it
is a continuous process.

In general, risk management steps can be identified:

1. Establishing the context: it focuses on the activi-
ties of the Company; it identifies what can threaten
us with respect to needs, which includes social, eco-
nomic, legal, technological and ecological factors.
In establishing the context, it is also necessary to
identify those entities that may influence some of
our risk management decisions. A key aim of the ‘es-
tablish the context’ step in the riskmanagement pro-
cess is to identify the organization’s objectives, and
those external and internal factors that could be a
source of uncertainty, so that risks can be identified
more readily.

2. Identify the Risk: A company should identify in-
ternal and external events that have the potential
to effect the company’s operations by analyzing
the workflows and processes and listing risks and
causes, the extent of risk that is faced, and the im-
pact of identified risks on company’s operations. It
is important that the internal and external events
that could affect the achievement of the objectives
of the organization are identified, distinguishing be-
tween risks and opportunities. For the identification
of risks, multiple systems can be used. One of them
is to use similar backgrounds, both in our company
and in other companies that resemble by their activ-
ity or reach. Another possibility is to use specific an-
alyzing tools (Ishikawa diagram, flowchart or other
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types of specialized diagram systems) or other stan-
dardized analysis systems, such as SWOT analysis
(Strengths, Weaknesses, Opportunities, Threats).

3. Analyze the risk: After identification, it is impor-
tant to proceed to risks analysis that have been de-
tected (Technical, external, organizational, manage-
ment, etc.). Their influence on the project (mild,
moderate or severe impact on the project), or the
probability of the risk arising (low, intermediate or
high probability). The aim of risk analysis is to gain
an understanding of the nature of each risk, includ-
ing themagnitude of its consequences and the likeli-
hood of those consequences, and therefore to derive
the level of risk.

4. Evaluate the risk: Risk evaluation uses the informa-
tion generated by risk identification and risk analy-
sis to make decisions about whether each risk falls
within an organization’s risk criteria and whether it
requires treatment. Normally organizations specify
the actions required by managers for risks at each
level of risk and the time allowed for their comple-
tion. They also specify which levels of management
will be permitted to accept the continued exposure
and tolerance of certain levels of risk.

5. Treat the Risk: This is also referred to as Risk Re-
sponse Planning. During this step you assess your
highest ranked risks and set out a plan to treat or
modify these risks to achieve acceptable risk lev-
els. How can you minimize the probability of the
negative risks as well as enhancing the opportuni-
ties? You create riskmitigation strategies, preventive
plans and contingency plans in this step.

6. Monitor and Review the risk: This is the step
where you take your Project Risk Register and use
it to monitor, track and review risks. A company
should definemonitoring Infrastructure by develop-
ing control procedures thatmonitor and reviewbusi-
ness critical processes, the company should also
have audit procedures in place to determine if those
risk related control procedures are working effec-
tively and should periodically perform audits on the
control procedures to determine or the risk monitor-
ing process are working effectively and as expected,
if necessary make adjustments or improvements to
improve risk monitoring processes.

Ignoring risks associated with business or other ac-
tivities might not pay off. Risks may negatively affect the
following areas: financial situation; reputation, credibil-
ity and status; customer and public confidence in a par-
ticular organization; health and safety of employees, cus-

tomers; facilities, equipment and environment. All possi-
ble risks must be taken into account in each part of the
business. Each area of activity is unique and the risks it
entails are also specific. Effective risk management does
not mean that all risks are avoided: however, we can sig-
nificantly mitigate the risks and their consequences.

4 Blockchain
A blockchain is a decentralized, distributed database that
is used to maintain a continuously growing list of records,
called blocks. Each block contains a timestamp and a link
to a previous block. By design and by purpose blockchains
are inherently resistant to modification of the data. Func-
tionally, a blockchain can serve as “an open, distributed
ledger that can record transactions between two parties ef-
ficiently and in a variable and permanent way.” [18, 19].
Each transaction in the public ledger is verified by con-
sensus of a majority of the participants in the system.
And, once entered, information can never be erased. The
blockchain contains a certain and verifiable record of ev-
ery single transaction ever made.

Blocks are made public to all the network after being
linked to one another using “hashes” which take an input
string of any length and convert it into a fixed-length string.
Hashing is generating a value or values froma string of text
using a mathematical function and is one way to enable
security during the process of message transmissionwhen
the message is intended for a particular recipient only. A
formula generates the hash, which helps to protect the se-
curity of the transmission against tampering.

4.1 Mathematical Foundations of Blockchain

The fundamental part of Blockchain are cryptographic al-
gorithms. In particular, the ECDSA algorithm is an Ellip-
tic Curve Digital Signature Algorithm, which uses elliptic
curves andfinite fields to sign data so that a third party can
confirm the authenticity of the signature by eliminating
the possibility of falsification. ECDSA uses different pro-
cedures for signing and verification, consisting of several
arithmetic operations. The signing algorithmmakes use of
the private key, and the verification process makes use of
the public key.

Elliptic Curve Cryptography (ECC) is a method of
public-key encryption based on the algebraic function and
structure of a curve over a finite graph. It uses a trapdoor
function predicated on the infeasibility of determining the
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discrete logarithm of a random elliptic curve element that
has a publicly known base point.

Basic principle: you have a mathematical equation
which draws a curve on a graph, and you choose a ran-
dom point on that curve and consider that your point of
origin. Then you generate a random number, this is your
private key, you do some magical mathematical equation
using that random number and that “point of origin” and
you get a second point on the curve, that’s your public key.
When you want to sign a file, you will use this private key
(the randomnumber)with a hash of the file (a uniquenum-
ber to represent the file) into a magical equation and that
will give you your signature. The signature itself is divided
into two parts, calledR and S. In order to verify that the sig-
nature is correct, you only need the public key (that point
on the curve that was generated using the private key) and
you put that into another magical equation with one part
of the signature (S), and if it was signed correctly using the
the private key, it will give you the other part of the signa-
ture (R). So to make it short, a signature consists of two
numbers, R and S, and you use a private key to generate
R and S, and if a mathematical equation using the public
key and S gives you R, then the signature is valid. There
is no way to know the private key or to create a signature
using only the public key.

ECDSA uses only integer mathematics, there are no
floating points (this means possible values are 1, 2, 3, etc.
but not 1.5.), also, the range of the numbers is bound by
how many bits are used in the signature (more bits means
highernumbers,meansmore security as it becomesharder
to ‘guess’ the critical numbers used in the equation), as
you should know, computers use ‘bits’ to represent data,
a bit is a ‘digit’ in binary notation (0 and 1) and 8 bits rep-
resent one byte. Every time you add one bit, the maximum
number that can be represented doubles, with 4 bits you
can represent values 0 to 15 (for a total of 16 possible val-
ues), with 5 bits, you can represent 32 values, with 6 bits,
you can represent 64 values, etc. one byte (8 bits) can rep-
resent 256 values, and 32 bits can represent 4294967296
values (4 Giga). Usually ECDSA will use 160 bits total, so
that makes well, a very huge number with 49 digits in it.
ECDSA is used with a SHA1 cryptographic hash of the mes-
sage to sign (the file). A hash is simply another mathemat-
ical equation that you apply on every byte of data which
will give you a number that is unique to your data. Like for
example, the sum of the values of all bytes may be consid-
ered a very dumb hash function. So if anything changes
in the message (the file) then the hash will be completely
different. In the case of the SHA1 hash algorithm, it will
always be 20 bytes (160 bits). It’s very useful to validate
that a file has not been modified or corrupted, you get the

20 bytes hash for a file of any size, and you can easily re-
calculate that hash to make sure it matches. What ECDSA
signs is actually that hash, so if the data changes, the hash
changes, and the signature isn’t valid anymore.

The elliptic curve needs to consist of points that satisfy
the equation:

y2 = ax3 + b

(x,y) on the curve represent a point, while both a and b are
constants.

More details about mathematical description of Ellip-
tic curve cryptography is given, for example, byHansKnut-
son [20] or Eric Rykwalder [21].

4.2 Cryptographic hash functions

A cryptographic hash function is a special class of hash
functions that has various properties making it ideal for
cryptography. There are certain properties that a crypto-
graphic hash function needs to have in order to be consid-
ered secure:

• Deterministic – meaning that the same message al-
ways results in the same hash.

• Quick Computation - The hash function should be
capable of returning the hash of an input quickly. If
the process isn’t fast enough then the system, simply
won’t be efficient. Computationally hash functions
are much faster than a symmetric encryption.

• Pre-Image Resistance - Given a hash value h it
should be difficult to find any message m such that
h = hash(m). This property means that it should
be computationally hard to reverse a hash function.
This property protects against an attacker who only
has a hash value and is trying to find the input.

• Second pre-image resistance - Given an input m1,
it should be difficult to find a different input m2
such that hash(m1) = hash(m2). This property is
sometimes referred to as weak collision resistance.
Functions that lack this property are vulnerable to
second-preimage attacks.

• The Avalanche Effect - Even if you make a small
change in your input, the changes that will be re-
flected in the hash will be huge.

• Collision resistance - It should be difficult to find two
different messagesm1 andm2 such that hash(m1) =
hash(m2). Such a pair is called a cryptographic hash
collision. This property is sometimes referred to as
strong collision resistance. It requires a hash value
at least twice as long as that required for pre-image
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resistance; otherwise collisions may be found by a
birthday attack [22].

Informally, these properties mean that a malicious ad-
versary cannot replace or modify the input data without
changing its digest. Thus, if two strings have the same di-
gest, one can be very confident that they are identical. Sec-
ond pre-image resistance prevents an attacker from craft-
ing a document with the same hash as a document the at-
tacker cannot control. Collision resistance prevents an at-
tacker from creating two distinct documentswith the same
hash.

4.3 Consensus Algorithms in Blockchain

Consensus algorithms are of the highest relevance to
blockchain technology since the purpose of Bitcoin was to
transfer value in an unregulated, distrusting environment,
where a sure way of validating transactions was needed.
The goal of the consensus algorithm is to ensure a single
history of transactions exists and that that history does not
contain invalid or contradictory transactions. For example,
that no account is attempting to spend more than the ac-
count contains, or to spend the same token twice, so-called
double-spending.

We know that Blockchain is a distributed decentral-
ized network that provides immutability, privacy, security,
and transparency. There is no central authority present
to validate and verify the transactions, yet every transac-
tion in the Blockchain is considered to be completely se-
cured and verified. This is possible only because of the
presence of the consensus protocol which is a core part of
any Blockchain network.

A consensus algorithm is a procedure through which
all the peers of the Blockchain network reach a common
agreement about the present state of the distributed ledger.
In this way, consensus algorithms achieve reliability in the
Blockchain network and establish trust between unknown
peers in a distributed computing environment. Essentially,
the consensus protocol makes sure that every new block
that is added to the Blockchain is the one and only ver-
sion of the truth that is agreed upon by all the nodes in
the Blockchain.

Bitcoin solved the consensus problemby, for each new
block announcing a target, which the hash of the previ-
ous block, the current block and a variable nonce has
to equal less than. Since the output of the hashing func-
tion is evenly distributed, it’s impossible to create a block
such that it with certainty will be easy to reach the target.
Therefore, there is a race between the mining computers

in the network to find the right nonce. Once a target is
reached, themining computer broadcasts that block to the
network and other participants validate the transactions.
If enough validating nodes find the transactions to add up,
they agree upon that block being added to the chain. This
procedure is called proof-of-work (PoW). Since the goal is,
not to give too much power to a single person or organi-
zation, a limited resource has to be chosen which will be
spent upon voting for the validity of a block. In PoW, that
resource is computing power.

Proof of Stake (PoS) is the most common alternative
to PoW. In this type of consensus algorithm, instead of
investing in expensive hardware to solve a complex puz-
zle, validators invest in the coins of the system by locking
up some of their coins as stake. After that, all the valida-
tors will start validating the blocks. Validators will vali-
date blocks by placing a bet on it if they discover a block
which they think can be added to the chain. Based on the
actual blocks added in the Blockchain, all the validators
get a reward proportionate to their bets and their stake in-
crease accordingly. In the end, a validator is chosen to gen-
erate a new block based on their economic stake in the net-
work. Thus, PoS encourages validators through an incen-
tive mechanism to reach to an agreement.

There are a number of other algorithms such as: Proof
of Burn (PoB), Proof of Capacity, Proof of Elapsed Time
(PoET), Proof of Activity, Proof of Weight, Proof of Impor-
tance, Leased Proof of Stake, etc.

Implementation into logistic model of AutoID processing

Many information systems (ERP and other categories) are
nowadays extended for providing better/extended data se-
curity as a prevention for information risks. For the pur-
poses of presentation andmodelling AutoID processes Col-
lege of Logistics uses its laboratory model of data gather-
ing informationwithbasic information system.Basic struc-
ture of the physical model is presented at Figure 2a, exam-
ple of data structures used is at Figure 2b.

The model is rail yard in H0 scale. It represents very
simple configurationwith two parallel rail ovals. There are
two simple stations for simulation of loading and unload-
ing. Data read from the train model are processed in a con-
nected information system (EPCIS). RFID readers with an-
tennas are placed in specified locations of the rail yard
model together with magnetic readers, together they mon-
itor the movement of the trainset. Models of wagons are
made of plastic. This is difference from real metal wagons.
This is limitation formodelling of radiofrequency readings.
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Figure 2: a: block structure of physical model; b: part of data structures (tables with relations)

Figure 3: Blockchain Notarius structure³

Real metal environment requires special tags to eliminate
lower readability [23].

Blockchain technology is used to secure data describ-
ing particular steps of defined logistics processes. Selected

3 Source: http://www.electroindustry.cz/fs/97be04be-ee93-11e9-aac5-
00155d092b8f-blockchain-brochure-eng.pdf

event records are used for hashes generation and theses
hashes are sent to one of blockchain nodes in EAI Notarius
structure. The Blockchain Notarius application provides
service of registration of data files on the blockchain, and
the service of verification of whether a submitted copy of a
file is identical to the registered original. See Figure 3.

http://www.electroindustry.cz/fs/97be04be-ee93-11e9-aac5-00155d092b8f-blockchain-brochure-eng.pdf
http://www.electroindustry.cz/fs/97be04be-ee93-11e9-aac5-00155d092b8f-blockchain-brochure-eng.pdf
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5 Conclusion
The Logistics 4.0 concept brings a number of advanced
technologies (IoT, Big Data, cloud computing, 3D printing
or Blockchain) and with them several key benefits for the
future of the supply chain, such as E2E visibility - produc-
ing and making available the sort of high-quality, mission
critical data upon which efficient transport operations de-
pend, real-time and integrated planning a monitoring. Re-
garding the supply chain, the digital transformation and
the use of intelligent and cooperative systems will make
the supply chain smarter, more transparent and more effi-
cient in every stage. There will be a particular focus in new
models which will be more closely to individual customer
needs, promoting a significantly increase of the decision-
making quality and become more and more flexible and
efficient in the near future.

Unfortunately, implementation of new technology
brings not only benefits but also potential risks. Poor im-
plementation means for companies’ large economic risk,
especially with regard to high initial investment. It is nec-
essary to think carefully what technologies are suitable for
the company and determine the right time to implementa-
tion them. It is also necessary to identify any technical, so-
cial, ecological or legal risks. All these risks do not act sep-
arately but are closely related and overlapping. To avoid
risks due to poor implementation and the related threats
to the company, it is necessary to use risk management.

Participation in EAI blockchain allow College of Lo-
gistics to present up to date attempt do data security. Our
students can get familiar with processes for safe informa-
tion processing and academic staff has very good resource
for modelling, experimenting and simulation in process-
ing and securing of logistic data in information systems.
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