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Abstract

Necessary and sufficient conditions are given on matrices A, B and S, having en-
tries in some field I and suitable dimensions, such that the linear span of the terms
A'SB’ over T is equal to the whole matrix space.

This result is then used to determine the cardinality of subsets of F [A]SF[B] when
[ is a finite field.
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1. Introduction

We start by stating a purely linear algebra problem:

Problem 1.1. Let m,n be integers and ' be any field. Let A, S, B be matrices hav-
ing entries in b of dimensions m X m, m X n and n X n respectively. Give necessary
and sufficient conditions for the [ -linear span of {AiSBj},-,j eN, f0 be equal to the
whole matrix space F™*",

A solution to this problem will be provided in Section 3.
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Notice that the previous problem has also an impact in Cryptography since it gives
necessary and sufficient conditions for the attack in [1, Section 3] to be performed
in provable polynomial time.

Starting with Section 4 we will assume that the base field [ represents the finite
field F = [, having cardinality g. Under these conditions and the conditions
that gcd(m,n) = 1 and the characteristic polynomials of the matrices A and B are
irreducible we are able to show in Section 4 that {A’SB/ }i,jen, spans the whole
vector space F*" as soon as S # 0.

In Section 5 we will prove that whenever the set {A’SB/ }i,jen, spans the whole
matrix ring as a vector space over the finite field [, the cardinality of subsets of
F[A]SF[B] can be explicitly computed. A particular instance of this computation
(i.e. when S is the identity matrix and A, B have irreducible characteristic polyno-
mial) has already been approached via inequalities in [2].

2. Notation and Preliminaries

Let [ be a field and denote by (S)r the linear span over [ of a set & of elements
in some [-vector space. Entries, rows and columns of matrices are indexed by
integers starting from zero; I, and, respectively, 0,,x, denote the n X n identity
matrix and the m X n zero matrix — indices may be omitted when no ambiguity
arises.

Moreover, given M € [,

o the minimal polynomial p,, of M is the monic generator of the ideal {p(s) €
Fls]: p(M) = O};

o the characteristic polynomial of M is y s (s) = det(sl — M);

o &y is the set of eigenvalues of M, i.e., the zeros of y s in some field exten-
sion of [F;

o [ 1’\1/[ and 721’3/1 are the left and, respectively, right eigenspaces of M associated

with A € Eyy;
e Ly = U LH\{0tand Ry = U Ry, \ {0} are the sets of left and,
/lESM /IESM

respectively, right eigenvectors of M.

e M is cyclic (or non-derogatory) if one of the following equivalent conditions
holds true:



- HM = XM;
— M is similar to a companion matrix;

— each eigenspace of M has dimension 1, i.e., every eigenvalue has geo-
metric multiplicity 1.

The definition of the Kronecker product and some of its properties are given next.
More details may be found, for instance, in [3, Section 12.1].

The Kronecker product of matrices M € F*P and N € F"**4 is the block matrix
M ®& N = [m; jNlo<i<m,0<j<p € F™"P9,

representing the tensor product of the linear maps corresponding to M and N.
Therefore, it satisfies the property

MeN)P®Q)=MPQ®NQ, (1)

whenever the matrix products on the right side can be computed.

The (column) vectorization of M is the (column) vector v(M) € F™P formed by
stacking the columns of M. Note that v : F”"*P — [P is an isomorphism of
[F-vector spaces, establishing a correspondence between entry (Z, j) of M and entry
i +mjof v(M).

Using this notation, given three matrices M, X, N of suitable dimensions,

v(MXN) = (NT® M) v(X). (2)

3. A basis for the vector space of m X n matrices

Let matrices A, B, and S as in Problem 1.1 and define
Vaps = {A'SB/ Y j>0)r-

In this and in the following section, conditions will be given, which ensure that the
dimension of V4 pg.s is maximal, i.e., equal to mn.

Theorem 3.1. Let A € F™™ B € ™" and S € F™". Then, the following
conditions are equivalent:

Va,ps =™ 3)

uSv #0, Yu e La,v € Rp. 4)



The proofs of the implications of Theorem 3.1 will be shown separately. In partic-
ular, “(3) = (4)” will be demonstrated later on as a consequence of formula (14),
concluding the proof of the theorem, while the converse implication will be stated
as an independent proposition after two preparatory lemmas.

The first one provides a necessary condition for (4) and, as a consequence of The-
orem 3.1, for (3).

Lemma 3.2. If condition (4) holds, then both A and B are cyclic.

Proor. Let [ be an extension field containing all eigenvalues of A and B. Given any
left eigenvector u € L4, consider the linear map y,, : E" — E, x — uSx, whose
kernel has at least dimension n — 1. If B is not cyclic, it has a right eigenspace
Rg € " of dimension greater than one. Therefore, there exists a nonzero vector
v € Rg Nkervy, such that y, (v) = uSv = 0.

The same reasoning may be applied exchanging the role of A and B, thus showing
that if either A or B is not cyclic, condition (4) cannot be satisfied. Il

The second lemma is well known in the case I = C (see [4, 5]). For completeness,
a self-contained proof for any field | will be given here.

Lemma 3.3. Let H € FP*P, K € FP*4 and assume that Eg C [, extension field
of . Then, for any d > deg ugy,

rankg [K HK --- HI'K|=peranke [\ -H K|=p, VAe&p.

Proor. Observe that for any matrix M with entries in [, ranky M = rankg M, since
the rank depends only on the invertibility (in [) of square submatrices of M. So,
this equivalent statement will be proved:

rank[E[K HK --- Hd‘lK]<p<:>3/l€8H:rank[E[sI—H K]<p.

“=”: Be u € E'*P a nonzero vector such thatu |[K HK --- HY'K| =0and
be a € E[s] any generator of the principal ideal 7 = {f € E[s] : uf(H) = 0}.
Since uy € I, dega < degupy < d and a(d) = O for some A € Ey. Write
d-1 ,
a(s) = (A1 —s5)b(s), withb(s) = . b;s* ¢ I,and letv = ub(H). Then, v £ 0,
i=0
d-1 . d-1
vK =ub(H)K = Y buH'K = > b0 =0,
i=0 i=0

and v(A1 - H) = u(Al — H)b(H) = ua(H) = 0. Thus, v [AI - H K] =0.



“&”: There exist 1 € &g and a nonzero u € EP such that u [/U -H K] =0,
i.e., uH = Au and uK = 0. Hence,

u[K HK - Hd—lK]zu[K AK - /ld‘lK]:O.

Proposition 3.4. Under the assumptions of Theorem 3.1, (4) = (3).

Proor. Assuming that condition (4) is satisfied, a sequence of implications will be
established, which prove that also condition (3) holds true.

First of all, note that matrices {A’SB/} generate F”*" if and only if the corre-
sponding vectors {v(A'SB’)} generate """, Therefore, we get that

(3) & ({V(A'SB))}i jso0r = F™. (5)

By (2) and (1), it follows that
v(A'SB)) = v(A'SB’I,)) = (I, ® A)v(SB)) = (I, ® A)' v(SB/).

Let F = I, ® A € ™™™ "which is a block diagonal matrix, and be G the mn X n
matrix whose columns are v(SB’), 0 < j < n. The (right) image of G, i.e., its
column span, corresponds through v to the span of SB/, 0 < j < n. Analogously,
for any 0 < i < m, the image of F'G corresponds to the span of A’SB/, 0 < j < n.
Hence, by the Cayley-Hamilton Theorem,

({V(A'SB)));i jz0)r = imgg [G FG --- F"'G]. (6)

Observe that the degree of the minimal polynomial ur = gyga = pa cannot be
greater than m and so, by (5), (6), and Lemma 3.3, we can state that

(3) & imgg [G FG .- F™'G]=F""
& rankg [AI—F G| =mn, ¥4 € Ea, (7)
being | an extension field of [ containing the eigenvalues of F, i.e., of A.

In order to determine the conditions that guarantee that the rank of the polynomial
matrix C(s) = [sl -F G] does not drop as s € &4, it is necessary to analyze the
structure of C(s) with greater detail.

Denote by G;, 0 < i < n, the m X n blocks forming matrix G. Then

sl —A Go

sl —A Gy
Cs)=[sI-F G| = N o (8)

sl—A G,



For any @ € &4, the rank of C(«) is mn if and only if wC(a) # 0 for every
w # 0. In particular, we shall consider only nonzero vectors w such that w(al —
F) = 0, since otherwise condition wC(a) # 0 would be obviously satisfied. As
al - F = I, ® (al — A), it turns out that w(al — F) = 0 if and only if w =

[uo up - un_l], with u; € Lj, 0 < i < n. Under this condition,
al — A Go
al — A G
wC(a)=uo wr o] :
al — A Gn—l
= [0 MQGO+M1G1 + .- +un_1Gn_1] . (9)

By Lemma 3.2, A is cyclic. It follows that, since the eigenspace L4 has dimension
1, it is generated by one (eigen)vector, say u # 0, whence u; = y;u, y; € L
for 0 < i < n, not all zero. Summing up, the rank of C(a) is mn if the linear
combination
YouGo + yiuGi + - - + yn1uGpn-1

is not zero for any choice of the (not all zero) coefficients y;,i = 0,...,n -1, i.e.,
if the vectors {#G;}o<;<, are linearly independent. Hence, by equivalence (7), it
follows that

3) & {uG;}o<i<n are E-linearly independent, Yu € L4. (10)

Consider now any u € E'™™ and define the matrix

uGy

uG1
D=U,®u)G = . e E™".

uGp-y
Moreover, let (SB/); be the i-th column of SB/ forevery 0 <i <nand0 < j < n.

By definition, the j-th column of G is v(S§B/), which contains, stacked, vectors
(SB’);. Therefore, in particular, the j-th column of G;, is (SB/);. Consequently,
the j-th component of uG;, which is the entry at (i,j) of D, is u(SB’);. At the
same time, this value is the i-th component (column) of uSB/, i.e, the entry at (j,i)
of the matrix whose rows are uSB’. In other words,

uSB°

. uSB!
DT =

uSB"!



Since D is square, its rows are linearly independent if and only if its columns share
the same property. Applying again Lemma 3.3 with H = BT and K = (uS)", we
get that

{uG; : 0 <i < n} are E-linearly independent S (1)
{(uSB’ : 0 < j < n} are E-linearly independent =
rankg [uS)" BTwS)T - (BN"'wS)| =n &

ranky [/U -BT (uS)T] = rankp [/Uu; B] =n, V1€ &Ep.

As before, define E, (s) = [“IM‘SB] e E*DXn[] and consider any S € Ep.

By Lemma 3.2, also matrix B is cyclic, being rankg [ Bl - B] = n — 1. Therefore,

the rank of E, () is actually n if E,(B8)v # 0 for any v € Rg. In this case,
condition E, (B)v # 0 reduces to uSv # 0 and, consequently,

Al - B

rankg [ uS

] =n,¥1e&Eg. &uSv+0, Vv e Rp. (12)

In particular, considering only u € L4, as in condition (4), the sequence of impli-
cations (12), (11) and (10) concludes the proof. O

In order to prove the converse implication of Proposition 3.4 we introduce the
necessary notation and state a fundamental result.

Given A € F™ ™ B e ™" and S € F™ " let rij = V(AiSBj) and define
Ra.B:s = [i’o,o 0 ottt Fm-1,0 To1 ri1oc e i’m—l,n—l] e prmmamn . (13)

Then, given v € F", diag(v) € F™" is the diagonal matrix defined by the compo-
nents of v. Moreover, let diag(M) = diag (v(M)) for any matrix M.

Finally, let¥" = [I x --- x"~!] and be V"

Yo.x1.....x, the matrix whose rows are

X0t X", X
Proposition 3.5. Let A € F™™ B € ™" and S € F™". Suppose that u;, €
Lz”, O0<h<s andvy € LB"’, 0 < k < t, are the rows and, respectively, columns
of matrices U € E¥*™ and V € B! in a suitable extension field E of F. Then,
(VI®QU)RaB.s = diag(USV)(‘Vél V!

0s---sB1-1 g, ..., as—l)'

(14)



Proor. Observe that, for any row u;, of U and column v of V, the following equal-
ities hold true: u, A’ = a/;'luh and B/ vy, = ﬁivk. Thus, by (2),
(v ® up) V(A'SBY) = uy A'SB vy = wy Svi @}, B
and from (13) it follows that
(V] ® up)Ra p.s = unSvi (B ® @l).
Stacking up all these equalities, we get equation (14). (|

Using Proposition 3.5, we are finally in a position to complete the proof of Theo-
rem 3.1.

Proor (or THEOREM 3.1). Given Proposition 3.4, it only remains to show that (3) =

.

Suppose that the nonzero left-eigenvector u € L9 and right-eigenvector v € R'g
satisfy uSv = 0. Then, taking U = u and V = v in formula (14), we get

(VT®u)Ra p.s = WSV)(B @a™) =0,

showing that R4, p.s does not have full rank. Therefore, its columns v(A'SB/) are
linearly dependent and the set of matrices A*’SB/ cannot generate [*", U

Example 3.6. Consider the following matrices, with m,n > 2:

0 0 0 I, 1 0
A= eF™m, B=|_ " eF™", S= e,
[lm—l O] [0 0 ] [0 0<m—1>x(n—1)]

Note that A and B are the left and, respectively, right companion matrices of
ua(s) = s™ and ug(s) = s". Therefore, they are cyclic, their only eigenvalue is
A = 0, they are nilpotent, and their eigenspaces are generated by u = [1 o --- O]

(left eigenvector of A) and v = [1 o --- O] ! (right eigenvector of B).

Even though S has rank I, uSv = 1 # 0, whence condition (4) of Theorem 3.1
is satisfied. Therefore, F—linear combinations of matrices E; ; = A'SB/, with
0<i<mand0 < j < n, generate F"™" for any field .

Indeed, it is straightforward to check that each E; j is one of the mn elements of the
canonical basis of F"™", having its unique nonzero entry, equal to 1, at position
(i, ). In other words, v(E; ;) is the i + mj-th vector of the canonical basis of F"".

To the authors’ knowledge, equality (3) and the equivalent condition that was pre-
sented in Theorem 3.1 have not been considered in the literature before (not even



when m = n: see, for instance, the survey [6] containing a small section about
spanning sets of matrix algebras).

A comparison with previous results can be made only in the case m = n = 2 and
S = I, verifying that F2%2 s spanned by linear combinations of A'BJ |, j=0,1,if
and only if it can be generated by A and B as a matrix algebra (see, for example,
[7], where this problem is thoroughly investigated). Indeed, in the following it is
shown that a well-known criterium for the latter problem, the invertibility of the
commutator of A and B, is equivalent to condition (4) presented in Theorem 3.1.

Proposition 3.7. Let A,B € F>2. Then, the commutator [A,B] = AB — BA is
invertible if and only ifuv # 0. foranyu € L4 andv € Rp.

Proor. We will show that [A, B] is singular if and only if there exist vectors u € L4
and v € Rp such that uv = 0.

Notice that if A is not cyclic, i.e., it is a multiple of the identity, or B = 0, both
conditions are satisfied, since [A,B] = 0 and £ = F*2\ {0} or Rg = F?\ {0}.
Hence, we may assume that A is cyclic and, without loss of generality, in Jordan
form and that B # 0. Since by adding a scalar matrix c/, ¢ in any field extension
of [, to A or B or multiplying them by any nonzero value does not change their
commutator’s rank, the general situation can be represented by the following two
simplified cases (in which matrix A has only one or two different eigenvalues):

. 10 1 |10 |l vy
Aisequalto A = [0 0] orto A, = [O 0] and B = [,3 0] # 0.
Observe that A has only one independent left eigenvector, e.g., u; = [0 1] and

A, has independent left eigenvectors u; and u, = [1 0]. Moreover, under the
condition By = 0, B has eigenvalues 0 and « and its right eigenvectors are nonzero
multiples of the vectors

a+ Hy
B

where H and K are arbitrary (when a # 0, they may be chosen to obtain vectors
with nonzero entries, which are automatically independent).

Y
-a+Kp

Vi = > V) =

’

Finally, the two possible commutators are

ci=tns=|5 4. == 0l



Let A = Ay, being [A, B] = Cj singular if and only if 8 = 0. If C is singular,
then v is a right eigenvector of B (@ or y have to be nonzero) and #;v; = 0. On
the other hand, consider v = [x y]T. If it satisfies uv = O for some u € L4, then
upv = 0,hence y = 0 (and x # 0). So, if v € Rp, it follows that Sx = 0, thus 8 =0
and Cj is singular.

By choosing A = Aj, it follows that [A,B] = C, is not invertible if and only if
By = 0. If C; is singular, either 8 = 0 or y = 0, thus either #;v; = 0 or upv, = 0.
Conversely, if uv = 0 for u € L4 and a generic v € Rp as before, then either
uv = 0 or upv = 0. In the first case, as we showed, S = 0; analogously, in the
second case, y = 0. Concluding, in both cases Sy = 0 and so C; is singular. O

To conclude this section, a result is given on the number of linearly independent
matrices in the set {A’SB/}o< i <m,0<j<n When condition (4) of Theorem 3.1 is not
satisfied.

The general case demands an extremely complicated notation: only the case of
cyclic and diagonalizable matrices A and B will be considered in this paper.

Theorem 3.8. Let S € F™" and suppose that A € F"™" and B € F"™" are
cyclic and diagonalizable. In particular, be U € E"™ and V € E™" two invert-
ible matrices, in some extension field E of F, such that UAU™" and V~'BV are
diagonal.

Then, the dimension of V 4. p:s, is equal to the number of nonzero entries of USV.

Proor. Let @y, 0 < h < mand B, 0 < k < n, be the left eigenvalues of A asso-
ciated with the rows of U and, respectively, the right eigenvalues of B associated
with the columns of V.

Since A and B are cyclic and diagonalizable, they have no repeated eigenvalues,

whence V. and W’é‘o , are invertible Vandermonde matrices.

eBr-
By Proposition 3.5, we have that

(VT®U)Ra,p;s = diag(USV) (Vi 5 @Vt 4. )

where both Kronecker products are invertible. So, rank R4 p.s = rank diag(USV),
which is equal to the number of nonzero entries of USV.

The proof is concluded, since by definition (14), the (column) rank of R4 p.s is
equal to the dimension of the space spanned by {A’SB/}. O

10



4. The irreducible case

For the remainder of the paper we will asssume that [ = [, represents the finite
field of order q.

The main result of this section will provide a necessary and sufficient condition for
matrices A, B having irreducible characteristic polynomial which guarantees that
condition (3) of Theorem 3.1 holds true:

Theorem 4.1. Let [ be a finite field and suppose that A € F"™™ and B € F"™*"
have irreducible characteristic polynomials. Then,

Va s = F™N VS € F™"\ {0} & ged(m,n) = 1.

Proor. Define the [-linear map

Y Fmxn s pmxn
Z=[zijl> Y zijA'SB/ (15)

0<i<m

0<j<n

and note that V4 p.s is the image of . Therefore, we need to prove that kery =
{0},VS # 0 & gcd(m,n) = 1. By (2) we obtain that

vW(z) =v| > i ASE = Y (B e Al(S).
0<i<m 0<i<m
0<j<n 0<j<n
Hence, by injectivity of v, it follows that ¢ is injective (for any choice of § # 0) if
and only if the kernel of matrix M = D Zi,j (BT ® Al is trivial, i.e., M

0<i<m,0<j<n
has no zero eigenvalues whenever Z # 0.

Observe first that, by the assumptions on A and B, the matrix rings F[A] and F[B]
are fields. Moreover, all eigenvalue @ € &4 and 8 € Ep have [ -linearly indepen-
dent powers up to degree m — 1 and, respectively, n — 1, being F (o) = F[A] and
F(B) = F[B], which are Galois extensions of | of degree m and, respectively, n.

By a classical result on Kronecker products (see, e.g., [3, Theorem 1, p. 411] for
F = C, whose generalization to finite fields is straightorward) the set of eigenvalues
of M is

En = Z zij@ B cae8aBelpy, (16)

0<i<m
0<j<n

11



where all eigenvalues are considered as elements in some common field extension.

So, kery = {0} if and only if each sum in (16) is nonzero. In other words, for any
two @ € E4 and B € Ep, the products {a' B/ }i<pm, j<n are [F-linearly independent.
By [8, Proposition 5.1 and Theorem 5.5], this condition is equivalent to

F(e) NF(B) = F.

Since the intersection of F(a) and F(B) is the field extension of F of degree
ged(m,n) (see [9, Theorem 2.6]), the proof is concluded. O

5. The cardinality of subsets of F[A]SF[B]

In this section we will explicitly compute the cardinality of the set F[A]SF[B]
whose relevance in Cryptography is discussed in [2, 10]. Define the space of poly-
nomials

Pk[s] ={p(s) eF[s] :degp < k}, k=0,1,...

being, for instance, PO = {0} and P! =F.

Note that, given a square matrix M with d = deg uyy,

POIM] c P M) C - c P M) c PYM] = PX[M], Yk > d.

The main objective of this section consists in calculating the cardinality of the sets

MUk = PRAISPEB] € F™" hyk € N.

Theorem 5.1. Let A € "™, B € F™" and S € F"™" such thatV 5 g.s = F"™*".
Then, forany0 < h < mand (0 < k < n,

(q" - )(g" - 1) .
qg-1

hk | _
IMIE o] = 1.

In order to demonstrate this statement, some specific notation and one preparatory
lemma are needed.

First, for every h < m, let

Fom —{x e F™ :x; =0Ni=h,...,m—1},

12



being therefore F” = F™ C F™ . Define, for every h < m and k < n, the bilinear
map

QDh’k . [Fh;m % H,-k;n — f'mxn

(xy)  xyT 1
and, for the sake of simplicity, denote its image by
Qhok = Gk (phim o pkiny (18)
Lemma 5.2. Let A, B, and S as in Theorem 5.1. Then |MZ’,];3;S = Itph’kl.

Proor. It is easy to check that the map y defined in (15) induces a well defined
restriction

hk . hk h,k
VS —>MA’B;S

M =y (M)

h,k

. h;
A p.s» there exists (x,y) € F*"™ X

which is surjective. In fact, for every M € M
Fkn  F™ x F" such that

M = ( > x,»Ai)S( > ijf) = D0 Xy ATSB = y(xyT) € yE ().
0<i<h 0<j<k 0<i<m
0<j<n
Whenever the conditions of Theorem 5.1 are satisfied, ¢ is injective and therefore
¥ is a bijection between ¢k and MZ”;, s 0

Observe that this lemma shows that the cardinality of MZ’];,  is independent of
the choice of A, B, and S when condition (3) is met.

The problem is now reduced to the computation of the cardinality of ¢/-*, defined
in (18).

Proor (oF THEOREM 5.1). Consider again the map (ph’k, defined in (17), and ob-
serve that

[l_—h;m X [’_—k;n — (¢h,k)—l(¢h,k) — U (tph’k)_l(Z).
Z€¢l1,k

Consequently, since the inverse images are disjoint,

g (w”’krl(Z)‘: > e H @),

Zegphk Zephk

qhqk — |[l_—h;m x ['_—k;nl —

To compute the value of the summation, we have to consider two situations.

13



e When Z = 0, ¢"*K(x,y) = xy™ = 0 if and only if all the products of each
component of x and each component of y are zero if and only if x = 0 and
y=0(case),x =0andy £ 0 (¢* — 1 cases), orx £ 0and y = 0 (¢" — 1
cases). Therefore, |(¢"%)"1(0)| = ¢" + ¢* — 1.

e If Z # 0, observe that, by the bilinearity of ¢/-*, ¢* (x,y) = ¢"*(ax,a7'y)
forevery @ € T \ {0}.

On the other hand, if ¢"*(x,y) = ¢ (% 7) then ¥ = ax and § = o'y
for some @ # 0. Indeed, considering only the indexes i and j such that
x;yj = X;y; # 0, we get that

By the independency of the indices, it follows that @ = ﬁ—i = i—j for every
i,j. So, we conclude that |(¢">*)"1(Z)| = |F \ {0}| = ¢ — 1.

Putting all together,

9"¢" =101+ D | @2)]

Zeghk\(0)
=q"+q" —1+ ) (q-D=q"+q" -1+ (" - D)(g- D),
Zegh-k\{0}
whence
hok _ h _ k h k
-q"—-q" +1 -1 -1
k| = L9 9 —4 L2 =be-b
q-1 q-1
Finally, the claim follows by Lemma 5.2. g
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