L=

. L . -
View metadata, citation and similar papers at core.ac.uk brought to you by ,i CORE

provided by IntechOpen

We are IntechUpen,

the world’s leading publisher of

Open Access books
Built by scientists, for scientists

4,800 122,000 135M

Open access books available International authors and editors Downloads

Our authors are among the

154 TOP 1% 12.2%

Countries delivered to most cited scientists Contributors from top 500 universities

pTE AN
Q)Q ¢, ;,))

G

“ BOOK
CITATION
INDEX

NDEXE®

Selection of our books indexed in the Book Citation Index
in Web of Science™ Core Collection (BKCI)

Interested in publishing with us?
Contact book.department@intechopen.com

Numbers displayed above are based on latest data collected.
For more information visit www.intechopen.com

Y


https://core.ac.uk/display/322421443?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

Chapter 5

Introduction to Quantum Cryptography

Xiaoqing Tan
Additional information is available at the end of the chapter

http://dx.doi.org/10.5772/56092

1. Introduction

Broadly speaking, cryptography is the problem of doing communication or computation
involving two or more parties who may not trust one another. The best known cryptographic
problem is the transmission of secret messages. Suppose wish to communicate in secret. For
example, you may wish to give your credit card number to a merchant in exchange for goods,
hopefully without any malevolent third party intercepting your credit card number. The way
this is done is to use a cryptographic protocol. The most important distinction is between
private key cryptosystems and public key cryptosystems.

The way a private key cryptosystem works is that two parties, “Alice’ and ‘Bob’, wish to
communicate by sharing a private key, which only they know. The exact form of the key doesn’t
matter at this point — think of a string of zeroes and ones. The point is that this key is used by
Alice to encrypt the information she wishes to send to Bob. After Alice encrypts she sends the
encrypted information to Bob, who must now recover the original information. Exactly how
Alice encrypts the message depends upon the private key, so that to recover the original
message Bob needs to know the private key, in order to undo the transformation Alice applied.

Unfortunately, private key cryptosystems have some severe problems in many contexts. The
most basic problem is how to distribute the keys? In many ways, the key distribution problem
is just as difficult as the original problem of communicating in private — a malevolent third
party may be eavesdropping on the key distribution, and then use the intercepted key to
decrypt some of the message transmission.

One of the earliest discoveries in quantum computation and quantum information was that
quantum mechanics can be used to do key distribution in such a way that Alice and Bob’s
security cannot be compromised. This procedure is known as quantum cryptography or
quantum key distribution (abbreviated QKD). The basic idea is to exploit the quantum
mechanical principle that observation in general disturbs the system being observed. Thus, if
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there is an eavesdropper listening in as Alice and Bob attempt to transmit their key, the
presence of the eavesdropper will be visible as a disturbance of the communications channel
Alice and Bob are using to establish the key. Alice and Bob can then throw out the key bits
established while the eavesdropper was listening in, and start over.

The first quantum cryptographic ideas were proposed by Stephen Wiesner wrote “Conjugate
Coding”[1], which unfortunately took more than ten years to see the light of print. In the mean
time, Charles H. Bennett (who knew of Wiesner’s idea) and Gilles Brassard picked up the
subject and brought it to fruition in a series of papers that culminated with the demonstration
of an experimental prototype that established the technological feasibility of the concept [2].
Quantum cryptographic systems take advantage of Heisenberg’s uncertainty principle,
according to which measuring a quantum system in general disturbs it and yields incomplete
information about its state before the measurement. Eavesdropping on a quantum communi-
cation channel therefore causes an unavoidable disturbance, alerting the legitimate users. This
yields a cryptographic system for the distribution of a secret random cryptographic key
between two parties initially sharing no secret information that is secure against an eaves-
dropper having at her disposal unlimited computing power. Once this secret key is established,
it can be used together with classical cryptographic techniques such as the one-time-pad (OTP)
to allow the parties to communicate meaningful information in absolute secrecy.

The second major type of cryptosystem is the public key cryptosystem. Public key cryptosys-
tem don’t rely on Alice and Bob sharing a secret key in advance. Instead, Bob simply publishes
a “public key’, which is made available to the general public. Alice can make use of this public
key to encrypt a message which she sends to Bob. The third party cannot use Bob’s public key
to decrypt the message. Public key cryptography did not achieve widespread use until the
mid-1970s, when it was proposed independently by Whitfield Diffie and Martin Hellman,
Rivest, Adi Shamir, and Leonard Adleman developed the RSA cryptosystem, which at the time
of writing is the most widely deployed public key cryptosystem, believed to offer a fine balance
of security and practical usability.

The key to the security of public key cryptosystems is that it should be difficult to invert the
encryption stage if only the public key is available. For example, it turns out that inverting the
encryption stage of RSA is a problem closely related to factoring. Much of the presumed
security of RSA comes from the belief that factoring is a problem hard to solve on a classical
computer. However, Shor’s fast algorithm for factoring on cryptosystems which can be broken
if a fast algorithm for solving the discrete logarithm problem —like Shor’s quantum algorithm
for discrete logarithm — were known. This practical application of quantum computers to the
breaking of cryptographic codes has excited much of the interest in quantum computation and
quantum information.

In addition to key distribution, quantum techniques may also assist in the achievement of
subtler cryptographic goals, important in the post-cold war world, such as protecting private
information while it is being used to reach public decisions. Such techniques, pioneered by
Claude Crepeau [3] [4], allow two people to compute an agreed-upon function f(x; ) on private
inputs x and y when one person knows x, the other knows y, and neither is willing to disclose
anything about their private input to the other, except for what follows logically from one’s
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private input and the function's output. The classic example of such discreet decision making
is the “dating problem”, in which two people seek a way of making a date if and only if each
likes the other, without disclosing any further information. For example, if Alice likes Bob but
Bob doesn’t like Alice, the date should be called off without Bob finding out that Alice likes
him, on the other hand, it is logically unavoidable for Alice to learn that Bob doesn't like her,
because if he did the date would be on.

In general, the goal of quantum cryptography is to perform tasks that are impossible or
intractable with conventional cryptography. Quantum cryptography makes use of the subtle
properties of quantum mechanics such as the quantum no-cloning theorem and the Heisenberg
uncertainty principle. Unlike conventional cryptography, whose security is often based on
unproven Computational assumptions, quantum cryptography has an important advantage
in that its security is often based on the laws of physics. Thus far, proposed applications of
quantum cryptography include QKD, quantum bit commitment and quantum coin tossing.
These applications have varying degrees of success. The most successful and important
application — QKD - has been proven to be unconditionally secure. Moreover, experimental
QKD has now been performed over hundreds of kilometers over both standard commercial
telecom optical fibers and open-air. In fact, commercial QKD systems are currently available
on the market [5].

Classical secret sharing can be used in a number of ways besides for a joint checking account.
The secret key could access a bank vault, or a computer account, or any of a variety of things. In
addition, secret sharing is a necessary component for performing secure distributed computa-
tions among a number of people who do not completely trust each other. With the boom in
quantum computation, it seems possible, even likely, that quantum states will become nearly as
important as classical data. It might therefore be useful to have some way of sharing secret
quantum states as well as secret classical data. Such a quantum secret sharing (abbreviated QSS)
scheme might be useful for sharing quantum keys, such as those used in quantum key distribu-
tion or in other quantum cryptographic protocols. In addition, QSS might allow us to take
advantage of theadditional power of quantum computationinsecure distributed computations.

Imagine that it is fifteen years from now and someone announces the successful construction
of a large quantum computer. The New York Times runs a front-page article reporting that all
of the public-key algorithms used to protect the Internet have been broken by quantum
computer. Perhaps, after seeing quantum computers destroy RSA and DSA and ECDSA,
Internet users will leap to the conclusion that cryptography is dead. For solving the problem,
some researchers provided the idea about post-quantum cryptography which refers to
research on cryptographic primitives (usually public-key cryptosystems) that are not breaka-
ble using quantum computers. This term came about because most currently popular public-
key cryptosystems rely on the integer factorization problem or discrete logarithm problem,
both of which would be easily solvable on large enough quantum computers using Shor’s
algorithm [6] [7]. Even though current publicly known experimental quantum computing is
nowhere near powerful enough to attack real cryptosystems, many cryptographers are
researching new algorithms, in case quantum computing becomes a threat in the future. This
work is popularized by the PQCrypto conference series since 2006.
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In the past few years, a remarkable surge of interest in the international scientific and industrial
community has propelled quantum cryptography into mainstream computer science and
physics. Furthermore, quantum cryptography is becoming increasingly practical at a fast pace.
The first quantum key distribution prototype [2] worked over a distance of 32 centimeters in
1989. Two additional experimental demonstrations have been set up since, which work over
significant lengths of optical fibre [8] [9]. The highest bit rate system currently demonstrated
exchanges secure keys at 1 Mbit/s (over 20 km of optical fibre) and 10 kbit/s (over 100 km of
fibre), achieved by a collaboration between the University of Cambridge and Toshiba using
the BB84 protocol with decoy pulses.

AsofMarch2007 thelongestdistanceover whichquantumkey distributionhasbeen demonstrat-
ed using optic fibre is 148.7 km, achieved by Los Alamos National Laboratory/NIST using the
BB84 protocol. Significantly, this distanceislong enough foralmostall the spans found in today's
fibre networks. The distance record for free space QKD is 144 km between two of the Canary
Islands, achieved by a European collaboration using entangled photons (the Ekert scheme) in
2006, and using BB84 enhanced with decoy states in 2007. The experiments suggest transmis-
siontosatellitesis possible, due to theloweratmosphericdensity athigheraltitudes. Forexample
although the minimum distance from the International Space Station to the ESA Space Debris
Telescope is about 400 km, the atmospheric thickness is about an order of magnitude less than
in the European experiment, thus yielding less attenuation compared to this experiment.

2. Quantum cryptography fundamentals

On a wider context, quantum cryptography is a branch of quantum information processing,
which includes quantum computing, quantum measurements, and quantum teleportation.
Quantum computation and quantum information is the study of the information processing
tasks that can be accomplished using quantum mechanical systems.

Quantum mechanics isamathematical framework or set of rules for the construction of physical
theories. The rules of quantum mechanics are simple but even experts find them counterintui-
tive, and the earliest antecedents of quantum computation and quantum information may be
foundinthelong-standing desire of physiciststobetterunderstand quantummechanics. Perhaps
the most striking of these is the study of quantum entanglement. Entanglement is a uniquely
quantum mechanical resource that plays a key role in many of the most interesting applica-
tions of quantum computation and quantum information; entanglement is iron to the classical
world’s bronze age. In recent years there has been a tremendous effort trying to better under-
stand the properties of entanglement considered as a fundamental resource of Nature, of
comparable importance to energy, information, entropy, or any other fundamental resource.
Although there is as yet no complete theory of entanglement, some progress has been made in
understanding this strange property of quantum mechanics. It is hoped by many researchers
that further study of the properties of entanglement will yield insights that facilitate the
development of new applications in quantum computation and quantum information.

As we known, it is interesting to learn that one decade before people realized that a quantum
computer could be used to break public key cryptography, they had already found a solution
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against this quantum attack — quantum key distribution (QKD). Based on the fundamental
principles in quantum physics, QKD provides an unconditionally secure way to distribute
random keys through insecure channels. The secure key generated by QKD could be further
applied in the OTP scheme or other encryption algorithms to enhance information security. In
this chapter, we will introduce the fundamental principles behind various QKD or QSS and
present the state-of-the art quantum cryptography technologies.

2.1. Entanglement state

The counterintuitive predictions of quantum mechanics about correlated systems were first
discussed by Albert Einstein in 1935, in a joint paper with Boris Podolsky and Nathan Rosen
[10]. They demonstrated a thought experiment that attempted to show that quantum mechan-
ical theory was impossible.

But flowing the EPR paper, Erwin Schrodinger wrote letter (in German) to Einstein in which
he used the word Verschrankung (translated by himself as entanglement) “to describe the
correlations between two particles that interact and then separate, as in the EPR experiment”
[11]. He shortly thereafter published a seminal paper defining and discussing the notion, and
terming it “entanglement”.

Entanglement is usually created by direct interactions between subatomic particles. These
interactions can take numerous forms. One of the most commonly used methods is spontane-
ous parametric down-conversion to generate a pair of photons entangled in polarization [12].
Other methods include the use of a fiber coupler to confine and mix photons, the use of
quantum dots to trap electrons until decay occurs, the use of the Hong-Ou-Mandel effect, etc.
In the earliest tests of Bell’s theorem, the entangled particles were generated using atomic
cascades. It is also possible to create entanglement between quantum systems that never
directly interacted, through the use of entanglement swapping.

Consider two noninteracting systems A and B, with respective Hilbert spaces H , and H . The
Hilbert space of the composite system is the tensor product H , ® H. If the first system is in
state | 1)), and the second in state | 1), the state of the composite system is | ), ® | ).

States of the composite system which can be represented in this form are called separable states,
or product states. Not all states are separable states. Fix a basis { | i) ,} for H , and abasis { | )5}

for Hy. The most general state in H , ® Hy is the form of
|W>AB=ZCif|i>A®|j>B (1)
i

This state is separable if cij=ciAc]-B yielding | y),=>" iciA liy, and p)yp=), ],c]-B | jyg. Tt is
inseparable if ci]-#cl-chB If a state is inseparable, it is called an entangled state. For example,

given two basis vectors {|0),, |1),} of H,and two basis vectors {!0);, |1)z} of Hj, the

following is an entangled state:
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1
0,100+ 1), 1, )

If the composite system is in this state, it is impossible to attribute to either system A or system
B a definite pure state. Another way to say this is that while the von Neumann entropy of the
whole state is zero, the entropy of the subsystems is greater than zero. In this sense, the systems
are “entangled”. This has specific empirical ramifications for interferometry [13]. It is worth-
while to note that the above example is one of four Bell states, which are maximally entangled
pure states.

2.2. One-time-pad and key distribution problem

In conventional cryptography, an unbreakable code does exist. It is called the one-time-pad
and was invented by Gilbert Vernam in 1918 [14]. In the one-time-pad method, a message
(traditionally called the plain text) is first converted by Alice into a binary form (a string
consisting of “0”s and “1”s) by a publicly known method. A key is a binary string of the same
length as the message. By combining each bit of the message with the respective bit of the key
using XOR (i.e. addition modulo two), Alice converts the plain text into an encrypted form
(called the cipher text). i.e. for each bit

¢, =m; +k; (mod 2). (3)

Alice then transmits the cipher text to Bob via a broadcast channel. Anyone including an
eavesdropper can get a copy of the cipher text. However, without the knowledge of the key,
the cipher text is totally random and gives no information whatsoever about the plain text. For
decryption, Bob, who shares the same key with Alice, can perform another XOR (i.e. addition
modulo two) between each bit of the cipher text with the respective bit of the key to recover
the plain text. This is because

c,;=m; +k; =m; +2k; =m;,(mod 2). 4)

The one-time-pad method is unbreakable, but it has a serious drawback: it supposes that Alice
and Bob initially share a random string of secret that is as long as the message. Therefore, the
one-time-pad simply shifts the problem of secure communication to the problem of key
distribution. This is the key distribution problem. The one of possible solution to the key
distribution problem is public key cryptography.

Quantum mechanics can provide a solution to the key distribution problem. In quantum key
distribution, an encryption key is generated randomly between Alice and Bob by using non
orthogonal quantum states. In quantum mechanics there is a quantum no-cloning theorem,
which states that it is fundamentally impossible for anyone including an eavesdropper to make
an additional copy of an unknown quantum state. Therefore, any attempt by an eavesdropper
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to learn information about a key in a QKD process will lead to disturbance, which can be
detected by Alice and Bob who can, for example, check the bit error rate of a random sample
of the raw transmission data.

2.3. Quantum no-cloning theorem

The quantum no-cloning theorem was stated by Wootters, Zurek, and Dieks in 1982, and has
profound implications in quantum computing and related fields.

Theorem (Quantum no-cloning theorem) An arbitrary quantum state cannot be duplicated
perfectly.

Proof: Suppose the state of a quantum system A, which we wish to copy, is | ¢/) 4. In order to
make a copy, we take a system B with the same state space and initial state | e),. The initial,
or blank, state must be independent of |1),, of which we have no prior knowledge. The

composite system is then described by the tensor product, and its state is | ), | e)p.

There are only two ways to manipulate the composite system. We could perform an observa-
tion, which irreversibly collapses the system into some eigenstate of the observable, corrupting
the information contained in the qubit. This is obviously not what we want. Alternatively, we
could control the Hamiltonian of the system, and thus the time evolution operator U (for a
time independent Hamiltonian, U (t)=e 1/ " where —~H /R is called the generator of transla-
tions in time) up to some fixed time interval, which yields a unitary operator. Then U acts as

a copier provided that

u|¢>A|e>B =|¢>A|¢>B’ ®)

for all possible states | ¢) in the state space (including | 1)). Since U is unitary, it preserves
the inner product:

(el (@1alv)aleds = (el (L, UUlw) s le)y = (8l (0 lw)alw ) ©)

and since quantum mechanical states are assumed to be normalized, it follows that
@ 1wy=(o 19y~
This implies that either ¢ =1 (in which case (¢ | ¥)=1) or ¢ is orthogonal to ¢ (in which case

(¢ ¥)=0). However, this is not the case for two arbitrary states. While orthogonal states in a
specifically chosen basis { | 0), | 1)}, for example, | qb>=1/ ﬁ( l0y+ I1)) and | ¢>=1/ JE( Loy 11))

fit the requirement that(¢> | y=(¢ | )%, this result does not hold for more general quantum
states. Apparently U cannot clone a general quantum state.

Quantum no-cloning theorem is a direct result of the linearity of quantum physics. It is closely
related to another important theorem in quantum mechanics, which states: if a measurement

17
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allows one to gain information about the state of a quantum system, then in general the state
of this quantum system will be disturbed, unless we know in advance that the possible states
of the original quantum system are orthogonal to each other.

At first sight, the impossibility of making perfect copies of unknown quantum states seems to
be a shortcoming. Surprisingly, it can also be an advantage. It turned out that by using this
impossibility smartly, unconditionally secure key distribution could be achieved: any attempts
by the eavesdropper to learn the information encoded quantum mechanically will disturb the
quantum state and expose her existence. Specially, we can get the following characteristics
about quantum no-cloning theorem:

* The no-cloning theorem prevents us from using classical error correction techniques on
quantum states. For example, we cannot create backup copies of a state in the middle of a
quantum computation, and use them to correct subsequent errors. Error correction is vital
for practical quantum computing, and for some time this was thought to be a fatal limitation.
In 1995, Shor and Steane revived the prospects of quantum computing by independently
devising the first quantum error correcting codes, which circumvent the no-cloning
theorem.

e Similarly, cloning would violate the no teleportation theorem, which says classical telepor-
tation (not to be confused with entanglement-assisted teleportation) is impossible. In other
words, quantum states cannot be measured reliably.

* The no-cloning theorem does not prevent superluminal communication via quantum
entanglement, as cloning is a sufficient condition for such communication, but not a
necessary one. Nevertheless, consider the EPR thought experiment, and suppose quantum
states could be cloned. Assume parts of a maximally entangled Bell state are distributed to
Alice and Bob. Alice could send bits to Bob in the following way: If Alice wishes to transmit
a “0”, she measures the spin of her electron in the z direction, collapsing Bob’s state to either

| z+)p or | z=),. To transmit “1”, Alice does nothing to her qubit. Bob creates many copies

of his electron’s state, and measures the spin of each copy in the z direction. Bob will know
that Alice has transmitted a “0” if all his measurements will produce the same result;
otherwise, his measurements will have outcomes +1/2 and —1/2 with equal probability. This
would allow Alice and Bob to communicate across space-like separations.

* The no-cloning theorem prevents us from viewing the holographic principle for black holes
as meaning we have two copies of information lying at the event horizon and the black hole
interior simultaneously. This leads us to more radical interpretations like black hole
complementarity.

2.4. Heisenberg uncertainty principle

Heisenberg’s Uncertainty Principle (abbreviated HUP) is one of the fundamental concepts of
quantum physics, and is the basis for the initial realization of fundamental uncertainties in the
ability of an experimenter to measure more than one quantum variable at a time. Attempting
to measure an elementary particle’s position to the highest degree of accuracy, for example,
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leads to an increasing uncertainty in being able to measure the particle’s momentum to an
equally high degree of accuracy.

Suppose A and B are two Hermitian operators, and |1} is a quantum state. Suppose
W1 ABlyy=x+iy, where x and vy are real. Note that (¢ I[A, B]ly)=2iy and
(@ A, B} y=2x. This implies that

([ B[ +[(w |t B =4[(w| AB|y). )

By the Cauchy-Schwarz inequality | (¢ | AB Iy 2<@ | A21 )y | B2 1), which combined
with the equation (1) and dropping a non-negative term gives

(I A BTV < lv] 42l v 5l ®

Suppose C and D are two observables. Substituting A=C - <C> and B=D - <D> into the last
equation, where the average value of the observable C is often written <C> = (¢ | C | ) and
similar to D, we obtain Heisenberg’s uncertainty principle as it is usually stated

Quantum communication the sending of encoded messages that are un-hackable by any
computer. This i allows s possible because the messages are carried by tiny particles of light
called photons. If an eavesdropper attempts to read out the message in transit, they will be
discovered by the disturbance their measurement causes to the particles as an inevitable
consequence of the HUP. In the regime of quantum experiments, by contrast, we are uncertain
about the results of experiments because the particle itself is uncertain. It has no position or
speed until we measure it. We can design some protocol of quantum cryptography by using
the property of quantum from HUP.

3. Quantum key distribution

The first attempt of using quantum mechanics to achieve missions impossible in classical
information started in the early 70’s. Stephen Wiesner proposed two communication modali-
ties not allowed by classical physics: “quantum multiplexing” channel and counterfeit-free
bank-note. Unfortunately, his paper was rejected and couldn’t be published until a decade
later. In 1980’s, Charles H.Bennett and Gilles Brassard extended Wiesner’s idea and applied it
to solve the key distribution problem in classical cryptography. In 1984, the well known BB84
QKD protocol was published [15]. QKD is a new tool in the cryptographer’s toolbox: it allows
for secure key agreement over an untrusted channel where the output key is entirely inde-
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Figure 1. Flow chart of the stages of a quantum key distribution protocol. Stages with double lines require classical

authentication. [18]

pendent from any input value, a task that is impossible using classical cryptography. QKD

does not eliminate the need for other cryptographic primitives, such as authentication, but it

can be used to build systems with new security properties.

To conquer the errors made by noise and wiretapping in the quantum channel, unconditionally

secure secret-key agreement over a public channel was designed, information reconciliation

and privacy amplification can be used to quantum key distribution, or otherwise, quantum

entanglement purification should be used. The first general although rather complex proof of
unconditional security was given by Mayers [16], which was followed by a number of other
proofs. In Mayers” proof, the BB84 scheme proposed by Bennett and Brassard was proved to
be unconditionally secure. Building on the quantum privacy amplification idea, Lo and Chau,

proposed a conceptually simpler proof of security [17].

In QKD, two parties, Alice and Bob, obtain some quantum states and measure them. They

communicate (all communication form this point onwards is classical) to determine which of

their measurement results could lead to secret key bits; some are discarded in a process called

sifting because the measurement settings were incompatible. They perform error correction

and then estimate a security parameter which describes how much information an eavesdrop-

per might have about their key data. If this amount is above a certain threshold, then they abort

as they cannot guarantee any secrecy whatsoever. If it is below the threshold, then they can

apply privacy amplification to squeeze out any remaining information the eavesdropper might
have, and arrive at a shared secret key. Some of this classical communication must be authen-
ticated to avoid man-in-the-middle attacks. Some portions of the protocol can fail with

negligible probability.

A flow chart describing the stages of quantum key distribution is given in Figure 1.
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Alice’s bit sequence 0 1 1 1 0 1 0 0 0 1

Alice’s basis + X + + X + X X + X

Alice’s photon polarization > N 0 N 7 0 7 / -> N
Bob's basis + + X + + X X + + X

Bob’s measured polarization > 0 N N > 7 s 0 -> AN
Bob's sifted measured polarization > » s > N
Bob's data sequence 0 1 0 0 1

Table 1. Procedure of BB84 protocol.

3.1. The BB84 QKD protocol

The best-known protocol for QKD is the Bennett and Brassard protocol (BB84). The procedure
of BB84 is as follows (also shown in Table 1).

1.
1.

Quantum communication phase

In BB84, Alice sends Bob a sequence of photons through an insecure quantum channel, each
independently chosen from one of the four polarizations-vertical, horizontal, 45-degrees
and 135-degrees.

For each photon, Bob randomly chooses one of the two measurement bases (rectilinear
and diagonal) to perform a measurement.

Bob records his measurement bases and results. Bob publicly acknowledge his receipt of
signals.

Public discussion phase
Alice broadcasts her bases of measurements. Bob broadcasts his bases of measurements.
Alice and Bob discard all events where they use different bases for a signal.

To test for tampering, Alice randomly chooses a fraction, p, of all remaining events as test
events. For those test events, she publicly broadcasts their positions and polarizations.

Bob broadcasts the polarizations of the test events.

Alice and Bob compute the error rate of the test events (i.e., the fraction of data for which
their value disagree). If the computed error rate is larger than some prescribed threshold
value, say 11%, they abort. Otherwise, they proceed to the next step.

Alice and Bob each convert the polarization data of all remaining data into a binary string
called a raw key (by, for example, mapping a vertical of 45-degrees photon to “0” and a
horizontal or 135-degrees photon to “1”). The can perform classical postprocessing such
as error correction and privacy amplification to generate a final key.
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The basic idea of the BB84 QKD protocol is beautiful and its security can be intuitively
understood from the quantum no-cloning theorem. On the other hand, to apply QKD in
practice, Alice and Bob need to find the upper bound of Eve’s information quantitatively, given
the observed quantum bit error rate (abbreviated QBER) and other system parameters. This is
the primary goal of various QKD security proofs and it had turned out to be extremely difficult.
One major challenge comes from the fact that Eve could launch attacks way beyond today’s
technologies and our imaginations. Nevertheless, QKD was proved to be unconditionally
secure. This is most significant achievements in quantum information.

3.2. QKD based on EPR

An essentially equivalent protocol that utilizes Einstein-Podolsky-Rosen (EPR) correlations
has been worked on by Artur Ekert [19] and Bennett, Brassard, and Mermin [20]. To take
advantage of EPR correlations, particles are prepared in such a way that they are “entangled”.
This means that although they may be separated by large distances in space, they are not
independent of each other. Suppose the entangled particles are photons. If one of the particles
is measured according to the rectilinear basis and found to have a vertical polarization, then
the other particle will also be found to have a vertical polarization if it is measured according
to the rectilinear basis. If however, the second particle is measured according to the circular
basis, it may be found to have either left-circular or right-circular polarization.

In his 1991 paper, Ekert [19] suggested basing the security of this two-qubit protocol on Bell’s
inequality, an inequality which demonstrates that some correlations predicted by quantum
mechanics cannot be reproduced by the local theory. To do this, Alice and Bob can use a third
basis. In this way the probability that they might happen to choose the same basis is reduced

from 7 to 3, but at the same time as they establish a key, they collect enough data to test Bell’s
inequality. They can thus check that the source really emits the entangled state and not merely
product states. The following year Bennett, Brassard, and Mermin [20] criticized Ekert’s letter,
arguing that the violation of Bell’s inequality is not necessary for the security of quantum
cryptography and emphasizing the close connection between the Ekert and the BB84 schemes.
This criticism quantum cryptography might be missing an important point. Although the exact
relation between security and Bell’s inequality is not yet fully known, there are clear results
establishing fascinating connections.

The steps of the protocol for developing a secret key using EPR correlations of entangled
photons are explained below.

1. Alice creates EPR pairs of polarized photons, keeping one particle for herself and sending
the other particle of each pair to Bob.

2. Alice randomly measures the polarization of each particle she kept according to the
rectilinear or circular basis. She records each measurement type and the polarization
measured.

3. Bob randomly measures each particle he received according to the rectilinear or circular
basis. He records each measurement type and the polarization measured.
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4. Alice and Bob tell each other which measurement types were used, and they keep the data
from all particle pairs where they both chose the same measurement type.

5. They convert the remaining data to a string of bits using a convention such as: left-circular
= 0, right-circular = 1, horizontal = 0, vertical = 1.

One important difference between the BB84 and the EPR methods is that with BB84, the key
created by Alice and Bob must be stored classically until it is used. Therefore, although the key
was completely secure when it was created, its continued security over time is only as great
as the security of its storage. Using the EPR method, Alice and Bob could potentially store the
prepared entangled particles and then measure them and create the key just before they were
going to use it, eliminating the problem of insecure storage.

So the idea consists in replacing the quantum channel carrying two qubits from Alice to Bob
by a channel carrying two qubits from a common source, one qubit to Alice and one to Bob. A
tirst possibility would be that the source always emits the two qubits in the same state chosen
randomly among the four states of the BB84 protocol. Alice and Bob would then both measure
their qubit in one of the two bases, again chosen independently and randomly. The source then
announces the bases, and Alice and Bob keep the data only when they happen to have made
their measurements in the compatible basis. If the source is reliable, this protocol is equivalent
to that of BB84: It is as if the qubit propagates backwards in time from Alice to the source, and
then forward to Bob. But better than trusting the source, which could be in Eve’s hand the
Ekert protocol assumes that the two qubits are emitted in a maximally entangled state like

lp)=/ (100y+ I11).

Then, when Alice and Bob happen to use the same basis, either the x basis or the y basis, i.e.,
in about half of the cases, their results are identical, providing them with a common key.

3.3. Continuous variable QKD

In the BB84 QKD protocol, Alice’s random bits are encoded in a two dimensional space like
the polarization state of a single photon. More recently, QKD protocols working with contin-
uous variables have been proposed. Among them, the Gaussian modulated coherent state
(GMCS) QKD protocol has drawn special attention [21].

The protocol runs as follows. First, Alice draws two random numbers x, and p, from a
gaussian distribution of mean zero and variance V ,N, where N, denotes the shot-noise
variance. Then, she sends the coherent state | x Atip A> to Bob, who randomly chooses to

measure either quadrature x or p. Later, using a public authenticated channel, he informs Alice
about which quadrature he measured, so she may discard the irrelevant data. After many
similar exchanges, Alice and Bob (and possibly the eavesdropper Eve) share a set of correlated
gaussian variables, which we call ‘key elements’.

The basic scheme of the GMCS QKD protocol can be shown in Figure 2.
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1.
Pa Quantum Xg Pg
state
transmission

Xa > X P

2.

Classical Measure X or Measure P
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exchange

Figure 2. The Gaussian modulated coherent state (GMCS) QKD. X: amplitude quadrature; P: phase quadrature. [22]

Alice modulates both the amplitude quadrature and phase quadrature of a coherent state with
Gaussian distributed random numbers. In classical electromagnetism, these two quadratures
correspond to the in-phase and out-of-phase components of electric field, which can be
conveniently modulated with optical phase and amplitude modulators. Alice sends the
modulated coherent state together with a strong local oscillator (a strong laser pulse which
serves as a phase reference) to Bob. Bob randomly measures one of the two quadratures with
a phase modulator and a homodyne detector. After performing his measurements, Bob
informs Alice which quadrature he actually measures for each pulse and Alice drops the
irrelevant data. At this stage, they share a set of correlated Gaussian variables which are called
the — raw key. Given the variances of the measurement results below certain thresholds, they
can further work out perfectly correlated secure key by performing reconciliation and privacy
amplification. Classical data processing is then necessary for Alice and Bob to obtain a fully
secret binary key.

The security of the GMCS QKD can be comprehended from the uncertainty principle. In
quantum optics, the amplitude quadrature and phase quadrature of a coherent state form a
pair of conjugate variables, which cannot be simultaneously determined with arbitrarily high
accuracies due to Heisenberg uncertainty principle. From the observed variance in one
quadrature, Alice and Bob can upper bound Eve’s information about the other quadrature.
This provides a way to verify the security of the generated key. Recently, an unconditional
security proof of the GMCS QKD appeared [23].

Different from the BB84 QKD, in GMCS QKD, homodyne detectors are employed to measure
electric fields rather than photon energy. By using a strong local oscillator, high efficiency and
fast photo diodes can be used to construct the homodyne detector which could result in a high
secure key generation rate. However, the performance of the GMCS QKD is strongly depend-
ent on the channel loss. Recall that in the BB84 QKD system, the channel loss plays a simple
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role: it reduces the communication efficiency but it will not introduce QBER. A photon is either
lost in the channel, in which case Bob will not register anything, or it will reach Bob’s detector
intact. On the other hand, in the GMCS QKD, the channel loss will introduce vacuum noise
and reduce the correlation between Alice and Bob’s data. As the channel loss increases, the
vacuum noise will become so high that it is impossible for Alice and Bob to resolve a small
excess noise (which is used to upper bound Eve’s information) on the top of a huge vacuum
noise.

Comparing with the BB84 QKD, the GMCS QKD could yield a high secure key rate over short
distances [24] [25].

3.4. Decoy state QKD

The security of QKD has been rigorously proven in a number of recent papers. There has been
tremendous interest in experimental QKD [26] [27]. Unfortunately, all those exciting recent
experiments are, in principle, insecure due to real-life imperfections. More concretely, highly
attenuated lasers are often used as sources. But, these sources sometimes produce signals that
contain more than one photon. Those multi-photon signals open the door to powerful new
eavesdropping attacks including photon splitting attack. For example, Eve can, in principle,
measure the photon number of each signal emitted by Alice and selectively suppress single
photon signals. She splits multi-photon signals, keeping one copy for herself and sending one
copy to Bob. Now, since Eve has an identical copy of what Bob possesses, the unconditional
security of QKD is completely compromised.

In summary, in standard BB84 protocol, only signals originated from single photon pulses
emitted by Alice are guaranteed to be secure. Consequently, paraphrasing GLLP (Gottesman,
Lo, Lutkenhaus, Preskill [28]), the secure key generation rate (per signal state emitted by Alice)
can be shown to be given by:

52Q,-H,(E,)+Q[1-Hy(e)l) (10)

where Q, and E, are respectively the gain and quantum bit error rate (QBER) of the signal

state (Here, the gain means the ratio of the number of Bob’s detection events (where Bob
chooses the same basis as Alice) to Alice’s number of emitted signals. QBER means the error
rate of Bob’s detection events for the case that Alice and Bob use the same basis), (2 and e, are

respectively the fraction and QBER of detection events by Bob that have originated from single-
photon signals emitted by Alice and H, is the binary Shannon entropy. It is a prior very hard

to obtain a good lower bound on (2 and a good upper bound on ¢;. Therefore, prior art methods

(as in GLLP [28], under (semi-) realistic assumptions, if imperfections are sufficiently small,
then BB84 is unconditionally secure.) make the most pessimistic assumption that all multi-
photon signals emitted by Alice will be received by Bob. For this reason, until now, it has been
widely believed that the demand for unconditional security will severely reduce the perform-
ance of QKD systems.
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In [29], they present a simple method that will provide very good bounds to (2 and ¢;. The

method is based on the decoy state idea first proposed by Hwang [12]. While the idea of Hwang
was highly innovative, his security analysis was heuristic. Consequently, H.K. Lo etc’s method
for the first time makes most of the long distance QKD experiments reported in the literature
unconditionally secure. And their method has the advantage that it can be implemented with
essentially the current hardware. So, unlike prior art solutions based on single-photon sources,
their method does not require daunting experimental developments. The key point of the
decoy state idea is that Alice prepares a set of additional states — decoy states, in addition to
standard BB84 states. Those decoy states are used for the purpose of detecting eavesdropping
attacks only, whereas the standard BB84 states are used for key generation only. The only
difference between the decoy state and the standard BB84 states is their intensities (i.e., their
photon number distributions). By measuring the yields and QBER of decoy states, Alice and
Bob can obtain reliable bounds to 2 and ¢;, thus allowing them to surpass all prior art results

substantially [30].
At first, we recall the original decoy state QKD by Hwang [12] in detail.

Define Y, = yield = conditional probability that a signal will be detected by Bob, given that it
is emitted by Alice as an n-photon state.

To design a method to test experimentally the yield (i.e. transmittance) of multi-photons, we
can use two-photon states as decoys and test their yield. For example, Alice and Bob estimate
the yield Y,=x / N if Alice sends N two-photon signals to Bob and Bob detects x signals. If Eve

selectively sends multi-photons, Y, will be abnormally large. So Eve will be caught.

The two kinds of states are as follows for the decoy state QKD (Toy Model).

a. Signal state: Poisson photon number distribution u (at Alice).

b. Decoy state: two-photon signals.

The procedure of decoy state QKD (Toy Model) is as following.

1. Alice randomly sends either a signal state or decoy state to Bob.

2. Bob acknowledges receipt of signals.

3.  Alice publicly announces which are signal states and which are decoy states.
4

Alice and Bob compute the transmission probability for the signal states and for the decoy
states respectively.

If Eve selectively transmits two-photons, an abnormally high fraction of the decoy state B) will
be received by Bob. Eve will be caught. But the practical problem with toy model is making
perfect two-photon state is hard. So the solution of Hwang’s decoy state QKD is to make
another mixture of good and bad photons with a different weight.

There is two kinds of states for Hwang’s decoy state QKD.

a. Signal state: Poisson photon number distribution: a (at Alice) with mixture 1.
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b. Decoy state: Poisson photon number distribution: u ~ 2 (at Alice) with mixture 2.

If Eve lets an abnormally high fraction of multi-photons go to Bob, then decoy states (which
has high weight of multi-photons) will have an abnormally high transmission. Therefore, Alice
and Bob can catch Eve.

But there are some drawbacks of Hwang’s original idea:
1. Hwang's security analysis was heuristic, rather than rigorous.
2. “Dark counts”—an important effect—are not considered.

3. Final results (distance and key generation rate) are unclear.

Suppose that a decoy state and a signal state have the same characteristics (wavelength, timing
information, etc) by H.K. Lo etc’s methods [29]. Therefore, Eve cannot distinguish a decoy state
from a signal state and the only piece of information available to Eve is the number of photons
in a signal. Therefore, the yield, Y, (yield of an n-photon signal), and QBER, e, (quantum bit

error rate of an n-photon signal), can depend on only the photon number,n, but not which
distribution (decoy or signal) the state is from. If Eve cannot treat the decoy state any differently
from signal state, then

Y, (signal)=Y (decoy)=Y,
e, (signal)=e, (decoy)=e,.

Let usimagine that Alice varies over all non-negative values of u randomly and independently
for each signal, Alice and Bob can experimentally measure the yield Q,, and the QBER E .

2 n
Q, =Ype* + Yy u+ Yye (M 5 )+t Y e (H %)-{-.... (11)

2 n
Q,E, =Yoe Heq+Yie ™ uey + Yye H (¥ 4 Je, +.t Y e H(H A)en o (12)

Since the relations between the variables Qy’s and Y,’s and between E H’s and ¢,’s are linear,
given the set of variables Q,’s and E s measured from their experiments, Alice and Bob can
deduce mathematically with high confidence the variables Y,’s and ¢,’s. This means that Alice
and Bob can constrain simultaneously the yields, Y, and QBER e, simultaneously for all .
Suppose Alice and Bob know their channel property well. Then, they know what range of
values of Y, ’s and ¢,’s is acceptable. Any attack by Eve that will change the value of any one
of the Y,’s and ¢,’s substantially will, in principle, be caught with high probability by decoy
state method. Therefore, in order to avoid being detected, the eavesdropper, Eve, has very
limited options in her eavesdropping attack. In summary, the ability for Alice and Bob to verify
experimentally the values of Y, and ¢,’s in the decoy state method greatly strengthens their
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power in detecting eavesdropping, thus leading to a dramatic improvement in the perform-
ance of their QKD system. The decoy state method allows Alice and Bob to detect deviations
from the normal behavior due to eavesdropping attacks.

In [29], they also give for the first time a rigorous analysis of the security of decoy state QKD.
Moreover, they show that the decoy state idea can be combined with the prior art GLLP
analysis. And we can get the comparison results with and without decoy state as the following
Figure3.

10

GYS

8| Without Decoy
10

10' | | | | | | | | |
0 20 40 60 80 100 120 140 160 180 200

Figure 3. Compare results with and without decoy state.

4. The security of QKD

Bennett and Brassard have ever said that the most important question in quantum cryptogra-
phy is to determine how secure it really is.

Security proofs are very important because a) they provide the foundation of security to a QKD
protocol, b) they provide a formula for the key generation rate of a QKD protocol and c) they
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may even provide a construction for the classical post-processing protocol (for error correction
and privacy amplification) thatis necessary for the generation of the final key. Without security
proofs, a real-life QKD system is incomplete because we can never be sure about how to
generate a secure key and how secure the final key really is.

After the qubit exchange and basis reconciliation, Alice and Bob each have a sifted key. Ideally,
these keys are identical. But in real life, there are always some errors, and Alice and Bob must
apply some classical information processing protocols, like error correction and privacy
amplification to their data. The first protocol is necessary to obtain identical keys and the
second to obtain a secret key. Essentially, the problem of eavesdropping is to find protocols
which, given that Alice and Bob can only measure the QBER, either provide Alice and Bob
with a verifiably secure key or stop the protocol and inform the users that the key distribution
has failed. This is a delicate problem at the intersection of quantum physics and information
theory. Actually, it comprises several eavesdropping problems, depending on the precise
protocol, the degree of idealization one admits, the technological power one assumes Eve has,
and the assumed fidelity of Alice and Bob’s equipment. Let us immediately stress that a
complete analysis of eavesdropping on a quantum channel has yet to be achieved.

4.1. Eavesdropping attacks

In order to simplify the problem, several eavesdropping strategies of limited generality have
been defined ([31-33]) and analyzed. Of particular interest is the assumption that Eve attaches
independent probes to each qubit and measures her probes one after the other. They can be
classified as follows:

Individual attacks: In an individual attack, Eve performs an attack on each signal independ-
ently. The intercept-resend attack is an example of an individual attack. let us consider the
simple example of an intercept-resend attack by an eavesdropper Eve, who measures each
photon in a randomly chosen basis and then resends the resulting state to Bob. For instance,
if Eve performs a rectilinear measurement, photons prepared by Alice in the diagonal bases
will be disturbed by Eve’s measurement and give random answers. When Eve resends
rectilinear photons to Bob, if Bob performs a diagonal measurement, then he will get random
answers. Since the two bases are chosen randomly by each party, such an intercept-resend
attack will give a bit error rate of 0.5x0.5+0.5%0 = 25%, which is readily detectable by Alice and
Bob. Sophisticated attacks against QKD do exist. Fortunately, the security of QKD has now
been proven.

Collective attacks: A more general class of attacks is collective attack where for each signal,
Eve independently couples it with an ancillary quantum system, commonly called an
ancilla, and evolves the combined signal/ancilla unitarily. She can send the resulting signals
to Bob, but keep all ancillas herself. Unlike the case of individual attacks, Eve postpones
her choice of measurement. Only after hearing the public discussion between Alice and
Bob, does Eve decide on what measurement to perform on her ancilla to extract informa-
tion about the final key.
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Joint attacks: The most general class of attacks is joint attack. In a joint attack, instead of
interacting with each signal independently, Eve treats all the signals as a single quantum
system. She then couples the signal system with her ancilla and evolves the combined signal
and ancilla system unitarily. She hears the public discussion between Alice and Bob before
deciding on which measurement to perform on her ancilla.

For joint and collective attacks, the usual assumption is that Eve measures her probe only after
Alice and Bob have completed all public discussion about basis reconciliation, error correction,
and privacy amplification. For the more realistic individual attacks, one assumes that Eve waits
only until the basis reconciliation phase of the public discussion. With today’s technology;, it
might even be fair to assume that in individual attacks Eve must measure her probe before the
basis reconciliation [34]. The motivation for this assumption is that one hardly sees what Eve
could gain by waiting until after the public discussion on error correction and privacy
amplification before measuring her probes, since she is going to measure them independently
anyway. About practical QKD, they summary some assumptions about security of QKD in
[18]. We describe them in the next subsection 4.2.

4.2. Some assumptions about security of QKD

Quantum key distribution is often described by its proponents as “unconditionally secure” to
emphasize its difference with computationally secure classical cryptographic protocols. While
there are still conditions that need to be satisfied for quantum key distribution to be secure,
the phrase “unconditionally secure” is justified because, not only are the conditions reduced,
they are in some sense minimal necessary conditions. Any secure key agreement protocol must
make a few minimal assumptions, for security cannot come from nothing: we must be able to
identify and authenticate the communicating parties, we must be able to have some private
location to perform local operations, and all parties must operate within the laws of physics.

The following statement describes the security of quantum key distribution, and there are
many formal mathematical arguments for the security of QKD.

Theorem 1 (Security statement for quantum key distribution) If 1) quantum mechanics is
correct, and 2) authentication is secure, and 3) our devices are reasonably secure, then with
high probability the key established by quantum key distribution is a random secret key
independent (up to a negligible difference) of input values.

Assumption 1: Quantum mechanics is correct. This assumption requires that any eavesdrop-
per be bounded by the laws of quantum mechanics, although within this realm there are no
further restrictions beyond the eavesdropper’s inability to access the devices. In particular, we
allow the eavesdropper to have arbitrarily large quantum computing technology, far more
powerful than the current state of the art. Quantum mechanics has been tested experimentally
for nearly a century, to very high precision. But even if quantum mechanics is superseded by
a new physical theory, it is not necessarily true that quantum key distribution would be
insecure: for example, secure key distribution can be achieved in a manner similar to QKD
solely based on the assumption that no faster-than-light communication is possible [35].
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Assumption 2: Authentication is secure. This assumption is one of the main concerns of those
evaluating quantum key distributions. In order to be protected against man-in-the-middle
attack, much of the classical communication in QKD must be authenticated. Authentication
can be achieved with unconditional security using short shared keys, or with computational
security using public key cryptography.

Assumption 3: Our devices are secure. Constructing a QKD implementation that is verifiably
secure is a substantial engineering challenge that researchers are still working on. Although
the first prototype QKD system leaked key information over a side channel (it made different
noises depending on the photon polarization, and thus the “prototype was unconditionally
secure against any eavesdropper who happened to be deaf” [36] ), experimental cryptanalysis
leads to better theoretical and practical security. More sophisticated side-channel attacks
continue to be proposed against particular implementations of existing systems (e.g., [37]), but
so too are better theoretical methods being proposed, such as the decoy state method [38].
Device-independent security proofs [39, 40] aim to minimize the security assumptions on
physical devices. It seems reasonable to expect that further theoretical and engineering
advances will eventually bring us devices which have strong arguments and few assumptions
for their security.

4.3. Security proofs for QKD

Proving the security of QKD against the most general attack was a very hard problem. It took
more than 10 years, but the unconditional security of QKD was finally established in several
papers in the 1990s. One approach by Mayers [16] was to prove the security of the BB84 directly.
A simpler approach by Lo and Chau [17], mad use of the idea of entanglement distillation by
Bennett, DiVincenzo, Smolin and Wootters (BDSW) [41] and quantum privacy amplification
by Deutsch et al. [42] to solve the security of an entanglement-based QKD protocol. The two
approaches have been unified by the work of Shor and Preskill [43], who provided a simple
proof of security of BB84 using entanglement distillation idea. Other early security proofs of
QKD include Biham, Boyer, Boykin, Mor, and Roychowdhury [44], and Ben-Or [45].

There are several approaches to security proof as following. [5]

4.3.1. Entanglement distillation

Entanglement distillation protocol (EDP) provides a simple approach to security proof [17,
42, 43]. The basic insight is that entanglement is a sufficient (but not necessary) condi-
tion for a secure key. In the noiseless case, suppose two distant parties, Alice and Bob,

share a maximally entangled state of the form | ¢) 45 =]/ JE( 100) o5 + | 11) 45). If each of Alice
and Bob measure their systems, then they will both get “0”s or “1”s, which is a shared
random key. Moreover, if we consider the combined system of the three parties— Alice,
Bob and an eavesdropper, Eve, we can use a pure-state description (the “Church of Larger
Hilbert space”) and consider a pure state | ) ,pr. In this case, the von Neumann entro-

py of Eve S(pp)=S(p,5)=0. This means that Eve has absolutely no information on the final
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key. In the noisy case, Alice and Bob may share N pairs of qubits, which are a noisy
version of N maximally entangled states. Now, using the idea of entanglement distilla-
tion protocol (EDP) discussed in BDSW [41], Alice and Bob may apply local operations
and classical communications (LOCCs) to distill from the N noisy pairs a smaller number,

say M almost perfect pairs i.e., a state close to | ¢);. Once such a EDP has been performed,

Alice and Bob can measure their respective system to generate an M-bit final key.

How can Alice and Bob be sure that their EDP will be successful? Whether an EDP will be
successful or not depends on the initial state shared by Alice and Bob. In practice, Alice and
Bob can never be sure what initial state they possess. Therefore, it is useful for them to add a
verification step. By, for example, randomly testing a fraction of their pairs, they have a pretty
good idea about the properties (e.g., the bit-flip and phase error rates) of their remaining pairs
and are pretty confident that their EDP will be successful.

4.3.2. Communication complexity/quantum memory

The communication complexity/quantum memory approach to security proof was proposed
by Ben-Or [45] and subsequently by Renner and Koenig [46]. See also [47]. They provide a
formula for secure key generation rate in terms of an eavesdropper’s quantum knowledge on
the raw key: Let Z be a random variable with range Z, let p be a random state, and let F be a

two-universal function on Z with range S ={0, 1}° which is independent of Z and p. Then [46]

1 —1(52([{2}®P])—50([P])—5)

d(F(Z)I{F}® p) < E2 2 (13)

Incidentally, the quantum de Finnetti’s theorem [48] is often useful for simplifying security
proofs of this type.

4.3.3. Twisted state approach

What is a necessary and sufficient condition for secure key generation? From the entanglement
distillation approach, we know that entanglement distillation a sufficient condition for secure
key generation. For some time, it was hoped that entanglement distillation is also a necessary
condition for secure key generation. However, such an idea was proven to be wrong in [49]
[50], where it was found that a necessary and sufficient condition is the distillation of a private
state, rather than a maximally entangled state. A private state is a “twisted” version of a
maximally entangled state. They proved the following theorem in [49]: a state is private in the
above sense iff it is of the following form

® pypll’ (14)

Ym = U‘W;" >AB <l'//2+’"



Introduction to Quantum Cryptography
http://dx.doi.org/10.5772/56092

Where | ¢d>=2?=1 liiy and p 4'p’ 1S an arbitrary state on A', B'. U is an arbitrary unitary

controlled in the computational basis

2 m

u=73 i), (if|eus™. (15)
i,j=1

The operation (15) will be called “twisting” (note that only UilA,B’ matter here, yet it will be

useful to consider general twisting later).

The main new ingredient of the above theorem is the introduction of a “shield” part to Alice
and Bob’s system. That is, in addition to the systems A and B used by Alice and Bob for key

generation, we assume that Alice and Bob also hold some ancillary systems, A "and B ', often
called the shield part. Since we assume that Eve has no access to the shield part, Eve is further
limited in her ability to eavesdrop. Therefore, Alice and Bob can derive a higher key generation
rate than the case when Eve does have access to the shield part.

4.3.4. Complementary principle

Another approach to security proof is to use the complementary principle of quantum
mechanics. Such an approach is interesting because it shows the deep connection between the
foundations of quantum mechanics and the security of QKD. In fact, both Mayers” proof [16]
and Biham, Boyer, Boykin, Mor, and Roychowdhury’s proof [44] make use of this comple-
mentary principle. A clear and rigorous discussion of the complementary principle approach
to security proof has recently been achieved by Koashi [51]. The key insight of Koashi’s proof
is that Alice and Bob’s ability to generate a random secure key in the Z-basis (by a measurement
of the Pauli spin matrix o,) is equivalent to the ability for Bob to help Alice prepare an

eigenstate in the complementary, i.e., X-basis (0y ), with their help of the shield. The intuition
is that an X-basis eigenstate, for example, | +) A=1/ ﬁ( 10y, + 1 1)), when measured along the

Z-basis, gives a random answer.

4.3.5. Other ideas for security proofs

Here are two other ideas for security proofs, namely, a) device-independent security proofs
and b) security from the causality constraint. Unfortunately, these ideas are still very much
under development and so far a complete version of a proof of unconditional security of QKD
based on these ideas with a finite key rate is still missing.

Let us start with a) device-independent security proofs. So far we have assumed that Alice and
Bob know what their devices are doing exactly. In practice, Alice and Bob may not know their
devices for sure. Recently, there has been much interest in the idea of device independent
security proofs. In other words, how to prove security when Alice and Bob’s devices cannot
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be trusted. See, for example, [52]. The idea is to look only at the input and output variables. A
handwaving argument goes as follows. Using their probability distribution, if one can
demonstrate the violation of some Bell inequalities, then one cannot explain the data by a
separable system. How to develop such a handwaving argument into a full proof of uncon-
ditional security is an important question.

The second idea b) security from the causality constraint is even more ambitious. The question
that it tries to address is the following. How can one prove security when even quantum
mechanics is wrong? In [53] and references cited therein, it was suggested that perhaps a more
general physical principle such as the no-signaling requirement for space-like observables
could be used to prove the security of QKD.

5. Quantum secret sharing

“Secret sharing” refers to an important family of multi-party cryptographic protocols in both
the classical and the quantum contexts. A secret sharing protocol comprises a dealer and n
players who are interconnected by some set of classical or quantum channels. The “secret” to
be shared is a classical string or quantum state and is distributed among the players by the
dealer in such a way that it can only be recovered by certain subsets of players acting collab-
oratively. The access structure is the set of all subsets of players who can recover the secret,
and the adversary structure corresponds to those subsets that obtain no knowledge of the
secret. There may, in addition, be external eavesdroppers who should also gain no knowledge
of the secret.

Quantum secret sharing (abbreviated QSS) is the generalization of quantum key distribution
to more than two parties [54]. In this new application of quantum communication, Alice
distributes a secret key to two other users, Bob and Charlie, in such a way that neither Bob nor
Charlie alone has any information about the key, but together they have full information. As
in traditional QC, an eavesdropper trying to get some information about the key creates errors
in the transmission data and thus reveals her presence. The motivation behind quantum secret
sharing is to guarantee that Bob and Charlie cooperate—one of them might be dishonest—in
order to obtain a given piece of information. In contrast with previous proposals using three
particle Greenberger-Horne-Zeilinger states [55], pairs of entangled photons in so-called
energy-time Bell states were used to mimic the necessary quantum correlation of three
entangled qubits, although only two photons exist at the same time. This is possible because
of the symmetry between the preparation device acting on the pump pulse and the devices
analyzing the downconverted photons. Therefore the emission of a pump pulse can be
considered as the detection of a photon with 100% efficiency, and the scheme features a much
higher coincidence rate than that expected with the initially proposed “triplephoton” schemes.

QSS which is based on the laws of quantum mechanics, instead of mathematical assumptions
can share the information unconditionally securely. According to the form of sharing infor-
mation, QSS can be divided into QSS of classical messages and QSS of quantum informa-
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tion.QSS of classical messages can be divided into QSS of classical messages based on
entanglement and QSS of classical messages without entanglement.

In 1999, Hillery et al. [55] used entangled three-photon GHZ states to propose the first QSS
protocol, namely the HBB99 scheme. In their scheme, the dealer (Alice) prepares a three

photons quantum system in the GHZ state | )= 1/ ﬁ( 1000y + 1 111)) ;5 and sends the photon

B and C to Bob and Charlie, respectively. The three parties all choose randomly one of two
measuring bases to measure the photons in their hands independently. They keep the correlate
results for generating the key K,. In the same year, Cleve et al. utilized the properties of

quantum error-correcting code to propose the first (k, 1) threshold of QSS protocol. In a (k, n)
threshold scheme, any subset of k or more parties can reconstruct the secret, while any subset
of k —1 or fewer parties can obtain no information [56]. In 2001, Tittel et al. used the experiment
to realize quantum secret sharing for the first time [54]. In 2002, Tyc et al. developed the theory
of continuous variable quantum secret sharing and propose its interferometric realization
using passive and active optical elements [57]. In 2003, Gou et al. presented a quantum secret
sharing scheme where only product states are employed [58]. Xiao et al. showed that in the
Hillery-BuZek-Berthiaume QSS scheme [59], and the secret information is shared in the parity
of binary strings formed by the measured outcomes of the participants in 2004. With the rapid
development of QSS, people are researching to achieve unconditional security.

5.1. QSS based on entanglement states

Quantum entanglement is an indispensable physical resource in QSS. Many application fields
of QSS such as this entanglement feature, so the study of entanglement is the core issue of
quantum information theory.

Let’s see the QSS based on entanglement. The entanglement states are all generated by the
sender, and the order of two or more photons sent to the same agent is randomly changed.
After the photons send to the receiver, for the detection mode, the order of the two photons is
announced, so that the two parties detected the security of the quantum channel, for the
information mode, the two receivers respectively does Bell measurement on the two photons
they owned, and then communicate through classical channel to share the secret key with the
sender. This protocol ensures the validity and security of the shared information.

We can see an example of QSS based on entanglement state GHZ [55].

Let us suppose that Alice, Bob, and Charlie each have one particle from a GHZ triplet that is
in the state | ¢>=1/ ﬁ( 1000y + I 111)). They each choose at random whether to measure their

particle in the x or y direction. They then announce publicly in which direction they have made
a measurement, but not the results of their measurements. Half the time, Bob and Charlie, by
combining the results of their measurements, can determine what the result of Alice’s meas-
urement was. This allows Alice to establish a joint key with Bob and Charlie, which she can
then use to send her message. Let us see how this works in more detail. Define the x and y
eigenstates
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[+x)= /001 [+y)= Y5(0)+i[1))
[=x)=)0) =) [=9)= )5 (0)=il1).

(16)

We can see the effects of measurements by Alice and Bob on the state of Charlie’s particle if
we express the GHZ state in different ways. Noting that

10)= Vs (x)+|=x), [1)= V5(+x)~|-x)), (17)

we can write

[v)= Jaall+), [+), +1==x), |=2),)0), +[1),)

18
# () [-x), +] ) ) 3(0) 1)1 (18)

This decomposition of | 1) tells us what happens if both Alice and Bob make measurements
in the x direction. If they both get the same result, then Charlie will have the state

1/ ﬁ( 10y, + 1 1),); if they get different results, he will have the state 1/ ﬁ( 10y~ 11),). He can

determine which of these states he has by performing a measurement along the x direction.
The following table summarizes the effects of Alice’s and Bob’s measurements on Charlie’s

state:
Alice
x X +y Y
+X [0y + [ 1) loy—1[1) loy—il1) [0y +il1)
Bob X loy—11) [0y + 1) [0y+i]1) loy—i]1)
+y loy—il 1) [0y +il1) loy—11) [0y + 1)
=% [0y +i]1) [0y—i]1) [0y + 1) loy—11)

Table 2. QSS based on entanglement state [55].

Alice’s measurements are given in the columns and Bob’s are given in the rows. Charlie’s state,
up to normalization, appears in the boxes. From the table it is clear that if Charlie knows what
measurements Alice and Bob made (that is, x or y), he can determine whether their results are
the same or opposite and also that he will gain no knowledge of what their results actually
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are. Similarly, Bob will not be able to determine what Alice’s result is without Charlie’s
assistance because he does not know if his result is the same as Alice’s or the opposite of hers.

To improve the efficiency of QSS, a protocol share the message directly among the users was
proposed. The scheme made full use of entanglement swapping of Bell states and local
operations. For detection of eavesdropping, the EPR pairs were divided into two parts: the
checking parts and the encoding parts. After insuring the security of the quantum channel by
measuring the checking particles in conjugate bases, the sender encoded her bits via the local
unitary operations on the encoding parts. And the protocol is secure, and two Bell states can
be used to share two bits message. And there is a scheme for multiparty quantum secret sharing
which is based on EPR entangled state. In the scheme, the secret messages are imposed on the
auxiliary particles, and the transmitted particles of EPR pairs do not carry any secret messages
during the whole process of transmission. After both of the communicators reliably share the
EPR entangled states, all the participants can securely share the secret messages of the sender.
Because there is no particles that carrying the secret message being transmitted on the quantum
channel during the process of transmission, the scheme can efficiently resist the eavesdropper’s
attack on secret message.

So, entanglement makes an important role in quantum secret sharing and many application
fields of quantum information theory such as quantum teleportation, QKD, quantum com-
puting need to use this entanglement feature. But the quantification of the entanglement
receives a better solution only for bipartite quantum system, and the quantification of multi-
partite entanglement is still open even for a pure multipartite state. Until now, a variety of
different entanglement measures have been proposed for multipartite setting, such as the
robustness of entanglement, the relative entropy of entanglement, and the geometric measure.

However, all these methods involve variable complexity problem, which make the quantifi-
cation of multipartite entanglement very difficult. Fortunately, it is hopeful to obtain the exact
value of the multipartite entanglement of graph states, which are very useful multipartite
quantum states in quantum information processing. Graph states are the specific algorithm
resources for one-way quantum computing model, and they are subsets of stabilizer states
which are widely used in quantum error correction.

5.2. QSS with qudit graph states

The quantification of entanglement has attracted wide attention in recent years, but the
quantification of the entanglement receives a better solution only for bipartite quantum system.
And the quantification of multipartite entanglement is still open even for a pure multipartite
state. Until now, a variety of different entanglement measures have been proposed for
multipartite setting, such as the robustness of entanglement, the relative entropy of entangle-
ment, and the quantification of multipartite entanglement is still open even for a pure multi-
partite state. Fortunately, it is hopeful to obtain the exact value of the multipartite entanglement
of graph states, which are useful multipartite quantum states in quantum information
processing.
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The entanglement quantification of graph state is relatively simple, for it can be described by
graph language. So far, the study of graph state entanglement has just started, the latest
research results is determining the upper and lower bounds of graph state entanglement by
using local operation and classical communication, which can only confirm the entanglement
of graph states that have equal bounds. But for graph states which have unequal bounds, it
can only give a range of entanglement but not the exact value.

In quantum computing, a graph state is a special type of multi-qubit state that can be repre-
sented by a graph. Each qubit is represented by a vertex of the graph, and there is an edge
between every interacting pair of qubits. In particular, they are a convenient way of repre-
senting certain types of entangled states.

Given a graph G=(V, E)with the set of vertices V and the set of edges E, the corresponding
graph

G)= TT u""+)™", (19)

(a,b)eE

where the operator U 28} i the controlled-Z interaction between the two vertices (qubits) a, b,

100 O
010 O

{a,b} _
u 001 O
000 -1

And | +>=1/ JE( |0y + 1)). With each graph G=(V, E), we associate a graph state. A graph
state is a certain pure quantum state on a Hilbert space H, =(C 2)®V.

An alternative and equivalent definition is the following. Hence each vertex labels a two-level
quantum system or qubit — a notion that can be extended to quantum systems of finite
dimension d. To every vertex a €V of the graph G=(V, E) is attached a Hermitian operator

b
K=o [] ol (20)
beN,

In terms of the adjacency matrix, this can be expressed as

K=o [T (21)
beV

As usual, the matrices Gx(“), @ oz(”) are the Pauli matrices, where the upper index specifies

the Hilbert space on which the operator acts K *) is an observable of the qubits associated with
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the vertex a and all of its neighbors b € N . The graph state | G) is then defined as the simul-

taneous eigenstate of the N = | V | operators {Ké”)}uev with eigenvalue 1:
KP|G)=|G). (22)

Here they consider three specific varieties of such schemes previously demonstrated in graph
states. They note that all existing forms of secret sharing that have been proposed fall into one
of these categories. [60]

1. CC scheme: The secret is classical, the dealer is connected to the player via private
quantum channels and all players are connected by private classical channels.

2. CQ scheme: The secret is classical, the dealer shares public quantum channels with each
player and the players are connected to each by private classical channels.

3.  QQ scheme: The secret is quantum, the dealer shares either private or public quantum
channels with each player and the players are connected to each other by private quantum
or classical channels.

Now let’s see an example of QSS with graph states. It is the third scenario presented in the
previous QQ scheme. This QQ scheme proposed is readily generalisable to qudits. In this
scheme, the secret to be shared is a quantum state | s) in a d-dimensional Hilbert space now,
initially possessed by the dealer, who distributes it to the other parties via a joint operation on
the secret state and parties’ shared graph state, in a manner analogous to quantum teleporta-
tion. We describe the general protocol explicitly below.

Denoting the dealer’s secret qudit as
d-1
0 =Sl @)
1=

The dealer prepares the state |s) | G)py- Corresponding to some graph state G for the
dealer’s qudit D and all the players” qudits V. The dealer distributes the player’s qudits to
them. The dealer then measures her two qudits in the generalized Bell basis { | 1),,,}, where

1 oAl
Vo) =z 20" )+ m) (24)
]

If the dealer’s measurement result is (m, 1), corresponding to the state | 1), , then it follows

from the rules for projective measurement that the resultant state for all parties is
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|l//mn>D <Wmn ||S>D |G>D,V

W)y e =)

gz:(j+m)(ADl'ADZ/“'/ADN)>V

where | g.) is the encoded reduced graph state on the players 1, -, n with labels z.

If the dealer informs the players of their measurement result (m, n), then a set of players € V
can apply a correction operator

-n -1 _
U =K ™Ne 7 -map (26)

to obtain the state

gz:j(ADl,ADZf"'fADN)>V ) (27)

14
‘58> :Zaf
]

The access properties of this final state depend on the graph state used. Qualitatively, for
certain initial graph states, the state | sg>V can be regarded as a superposition of orthogonal

labelled graph states whose labels have the same access structure as CC protocols. Thus, the
ability to recover the quantum secret corresponds to the ability to recover these classical labels,
providing a natural extension of the classical protocols to the quantum case.

6. Post-quantum cryptography

Post-quantum cryptography deals with cryptosystems that run on conventional computers
and are secure against attacks by quantum computers. This field came about because most
currently popular public-key cryptosystems rely on the integer factorization problem or
discrete logarithm problem, both of which would be easily solvable on large enough quantum
computers using Shor’s algorithm. Even though current publicly known experimental
quantum computing is nowhere near powerful enough to attack real cryptosystems, many
cryptographers are researching new algorithms, in case quantum computing becomes a threat
in the future.

In contrast, most current symmetric cryptography (symmetric ciphers and hash functions) is
secure from quantum computers. The quantum Grover’s algorithm can speed up attacks
against symmetric ciphers, but this can be counteracted by increasing key size. Thus post-
quantum cryptography does not focus on symmetric algorithms. Post-quantum cryptogra-
phy is also unrelated to quantum cryptography, which refers to using quantum phenomena
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to achieve secrecy. Currently post-quantum cryptography is mostly focused on four differ-
ent approaches:

Cryptographers:
How can we encrypt, decrypt, sign,

verify, etc.?

Functioning cryptographic systems:

DES, Triple DES, AES,

RSA, McEliece encryption,

Merkle hash-tree signatures,
Merkle-Hellman knapsack encryption,
Buchmann - Williams class-group encryption,

v ECDSA, HFE"™, NTRU, etc.

Cryptanalysts:

What can an attacker do using

b .
< 27 operations on a quantum computer?

Unbroken cryptographic systems:

AES (for b<128),

McEliece with code length b'*",

Merkle signatures with “strong” b"**"" -bit hash,
HFE"™ with 5" polynomials,

NTRU with 5" bits, etc.

\4

Algorithm designers and implementors:
Exactly how small and fast are the
unbroken cryptosystems?

Most efficient unbroken cryptosystems:
e.g., can verify signature in time p3ro®

using HFE"~ with 5" polynomials

A

Users

Figure 4. Post-quantum cryptography. Sizes and times are simplified to b '™, p2+() etc. Optimization of any specif-

ic b requires a more detailed analysis.
1. Lattice-based cryptography such as NTRU and GGH;
2. Multivariate cryptography such as unbalanced oil and vinegar;

3. Hash-based signatures such as Lamport signatures and Merkle signature scheme;
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4.

Code-based cryptography that relies on error-correcting codes, such McEliece encryption
and Niederreiter signatures.

We can use the following figure to show the content of post-quantum cryptography clearly [7].

Post-quantum cryptography is, in general, a quite different topic from quantum cryptography:

Post-quantum cryptography, like the rest of cryptography, covers a wide range of secure-
communication tasks, ranging from secret-key operations, public-key signatures, and
public-key encryption to high-level operations such as secure electronic voting. Quantum
cryptography handles only one task, namely expanding a short shared secret into a long
shared secret.

Post-quantum cryptography, like the rest of cryptography, includes some systems proven
to be secure, but also includes many lower-cost systems that are conjectured to be secure.
Quantum cryptography rejects conjectural systems — begging the question of how Alice
and Bob can securely share a secret in the first place.

Post-quantum cryptography includes many systems that can be used for a noticeable
fraction of today’s Internet communication— Alice and Bob need to perform some compu-
tation and send some data but do not need any new hardware. Quantum cryptography
requires new network hardware that is, at least for the moment, impossibly expensive for
the vast majority of Internet users.
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