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1. Introduction

Quantum key distribution (QKD) is considered as an ideal method to make secret message
unreadable to eaves-dropper but intelligible to the two authorized parties of the
communication [1-6]. In the research of experimental quantum key distribution, single
photons and entangled photon pairs are used as the carriers. In quantum key distribution,
secret keys are generated first between the communication parties. The security of quantum
key distribution is guaranteed by the laws of quantum mechanics. After the quantum key
distribution is completed, the communication parties should share secret keys, then the
sender encrypts the secret message using the secret keys to form the ciphertext and
transmits the ciphertext through a classical channel. The receiver receives the ciphertext and
then decrypt the ciphertext to get the secret message. Altogether there are four steps in a
secret communication process with QKD: key generation, encryption, transmission and
decryption.

Here in this review, we review some new development in quantum communication,
quantum direct communication (QDC). Quantum direct communication is a form of
quantum communication where secret messages can be transmitted through a quantum
channel with or without additional classical communications. There are two forms of
quantum direct communication, quantum secure direct communication (QSDC) [7{9] and
deterministic secure quantum communication (DSQC) [10, 11]. In QSDC, secret messages
are transmitted directly between the communication parties, from sender Alice to receiver
Bob, without additional classical communication except those for the necessary
eavesdropping check. In other words, the quantum key distribution process and the
classical communication of ciphertext are condensed into one single quantum
communication procedure in QSDC. Deterministic secure quantum communication is
another type of quantum direct communication, such as those proposed in Ref. [10, 11],
where classical communication is required in order to read out the secret message. As
mentioned earlier, to complete a secure communication with the help of QKD, one usually
encodes the secret message with an encryption scheme, and the ciphered text is transmitted
through a classical channel. With a quantum channel, this procedure can be varied. For
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instance, Alice can encrypt her secret message with a random key and encodes the
ciphertext into the quantum states of the information carriers. The ciphertext is then sent
from Alice to Bob deterministically. Alice also sends the random key to Bob through a
classical channel. With this knowledge, Bob can decode the message from the ciphertext
obtained through the quantum communication. Quantum principle ensures that Eve cannot
steal the ciphertext. Because the ciphertext needs be transmitted through a quantum channel
deterministically, not all quantum key distribution can be adapted to construct DSQC. Only
deterministic QKD schemes can be adapted for DSQC purposes. The fundamental difference
between QSDC and DSQC is the need of another round of classical communication. Hence it
is always possible to use a QSDC scheme as a DSQC scheme.

The first QSDC protocol is the two-step QSDC protocol where qubits in an EPR pair are sent
from one user to another user in two steps [8, 9]. The two-step QSDC protocol was first
proposed by Long and Liu in 2001 [8], and standardized and analyzed by Deng, Long and
Liu in 2003 [9]. Another QSDC protocol is the ping-pong QSDC protocol where one qubit of
an EPR pair is sent from one user to another and then back to the sender again like the ping-
pong. While the two-step QSDC protocol uses all four dense coding operations, the ping-
pong protocol uses only two of the four dense coding operations. In another development,
Shimizu and Imoto proposed the first DSQC protocol using entangled photon pairs [10]. In
their scheme, the ciphertext is encoded in the state of entangled pairs, and the photons are
transmitted from Alice to Bob. The receiver Bob performs a Bell-basis measurement to read
out the partial information. Full information of the ciphertext is read out after Alice notifies
him the encoding basis through a classical communication. In 2002, Beige et al. [11]
proposed another DSQC scheme based on single photon two-qubit states. The message can
be read out only after a transmission of an additional classical information for each qubit. In
recent years, quantum direct communication has attracted extensive interests and many
interesting and important works have been carried out in QSDC for instance in Refs. [12-30],
and in DSQC for instance in Refs. [31-39]. In the following sections, we will focus on the
development of these two forms of quantum direct communication. We will also discuss
their applications, such as in quantum secret sharing and quantum network.

2. Deterministic secure quantum communication protocols

As mentioned above, there are two kinds of deterministic schemes. One is quantum secure
direct communication (QSDC) in which the receiver can read out the secret message
directly, and classical information is exchanged between the two parties of quantum
communication only for security checking. The other is called deterministic secure quantum
communication (DSQC) [31] in which the receiver can read out the secret message by
exchanging at least an additional bit for each qubit, i.e. classical communication is needed
besides eavesdropping check. To some extent, DSQC process is similar to the QKD protocol
which is used to create a random key first and then use it to encrypt the message. In the
following, we will describe some DSQC protocols.

A. DSQC with nonmaximally entangled states

We describe here two DSQC protocols without using maximally entangled states which was
proposed by Li et al. [31], following some ideas in the delay-measurement quantum
communication protocol [40]. It utilizes the pure entangled states as quantum information
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carriers, called the pure-entanglement-based DSQC, and the other one makes use of the d-
dimensional single photons, called the single-photon-based DSQC. Both of them introduce
the decoy photons [41, 42] for security checking and only single-photon measurements are
required for the two communication parties.

The two parties use pure entangled states as the quantum information carries in the pure-
entanglement-based DSQC protocol [31]. Also this protocol assumes that the receiver has
the capability of making single-particle measurements. The pure entangled states can be
described as

|U") 4B = al0)a|1) g + b[1) 4]0) 5 1)

where the subscript A and B indicate the two correlated photons in each entangled state. |0)
and |1) are the two eigenvectors of the two-level operator o, say the basis Z. a and b satisfy
the relation |a|?>+ |b]2=1.

Firstly, the sender, say Alice prepares a sequence of ordered N two-photon pairs, and each
pair is randomly in one of the two pure entangled states |[U")4B, [¥")45, and

(¥”)ap = a|1)al0)p + bl0)a|1)5. (2)

Alice picks up A particles to form an ordered sequence S4 and picks up the other partner
photons to form the sequence SB. For security checking, Alice replaces some photons in the
sequence SB with her decoy photons Sde which are produced randomly in one of the four
states {|0), |1), |+), |-)}. Here |t) = Lz (|0) £ |1)) are the two eigenvector of the two-level
operator oz, say the basis X. The decoy photons is easily prepared from the pure entangled
quantum system |U)4B by taking a single-photon measurement on the photon A and
manipulating the photon B with some unitary operations. Secret message is encoded on the
photons in SB sequence by performing I = |0)(0] + [1)(1| or oz = |1)X0| + |0)(1| at Alice's side
and the two unitary operations represent classical bits 0 or 1, respectively. Then Alice sends
sequence SB to Bob. After Bob receives S5 sequence, Alice and Bob check the security of
communication by measuring the decoy photons and comparing the outcomes. If the error
rate is lower than the security bound, Alice and Bob measure their remaining photons with
basis Z, and they get the final results R4 and RB, respectively. Alice announces her results
RA. Then Bob reads out the secret message MA as MA = RA & RB @ 1. As this scheme
requires only single-photon measurements and pure entangled quantum signals, it is far
more convenient than the schemes with entanglement swapping and quantum teleportation,
and it is more feasible in practice. In this protocol, the information carriers in two-particle
pure entangled states can be prepared in experiment easily with present technology, and a
single-photon measurement is simpler than a multi-particle joint measurement at present.
This protocol is also generalized to the case with d-dimensional quantum systems [31]. The
intrinsic efficiency approaches 100% and the total efficiency exceeds i in theory which is
larger than congeneric schemes using Einstein-Podolsky-Rosen (EPR) pairs.

B. DSQC with single photons

In the single-photon-based DSQC protocol [31], d- dimensional single-photon quantum
systems are utilized as the information carriers. The Zd basis of a d- dimensional system is
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The d-dimensional eigenvectors of the measuring basis Xd are

1 .
0}, = _QH{DHU + -0 +|d=1)),
. = L (in) Ty  at”. 1>)
= N +e d 4+ o dg vl |, — -
; Nz o
] ari (d=t)dmi
2o = = (0 +eF 44 o). n
1 2(d—1)ri 2%2(d—1)mi
d=1)p = (0 +e T |hte @ |2

(d=—1)x2(d—1)m3
N d |(g’—l>J

At first, sender Alice prepares a sequence of d-dimensional single-photons randomly in the
eigen-basis states of Zd or Xd operators, the sequence is labeled as S. She chooses some
photons in the S-sequence as the decoy photons and encrypts her secret message M4 on the
other photons with unitary operations Um, U?¥ , where

m/

Un = Z |7 +m mod d) (3|, 5)

J

Ik = ZE'%J"” |7 4+ m mod d) (j].

i

(6)

In other words, Alice encodes her message with Unm if the photon is prepared with the Zd basis.
Otherwise, she will encode the message with U . Then Alice sends the S sequence to Bob.
After the transmission, they check the eavesdropping by measuring the decoy photons and
analyzing the error rate. If the transmission is secure, Alice tells Bob the original states of the
photons. Then Bob measures them with the suitable bases and reads out the secret information
M4 with his outcomes. This protocol is more convenient in practical applications in virtue of
that it only requires the parties to prepare and measure single photons.

C. DSQC with quantum teleportation and entanglement swapping

Quantum teleportation [43] has been studied widely since it was first proposed in 1993, and
has been applied in some other quantum communication branches, such as QKD, quantum
secret sharing (QSS) and so on. In 2004, Yan et al. put forward a DSQC scheme using EPR pairs
and quantum teleportation [32]. In their scheme, the qubits do not carry the secret message
when they are transmitted between the two parties, and this makes this communication more
secure and convenient for post-processing such as privacy amplification.

At first, the two parties share a set of entangled pairs randomly in one of the four Bell states.
Suppose that all the EPR pairs used in the scheme are |¢*)AB. The sender Alice prepares a
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sequence of C' particles in the X basis |i) ¢ according to her secret message (|+) for "0", |-) for
"1"). Then Alice performs Bell-state measurements on her two particles BC. Each outcome
will appear with equal probability 0.25 and Bob's particles will be related to the initial states
of particles C by a unitary transformation Uij relying on Alice's measurement outcomes.
After Alice publicly announces her out-comes, Bob applies the corresponding inverse
transformation U{;] to his particles and measures them with the basis X = {|+), {|-)}. Then
Bob can obtain Alice's message. The security of this scheme is ensured because the security
of quantum channel is ensured before the trans- mission of secret message, hence it is
completely secure.

Subsequently, Gao et al. proposed another direct secure quantum communication scheme
using controlled teleportation [20]. Three-particle entangled states are used in this scheme.
When the communication starts, the three parties first share a set of entangled states. The
sender Alice performs a Bell-state measurement on a information particle and a particle in
the entangle state, and the controller Charlie performs a single-particle measurement.
According to their measurement outcomes, the receiver Bob chooses a suitable unitary
operation and then takes a single-particle measurement on his particle for reading out the
secret message.

Entanglement swapping is also exploited to design a deterministic secure quantum
communication protocol [35]. The protocol also uses the maximally entangled EPR pairs as
the information carriers. The two parties assume that each of the four unitary operation
represents a two-bit classical information beforehand. Bob prepares a series of EPR pairs in
the state |U*)A:B; = ﬁ (J01) + |10))AB and sends the A sequence to Alice which consists of all
the A particles in the EPR pairs. They both store the photons into two groups, i.e. photons A,
and A as a group and B and B as another group. In the case that the transmission is secure,
Alice performs her two-bit encoding via local unitary operation on one photon of each group.
Then they perform the Bell-state measurement on each group of their own particles. Alice
announces her measurement results to Bob. Bob then concludes Alice's operation according to
his measurement outcomes and those published by Alice, and extracts the secret message. This
protocol makes use of two EPR pairs for entanglement swapping. For two bits of information,
four qubits were prepared and two additional bits are transmitted.

Quantum teleportation or entanglement swapping can be utilized in DSQC schemes because
they have the same advantages that the security of communication is based on the security of
the process for sharing the entanglements, so that they can ensure the security before the secret
message communication. Once entanglement is established, the qubits do not suffer from the
noise and the loss aroused by the channel again, the bit rate and the security will very high.

D. DSQC based on the rearrangement of orders of particles

In this part, we describe DSQC protocols based on the rearrangement of orders of particles
which uses EPR pairs as the information carriers, following some ideas in the controlled-
order-rearrangement-encryption QKD protocol [6].

One DSQC protocol uses EPR pairs [21]. The transmitting order of the particles which
ensures the security of communication is secret to anyone except for the sender Bob himself.
The two parties agree that the four unitary operations in the dense coding represent two bits
of classical information. The receiver Alice prepares a sequence of EPR pairs randomly in

one of the four Bell states {|¢*)AB, |¢*)AB}. Here
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1
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6) a8 = —=(10)4l0} + [1)al1)5). (10)

V2

Alice divides them into two corresponding sequences, called A sequence and B sequence. A
sequence is composed of all the A particles in the EPR pairs. Alice sends the B sequence to
Bob. Bob selects a sufficiently large subset of photons as his checking set and performs one
of the four unitary operations on them randomly. For the other photons, Bob chooses a
suitable unitary operation on each photon, according to his secret message. Before sending
back the encoded photon sequence, Bob rearranges the order of the photons in the sequence.
After Alice confirms the receipt of the B sequence, Bob tells Alice the positions of the
checking photons. Alice performs the Bell-state measurements on the sample pairs and then
checks the eavesdropping with the checking set. In the case that the transmission is secure,
Bob exposes the secret order and then Alice can obtain the secret message with Bell-state
measurements on the other EPR pairs after recovering their original orders.

Subsequently, a DSQC protocol was proposed with single photons based on the secret
transmitting order of particles [22], following some ideas in Refs[6, 12]. The receiver Alice
prepares a sequence of single photons (i.e., ordered N single photons) which are randomly
in one of the four states {|0), |1), |[+), |-)} and sends the sequence to Bob. Bob selects
randomly a sufficiently large subset to perform Uy = I = |0)0|+|1)(1| or Us = |0)1|-|1)(0]
operation randomly for eavesdropping check later. He performs one of these two operations
on the remaining photons according to his secret message, and sends them back to Alice. If
the error rate exceeds the threshold they preset, they abort their quantum communication.
Otherwise, Bob publishes the secret order of the photons in the sequence. Alice reads out
Bob's message with single-photon measurements using the basis she prepared the photons.
These two DSQC protocols [21, 22] using transmitting order rearranging method are simple
as they only require one eavesdropping check. However, there is a security loophole
because they both are two-way quantum communication protocols. The security of these
two quantum communication protocol is based on the secret order of the particles which
will be published after the security checking. If Alice and Bob cannot detect the
eavesdropper during the checking process, the eavesdropper Eve can get the secret order
and the whole message. Recently, Li et al. point out the security leak and present a possible
improvement [44]. They indicate that the protocols are insecure with Trojan horse attack
strategies. An invisible photon or delayed one are introduced to attack these schemes. The
invisible photon proposed by Cai is a photon produced with a wavelength different from
the wavelength of the authorized parties. As that the single photon detector is only sensitive
to the photons with a special wavelength, the invisible photon will not be detected.
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Generally, the invisible photon may obtain nothing if the legitimate users' operation is done
by optical device which is wavelength-dependent. However, in the protocols there is no
security checking in the line from Alice to Bob. Eve can choose a special wavelength close to
the legitimate one to produce the invisible photons without worrying about being detected
and the probability that Eve can obtain the correct information is close to 1. The delay-
photon Trojan horse attack is inserting a spy photon in a legitimate signal with a delay time,
shorter than the time windows of the optical device. The attack strategy is described as
follows. (1) Eve prepares a set of spy photons (invisible one or delay one both work) and
inserts them into the legitimate signal in the line from Alice to Bob. (2) After Bob performs
the unitary operation, Eve sorts her spy photons out in the line from Bob to Alice. As there is
no security check at this stag, Eve will not be detected. When Bob performs his unitary
operations on the authorized photons, he also performs them on the spy photons. So does
the order rearranging manipulation. (3) After Bob publishes the secret order, Eve can
perform measurements on the spy photons and get the secret message freely and fully. In
order to defeat this kind of attack, another security checking is inserted before Bob's
operations. That is, Bob chooses a large subset of photons randomly as sample photons. He
splits the sample signals with photon number splitters (PNS) and measures the two signals

with bases Z or X randomly, and analyzes the multi-photon rate and the error rate. If both

the error rate and the multi-photon rate are very low, they continue to the next step.
Otherwise, they terminate the communication. Furthermore, Bob has to insert a filter in
front of his devices to filter out the photon signal with an illegitimate wavelength. This
improvement will help these DSQC protocols defeating the Trojan horse attack. In a word,
the insecurity point of these two DSQC protocols is that there is only one security checking
for a two-way quantum communication. The most important point is that for each block of
transmission, an eavesdropping check is inevitable for secure communication, no matter
what is transmitted with a quantum channel [44].

3. Quantum secure direct communication protocols

QSDC transmits secret messages directly through a quantum channel. QSDC has higher

security requirement than both QKD and DSQC. In secret communication with QKD, one

can protect secret message by first ensuring the security of the keys in the QKD process. In

DSQC one can protect the secret message by checking the security of the DSQC process

while holding the classical information. However in QSDC, the secret message is encoded in

the information carriers directly, hence it is more stringent to ensure the security. According
to Deng-Long criteria [9, 12], a real secure QSDC scheme should satisfy four requirements:

1. The secret message can be read out by the receiver directly and there is no additional
classical information exchange between the sender and the receiver in principle except
in the process for security checking and error rate estimating.

2. The eavesdropper cannot obtain any useful information about the secret message no
matter what kind of attack she will perform.

3. Eve can be detected by the legitimate users before Alice and Bob encode the secret
message on the quantum states.

4. The quantum states are transmitted in block by block way.

The last one of the four criteria is a necessary tool in QSDC hence one can use it easily to see

if a quantum communication is a QSDC or not. It is a necessary condition hence even

though some protocols are not QSDC even though they use block data transmission.
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The two-step QSDC scheme [8, 9] is secure as it satisfies all these four requirements. In the
following, we will discuss some QSDC protocols in details.

A. Two-step Quantum Secure Direct Communication
The two-step QSDC protocol is the first QSDC protocol using EPR states [8, 9]. The
communication utilizes EPR pairs as information carriers in which each is in one of the four

Bell states {|¢%), |15}

The two-step QSDC scheme is the first secure model for quantum direct communication.
This QSDC principle is shown in Fig.1, and the protocol is described in detail as follows [9].

Alice  Bob Alice Bob Alice Bob Alice Bob
=i=ly 1 o
mlim S e
wiln willn
] [l
e |2 2 | T
5 o  m— e
o s
i =l
il o o
i Y il L) [ i
r r ]
Sa Sg Sr SB S'I SB S_; S.B

Fig. 1. The principle of the two-step QSDC scheme. Each line connect two photons
represents an EPR pair. 54 is the message-coding sequence and S5 is the checking sequence.

In the QSDC process, Alice prepares an ordered N EPR pairs which are in the same state
|p*yAB = ﬁ (10y4|0yB + |1)4|1)B). Alice separates the two particles into two parts. Each part is
an ordered EPR partner particle sequence. One of the sequence is made up of all the
photons marked with A in the ordered N EPR pairs which is called the message-coding (M)
sequence SA. The remaining EPR particles forms another particle sequence which is called
the checking (C) sequence SB. Alice and Bob agree that the four Bell states |¢*), |¢7), |[¢*) and
|97) correspond to the classical bits 00, 01, 10 and 11, respectively.

The security of two-step QSDC protocol is also considered. The security checking process
during QSDC consists of two steps: first, Alice sends the checking sequence S5 to Bob and
checks the security of transmission with Bob. Then if the two legitimate users confirm that
the transmission of the checking sequence SB is secure, Alice encodes her secret message on
the S4 sequence with four unitary operations Ui (¢ = 0, 1, 2, 3) and then sends 5S4 to Bob
who reads out the secret message directly by Bell-state measurements. Here the four unitary
operations used for coding are described below:

Uo =1=10)(0]+ 1), 1)
U =0, =10)(0] - 1) (1], 12
Vs =o0.=1)(0]+10) 1], (13)
Us =i, = [0) (1] - [1) (0] (14)
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In the first step, Alice and Bob perform the security checking procedures. Bob chooses
randomly a subset of the photons that he received as the samples for security checking, then

he measures them by choosing randomly one of the two basis, Z = {|0i, |1i} and X = {j§i = ﬁ

(jOi § j1i)}. Then Bob tells Alice the positions of the sample photons he has chosen, also the
measuring bases and the outcomes. Alice chooses the same bases to mea- sure the
corresponding photons in the M sequence. They compare their results publicly. If there is no
eavesdrop- ping attack, their results should be in correspondence with each other, otherwise
the eavesdropping behavior will be discovered.

In the second step, Alice selects some photons in the M sequence randomly and performs on
them one of the four operations Ui (i = 0, 1, 2, 3). The remaining photons in the M sequence
are used for information transmission. After Bob's Bell-state measurements on the EPR
pairs, they perform the second step of security checking. Alice first tells Bob the positions of
the checking qubits and the type of unitary operations. Bob's measurement will get an
estimate of the error rate in the M sequence transmission. If the transmission of the C
sequence SB is secure, Eve can only disturb the transmission of the M sequence S4 and
cannot get any information encoded on it as none can read out a useful information from
part of maximally entangled quantum system.

If the quantum channel shows low noises or no loss, error correction procedures can be used
in the communication. The bits preserving correction code should be used to preserve the
integrity of the message.

In 2005, Wang et al. [14] generalized the two-step QSDC scheme based on superdense
coding. Using high level particles, each particle could carry more than one bit information
than two-step QSDC.

In d-dimension QSDC, the Bell-basis states are described as:

_ N 2/ @ iy |
Wom)AB = ;{ |7) ® |4 + m mod d),"\/r_f 15

where n,m =0, 1, ..., d -1. The unitary operations in d-dimensional Hilbert space are

Ui, = Z {-fhuﬂ;*flj + m mod d)(j|. (16)

J

The unitary operations on the particle B can make the following transformations on the d-
dimension Bell-basis state

|Woo)an = Z 7} ® |33>//"~’/F (17)

into the Bell-basis state |Unm)AB.

When the QSDC starts, Alice and Bob transmit their information directly in two
rounds which is shown in Fig.2. The procedures of communication is described in detail as
follows:

1. The receiver Bob prepares a sequence of entangled photon pairs which are in the Bell

state |Woo).
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Fig. 2. Schematic description of quantum superdense coding [14].
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Fig. 3. lllustration of the QSDC protocol with a sequence of d-dimensional EPR pairs [14].
The T sequence is traveling forth and back from Bob to Alice.

2. Bob takes one particle from each entangled particle pair for making up of an ordered
partner particle sequence, say [P1(H), P2(H), P3(H), ... , PN(H)]. It is called the home (H)

sequence. The remaining partner particles compose another particle sequence [P1(7),

Py(T), P3(1), ..., PN(T)], and it is called the traveling (T) sequence, shown in Fig.3. Here

the subscript indicates the pair order in the sequence.
3. Bob sends the photon sequence to the sender of the secret message and then they check
eavesdropping.

B. Deng-Long quantum one-time pad QSDC scheme

Single photons are easy to be produced than entangled photons for quantum
communication. So Deng and Long proposed the QSDC scheme using one-time pad QKD
method, called Deng-Long quantum one-time pad quantum secure direct communication.
In quantum one-time pad QSDC scheme, Alice and Bob first share a sequence of single-
photon quantum states securely, then the sender Alice encodes her secret message and
transmits the states to the receiver Bob. The implementation of quantum one-time pad
QSDC scheme is described in Fig.4.

Deng-Long quantum one-time pad QSDC scheme are described in details as follows:

(1) The secure doves sending phase.

In this step, Alice and Bob first share a series of single photons. The receiver Bob prepares a

sequence of polarized single photons S and sends these photons to Alice.The states of the

photons are chosen randomly in one of the four states {|0), |1), |+), |-)}. Alice and Bob can
check the security of the transmission after receiving the photons. Bob chooses randomly the
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Quantum channel |
source [ 0@@ v} @ []

measurement [~

Fig. 4. Implementation of the quantum one-time pad QSDC scheme with optical delays [12].
CE is the eavesdropping check; SR represents an optical delay; Switch is used to control the
quantum communication process, if the batch of photons are safe, the switch is on and the
message coding is performed; CM encodes the secret message, M1 and M2 are two mirrors
for in this simple illustrative set-up.

security checking qubits from the sequence S. Alice checks the security of this transmission
by measuring the samples with the randomly chosen MBs and compares the states
information with Bob. If they confirm that the transmission is secure, Alice and Bob
continue their communication to the second phases; otherwise, they abandon their
transmission and begin the communication from the beginning.

(2) The message coding and doves returning phase.

Alice encodes her secret message on each photon in the sequence S’ with the unitary
operation Up = I = |0)0| + |1)1| or the operation Us = ioy = |0)1] - |1){0| according to the
message bit is 0 or 1, respectively. The S’ sequence are the remaining photons in the
sequence S after the first eavesdropping check. The Us; operation only flips the two
eigenvectors in both MBs Z and X, i.e,,

Usl0) = —[1), Usll) =0), (18)

Usl+) = |-),  Us|=) =—|+). (19)

the two unitary operations Upand Us; do not change the MBs of the photons. Alice sends the
encoded photon sequence S’ back to Bob. Since Bob knows the initial state information
completely, he can choose the original MBs to measure each photon for reading out the
secret message. Alice picks some photons in the S’ sequence to check the security of
transmission. She chooses randomly the Uy and U; operations to encode some checking
information in the message coding phase. After Bob measures the photons in the sequence
S’, Alice tells Bob the positions and the coded bit values of these checking photons. These
checking photons gives Alice and Bob opportunity to estimate whether there is an Eve in the
line to intercept their communication. Eve's eavesdropping in this phase will not get any
useful information about the secret message as she does not know the original states of the
photons in the sequence S.

Single photons and quantum memories are needed in this practical QSDC scheme. The
sender Alice must have the capability of storing quantum states. By now, this technique is
not fully developed. However, this technique is a vital ingredient for quantum computation
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and quantum communication, and there has been great interest in developing techniques
for quantum state storage [40]. In this book, we would like to introduce the method of the
photon storage realized by optical delays in a fibre, as shown in Fig.4. In practice, there are
also losses in the transmission lines, error correcting techniques are necessary.

C. multi-step QSDC with Greenberger-Horne-Zeilinger states

The two-step QSDC can be generalized to multi-step QSDC scheme with multi-particle
entangled state, such as Greenberger-Horne-Zeilinger (GHZ) states [15]. The three-particle
GHZ state can be described as:

1

le)aBc = ﬂ(|UUU>ABC + |111) aBc). (20)

There are eight independent GHZ states, namely

1

o = Eﬂﬂﬂﬂ) + [111)), (21)
1

lph = EUUUU) — [111)), (22)

1
|p)2 = E(Ilﬂﬂ) +[011)), (23)

1
lp)s = Ti(uﬂﬂ) — [011)), (24)

1
[£) = —5(010) + [100)), (25)

1
e)s = —75(1010) — |101), (26)

1
lpe = J—i(lllﬂ) +[110)), (27)

1
(¢} = —75(1110) ~ [o0n)). 28)

By performing single-particle unitary operations {Ui} (i = 0, 1, 2, 3) on two of the three
particles, the initial GHZ state can be changed to any of the state in the set.

In the beginning, Alice and Bob make an agreement that each of the states |¢)k (k =0, 1,...,
7) represents a three bits binary number, namely |p)o, |¢)1, ..., and |p)7 corresponds to the
classical coded as 000, 001, ..., and 111, respectively.

The sender Alice prepares a sequence of ordered N three-particle GHZ-state quantum
systems, labeled as [Pi(A)P1(B)Pi(C), P2(A)Pr(B)P2(C), ..., PN(A)PN(B)PN(C)] which are in
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the state: |p)o =% (000yABC + |111)ABC). Then Alice divides the sequence into three partner
particle sequences, SA = [P1(A4), P»(A), ..., PN(A)], SB = [Pi(B), PxB), ..., PN(B)] and Sc¢ =
[P1(C), Po(O), ..., PN(O)].

Then Alice and Bob complete the multi-step QSDC as follows:

(1) First step entanglement sharing process.

Alice sends the sequence labeled with C' to the receiver Bob. After that she checks the
security of the transmission with Bob to discover the eavesdropping attack. Bob randomly
chooses some particles from SC sequence as the sample qubits and measures them by
choosing one of the two MBs Z and X randomly. Then Bob notice Alice the positions and
the MBs of the sample particles. After that Alice chooses a MB in the state {|00), |01), |10),
|11)} to measure her corresponding partner particles in the sequences S4 and SB when Bob
chooses the MB Z to measure his sample particles; otherwise, Alice performs a Bell-basis
measurement on her particles. Alice checks the correspondence of the qubits with Bob and
analyzes the error rate ne of the samples. If they find that 7e is reasonably low then they
continues the quantum communication; otherwise, Alice and Bob abandon the

communication and repeat their quantum communication from the beginning.

(2) Information coding process.

Alice encodes the secret message on the GHZ states using the Uy and U operations which
can be used on the SB sequence and the four unitary operations { Uy, U1, U, U3} which are
performed on the Sc particles. Alice also chooses some sample particles in the sequences SB
and S4 for the second step of security check which are operated by one of the four
operations Ui (i =0, 1, 2, 3) randomly.

(3) Second step entanglement sharing process.

Alice measures the samples chosen from the remaining particles in sequence S4 using the
MB Z or X with 50% probabilities. Then she sends the sequence SB to Bob. When Bob
receives the SB sequence, Alice tells Bob the positions of the samples. Bob measures the
corresponding particles in the sequence SB and S¢ based on Alice's MBs' information. If
Alice measures her particles with the basis Z, then Bob chooses to measure with the
measuring basis {|00), |01), [10), [11)}; otherwise, he chooses the Bell-basis state
measurement on his sampling particles. After that they compare the outcomes of the
measurement to analyze the error rate of these particles. If the error rate is lower than the
security bound, Alice and Bob continue their quantum communication; otherwise they abort
the communication and repeat it again.

(4) Information decoding process.

Alice sends the S4 sequence to Bob in the last step. Bob reads out the secret message with
joint three-particle measurements on the particles in the three sequences S4, S5 and Sc. Then
they turn to the third step security checking, Alice tells Bob the positions of the sampling
particles and they analyze the error rate of the samples. If the error rate is lower than the
security bound, they can accomplish the transmission of the secret message.

During the communication process, Alice and Bob transmit one of the three sequences S¢,
SB and SA each time. So the eavesdropper Eve can only capture one sequence during
eavesdropping. She cannot obtain any information about a GHZ-state quantum system if
she only captures one particle. Thus this QSDC scheme is secure as that of the two-step
QSDC scheme [8, 9].
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Besides Bell states and GHZ states, various entangled sources are used in QSDC and DSQC
protocols. In 2008, Lin et al. constructs a QSDC scheme [45] using x-type entangled states
which is in the form

00

X 10000) — [0011) — [0101) + [0110)

e =
1234 — 2\/5 (29)
+ [1001) + [1010) + |1100) + [1111))1234.

An efficient QSDC process based on the x-type entangled states is discussed both in ideal
and noisy communication channels. Later Dong et al. proposed a QSDC protocol using
three-particle W states [46]. Also another DSQC protocol using four-particle entangled states
is proposed by Xiu et al. in the same group [47].

D. quantum-encryption-based QSDC scheme

The principle of the quantum-encryption-based QSDC scheme [16] is shown in Fig.5. In this
protocol, a controlled-not (CNot) gate is used to encode and decode the secret message. The
two parties share privately a sequence of two-photon pure entangled states before-hand,
and then use the states as their private quantum key which is reusable with a eavesdropping
check before each round. The message can be readout directly by the receivers and each
photon transmitted between the two parties can carry one bit of message securely in
principle.

al00)+b[11) or b[00)+alll)

¥
i

]
[

! ! Bob
Lal00y, ) +b|117) |

B e |

Fig. 5. lllustration of the quantum-encryption-based QSDC scheme [44]. The pure entangled
states are used as quantum key which are repeatedly used. D represents the measurement

with the MB Z.

In the quantum-encryption-based QSDC protocol, Alice and Bob first share a sequence of
two-particle entangled states privately and then use them as their private quantum key
which are used to encrypt secret message.

In detail, Alice first prepares n two-photon pairs randomly in one of the two pure entangled
states |¥)AB = a|0)4|0)B+b|1)A|1)B and |®)AB = b]|0)4|0)B+a|1)A|1)B. For the purpose of secure
communication, decoy photons are used in secure sharing the pure entangled states [41, 42].
Alice picks up the photon marked with B in each pair to make up the sequence S5 : [By, By,
... ,Bn]. The other sequence S4 is made up of particles Ai (i =1, 2...n). The sequence SB is
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sent to Bob and the sequence 5S4 is kept by Alice. Alice inserts some decoy photons Sde into
the sequence SB for checking the security of the transmission. The decoy photons are
randomly in one of the four states {|0), |1), |+) = % (10) + 1)), |- = \,—L’E (|0) - |1))}. Alice can
get a decoy photon by measuring one photon in a two-photon pair |¥)4AB with the basis Z
and operating the other photon with oz or a Hadamard (H) operation. Bob measures the
decoy photons with the suitable bases that Alice told him and analyzes the error rate of
those outcomes with Alice. If the error rate is reasonably low, they can obtain a sequence of
quantum key privately; otherwise, they discard the qubits and repeat quantum
communication from the beginning.

Alice prepares a sequence of traveling particles i in one of the two states {|0), |1)} according
to the bit value of her secret message is 0 or 1 (called the traveling particle sequence S7). As
discussed in Refs. [8, 9, 12], Alice randomly inserts some decoy photons in the sequence ST
for security checking. The sequence, say SD, are randomly in the four states {|0), |1), |+), |-)}.
The quantum key, the pure entangled pairs shared {|¥)4B, |®)AB} are used by Alice to
encrypt the traveling particles in the sequence ST except for the decoy photons, shown in
Fig.5. Alice performs a controlled-not (CNOT) operation on the particles Aiand vi (i =1, 2,
..., n) by using the particle Ai as the control qubit. Then all the traveling particles are sent to
Bob. Alice announces to Bob the positions and the states of the decoy photons and then Bob
measures them with the same bases. Bob then takes a CNOT operation on the particles Bi
and ~i with the particle Bi as the control qubit and then he measures the particles vi with the
basis Z. The outcomes of the measurements are recorded. If the transmission channel is
secure, Bob reads out the message directly. The quantum keys are used to transmit the
secret message in the next round by repeating the communications. Otherwise, they have to
abandon their results and repeat their quantum communication form the beginning.

The quantum key is randomly in one of the two states |¥)4B = a|0)4]|0)B + b/1)4[1)B and
|®)AB =b|0)4]|0)B + a|1)4|1)B for the eavesdropper Eve, the state of the composite quantum
system composed of the two particles AiBi in a quantum key and the traveling particle i is

randomly in one of the two states {a|007:)+b[117;), b/00y:)+a|117;)}. So the density matrix of

the traveling particle vi for Eve is pi = % ( é ?) The eavesdropping behavior on the
traveling particle reveals no useful information about the secret message. Moreover, Eve's
action will leave a trace in the results of the decoy photons and be discovered by the
communication parties. So this quantum-encryption-based QSDC scheme is secure in
principle.

Noises are inevitably exist in the practical quantum channel, so the users must exploit
entanglement purification [49] to keep the entanglement in the quantum key, and quantum
privacy amplification [50] on them as well. However, Bell states are not needed in this
protocol, just the pure entangled states |U)Ap = 4a|0)4|0)B +b1)A|1)B (|®)aB =
b|0)4|0)B+a|1)A|1)B) or |U)' 4B = a’|0)4|0)yB+ U'[1)A|1)B (|®) AB = 1'|0)4|0)B +d’|1)A|1)B) are used
in this scheme. Here |d'|?+ |0'|?>= 1. As the quantum key is just used to encrypt and decrypt
the secret message, it is unnecessary for the users to keep the same states as those they used
in last time, just the correlation of each pair, which will increase the efficiency of the
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entanglement purification process largely. On the one hand, the users should do error
correction on their results in practical applications. On the other hand, this QSDC scheme
can only used to distribute a private key if the loss of the quantum line is unreasonably
large. The obvious advantage of the quantum-encryption-based QSDC scheme is that the
quantum key is a sequence of pure entangled states, not maximally entangled states, which
will make this scheme more convenient than others as an entanglement source usually
produces pure entangled signals because of asymmetric features of the quantum source.

E. QSDC using one party quantum error correction code

Quantum error correcting codes(QECC) is a key technique towards protecting quantum
system in quantum communication and quantum computation from errors mainly brought
by decoherence. Here we introduce the QSDC protocol using the one-party quantum error
correcting codes(one-party-QECC) [51]. The use of one- party QECC proves that QSDC is
able to tolerate higher error rates in transmission process. As described in the proof of
unconditional secure BB84 protocols, the success of error correction in QSDC may lead a
path to prove its unconditional security.

Protocol: one-party-QECC QSDC protocol

1. Bob owns the entanglement source and prepares a sequence contains 3n EPR pairs in
the initial states |©").

2. Bob chooses 3n bit binary string b, then he chooses to apply the Hadamard
transformation H to the second halves of the pairs in which the corresponding bits of
string b are 1. After that he sends the second halves to Alice.

3. Alice announces receiving the qubits to Bob publicly. Bob tells Alice which qubits are
operated by the Hadamard operations. Then Alice applies Hadamard transformation H
on the corresponding qubits in her part.

4.  Alice and Bob choose an n subset of the EPR pairs randomly for security checking. They
measure the checking qubits respectively in the Z-basis and compare the results
publicly. The results on both Alice's and Bob's sides in each pair will be the same if
there are no errors. However, if there are too many inconsistencies, they notice that the
transmitting qubits are been eavesdropped and the protocol is aborted.

5. Alice randomly selects m subset of the rest 2m logical EPR pairs as the second-round
check pairs and the rest are used for coding. A 2m bit binary string " is also chosen
randomly. Bob applies the Hadamard transformation H to the second halves of the
pairs when the corresponding bits of b are 1. Then the second halves are sent to Bob.
During the communication process, if Alice wants to send a £ bit binary sequence of
message M. She first picks a [[2m, 2k, t]] one-party-QECC that are used to correct the
errors in the second transmission. There are k logical EPR pairs in the code pairs and
she encodes M to her halves of the second-level logical qubits in the code pairs by

applying

Uzi = Z2i X (30)
on the 2i-th logical qubit where the -th bit of M is 1. Actually Alice is able to apply this
local operation. Then she returns all her qubits to Bob.
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6. Bob receives the qubits and announces his receipt publicly. Then Alice tells Bob the
binary string ', and Bob applies the first-level logical H to the received qubits where
the corresponding bits of " are 1.

7. Alice announces to Bob the places of second-round check pairs and the one-party-
QECC that she chooses. If Bob measures both the qubits in each checking pairs in Z-
basis respectively, he will get the same results with Alice without error. Thus if Bob's
error rate is high than the security bound, the protocol is aborted.

8. Bob then uses the [[2m, 2k, t]] one-party-QECC to correct the bit errors on the rest m
first round transmission logical EPR pairs and obtains k£ second round transmission
logical code pairs.

9. Bob measures both the qubits of the rest k second round transmission logical code pairs
in Z-basis. By comparing the measurements on corresponding pairs, Bob can retrieve
the full information of M.

F. Quantum secret sharing based on quantum secure direct communication

Classical secret sharing aims to distribute secret keys between the boss and his agents. When
the boss expects to generate secret keys with the two agents separately and the two agents
cannot reveal the boss's information until they combine their results. Quantum secret
sharing(QSS) is a special utilization of quantum mechanics in classical secret sharing. The
basic model of QSS permits the boss and two(or more) remote parties to share the secret
keys and any eavesdropping behavior will be discovered by the communication parties.
QSS was first proposed by M. Hillery, V. Bupzek and A. Berthiaume. In the protocol, three-
particle maximally entangled state (Green-Horne-Zeilinger state) is used to realize the secret
sharing process.

In 2005, Zhang et al. proposed a (n, n)-threshold multiparty quantum secret sharing protocol

[48] of secure direct communication based on the two-step QSDC protocol. In the QSS
process, the sender's secure message can be extracted only if all the agents collaboration.
Different from the protocol of multi-particle GHZ states QSS, if the agents number is larger
than 3, the use and identification of Bell states are enough in their two protocols
disregarding completely the sharer number. Later, Li et al. generalized Zhang's protocol and

propose a (t, n)- threshold QSS protocol using secure direct communications [27]. In Li's

QSS protocol, the boss distributes the classical secret shares to his agents and each agent
owns a secret share in advance. His secure direct communication message can be extracted
by the collaboration of at least t or more agents can obtain the secret message with the
mutual assistances. Any t-1 or fewer agents cannot reveal any information. Compared with
the previous multiparty quantum secret sharing protocols in which the sender's secret
message can be recovered only if all the agents collaborate and the protocol is more practical
and more flexible. Wang et al. generalized Zhang's QSS protocol to the high-dimensional
case via quantum superdense coding [28]. The channel capacity and security are improved
by the high-dimensional quantum coding, so the protocol shows a better efficiency and
security.

4. Quantum secure direct communication network

Quantum communication network is also an important branch of quantum information and
there are many related works. But a QSDC network protocol requires high security and
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almost all the existing point-to-point QSDC schemes cannot be used for QSDC network
directly. In a quantum network, servers who prepare and measure the quantum signals are
needed, which simplifies the users' devices. On the other hand, it increases the ditculty for
the two legitimate users to prevent the server from eaves-dropping. Here in this section, we
will introduce three different QDC network protocols.

A. Quantum secure direct communication based on entangled pairs

As we have discussed in Ref.[9], maximally entangled photon states are used as the
information carriers in two- step QSDC process. Recently, Li et al. [17] proposed the first
QSDC network based on the two-step QSDC protocol with the EPR states. The
communication network consists of three parties, the server Alice, the sender Bob and the
receiver Carol. Each member in the network is required to exchange message with others
securely. Here the three parties are going to finish the network communication by a circular
transmission process.

When the communication starts, the sever Alice prepares the initial states which are
described as: [y*yom = ﬁ (|01)+]10y)cm. Then she divides them into two corresponding
sequence SC (checking sequence) and SM (message sequence). The two sequence are sent to
Bob by two steps transmission process. After receiving the S¢ sequence, Bob begins his
QSDC with Carol by replacing some of the checking qubits with his decoy photons. The
decoy photons are prepared randomly in one of the four states {|0), |1), |+), |-)} which are
used for security checking. Then he sends this sequence to Carol. After Carol confirms the
receipt, they check the security of the channel by comparing the states of the decoy photons
after measuring the photons in randomly chosen basis.

If the error rate of the publicly comparing results, they confirm that the channel is secure.
Bob then performs the unitary operations on his coding qubits in the Sm sequence. These
operations are represented by Pauli operators which corresponds to the classical two bits
information. Bob also picks out a subset of Si and performs random operations on them for
security checking. Then Bob sends the coding sequence to Carol. After that, they perform
the second step of security checking. If the error rate is lower than the security bound, Carol
performs one of the four operations randomly on one photon of each EPR pair and sends all
the pairs to Alice. Alice performs Bell-state measurements on the EPR pairs and announces
the outcomes. Bob and Carol use the remaining photons to estimate the error rate and Carol
can read out Bob's message independently.

Another protocol of QSDC network based on entangled photon is proposed by Deng et al.
using bidirectional QSDC scheme [13]. The structure of this network protocol is shown in
Fig.6.

Sg Sc
- —— .
Sender Server Receiver
> s —————p—
Bob Alice Carol

Fig. 6. The subsystem of QSDC network [13].
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The sever Alice prepares a set of EPR pairs in the state |¢7)BC = % (01) - [10))BcC. The two
photons in each state are divided into two sequence SB and Sc. The SB and S¢ sequences are
composed of all the particles marked with B and C in the EPR pairs |¢") BC respectively.

The SB sequence is sent to Bob and the S¢ sequence is sent to Carol. After receiving the two
sequences, Bob and Carol perform the security checking. They select a sufficiently large
subset of these EPR pairs as samples to check eavesdropping. They choose to measure the
sample photons randomly with oz and o= operators to check the security of transmission. If
the transmission process is secure, Bob encodes his message on the S5 sequence by choosing
one of the four Pauli operations and Carol performs on the photons in S¢ sequence either.
Also Bob selects a subset of photons as checking samples in this process, then Bob and Carol
both send the sequence back to Alice. After receiving the sequences, Alice performs Bell-
state measurements on the EPR pairs and announces the outcomes. Carol can deduce Bob's
message with his random operations that he has chosen after the security checking process.
Then the network communication is finished.

B. Quantum secure direct communication network based on single photons

Single photons are easy to realized by attenuated laser pulses which exhibit ideal properties
for quantum communication. Deng et al. proposed a more practical QSDC network based
on single photons. The initial states are prepared in the same state |0) by the sever Alice.
Then Alice sends the single-photon sequence Sy which is formed by the single photons to the
receiver Carol. Carol measures photons selected randomly from the Sy sequence with the basis
Z to check the transmitting security and uses beam splitters to check the multi- photon rate.

If she confirms that there is no eavesdroppers, she encodes the information by performing
the I or oz operations on the single photons randomly. She also inserts some decoy photons
which are produced by Hadamard operation on the particles in S, and then she sends them
to the sender Bob. Bob checks the states with Carol of all the decoy photons to confirm the
security of the communication. If the error rate is lower than the security bound, Bob
encodes his message on the photons by choosing the Pauli operators I or oz Bob selects a
subset of photons as samples for checking the security and then he sends the photons to
Alice. Alice measures the photons with Z basis and announces the outcomes to all the
parties. So Carol can read out Bob's message directly. In this protocol, three checking
processes are needed for three transmission processes to ensure the security of quantum
communication. This QSDC network scheme is easy to be realized as only the single-photon
measurement and local unitary operation are needed.

5. Singe qubit quantum privacy amplification for QSDC with single photons

In a practical quantum communications, noises inevitably exit, so the keys obtained from
the QKD process are not complete secure. Quantum privacy amplification is often used to
generate a key sequence with arbitrarily high security. Privacy amplification with single
photons have been used in the BB84 QKD protocol. With entangled photon pairs, the
privacy amplification procedure will be different, for instance quantum privacy
amplification (QPA) [49, 50] has been used for QKD using entangled quantum systems in
the Ekert91 QKD scheme [2].
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A quantum privacy amplification for QSDC has recently been designed by Deng et al. for
privacy amplification of QSDC with single photons [52]. The circuit of the privacy
amplification is shown in Fig.7 which includes two controlled-not (CNOT) gates and one
Hadamard (H) gate. Thee neighboring two qubits are sent to the circuit each time, then
CNot-Hadamard-CNot (CHC) operation is performed together with a follow-on single qubit
measurement on one qubit (the target qubit) by choosing the basis Z. The target photon
collapses to the eigen-state of the Z basis. The controlled photon is preserved and it carries
the state information of both the two initial photons. After the CHC operation, the state
information of the two photons is condensed into a single photon. Hence the privacy of the
state of the left-over photon is amplified. After repeating the process many times, the
leakage of the state information will be reduced to an arbitrarily low level.

?), H 1©), 0

’(;9}1 {} C} D |(p>2 Lor
CNOT CNOT I

detector

V)

Fig. 7. Quantum privacy amplification operation for two qubits [52]. It consists of two
controlled-not (CNOT) gates and a Hadamard (H) gate. |¢)1 and |p). are the states of the two
qubits, respectively. After the three unitary operations, the qubit 2 is measured and the
information of the original state of photon 2 is incorporated into photon 1.

In the following, we will discuss the SQ-QPA process in detail. Suppose that Bob prepares a
series of single photons which are randomly prepared in one of the four quantum states |0),
1), (J0)+|1))/2 and (|0)-|1))/2 and sends to Alice. An error bit ratio r is known for the
photon batch. The SQ-QPA task is to process a portion of photons from the photon batch so
that Eve's information about the processed photons is below a desired level.

The basic CHC operations of SQ-QPA is shown in Fig.7 for two qubits. We assume that the
quantum states of single photon 1 and 2 are in the general forms:

lo)y = a1 |0) + b1 (1), (31)
lp)e = az2|0) +b2 (1), (32)

where
jay|® + [b1]? = [aa|? + |b2]* = 1. (33)

After the CHC operations, the state of the joint system is changed to
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(ayas + by bz) |ﬂ)1 T+ (ﬂ-lbz — fi]f}.g) |1)1} |[:'>2

1
|'!£")mi,f — \—/_i{

+ \/%{{”-1'32 — byb2) 1), + (arbs + biaz) |0}, } 1),

(34)

After measuring the second qubit with the Z basis, the state of the control qubit |p)iout will

contain the information of the state of the original target qubit. Tables I and II give the
output state of control qubit after the measurement on the target qubit with result 0 and 1,
respectively. It depends not only on the result of the measurement on the target qubit, but
also on the original states of the two input single photons.

1

w2 ||+2) [—2) |[+2) |-

|+2)| 0} (1) |—m}|+:,)
=

=z 1) |0 |+ |—a)
|+z)||+2) |—=) [0} 1)
| =}l —=) [+2) [1) |0)

Table I. The state of the output qubit when the result of the second qubit measurement is |0).

¢1and ¢ are the states of the original control and target qubit, respectively.

¥
p2 ||[+2) [—2) |+a) |—2)

|+ 1) 0} |z [-=)
|=2)| 100 1} [-=2) [+
| +2)||+2) | —2) [0) |1)
|-zl [+z) 1) |0

Table II. The state of the output qubit when the result of the second qubit measurement is
11). ¢1and ¢ are the states of the original control qubit and target qubit, respectively.

QPA reduces the information leakage to the eavesdropper in quantum communications. For
example, if the eavesdropper (say Eve) knows completely the state information of the first
qubit, but the second photon is unknown to her, then Eve's knowledge about the output
state of the control qubit after the quantum privacy amplification operation becomes

p = 7 (+2) (hal +|=2) (2| + [+2) (al + |- (~z)) = 2([1} ‘f) 5)
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So Eve has no knowledge at the density matrix, all the out put state will appear with the
same probabilities. But for Bob who has prepared the original states of the two qubits, he

will know completely the output state when Alice tells him the 0. measurement result.

However, if it happens that Eve has complete information about both qubits, the probability is
P, = 7'2: (36)

where r is four times of the error bit rate ¢ detected by Alice and Bob using random
sampling. For advanced privacy amplification, we can use the output qubit again as a
control qubit and choose a third qubit from the batch as the target qubit and perform SQ-
QPA operation on them again. Since more qubits are used in the SQ-QPA process, Eve's
information is reduced exponentially to

P, =™, (37)

where m is the number of qubits that have been used in the SQ-QPA. In this way, Alice can
condense a portion of single photons from a batch of N photons with negligibly small
information leakage. This condensed single photon sequence can be used to encode secret
message and complete the quantum secure direction communication.

This SQ-QPA scheme is a practical method for quantum communication. Single qubit
unitary and a two-qubit unitary operations are used for the QPA process. The measurement
process consists of only single qubit measurement which is easy to realized using current
technology.

6. Conclusion

In this study, we present several deterministic secure quantum communication and
quantum secure direct communication protocols. The QSDC protocol permits exchange
secret information directly through quantum channel. In QSDC, when the secure channel is
established, all the eavesdropping behaviors will be discovered before the information
transmission. Besides these protocols, high capacity QSDC protocols, QSDC with quantum
error correction codes and QSDC networks are also discussed. DSQC is another form
quantum direct communication. In DSQC secret messages can be transmitted between the
legitimate users securely with the help of some classical communication.

In these protocols, both single photons and entangled photon states are used as the
information processing carriers for secure direct communication. Signals are transmitted
both in optical fibers and in free space. Single photon detectors are usually required, and in
some protocol, Bell-basis measurements are also required.

At present, technical efforts are concentrated in quantum key distribution. We can see that
in the future quantum technology will become more popular and demanding, the need and
feasibility of other forms of quantum information processing such as QSDC and DSQC will
increase. As we may see from this review, the technical requirements for QSDC and DSQC
are almost the same as those for QKD. We expect that in the future intensive research on
QSDC and DSQC, especially experimental studies of these subject, will remain and become
an active and fruitful area of research.
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