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1. Introduction

Due to the rapid advances in wireless communication and information technologies it is now
possible to embed various levels of smartness in the home. These smart homes are ones that
can interact intelligently with their inhibitors to provide comfort and safe living. This
interaction may range from simple control of ambient temperature to context-aware and
mobile agent based services. An example of that is delivery of particular information content
based on the smart home inhibitor location inside the home and the activities that he or she is
engaged with.

Wireless networks and sensors are seen to play an increasingly important role as key
enablers in emerging pervasive computing technologies that are required for the realization
of smart homes. The wide spread of wireless networks in our daily life is enabled by the
communication standards such as WiFi, Bluetooth, Zigbee, RFID, and cellular technologies.
A combination of these standards is envisaged to be used to construct the smart home.
Effectively all wireless technologies that can support some form of remote data transfer,
sensing and control are candidates for inclusion in the smart home portfolio.

A top level architecture of a smart home is illustrated in Fig. 1 (Al-Qutayri & Jeedella, 2010).
It includes a server/gateway/router that can be used as the central point of connectivity for
devices within the home as well as allowing connectivity to the outside world. The setup
also includes smart sensors as well as appliances that have either wired or wireless
connectivity. Communicating with the smart home from the outside can be done using one
or a combination of the following external networks such as phone lines, xXDSL lines, cable
TV, GSM and power line networks.

Following this introduction, Section 2 reviews some of the major wireless communication
technologies that can be used to realize a smart home. Section 3 describes briefly some of the
smart sensors that can be used. Section 4 describes the major computing technologies,
including ubiquitous and pervasive, context-aware, and agents computing which introduce
smartness aspects to the home. Section 5 details some of the application that can be realized
with smart homes. Section 6 describes the design and implementation of some smart home
systems. In particular, the end-to-end realization of a secure system that enables monitoring
and control of various devices with multiple levels of settings is described and the results
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18 Smart Home Systems

achieved are presented. Then Section 7 presents some conclusions and possible future
directions in the area of smart homes.
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Fig. 1. Top Level Architecture of a Smart home

2. Wireless Technologies

The wireless technology standards are everywhere. Bluetooth, Zigbee, RFID, WiFi, and
cellular technologies are the most well known standards. A combination of these standards
is envisaged to be used to construct the smart home. Effectively all wireless technologies
that can support some form of remote data transfer, sensing and control are candidates for
inclusion in the smart home portfolio. This section discusses some of these key wireless
technologies.

2.1 Bluetooth

Bluetooth is a universal radio interface that enables various electronic devices, including
mobile phones, sensors... etc, to communicate wirelessly through a short range radio
connection (Thompson et al., 2008). The introduction of this technology eliminated the
requirement for wired connections, eased the connectivity process between devices, and
enabled the formation of personal networks. The pervasiveness of Bluetooth enabled
electronic devices is enabling ubiquitous connectivity and hence allowing the development
of many applications.
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A Bluetooth device uses a license-free frequency band at 2.45 GHz. This band is also known
as the Industrial-Scientific-Medical (ISM) band and has a range of 2.4 GHz to 2.4835 GHz. As
this band is a free one, and hence gets used by other applications such as cordless phones,
Bluetooth radio transceivers use frequency-hopping spread-spectrum to avoid interference.
Depending on the Bluetooth class, the communication range varies from 1 meter for Class 3
to 100 meters for Class 1. The most common range is 10 meters for Class 2. The data rate of
devices in a Bluetooth network varies from 1 Mbps to 24 Mbps. In a Bluetooth network,
there are two types of devices: a slave and a master. Each Bluetooth device has the ability to
be either a slave or a master or both at the same time. In general, a Bluetooth network
consists of small subnets or piconets. A piconet is formed by two or more connected devices
sharing the same channel. In every piconet, there is only one master and up to 7 slaves. The
communication between the slaves goes all time through the master. When two or more
piconets are connected they form a scatternet. The connection between piconets can be done
by having a device in common. This device may be a slave in one piconet and a master in
another piconet as shown in Fig. 2. The protocol stack of Bluetooth is depicted in Fig. 3 and
the details of its functionality are given in (Labiod et al., 2007).
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Fig. 2. An example of Bluetooth scatternet
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Fig. 3. General Bluetooth protocol stack

www.intechopen.com



20 Smart Home Systems

Smart homes can benefit from Bluetooth technology in a variety of ways. One possibility is
to embed appliances with Bluetooth radio transceivers and use that technology to
communicate with a home server that is accessible by the user. This enables monitoring and
control operations to be conducted by the user. Another possible application is the
establishments of Bluetooth enabled sensor networks that can track the well being of people
with disabilities (Leopold et al., 2003).

The challenges that face the use of Bluetooth in a smart home environment are similar to
those facing the technology in other environments. A primary concern of the use of
Bluetooth is its security vulnerability. It has been shown that the security of Bluetooth
devices can be compromised by adversaries. A number of solutions have been proposed in
the literature to harden security and privacy of Bluetooth based communication (Carettoni
et al., 2007).

2.2 ZigBee (IEEE 802.15.4)

IEEE 802.15.4 standard is a low cost low power wireless communication standard for
Personal Area Network (PAN). The low cost makes it suitable for remote control and
monitoring applications. The low power makes it suitable to operate on batteries for long
life. It reduces the cost of hardware and consuming power by lowering its data rate. The
specifications define only the lowest two layer of the OSI networking reference model: the
physical and Media Access Control (MAC) layers. The data rate, operating frequency, and
network size are defined by the standard. The achieved data rate between IEEE 802.15.4
compliant devices varies from 250 kbit/s to 20kb/s depending on the distance between
devices and the transmission power. These devices may operate in one of the following
three RF bands: 868 MHz (Europe), 915 MHz (North America), and 2400 MHz (worldwide).
The 2.4 GMhz band is used more often than the other bands since it is available worldwide
for unlicensed operation. In addition to that, the performance of products developed for that
band is better when compared to the other bands with respect to data rate. The size of the
network is not limited by the standard. However, network address are stored and sent using
16 bit or 64 bit numbers, which limits the network size to 264 devices.

IEEE 802.15.4 standard defines Star, Cluster Tree and Mesh networks as possible topologies
for the wireless network as shown

Fig. 4. However, mesh networks enable high levels of reliability and longer coverage range
by providing more than one path through the network for any wireless link. Note that in
any ZigBee network there are three types of ZigBee devices (Gislason, 2008):

e PAN coordinator: There is only one coordinator in a network that is responsible for
starting the network, binding together devices. Also it routes data between
different devices. It is a Full Function Device (FFD) and it is usually mains powered
device.

e Arouter: It cannot start the network however it scans a network to join it. Once it is
in the network it can route data between Reduced Function Devices (RFD). It is a
FFD and it is usually mains powered device.

e An end device: It cannot start a network however it scans a network to join it. It
can be either a RFD or FFD and it is usually battery powered device.
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The protocol stack of Zigbee defines only some functionality in layers on top of the physical
and MAC layers which are defined in the IEEE 802.15.4 standard. It provides the set of
programming tools for the intended market. Furthermore, ZigBee technology defines a set
of applications profiles to facilitate the development and deployment of ZigBee devices from
different manufacturers as shown in Fig. 5 (Gislason, 2008).

Star Cluster Tree Mesh

. PAN coordinator (PANC)
O Reduced Function Device (RFD)
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Fig. 4. Possible ZigBee networking topologies
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Fig. 5. ZigBee Applications Profiles

2.3 RFID

Radio Frequency Identification (RFID) describes a system that transmits the identity of an
object wirelessly using radio waves (Want, 2006). It defines a RFID tag holding information
about the object carrying the tag and a RFID reader. The RFID tag transmits signals
containing its data when it is scanned by the reader. The RFID tag can be either active or
passive where an active tag contains a battery and the passive tag does not have a battery.
The passive tag uses the reader’s magnetic field and converts it to DC voltage to power up
its circuitry. Consequently, the passive tags are cheaper and have lower range when
compared to active tags.

RFID systems can be categorized based on the used frequency ranges. The Low-Frequency
(LF) systems use signals with a frequency between 124-135KHz. The High-Frequency (HF)
systems use a 13.56MHz and the Ultra-High-Frequency (UHF) systems use a frequency
between 860-960MHz. In general, the LF RFID systems have short reading ranges and lower
system costs. In case longer reading range is required, HF RFID systems can be used
however their cost is higher.
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RFID systems can be used in smart homes where every single object can be connected to the
Home Area Network (HAN) through a virtual wireless address and unique identifier
(Darianian and Michael, 2008). This can be used to keep an updated database holding
information about objects” locations. Accordingly, the smart home can be asked to provide
information about a specific object that you are looking for such as your car’s key or your
remote control. Furthermore, RFID system can be used to track smart home occupants,
where a number of studies have been reported in the literature that use RFID concept to
track smart home occupants (Yamazaki, 2007). By the attachment of a RFID tag to each
smart home user and the deployment of RFID readers at different places in the home, the
location of each user can be identified. This information can be used to adapt services in the
smart home based on each user preferences.

One of the problems of using RFID tags to track people in smart homes is that the
readability of RFID tags is difficult near water or a sheet of metal. The human body consists
primarily of liquid which makes it difficult to scan a RFID tag attached to human body
(Juels, 2006). However, researchers are looking for new ways to improve the readability of
RFID tags in these difficult environments.

2.4 GSM/GPRS

The GSM (Global System Mobile) is the technology that generated a revolution in the field
of mobile communications. New generations of GSM were introduced over the past decade
that includes GPRS, UMTS... etc in order to improve the transmission rates, and offer new
types of services (Brand and Aghvami, 2002). The GSM which is also known as the cellular
network is based on frequency reuse. To that effect a particular geographical area gets
divided into cells. The size of the cell is normally dependent on the local traffic distribution
and demand. A high level architectural view of GSM/GPRS is shown in Fig. 6.

The mobile wireless system such as GSM/GPRS is used to deliver both voice and data
communications. One of the cost effective services that is delivered by the network and can
be used for smart homes applications is the SMS (short message service). The SMS is a text
message whose content can be processed using an appropriate program in order to execute
commands for monitoring and control operations (Al-Qutayri et al., 2008). Such programs
are normally written using Java language. The ability to use the GSM network basically
means that remote access and control to a smart home is possible.

HLRIAC

IP-Based
GPRS
Backbone

FCN
(e.g. Internet
Intarnet)

Fig. 6. GSM-GPRS System Architecture
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2.5 WiFi (IEEE 802.11)

Wireless Fidelity (WiFi) is a common term that refers to the IEEE 802.11 wireless
communication standard for wireless local area networks (WLAN) in the 2.4, 3.6 and 5 GHz
frequency bands. Network users, when using WiFi technology, can move around without
restriction and access the network from almost anywhere. Also it can provide a cost-
effective network setup for hard-to-wire locations such as old buildings. Two types of
devices are considered in the WiFi standard: an access point (AP) and a wireless device
which could be a laptop equipped with a wireless network interface. The main function of
an AP is to bridge the information between the fixed wired network and the wireless
network. An AP can support up to 30 wireless devices and can cover a range of 33-50
meters indoors and up to 100 meters outdoors. The wireless devices can be possibly
connected together using infrastructure topology or an ad hoc mode topology.

The infrastructure topology is sometime called an AP topology since the wireless network
consists of at least an AP and a set of wireless devices. In this topology, the system is
divided into basic cells, where each cell is controlled by an AP. To extend the coverage area,
multiple basic cells can be used as shown in Fig. 7.
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Fig. 7. A typical WLAN

In general, wireless networks should be able to reach fixed Local Area Network (LAN)
services such as file servers, printers and Internet access. This is achieved by the distribution
system (DS) connecting the different APs together. The connection between the APs can be
done using either a cable connecting them together or using a wireless connection. The data
transfer between wireless devices within a basic cell and the distribution system occur via an
AP. The distribution system is responsible for transferring the data packets between various
cells within the wireless network. It is also responsible for address mapping and
internetworking functions. To cover an extended area, basic cells may sometimes partially
overlap as shown in Fig. 7. On the other hand, the ad hoc topology represents a group of
WiFi devices that have the ability to dynamically form connections with each other to create
a network. This ad-hoc network does not require a connection to either an AP or to fixed
network. It can grow, shrink and fragment without having to make any requests to a central
authority. It is useful for setting up a wireless network quickly and easily.
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IEEE 802.11 standard is similar to IEEE 802 standard that deals with LANs and metropolitan
area networks (MAN). It focuses on the two lowest sub-layers of the Open System
Interconnection (OSI) networking reference model. Namely, the physical layer (PHY) and a
data link layer containing the MAC sublayer and the LLC and more details can be found in
(Labiod et al., 2007).

The IEEE 802.11 standard has evolved over the past years where two types of systems were
defined. Those operate in the band of 2.4 GHz such as IEEE 802.11b/g and those operate in
the band of 5 GHz such as IEEE 802.11n. Since IEEE 802.11n standard supports high data
rate approximately five times higher than the previous standard, it is expected that it will be
used in consumer electronics applications, especially for streaming video in smart homes.
The video signal can be displayed on the suitable display system based on the smart home
inhibitors locations and preferences. Some companies such as Philips are demonstrating
wireless video streaming for home entertainment system using this wireless technology.
Since the existing 802.11a/b/g standards were created to serve the PC applications domain,
they have substantial limitations for real-time and high bandwidth requirements from
consumer electronics applications. Even though the 802.11g has a maximum data rate of
54Mb/s, in practice it achieves 20Mb/s with difficulty, especially when the signal has to
penetrate walls. With the improvements in codec technologies such as MPEG4, H.264 and
WMVO the required bandwidth to stream video is reduced. However, other requirements
are driving to increase the required streaming bandwidth such as high definition video, the
Voice over Internet Protocol (VoIP), networked audio devices, etc.

3. Smart Sensors

A sensor is a device that converts a physical or biological quantity into electrical quantity.
The measured electrical quantity should be calibrated, converted to digital format and sent
to the microcontroller for further processing and control. Most of the sensors, irrespective of
their types, can be included as part of a ubiquitous embedded system that has
communication capabilities and backend connectivity. These types of sensors are called
sometimes smart sensors. These enable software development and data analysis using
embedded processing capabilities as well as sending remote processing by a computing
system located at some other location. Examples of these types of integrated sensors include
Particle Computer (Decker et al., 2005), Berkeley MOTES (Estrin, 2002)... etc.

The intelligent homes of the future are expected to be embedded with a network of
heterogeneous low power wireless smart sensors that monitor the vast set of parameters
necessary for building ambient intelligence. The smart sensors will have to function in an
autonomous manner and maintain the privacy of the home inhabitants. The tasks that the
network of sensors and actuators may perform in a smart environment can range from a
simple one such as turning on and off the garden sprinkler system at regular intervals to
supporting elderly people at home (Dengler et al., 2007).

The set of sensors and actuators that will be needed can be broadly classified as
conventional and non-conventional types with reference to present state of sensors
technology. The conventional sensors type includes temperature, humidity, light, motion
and smoke detectors (Augusto and Nugent, 2006). A light sensor for example can be used to
automatically differentiate between day light and nightfall and hence open or close the
curtains using an appropriate actuator. Temperature and humidity sensors can be used in
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conjunction with the heating and air-conditioning system to optimise the home atmosphere
and give the same level of comfort throughout the home.

Non-conventional sensors types include location, posture, heartbeat and biosensors. These
types of sensors enable monitoring various conditions including health oriented ones for
elderly persons living on their own. The biosensors such as finger print, face and iris
recognition can be used to grant physical access to the home. Accordingly, the house
environment will be adapted to his or her needs.

In order to build the ambient intelligent environment for the smart home inhibitors different
types of sensors should be deployed in the house. By the fusion of the data streams from
different sensors the whereabouts of smart home users can be inferred. For example, the
data coming from audiovisual sensors can be combined with the RFID tracking system to
infer the location of smart home owner and his activity. In some cases the emotion of a smart
home owner can be inferred using face recognition and the analysis of his or her voice.

4. Computing Technologies

The sensory information gathered by the distributed sensors in a smart environment needs
to be processed in order to perform the required actions. These actions can occupy a wide
spectrum that extends from simply toggling a device between on and off states to
sophisticated personalized decisions. The level of sophistication and intelligence that needs
to be used in interacting with devices depends on the complexity of the device and the type
and level of functions it can perform. An air conditioning system for example has a
reasonable level of complexity. For such a system, once it gets switched on the desired
temperature and air flow levels need to be set.

Interacting with individual devices and appliances can introduce a basic level of intelligence
to the home environment. However, the level of intelligence can be greatly enhanced once
devices, be it simple sensors or complex appliances, can exchange information and
effectively share the decision making process to offer a certain type of service to the
occupant of an intelligent environment. This section reviews the major computing
technologies that have been proposed in the literature to realize smart homes or more
generally smart environments.

4.1 Ubiquitous and Pervasive Computing

Advances in integrated circuits design and miniaturization processes are resulting in
computing devices with ever shrinking sizes. At present, such devices are being
commercially produced using an approximately thirty nanometer process. This reduction in
the computing devices size and cost has effectively led in recent years to the realization of
the ubiquitous computing world envisaged by Mark Weizer (Weizer 1991). In that vision
Weizer stated that “the most profound technologies are those that disappear, they weave
themselves into the fabric of everyday life until they are indistinguishable from it.”

In the ubiquitous world of computing, which was subsequently named by IBM as pervasive
computing (Satyanarayanan, 2001, Garlan, 2002), the technology becomes unobtrusive as
computers get pushed into the background and the focus shifts to the information and the
people using the system. The major aspects of pervasive computing systems include
(Haryanto, 2005):
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- Computing devices are scattered everywhere in the environment or space of interest

- The devices can be interconnected and interact with each other

- The devices can work autonomously without active attention from the user

- Each device tends to be dedicated for a special task

- The devices integrate into the background in a seamless manner that makes them
effectively invisible to the user.

Pervasive computing plays a major role along with other technologies, particularly

computing ones, in supporting the realization of smart homes as well as the more general

ambiance intelligence (Ma et al., 2005; Mann, 2005; Augusto, 2007). To that extent many

researcher have attempted to use pervasive computing to introduce smartness to some

aspect of the home while other built a complete smart home prototype with extensive

devices and networking. The articles by (Al-Qutayri et al., 2008; Choi et al., 2005; Roduner et

al, 2007) describe smart home systems in which some of the appliances are fitted with

wireless sensors that enable remote monitoring and controlling of those devices. Other

significant research work that resulted in smart home structures with extensive pervasive

computing infrastructure include AwareHome (GATECH) (Kientz et al., 2008) and Adaptive

House (University of Colorado) (Mozer, 2005) as well as other projects (Helal et al., 2005).

4.2 Context-Aware Computing

Context-aware computing and pervasive computing go hand in hand and complement each
other. Having pervasive computing environment provides the infrastructure that supports
advancements in context-aware computing. Conversely, the enhanced capabilities of
context-aware computing are placing demand on building responsive pervasive computing
environments (Baldauf, 2007; Dargie, 2009). Computing systems that are context-aware have
smart or cognitive characteristics that enable them to adapt to changes in the environment
and user requirements (Schaefer, 2006). This dynamic adaptation provides the system with
the autonomy needed to take decisions without the user direct intervention and hence make
computing an unobtrusive task that blends into the fabric of the environment. Extensive
research has been conducted to date to enable the design of context-aware computing
system. All such systems tend to have architecture with a middleware layer that interfaces
the application to the system software. The middleware supports integration between
disparate products and platforms while maintaining the integrity, reliability and robustness
of the overall solution.

The application of context-aware computing in the field of smart homes continues to be of
interest to many researchers. It creates the required smart features that allow flexible
interaction between the user and the environment. The article by (Oh and Woo, 2005)
proposes a unified ubiHome application service model that provides personalized
environment to each user. Application of context-awareness in the control of smart home
appliances is described in (Choi et al., 2005). The system utilizes six parameters for learning
and predicting the user’s preference: the pulse, the body temperature, the facial expression,
the room temperature, the time and the location. The application of context-aware
computing in a smart home environment to support independent living and provide health
care services is the subject of extensive research given the importance of this field (Haryanto,
2005; Cook, 2006; Bricon-Souf and Newman, 2007).
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4.3 Agent Based Computing

Agent based computing is a powerful technology for the development of complex software
systems. It draws on knowledge from different areas including software engineering,
artificial intelligence, robotic and distributed computing. An agent is characterized by
autonomy, social ability, reactivity, and pro-activeness. These characteristics enable the
development of proactive and intelligent applications that can interact with one another
(Zambonelli et al., 2000).

A multi-agent system can be considered an ensemble of autonomous agents. The agents
work independently from each other. However, as each agent tries to achieve its task it
typically needs to interact with other agents as well as the surrounding environment in
order to obtain information and/or services that it does not have or coordinate its activities
in such a way to achieve its goals.

Multi-agent systems tend to be static and hence execute on the system on which they are
running. However, by their very nature mobile agents are programs that can autonomously
move from one computing machine in a network to another. The dynamic movement ability
of a mobile agent enables it to move to a computing system on the network that contains the
object it wants to interact with (Ilarri et al., 2008).

Agent based computing technology, be it static or mobile, lends itself well to smart homes
research. The article by (Cook et al., 2003) describes the “MavHome” project whose goal is to
create a home that acts as intelligent agent. The study by (Velasco et al., 2005) proposes a
multi-agent based architecture which enables multimedia contents to follow the user
movements throughout the smart home environment. The article by (Marsa-Maestre et al.,
2008) proposes a service oriented architecture implementation based on mobile agent
systems. This is then used for service personalization using mobile agents that follow the
system users as they move from one location to another within a smart space.

5. Applications

The opportunities that are primarily envisaged in a home that can be classified as smart are
numerous and can be classified as services or monitoring and control. The sub-sections
below explore some of those smart home applications.

5.1 Appliance monitoring and control

By exploiting sensors in smart home appliances and connecting them in smart home
network, they can operate in a much more sophisticated and intelligent ways. They could be
controlled easily from any place in the house by switching them ON or OFF from rooms in
the house (Balasubramanian, 2008). The remote control and monitoring of these appliances
can be performed remotely via the Internet or GSM mobile phones. Furthermore, some
machine can act smartly by reporting their problems to the service company. For example,
the refrigerator might report a cooling problem to the maintenance company; this is much
needed in case smart home inhibitors are in holiday.

Furthermore, by exploiting electronic tags in food’s packages, clothes, dishes, etc smart
home appliance can operate in intelligent ways. White goods companies such as Merloni
Elettrodomestici, are introducing appliances that communicates with objects using RFID
(Merloni, 2003). Washing machine can scan the load in it to adjust the wash cycle to be
suitable for the fabrics used. The refrigerator also might warn the user about the expiry
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dates of some of the products inside it. In addition to that it can send automatically a
shopping list to some home delivery services.

5.2 Safety and Security

Safety and security are important aspects of human life. Therefore, incorporating safety
issues in smart home is an important requirement for most of the smart home occupants.

A number of products are available in the market that implements some of smart home
concepts to deliver various aspects of safety, alarm and security. It is expected that the
number of these products will grow in the nearby future. The general architecture of these
systems consists of an appropriate set of interconnected sensors that monitors specific
conditions or situations and communicates them to a local server which then transmits them
to the concerned parties. These sensors could include smoke detectors, water leakage
detectors, intruder detectors, power outage detectors, etc. In case of an alarm, both the home
owner and the security company will be informed about the existence of the alarm. Having
a smart system installed in the home, it will transmit detailed information specifying the
exact location and the cause of the alarm. Furthermore, the system will allow the user to
control some utilities of his home remotely. For example, in case that the home owner is
expecting a home delivery and he cannot be in his house, the main gate can be opened to
allow the postman to deliver the package. He can also close the doors and the main gate
after the postman leaves the house. Via the Internet or his mobile phone, he could also
switch on or off the heating/cooling system for a specific part of his home. In case the smart
home occupants are in holiday, they could program the system to simulate the owner
presence inside the home by switching on the home lights and switching them off at regular
times.

5.3 Tele-health Care

The cost of providing health care particularly in developed countries continues to rise. This
is attributed to many factors that include an increase in peoples’ life expectancy coupled
with a decline in birth rates which are resulting in an aging population. Add to this is the
general increase in the salaries of health professionals and the cost of medication and
diagnostic equipment. All these costs are putting a huge strain on the health budgets of the
various government departments and agencies.

This means that the provisions for long-term health care within hospitals and clinics are
severely restricted. However, those patients who may need long-term health care, such as
elderly persons with heart problems, may not have people to look after them once they go
home or they may simply prefer to live within their own normal environment for
psychological, social or other similar reasons. The availability of a smart living environment,
in the form of a smart home, will help alleviate some aspects of this problem and hence
release resources that would otherwise go to long-term health support of an individual
patient to other patients, enable early diagnosis of chronic health conditions, and make
clinical visits more efficient due to the availability of objective information prior to the such
visits (Botsis and Hartvigsen, 2008; Friedewald et al., 2005).

A number of studies have been reported in the literature that applies the smart home
concept to deliver various aspects of telemedicine or tele-health (Liu et al., 2007). The
general architecture of a system that delivers the required health-care services would consist

www.intechopen.com



Integrated Wireless Technologies for Smart Homes Applications 29

of an appropriate set of sensors that monitor specific medical conditions or situations and
communicates it to a local server and then transmits it to the entity assigned to look after the
patient. Many of the proposed telehealth system use multi-agent technology to arrive at an
intelligent decision regarding the health state of the person being monitored (Rammal et al.,
2008). The system described in (Tabar et al., 2006) uses a set of cameras to form a distributed
vision processing setup. Analysis of the occupant’s posture is then used to detect if the
person suffered a fall. The assessment is based on a set of rules and once a fall situation is
asserted an alarm gets sent to a call centre. A voice link can then be established between the
occupant and the care centre.

5.4 Energy Metering

Environmental awareness is a major trend that has impacts on all businesses especially in
the developed countries. The driving forces for this interest are rising energy costs and
reducing greenhouse gas emissions. These factors are pushing to reduce energy usage and
or optimize its usage in homes and commercial building through smart energy products.

In general, energy cost can be one fifth of building’s operating costs, with lighting and
heating or cooling using most of it in both residential and commercial buildings.
Consequently, they are the main targets for energy reduction through smart energy usage.
Utility companies are interested in smart ways to control the rising energy usage with
minimum costs. They are reluctant to implement and deploy both load control and time-of-
use (TOU) rates to help managing the load during peak demands. They would like to have
the possibility, through load control, turn off some non-critical customer loads, such as
HVAUC, for short period of time, during peak demands. Also, they can use demand response
mechanism where customers are informed about TOU rates. This will encourage the
customers to manage their energy usage efficiently. These actions will help utility
companies in reducing their peak demands and users to reduce their utility bills.

The use of smart electricity meters in smart homes will definitely be able to communicate
with utility companies for the purpose of load control and demand response (Venables,
2007). Through Home Area Network (HAN), smart meters can communicate and control
other appliances in the smart home, such as the HVAC system. In addition to that the smart
home owner can take voluntary actions during demand/response periods to reduce his/her
home consumption by turning off appliances, lights, etc. Having the household appliances
interconnected will facilitate load control and demand response. For example, a dishwasher
can be given the command to delay its start time to a time that has lower utility rate.

5.5 Environmental Control

Heating and cooling a house is the major post in the houses’ utility bill, therefore, they
deserve special attention when designing smart homes. Choosing good isolation materials
for constructing homes that are suitable for their environment is the foundation to reduce
these costs. By the deployment of smart sensors inside and outside the house, the houses’
energy consumption can be managed efficiently. By collecting information from the
distributed sensors inside the house such as thermostats, humidity, airflow, etc and from
sensors outside the house such as thermostats, humidity, sunshine, wind speed meter etc,
these information can be processed to control HVAC units and blinds/shades/
rollers/windows. For example, in case that a window is opened for a pre-specified period
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while the HVAC unit was on for that specific room, a decision can be made to stop that unit
or to alarm user about this inefficient use of energy. In addition to that, an advice can be
given to the user to shut the curtains in the night when the temperature outside is much
lower than the one inside the house while the heating system was on.

The renewable sources of energy available to smart homes depend on their geographical
locations. For example, in locations where the sun shines most of the year, it is advisable to
have solar panels installed on its roof. In other locations where you have windy climate, it is
advisable to have wind turbines installed in garden (Balasubramanian, 2008). By monitoring
the environmental conditions inside and outside the house and the current home load
condition, decisions can be made how to use the generated electricity. In case that the house
is connected to smart electricity grid, the extra electricity can be fed back to the grid.

5.6 Information Access

The smart home should respond to the inhibitors needs and the change of these needs in
unobtrusive and invisible way while remaining under the control of the users (Friedewald et
al. 2005). By identifying the location of a person inside the house and by sensing his activity
the environment can be adapted to suit his wishes. In case the person requires information it
will be forwarded to the nearest display based on his location. Also his preferences and the
accessed information should move with him when he changes his location. In case the smart
home inhibitor was watching the news while he was shaving in the bath room, the same
news channel will be displayed in the kitchen when he moved there to drink his coffee. In
case the smart home inhibitor is reading a novel, the information related to novel could be
retrieved from the Internet and displayed on the nearest display screen (Friedewald et al.,
2005).

5.7 Smart Space for Kids

Fig. 8. System Architecture of UbicKids
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The UbicKids system proposed by (Ma et al., 2005) aims at creating a smart hyperspace
environment of ubiquitous care for kids. The system caters for both kids and parents. The
main objectives of UbicKids are: (1) to develop a set of ubiquitous applications that help
parents to take care of their kids through efficient, user friendly, reliable, secure and
trustworthy services; (2) to study the social and psychological impact of ubiquitous kids
care applications on the families; (3) to build a prototype smart hyperspace environment.
The system architecture of UbicKids is illustrated in Fig. 8 (Ma et al., 2005).

6. Case Study

This section describes the architecture and design of a prototype smart home system that
integrates a variety of wireless information and communication technologies with a variety
of sensors and appliances. The prototype system enables an authorized user to monitor and
control home devices equipped with a smart interface structure using a mobile phone. The
system is embedded with authentication and verification mechanisms that provide secure
end-to-end processing. The system is scalable through a flexible architecture that easily
expands the portfolio of devices to be monitored and controlled. This system uses the
mobile GSM/GPRS network for the external network. Where a mobile phone application
using J2ME is designed to control and monitor various types of devices. It communicates
with the home computer server which is connected wirelessly to the microcontrollers of the
devices, being monitored or controlled, via a Bluetooth network. Although the Bluetooth
technology used for the internal network has some limitations in terms of high cost and
short range, and security concerns, its hardware size is small (Pooter, 2006). This technology
can be replaced with the Zigbee technology since it is more suited for this type of
application. Furthermore, it is cheaper, has better security and battery powered Zigbee
devices require less power.

6.1 Smart Home Architecture

The architecture and the various technologies used in the design of the prototype system are
described in Fig. 9. A comprehensive description of the system, its functionality, and
services is given by (Al-Qutayri et al., 2010). The system consists of a Java-enabled mobile
phone with a mobile application, a computer server with a Java application, a GSM modem
connecting the server to the external network, a PIC microcontroller with a hardwired
application connected to the devices, and Bluetooth adapters connecting the server and the
microcontrollers to the internal Bluetooth network.

The system is connected to the external network using GSM network. A mobile phone
communicates with the home server using Short Message Service (SMS). The mobile
application which is written using Java 2 Micro Edition (J2ME) technology includes a
friendly menu-driven Graphic User Interface (GUI). The GUI is used by the user to input all
information to the system. It has a list to display the main system services, buttons to turn
on, turn off or monitor a device, text fields to get the configuration information, and
commands to move from menu to sub-menus. The system uses the Bluetooth P-to-P (Point-
to-Point) protocol as the wireless internal network to connect the home devices'
microcontrollers to the home server.

The home server is the core of the smart home system. It is connected to the GSM network
via a GSM modem to send/receive SMS messages to/from the mobile phone. It also

www.intechopen.com



32 Smart Home Systems

connects to home devices through the Bluetooth connection. Fig. 10 show the software
architecture of the home server. The server application is written using the Java
programming language.

Smartness is introduced to the devices in the prototype system by including a PIC
microcontroller in each device in order to monitor and/or control it at the hardware level. It
is also connected to a Bluetooth adapter to establish the Bluetooth P-to-P connection with
the home server. An application program, which is written in C and downloaded to the PIC
microcontroller, receives commands from the server, interprets them and sends the
information to the devices. It also reads the status of devices and sends it to the server. The
presence of the microcontrollers enables the introduction of smart control and monitoring
functionality to the home devices. The level and sophistication of the smartness depends on
the functions the device can perform.
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Fig. 9. Smart Home System Architecture and Technologies
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Fig. 10. Software Architecture of Home Server

6.2 System Services

The system provides three main services: monitor the settings of home devices and
appliances, control the settings of home devices, and get status of devices periodically. Some
additional minor services provided by the system are events and problems logging and
notification of connections problems. Monitoring home devices consists of checking the
setting of the devices. The monitoring command is sent via an SMS as illustrated in Fig. 11.
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Controlling a home device includes changing the setting of the device by sending a
command via an SMS containing the name of the device to be controlled and the control
command as illustrated in Fig. 12. The control commands currently implemented are: turn
off device, turn on device to a certain level, and change the level of device.

Instead of running the J2ME application in the mobile phone every time to get the device
status, an SMS message is generated by the home server that periodically shows all devices
status. The SMS message is sent according to a pre-programmed time interval. This time
interval can be changed by the mobile phone application by sending a special command to

the server.
@ A liancel Devi
iance/ Device
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Mobile Phone Home Server Microcontroler

Generate a Command
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Fig. 11. Home Device Monitoring Process
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Fig. 12. Home Device Controlling Process

6.2 System Software Application Design

The system that enables monitoring and control of home appliances consists of three major
software applications: mobile or hand-set, home server, and appliance controller.

The data flow diagram of the mobile application is depicted in Fig. 13. This application
gets/sends data from/to two terminals. First time, the user configures the mobile
application with two parameters: Home Server SIM card Number and Periodic time for SMS
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notification. The Home Server connects to the GSM network using GSM modem and that
has a SIM card Number.
The user controls the mobile application using the following set of commands:
e Set Level: select a level for a specific device
e Back and Select: enable the user to move from one category to another (Monitor a
Device, Control a Device, and Configuration)
e  Turn-on/Turn-off and Monitor: the command like buttons used by the user to send
the command by pressing the button

Home Server No. ——p
SMS Notification Time

SMS Monitor Results

— — —_ Setlevel ——— MIDlet Control Command + Home
Select ~ Device Name + Level Server
————— elect - ————
_______ Back - — — — — — — Monitor Command +

Device Name
Fig. 13. Mobile Application Data Flow Diagram
The behaviour model of the mobile application is illustrated in Fig. 14. As can be seen in

figure, the application moves or passes through four states to send a SMS message which
contains the commands for home appliances.
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Fig. 14. Mobile Application Behavior Model

Fig. 15 show the data flow diagram model representing interaction between the home server
and two appliances controlled by PIC microcontrollers. The home server communicates
with each PIC microcontroller through a Bluetooth wireless connection. When the home
server receives SMS message from a mobile phone, it extracts the message and checks its
contents if the sender is an authorized one, otherwise it disregard the received message. The
message could contain only three possibilities: Control a device, Monitor a device, or Set
SMS notification time.
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Fig. 15. Home Server Data Flow Model

If the message content is SMS notification time, the home server will set the new time. If the
content is controlling a device the home server will look for the device. It assumes that each
device at home has a smart interface, using a PIC microcontroller or another processor, and
a Bluetooth MAC address. The server will open Bluetooth connection and then will send the
control command (on/ off) plus the level if the device has more than two control levels. After
sending the command the connection will be closed by the server. In case of monitoring, the
home server will open the Bluetooth connection and keeps it open until the PIC
microcontroller replies with the device status. The SMS notification service can’t be noticed
from the data flow diagram therefore it is shown in the home server behavioural model in
Fig. 16.

The behavioural model of the appliance controller application is shown in Fig. 17. The
appliance is controlled via a PIC microcontroller. At the beginning, the PIC forces the
Bluetooth adapter to change its mode to discoverable mode. In this mode the home server
that acts as a master in the Bluetooth network scan and find the PIC Bluetooth adapter. The
Bluetooth adapter accepts to open a connection with home server at the server request. The
PIC microcontroller reads the sent command from the home server. For control command
the PIC executes the command by setting the correct output at its output pins according to
the sent command. For monitor command the PIC sends the status to home server.
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Fig. 16. Home Server Behavioural Model
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6.2 System Security

Securing the complete system requires the incorporation of authentication as well as
encryption layers. The authentication process is initiated through the GUI of the mobile
phone once the application is enabled. The user is required to enter a username and a
password. This information is then sent via SMS to the home server in order to establish the
authenticity of the user through comparison with registered entries in the database. Once a
valid user is identified the home server initiates a session that includes the phone number
being used and a randomly generated number. The later number is used as an additional
level of authentication and will expire once the session ends.

In this system, users are assigned access levels that define the actions they are allowed to
perform. Security of the communication between the mobile station and the GSM/GPRS
modem connected to the home server is achieved by the GSM encryption standard
implemented at both ends. This is a highly robust method and hence additional security is
not needed.

The most vulnerable part of the system is the connection between the home server and the
various devices in the home. This is due to the use of Bluetooth to achieve connectivity and
hence device monitoring and control. Bluetooth has inherent security problems that will
expose the system to hacking should they be not addressed (Ferro and Potorti, 2005).
Therefore, securing Bluetooth P-to-P communication required the implementation of an
encryption/decryption process between the home server and the smart home devices that
use Bluetooth wireless technology. This was implemented using a simplified form of AES
(advanced encryption standard) algorithm. AES is a well known robust encryption standard
that is widely used in various applications. This block cipher is relatively easy to implement,
and does not require large amount of memory (Daemen and Rijmen, 2002).

6.3 Complete System Results

The system functionality and services were tested through verification and validation at all
levels. This process included testing the user login and authentication, and remote
monitoring and controlling devices/appliances at the home. The security features
implemented to secure the communication between the home server and the remote devices
were also tested in the process. The prototype system was evaluated by connecting the
home server to a two-level device and a multiple-level device. The following paragraphs
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demonstrate the security aspects discussed earlier and the use of a three-speed DC Fan as an
example of a multiple-level device to be monitored and controlled.

As soon as the user starts the application on the mobile hand-set the MIDlet main login page
appears as shown in Fig. 18(a). Under the Menu button page shown in Fig. 18(b) the user
can select to either Register or Login. Selecting the Register option enables the user to
register new users and add them to the database with the appropriate privilege level as
shown in Fig. 18(c) below. If the user chooses the Login command the username and
password get added to the URL and the http request is initiated to access the web server. An
alert appears to notify the user that it is going to start an http request then a waiting page
will appear. Depending on the user privilege that is stored in the database the appropriate
list of commands appear. Should the login not be successful the process will go back to the
initial login page.

F annil HELC F il ABC
Enter Username & Password Enter Username & Password

‘Username: ‘ ‘Username: ‘

Password: Password: Password:

privilage

i B Register

Fig. 18. (a) Main Page (b) List of Commands (c) Registration Page

The home device monitoring and control is illustrated in Fig. 19. To control the Fan the user
chooses control a device from the main menu of the mobile application as shown in Fig.
19(a). The main menu also includes: monitor a device to check the status of a device and
configuration to set the time interval for periodic notification of all devices” status. When the
user selects the control mode, all connected home devices will be listed as shown in Fig.
19(b). Selecting a device will result in displaying a control page which has two buttons as
shown in Fig. 19(c). Pressing Turn-Off will result in sending an SMS message to the home
Server to turn-off the selected device. Clicking on Turn-On opens a new page as shown in
Fig. 20(a). If the device to be controlled is a two-level (ON or OFF) device, this page will not
be displayed. The next step is to select one of the three speeds for the Fan. An SMS is then
automatically sent to the home server. The SMS includes the Fan name, the turn-On control
command and the level information (speed two in Fig. 20). The home server would then
open a Bluetooth connection with the PIC microcontroller of the Fan device on a certain
MAC address. When the Bluetooth adapter on the device side accepts the connection, the
home server sends setting the speed command. The Fan receives the command and changes
its state to the appropriate speed.
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In this study the impact of overall system delay and failure of SMS delivery due to various
communication and processing aspects was not tested directly. The rational for not
implementing that is that the system is a prototype one and through assessment of its
reliability and hardening of its security are not necessary. Having said this, the system has a
regular update mode that can be used to check the operating status of the various
appliances. This is not envisaged as a replacement for a proper mechanism to take care of
delays and failure issues.

7. Conclusions

This chapter presented some of the state of the art technologies and associated applications
in the field of smart homes. It gave an overview of the major wireless communication
technologies that form a fundamental part of the infrastructure of modern smart homes.
Some of those technologies are integrated within sensing and networking devices such as
Zigbee, Bluetooth, RFID, and WiFi. Other wireless technologies, such as the GSM, are more
of a wider format that can form large network and yet can integrate with the other ones
dedicated for short range. The paper also briefly discussed some of the modern sensors that
can be used in smart homes. Many of them are of the embedded ubiquitous type that is
equipped with wireless communication capabilities and can connect to other devices.

The application areas discussed include appliances monitoring and control, safety and
security, telehealth care, energy saving, environmental control, and information access.
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Some of these areas are more developed than other, however, all those areas are either
already available or they are excepted to be deployed in the near future. The chapter
included a case study of a complete end-to-end smart home system that is used to monitor
and control home appliances using a mobile phone. The prototype system used GSM as the
external network and Bluetooth as an internal network. However, other suitable wireless
technologies can be used on the same architecture. The system enables two way control and
has automatic updating service that informs the user about the status of the devices at
regular intervals.

Given the advanced status of the constituents of smart homes, it is expected that many of the
existing homes will be turned smart in the not too distant future. So, the future vision of the
smart home is getting closer, but the designers need to spend more time to learn how people
live within the bounds of their homes.
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