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Abstract. Cryptography is not only a science of applying complex mathematics and logic
to design strong methods to hide data called as encryption, but also to retrieve the original
data back, called decryption. The purpose of cryptography is to transmit a message
between a sender and receiver such that an eavesdropper is unable to comprehend it. To
accomplish this, not only we need a strong algorithm, but a strong key and a strong
concept for encryption and decryption process. We have introduced a concept of DNA
Deep Learning Cryptography which is defined as a technique of concealing data of DNA
sequence and Deep learning. In the cryptographic technique, each alphabet of a letter is
converted into a different combination of the four bases, namely; Adenine (A), Cytosine
(C), Guanine (G) and Thymine (T), which make up the human deoxyribonucleic acid
(DNA). Actual implementations with the DNA don’t exceed laboratory level and are
expensive. To bring DNA computing on digital level, easy and effective algorithms are
proposed in this paper. In proposed work we have introduced firstly, a method and its
implementation for key generation based on the theory of natural selection using Genetic
Algorithm with Needleman-Wunsch (NW) algorithm and Secondly, a method for
implementation of encryption and decryption based on DNA computing using biological
operations Transcription, Translation, DNA Sequencing and Deep learning.

Keywords: Cryptography, DNA Cryptography, Deep Learning, DNA
Computing, Genetic Algorithm, Needleman-Wunsch algorithm (N-W).
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1. Introduction

The developments in the area of information security have been ever emerging. All the
efforts in the development of better strategies for information security aim towards
three basic outcomes; information availability, integrity, and confidentiality [1-3].

Cryptography is not only a science of applying complex mathematics and logic to
design strong methods to hide data called as encryption but also to retrieve the original
data back, called decryption. Deep learning is the method which is incorporated for the
encryption and decryption process for cryptosystem. Cryptography had been in a silent
existence for thousands of years, however, systematic study of cryptology as a science
just started around one hundred years ago and deep learning is the latest science come
into existence. Deep learning is the approach where we encrypt and decrypt data
through various layers [34]. Fast forwarding to the present, a lot of symmetric and
asymmetric ciphers are used for encryption and decryption today in the modern world
[7-10]. However, researchers have been trying to find a new computing model, in order
to meet the requirements of the large amount of operation and storage, which can create
an entirely new concepts and methods of information processing and deep learning can
play an effective role to meet these requirements [32].

Deep Learning DNA Cryptography is considered as a next potential medium for
data storage and protection, mainly due to its huge storage capabilities and vast
parallelism. DNA computing is able to work in parallel to solve the computing problems
and deep learning for the better performance. The cryptographic work using DNA
computation can extend to various other operations like DNA annealing, DNA
synthesis, so on and so forth. This illustrates that DNA molecules can be used for non-
biological purposes as well, extending its scope to the digital world.

A new method for symmetric encryption and decryption of the text based on the
structure, molecular properties and biological operations on DNA is presented in the
paper. The encryption method is conceptually based on the process of transcription and
translation, which are the two biological operations for replicating the DNA and then
translating DNA into protein respectively. Since there is no molecular process of
converting protein to DNA, in this paper the decryption is logically done by reverse
translation and reverse transcription respectively and concept of deep learning is used
for encryption and decryption of DNA sequence. DNA Cryptographic algorithm is
designed and implemented to be practically used at digital level, but not at molecular
level. In paper we created a cryptographic algorithm for key generation. Furthermore,
deep learning used for better performance of the algorithm, to encrypt and decrypt the
data which isin term of DNA sequence.

As discussed in Section 2, information represented using DNA uses four character
nucleotide bases, > = (A,C,T,G), which implies that for a given of set of 100 words,
there are ~222combinations as compared to the use of Y = (0, 1) in traditional computers
forming only ~2% combinations. Hence, the paper deduces a very strong encryption
algorithm, whose results are nearly unbreakable and indecipherable. Although,
computation of classical cryptographic algorithms give rise to a lot of storage issues as
billions of computers are working in processing a billion calculations per second. These
huge calculations also maximize the power requirements. Also, the storage of keys used
in these algorithm is a problem which has started to raise alarms. This may not be a
fatal issue now, but it is going to be in the near future. In theory, a single strand of DNA



contains ~12 X10° nucleotide bases. Digitally, 1 byte (8-bits) of binary data can be
represented by 4 of nucleotide bases, that is 1 nucleotide base for 2 bits of data. This
implies a single strand of DNA can contain up to 3000 X 106 bytes or 3000 MB of data.
In this paper, the string used for encryption “eucalyptus is a plant” requires just 84
nucleotide bases. DNA computing may become an answer to this in future.

2. DNA Cryptography and Deep Learning

Machine learning is the power given to the machine to understand, learn and resolve
the problem facing that situation without being explicitly programmed and helped. The
major key features of machine learning that it can handle the huge amount of data and
compute them very effectively. In the past years, we explicitly programmed the
machine to do any specific task. But now in the era of artificial intelligence, we are
working to teach the machine to learn by itself through its past experiences or work
according to the current situation as a human does in real life.

Deep Learning is the subfield of the machine learning and application of the artificial
neural network which spur by human brain neural network. Deep learning in which
input layer and output layer are linked with number of hidden layers intermediate [34-
35].

We galvanized by deep learning due to its ability to increase the security and
to reduce the complexity of the mathematical equation and formula which are used in
the algorithm. Deep learning used to encrypt and decrypt the data as in figure 1.
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Fig. 1. Deep Learning DNA Cryptography for data encryption and decryption



There may be the issue with a network which causes data loss and deep learning
can help to retrieve the data which may lose in between. There are different approaches
to deep learning which are supervised, unsupervised and deep reinforcement learning.
When we merge the DNA Cryptography and Deep learning the power of the security is
automatically increases as both cryptography and Deep learning is the concrete
approaches.

Cryptography, today in the modern worlds of electronic security technologies has
become the foundation to protect valuable information and data. However, the roots of
Cryptography go back to the 18" century, where the earliest known cryptography
found, is some nonstandard hieroglyphs [31, 33]. Fast forwarding to the current century,
some of the earliest encryption methods included Substitution Ciphers, like the Caesar’s
Cipher and the Vigenere’s Cipher, where the alphabets of the plaintext were substituted
with some other alphabets. These ciphers were found to be weak and easily breakable,
primarily because they contained characteristics of the plaintext language. The
contemporary cryptography consists of the following concepts:

i)  Plain Text: The original message that need to be communicated is defined as plain
text.

ii) Cipher Text: The message which can only be understood by intended person or
system is defined as cipher text

iii) Encryption: the process of converting Plain text into cipher text using a key is
defined as encryption.

iv) Decryption: the process of converting cipher text into plain text using the same or
different key (as used during Encryption) is defined as decryption.

v) Key: Combination of numeric or alpha numeric text or any special symbol text is
referred as key. Key is the most vital part of cryptography as the algorithm depends
on the key.

Types of Cryptography: Secret Key Cryptography (SKC): Uses a unique single key
for both encryption and decryption; also called symmetric encryption.

Some of the examples of symmetric cryptography are the block ciphers like AES
and DES. Public Key Cryptography (PKC): Uses one public key for encryption and a
private for decryption; also called asymmetric encryption.

The inception of DNA Deep Learning Cryptography has resulted from the quest
of finding a new and efficient computing model, in order to meet the requirements of
the large amount of operation and storage, which can create an entirely new concepts
and methods of information processing. DNA Deep Learning Cryptography is based on
DNA computation which takes its inspiration from the biological operations taking
place on a DNA molecule. Since its birth in 1994, when Leonard Max Adleman used it
to find the solution for Hamilton Path Problem, it has attracted the eyes of many
researchers. Using DNA computing in the fields of cryptography has been described as



a possible technology that may bring forward a new hope for unbreakable algorithms
[15-18].This was due to the fact that data could be encoded in DNA strands and
biological operations can be used in place of cryptographic algorithms on the encoded
data to further encrypt the data [13].

DNA, by essence is an information-storing particle in the living organisms, the
genes we pass from one generation to another. It transmits the blueprints for creating
the living body. A single strand DNA consist of four different base nucleotides,
including adenine (A), thymine (T), cytosine (C) and guanine (G). These are the
building blocks of the DNA. Information is stored in strings of these four-lettered DNA
code, which when attached to deoxyribose, generate long sequences of information
[19,23,24].

Since in DNA computing, information is represented using the four-character
genetic alphabet > = (A,C,T,G) , rather than the binary alphabet used by traditional
computers, ». = (0,1), DNA strands can store much more information than the storage
systems used in traditional computer.

Deep Learning DNA Cryptography is a process of hiding data in terms of long
DNA Sequence using DNA computation.

In this paper, the sequence of nucleotides in DNA has been used as
A=00

C=01
G=10
T=11

In the traditional computer system, B is equivalent to 01100010, which in DNA
computing would be equivalent to CGAG.

The biggest advantage of using DNA as the basis of computation is its storage
capacity. A gram of DNA contains 1021 DNA bases = 108 Terabytes of data, which
can be stored in a very compact form. Also, there is no power required for DNA
computing while the computation is taking place. The chemical bonds that are the
building blocks of DNA happen without any outside power source.

DNA Deep Learning Cryptography definitely challenges the traditional
cryptography, both theoretically and technologically. Pre-processing of the data is
indispensable for DNA deep learning cryptography based on DNA computing. This
naturally provides a twofold security to the data. Deep learning provides a great storage
medium hence solving both computational and storage problems. A cryptosystem can
be completely designed on biological operations, feasible to be logically implemented.
In the proposed work the key used for encryption and decryption, which has been
generated through Deep learning, Genetic Algorithm and Needleman-Wuncsh (NW)
algorithm further ensures the efficiency of the algorithm to produce a strong cipher text.
A strong key can be generated from Genetic Algorithm coupled with Needleman-
Wunsch algorithm, encryption and decryption of data through deep learning lead to an
algorithm of dissimilarity to produce a totally random and nearly unbreakable key.
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2.1 Using Genetic Algorithm

The Genetic algorithm is based on the Charles Robert Darwin’s theory of evolution. It
is adaptive heuristic exploration algorithm based on mechanics of the theory of natural
selection and natural genetics [4-5, 20, 22, 29, 30]. Based out on the theory of evolution,
Genetic Algorithms belong to the family of evolutionary algorithms.

Steps involved in Genetic Algorithm

Step I: A random generator is used to generate the initial population having P
chromosomes. Survival and reproduction of an individual chromosome in the
population is promoted by the elimination of useless features and by rewarding useful
behavior.

Step II: Reproduction of the population is achieved by iterative application of a set of
stochastic operators, which usually consists of Mutation, Cross-Over and Selection.
Step II1: Selection is usually based on the fitness function, which calculates the fitness
of each individual chromosome in the population, in terms of real number.

Cross-Over: Crossover is a genetic operator used to induce variation from one
generation to another. Crossover rate indicates the likeness of the chromosomes picked
up for crossovers [21]. For example, if the crossover rate is 0.7%, this means in a
population of 100 chromosomes, chances of crossover is 0.7. This needs to be done
since sometimes, crossover can break the symmetry and can fetch undesirable results.
Hence, it has to be applied in moderation.

Mutation: Mutation is a genetic operator, applied to a set of population to maintain its
genetic diversity. This is usually done by altering one or two genes in an individual
chromosome. Mutation rate is the chance that a gene within a chromosome will be
altered or flipped.

Selection: Selection is a process of selecting chromosomes which will mate and
recombine to create offspring for the next generation. In order to select a chromosome
of having a high chance mating and propagating its feature to the next generation, a
selection strategy consisting of fitness function is applied. Therefore, a fitter
chromosome over the others in the population is selected, evolving better individuals
over time.

3. Key Generation using Genetic Algorithm with DNA computing

In this paper, Genetic Algorithm (GA) forms the basis of key generation which will
generate a unique key, used later along with the encoded plain text for encryption [20].



A random number generator is used to generate the initial population of chromosomes.
Since in Genetic Algorithm, only the fittest chromosome survives, there is a need to
define a fitness function, which will calculate the fitness of the population generated
after the stochastic operations [6]. In this research, randomness forms the basis of
uniqueness for the key, hence, the fitness function to be used should be able to calculate
the randomness of an individual chromosome [22, 25].

[ Initial Population ]

|

[ Crossover
|

[ Mutation ]
1

[ Selection ]

l

Fitness Function

|

Dissimilarity Testing
through

%
—

Needleman Wuncsh
Algorithm

|

[ Final Key ]

Fig. 2. Flowchart for Key Generation using GA

Initial Population: A random number generator is used to generate an initial population
of random binary strings, known as chromosomes. Binary strings of 64-bits keys are
generated 56 bits (+8 parity bits). In the proposed solution, initial population of 100
chromosomes is produced randomly. The population is going to be transformed into a
new generation of the population by applying naturally occurring genetic operations as
shown in above figure 2.

Crossover: Two offspring chromosomes are created by combining the parent
chromosomes at crossover point. There are several ways of accomplishing the



crossover. The one used here is the K-Point Crossover. K-Point crossover uses more
than one crossover point to produce two offspring chromosomes.

Two parent chromosomes are selected and a number at random is generated as the
numbers of crossover points as shown in figure 3.
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Fig. 3. Crossover Operation

In the above example, the crossover is at the 1% and 2", 3 and 4" and lastly, 7" and
8t position.
The number of crossovers with a specific crossover rate is determined by eq. 1:

NC = CR*NB*NK/100 )
Where,

NC = number of crossovers

CR = crossover rate

NB = number of bits

NK = number of keys

Mutation: Mutation may be defined as a small random tweak in the chromosome, to
get a new solution. It is used to maintain and introduce diversity in the genetic

population and is usually applied with a low probability. If the probability is high, it is
going to leave the algorithm to a random search.

!

Fig. 4. Mutation Operation
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A mutation point is selected at random and the bit is flipped, i.e. 0 becomes 1 and 1
become 0 leaving the other bits as it is as in figure 4.
The number of mutations with a specific mutation rate is determined by,
NM = MR*NB*NK/100

Where, NM = number of mutations

MR = mutation rate

NB = number of bits

NK = number of keys

Fitness function: Fitness function calculates the measures of how fit the resultant
chromosome are. The fitness function increases as the algorithm proceeds, indicating
that the results are getting better and better. In this paper, Run Test has been used to



calculate the randomness in the generated chromosome, since these chromosomes serve
the purpose of the cryptographic key. Following this, number of runs for each
chromosome is calculated, which is an indicator of randomness.

Run Test: Randomness is hard to identify, as it is very difficult to simply look at data
and determine whether or not it is random. The runs test is a test of significance
or hypothesis test.The procedure for this test is based upon the number of runs, which
is a sequences of data that have a particular trait. When the observations are more than
twenty, then the distribution of the observed number of runs would approximately
follow normal distribution. Hence, the fitness is calculated from the formula in eq. 2
and eq. 3:

f:a-},la/Ga (2)

Where, a = number of runs
lla, Oa are the mean and variance respectively., calculated by

Ma=2N-1/3 and Ga=+ 16N -29/90 3)

Where, N = 64

Final Selection: Needleman- Wunsch AlgorithmSequence alignment is a way of
arranging two or more sequences of characters to identify regions of similarity.
Needleman- Wunsch. Algorithm is an algorithm used in the field of biology and
bioinformatics, to compare biological sequences for similarity. It was developed in
1970 by Saul B. Needleman and Christian D. Wunsch.It uses a scoring system to
calculate the degree of similarity or dissimilarity in the two DNA sequences [27].
Ideally, the greater the score, greater is the similarity. In this paper, Needleman-
Wunsch Algorithm is used to calculate the dissimilarity in the two keys. The key with
the highest fitness function is matched against each key in the repository. Keys with the
minimum score are chosen and XOR-ed. The final key is stored in a final repository,
ready to be taken as a key for encryption. The process is iterated over a 100 times.

3.1 DNA Computing

DNA SequencingDNA sequencing is the process of determining the sequence of
nucleotide bases (As, Ts, Cs, and Gs) in a piece of DNA.
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Data Encoding Each English alphabet and numerical digit used the in the plain text
data is encoded as a DNA sequence. A random sequence generator is used to assign a
random sequence of four DNA nucleotides to the alphabets and numerical digits.

A random sequence generator is used to produce a random string of nucleotides. At a
given point in time, a random sequence of DNA nucleotides for English alphabets and
numeric digits in figure 5.

Encoding Text using DNA Computation

Assigning Random Sets of Nucleotides to Alphabets(a-z) And Numbers(0-9)

| \éllue of y is GGCC

Value of a is CTGC Value of m is AGAG
Value of b is TCCT Value of n is TCAG |[Value of z is TGGT
Value of ¢ is TACG Value of 0 is TCAC [Value of 0 is AGTG

Value of d is CGGG

Value of p is TAGC

[Value of 1 is CGAC

Value of ¢ is GCGG Value of q is GGAA [Value of 2 is TGCT
Value of fis TGTG Value of ris TCGA | Value of 2 is GCGG
Value of g is CGGT Value of s is GTCG | [Value of 4is TTCT
Value of b is AATC Value of t is ACGC | [Value of 5 is cGCT

Value of i is GCAT

Value of u is GTAC

‘P':llne of 61s ATAG

Value of j is ATGC

\V'alue of vis CACG

Value of 7is TCCG

Value of kis AGCT

Value of w is CGTC

[\';llue of 8is ACCA

Value of 1is TGAG

Value of x is AGAG

[Value of 9 is CGCG

Fig.5. Nucleotide Encoding Table
For example, the text P =“eucalyptus” is encoded in DNA sequence as
P’ =“TAGATAGGTTCAACAGCCAGAGGGCGTGCAGATAGGGTGG”.
After data gets encoded as a DNA sequence, this sequence is converted into binary form.

The sequence to convert DNA nucleotides in binary as in table 1.



Table 1: Random Sequence with DNA nucleotide

Nucleotide Random
Sequence

A 01

C 00

T/U 10

G 11

Transcription In Biochemistry, the process of transcription begins when
an enzyme called RNA polymerase (RNA pol) attaches to the template DNA strand and
begins to catalyse the production of complementary RNA, called the mRNA. The copy
of a single DNA strand is produced, ready for the process of Translation as shown in
table 2.

Table 2: Original Nucleotide with Complimentary Nucleotide

Original Complimentary
Nucleotide Nucleotide
A U
T A
C G
G C

In this paper, P’ is the encoded text, representing the DNA strand and the transcript text
T, representing the mRNAIs produced as a result of complimenting the current encoded
text P

Complimentary strand T

P' = “TAGATAGGTTCAACAGCCAGAGGGCGTGCAGATAGGGTGG”
T = “UTCUAUCCAACUUGUCGGUCUCCCGCACGUCUAUCCCACC”

Applying the Binary Encoding:

P =B=
“01001100010011110101100000100011101000110011111110110111100011000100
rriiionntee”

T=
“10110011101100001010011111011100010111001100000001001000011100111011
0000001000001~


https://www.nature.com/scitable/topicpage/RNA-Transcription-by-RNA-Polymerase-Prokaryotes-vs-961

This text is divided into blocks of 64-bits.

Translation: In Biochemistry, translation is a process of converting the genetic code
from its deoxyribonucleic acid form (DNA) consisting of a chain of four repeating
letters to a final protein product consisting of amino acids. Protein complex molecules
called "ribosomes™ attach themselves to the modified mRNA strand, produced from
transcription and translate the strand into a chain of protein molecule [26]. This is
accomplished by transfer RNA (tRNA) molecules, which is the complementary strand
to the mMRNA, carry specific amino acids to the ribosomes where nucleotides are read
and matched with specific amino acids [27-28].

Steps-wise encryption method:

Step I: Complimentary strand (T) represents the mRNA, which has been divided into
blocks of 64 bits each. It further gets divided into blocks of 8 bits each.

MRNA(T)=
“10110011101100001010011111011100010111001100000001001000011100111011
0000001000001

Blockl =
“1011001110110000101001111101110001011100110000000100100001110011”
Block 2 =“10110000001000001”

Step II: Complementary strand tRNA carry the amino acids. Amino Acid represents the
cryptography key (K), generated previously, to the mRNA (T).

tRNA=
“01001100010011110101100000100011101000110011111110110111100011000100
1111110111110~

AminoAcid(K)=
“0110110101111001000010010101010101110010011100100010010110101001”
Blockl=
“0100110001001111010110000010001110100011001111111011011110001100”
Block 2 =*01001111110111110”

Working with block 1 in rest of the steps. The blocks with less than 64 bits are padded.

SFep I11: 64 bits block of MRNA, tRNA and amino acid gets divided into blocks of 8
ztRsNea,::hiOllOOll 10110000 10100111 11011100 01011100 11000000 01001000
?I%l{lf:mOllOOllOO 01001111 01011000 00100011 10100011 00111111 10110111
;Org?nlolgocid: 01101101 01111001 00001001 01010101 01110010 01110010 00100101
10101001

Step IV: Each byte of the mRNA and amino acid gets converted into decimal form.



mRNA: 10110011 10110000 10100111 11011100 01011100 11000000 01001000
01110011
Decimal Conversion: 179 176 167 220 92 192 72 115

tRNA: 01001100 01001111 01011000 00100011 10100011 00111111 10110111
10001100

Right Shift the bits by 2 in each byte

tRNA : 00110001 00111101 01100001 10001100 1000111011111100 11011110
00110010

Decimal Conversion: 49 61 97 140 142 252 222 50

Step IV: Matrix
A Matrix is formed by subtracting the decimal conversion of mMRNA and tRNA
(whichever is large) and permuting it.

Subtractive Matrix (SM)
M30 125 70 80 |50 [0 150 |65 |

Permuted Matrix (PM)
| 65 | 150 | 60 | 50 | 80 | 70 | 115 [ 130 |

This means that 65 becomes the first byte, 150 becomes the second byte and so on.
The bits in the permuted table are again converted back to binary.
The tRNA now becomes:

tRNA: 01000001 10010110 00111100 00110010 01010000 01000110 01110011
10000010

Step V:The tRNA obtained in Step 1V is then bitwise XOR-ed to the amino Acid(K) as
per Vernam Cipher. The result is stored as M

[ 01000001 | 10010110 | 00111100 | 00110010 [ 01010000 | 01000110 | 01110011 [ 10000010

®

[ 01101101 | 01111001 | 00001001 | 01010101 | 01110010 | 01110010 | 00100101 | 10101001 |




Step VI: M is then converted to its hexadecimal equivalent, Cipher Text

4.
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Fig. 7. The Decryption Process

5. Results

A detailed description and feasibility of the algorithm has been demonstrated and
implemented using PHP for key generation as well as DNA computation. For the key
generation, a random initial population of 100 chromosomes was generated and various



operators were applied. After applying the crossover operator with the crossover rate as
2.5, the population became 260. Mutation operator was applied to this population with
a mutation rate of 0.5 and the final population became 426. The fitness values of all
chromosomes were calculated using run test, which is a test for finding the randomness.
The mean and variance for each chromosome was calculated and hence, fitness values
were obtained. The chromosome with the highest fitness value was tested for
dissimilarity against rest all of the chromosomes using the Needleman-Wunsch
algorithm. The chromosome with the least score was the most dissimilar with the
chromosome having the highest value. These two chromosomes were XOR-ed and a
final chromosome was obtained, that was added to the final repository. This was taken
as one of the keys fit to be used for encryption and decryption in the algorithm. The
whole process was iterated 100 times to get a repository of the most random and non-
repeatable cryptographic keys. A maximum of two chromosomes came out to be having
the same score of dissimilarity with the chromosome having the highest fitness value.
This proves the randomness of the population.

In the DNA computing, a random table of a combination of four DNA nucleotide bases;
A, T, C, G was created for A-Z and 0-9. Plaintext was encoded into long sequences of
DNA nucleotide bases. This sequence was further converted into binary using a table
for nucleotide to binary conversion. This long binary string was divided into blocks of
64 bits. The blocks which were short of 64 bits were padded with NULL. Transcription
and Translation operations, with amino acid digitally taken as Key for cryptography
were applied and the plain text was encrypted as shown in figure 6. Decryption process
followed the exact reverse of the encryption process as in figure 7 and the complete
process shown in figure 8.

Implementaion

NTER DETAILS :

Enter the Key
[0110110101111001000010010101010101110010011100100010010110101001

Enter the Text

[eucalyptus is a plant]

NCRYPTION AND DECRYPTIOI

Encrypted Text
0x3f02a8a1a2123b8993fa16733ae568208f4e4b51966d0fe9

Decrypted Text
eucalyptus is a plant

Fig. 8. DNA Encryption and Decryption process



The experimental analysis done here is the analysis of the number of characters/
alphabets taken for encryption and decryption process and the time taken by the
algorithm in doing as shown in table 3.

Table 3: Time Taken for DNA Encryption and Decryption process

No. of Characters Encryption (ms) Decryption (ms)
500 0.00016401500 0.00026401450
1000 0.00035178900 0.00048178658
1500 0.00067315500 0.00077815800
6. Discussions

In the investigated study many efforts are being made to find a new computing model,
in order to meet the requirements of the large amount of computational operation and
storage, which is able to create an entirely new concepts and methods of information
processing and storing. Further, DNA has been identified as a medium with potential
for vast storage capacity and sustainability in adverse conditions. Although this is still
relatively new field of cryptology, but a lot has been researched in this filed which
suffices the need to justify that someday it may become the future of cryptography. In
this paper which presents an encryption and decryption algorithm based on DNA
Computing is performed. The work has been implemented and analysed. The
implementation has been done in PHP language. A symmetric block cipher has been
used for encryption and decryption based on DNA computing. The data is first encoded
into DNA nucleotides and then encrypted. The algorithm is conceptually based on the
biological operation, namely; transcription and translation, taking place on the DNA
molecule with conjunction with some logical and computational operations to represent
it on a digital level. This increases the complexity of the algorithm, making it secure.
Detailed description and feasibility of the algorithm has been demonstrated and
implemented. Time analysis graph of the algorithm shows its efficiency.

Also, the key used for encryption and decryption has been generated through genetic
algorithm. An initial population of 100 chromosomes was taken. The genetic operators
involved, when used with fitness function like run test and Needleman — Wunsch
algorithm, ensured that the key produces is most random and non-repeating. The whole
process was iterated 100 times to get a repository of the most random and non-
repeatable cryptographic keys.



7. Conclusion

DNA cryptography and Deep Learning is still in its infancy stages with many unsolved
problems, but the research on this new born technology has been rapid and fast. Also,
it is considered as a next potential medium for data storage and protection, mainly due
to its huge storage capabilities and vast parallelism. However, DNA computing is able
to work in parallel to solve the computing problems. The cryptographic work using
DNA computation can extend to various other operations like DNA annealing, DNA
synthesis, so on and so forth. This illustrates that DNA molecules can be used for non-
biological purposes as well, extending its scope to the digital world. However, much
work is still impending on the ease of use DNA at a scalable laboratory level.

At the digital level, this conceptual design is also conjugated with logical operations
like XOR and Subtraction to create a strong and secure cryptography algorithm. It is
designed and implemented to be practically used at digital level, but not at molecular
level. A new method for symmetric encryption and decryption of the text based on the
structure, molecular properties and biological operations on DNA and Deep Learning
method is presented in the paper. The encryption method is conceptually based on the
process of transcription and translation, which are the two biological operations for
replicating the DNA and then translating DNA into protein respectively. Since there is
no molecular process of converting protein to DNA. In this paper the decryption is
logically done by reverse translation and reverse transcription respectively with
promising results. The future of DNA Deep learning Cryptography is pretty much
considerable. As in the world of the hackers, data security matter and handling big data
of the huge populations also a big task so deep learning can play considerable role in it.
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