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Abstract. The Russian Federation’s standardization agency has recently
published a hash function called Streebog and a 128-bit block cipher
called Kuznyechik. Both of these algorithms use the same 8-bit S-Box
but its design rationale was never made public.

In this paper, we reverse-engineer this S-Box and reveal its hidden struc-
ture. It is based on a sort of 2-round Feistel Network where exclusive-or
is replaced by a finite field multiplication. This structure is hidden by
two different linear layers applied before and after. In total, five differ-
ent 4-bit S-Boxes, a multiplexer, two 8-bit linear permutations and two
finite field multiplications in a field of size 2* are needed to compute the
S-Box.

The knowledge of this decomposition allows a much more efficient hard-
ware implementation by dividing the area and the delay by 2.5 and 8
respectively. However, the small 4-bit S-Boxes do not have very good
cryptographic properties. In fact, one of them has a probability 1 differ-
ential.

We then generalize the method we used to partially recover the linear
layers used to whiten the core of this S-Box and illustrate it with a
generic decomposition attack against 4-round Feistel Networks whitened
with unknown linear layers. Our attack exploits a particular pattern
arising in the Linear Approximations Table of such functions.

Keywords: Reverse-Engineering, S-Box, Streebog, Kuznyechik, STRI-
BOBrl1, White-Box, Linear Approximation Table, Feistel Network

1 Introduction

S-Boxes are key components of many symmetric cryptographic primitives includ-
ing block ciphers and hash functions. Their use allows elegant security arguments
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based on the so-called wide-trail strategy [1] to justify that the primitive is se-
cure against some of the best known attacks, e.g. differential [2] and linear [3,4]
cryptanalysis.

Given the importance of their role, S-Boxes are carefully chosen and the
criteria or algorithm used to build them are explained and justified by the de-
signers of new algorithms. For example, since the seminal work of Nyberg on
this topic [5], the inverse function in the finite field of size 2™ is often used (see
the Advanced Encryption Standard [1], TWINE [6]...).

However, some algorithms are designed secretly and, thus, do not justify their
design choices. Notable such instances are the primitives designed by the Amer-
ican National Security Agency (NSA) or standardized by the Russian Federal
Agency on Technical Regulation and Metrology (FATRM). While the NSA even-
tually released some information about the design of the S-Boxes of the Data
Encryption Standard [7,8], the criteria they used to pick the S-Box of Skip-
jack [9] remain mostly unknown despite some recent advances on the topic [10].
Similarly, recent algorithms standardized by FATRM share the same function ,
an unexplained 8-bit S-Box. These algorithms are:

Streebog (officially called “GOST R 34.11-2012”, sometimes spelled Stribog)
is the new standard hash function for the Russian Federation [11]. Several
cryptanalyses against this algorithm have been published. A second pre-
image attack requiring 2266 calls to the compression function instead of the
expected 2°!2 has been found by Guo et al. [12]. Another attack [13] tar-
gets a modified version of the algorithm where only the round constants are
modified: for some new round constants, it is actually possible to find colli-
sions for the hash function. To show that the constants were not chosen with
malicious intentions, the designers published a note [14] describing how they
were derived from a modified version of the hash function. While puzzling
at a first glance, the seeds actually correspond to Russian names written
backward (see Appendix A).

Kuznyechik (officially called “GOST R 34.12-2015”, sometimes spelled Kuznechik)
is the new standard block cipher for the Russian Federation. It was first men-
tioned in [15] and is now available at [16]. It is a 128-bit block cipher with
a 256-bit key consisting of 9 rounds of a Substitution-Permutation Network
where the linear layer is a matrix multiplication in (Fys)'® and the S-Box
layer consists in the parallel application of an 8-bit S-Box. The best attack
so far is a Meet-in-the-Middle attack covering 5 rounds [17]. It should not
be mistaken with GOST 28147-89 [18], a 64-bit block cipher standardized
in 1989 and which is sometimes referred to as “the GOST cipher” in the
literature.

STRIBOB [19] is a CAESAR candidate which made it to the second round of
the competition. The designer of this algorithm is not related to the Russian
agencies. Still, the submission for the first round (STRIBOBrl) is based on
Streebog.*

4 The version submitted to the next round, referred to as “STRIBOBr2” and
“WHIRLBOB”, uses the S-Box of the Whirlpool hash function [20] whose design crite-



The Russian agency acting among other things as a counterpart of the Amer-
ican NSA is the Federal Security Service (FSB). It was officially involved in the
design of Streebog. Interestingly, in a presentation given at RusCrypto’13 [22] by
Shishkin on behalf of the FSB, some information about the design process of the
S-Box is given: it is supposed not to have an analytic structure — even if that
means not having optimal cryptographic properties unlike e.g. the S-Box of the
AES [1] — and to minimize the number of operations necessary to compute it
so as to optimize hardware and vectorized software implementations. However,
the designers did not publish any more details about the rationale behind their
choice for 7 and, as a consequence, very little is known about it apart from its
look-up table which we give in Appendix B. In [23], Saarinen et al. summarize
a discussion they had with some of the designers of the GOST algorithms at a
conference in Moscow:

We had brief informal discussions with some members of the Streebog
and Kuznyechik design team at the CTCrypt’14 workshop (05-06 June
2014, Moscow RU). Their recollection was that the aim was to choose
a “randomized” S-Box that meets the basic differential, linear, and al-
gebraic requirements. Randomization was simply iterated until a “good
enough” permutation was found. This was seen as an effective counter-
measure against yet-unknown attacks [as well as algebraic attacks].

Since we know little to nothing about the design of this S-Box, it is natural
to try and gather as much information as we can from its look-up table. In
fact, the reverse-engineering of algorithms with unknown design criteria is not a
new research area. We can mention for example the work of the community on
the American National Security Agency’s block cipher Skipjack [9] both before
and after its release [24,25,26]. More recently, Biryukov et al. proved that its
S-Box was not selected from a collection of random S-Boxes and was actually
the product of an algorithm that optimized its linear properties [10].

Another recent example of reverse-engineering actually deals with Streebog.
The linear layer of the permutation used to build its compression function was
originally given as a binary matrix. However, it was shown in [27] that it corre-
sponds to a matrix multiplication in (Fas)®.

More generally, the task of reverse-engineering S-Boxes is related to finding
generic attacks against high-level constructions. For instance, the cryptanalysis
of SASAS [28], the recent attacks against the ASASA scheme [29,30] and the
recovery of the secret Feistel functions for 5-, 6- and 7-round Feistel proposed
in [31] can also be interpreted as methods to reverse-engineer S-Boxes built using
such structures.

Our Contribution We managed to reverse-engineer the hidden structure of this
S-Box. A simplified high level view is given in Figure 1. It relies on two rounds
reminiscent of a Feistel or Misty-like structure where the output of the Feistel

ria and structure are public. In fact, the secrecy surrounding the S-Box of Streebog
was part of the motivation behind this change [21].



function is combined with the other branch using a finite field multiplication. In
each round, a different heuristic is used to prevent issues caused by multiplication
by 0. This structure is hidden by two different whitening linear layers applied
before and after it.

Fig.1: A simplified view of our decomposition of 7. Linear (resp. non linear)
functions are denoted £ (resp. ) and @ is a finite field multiplication.

With the exception of the inverse function which is used once, none of the
components of this decomposition exhibits particularly good cryptographic prop-
erties. In fact, one of the non-linear 4-bit permutations used has a probability 1
differential.

Our recovery of the structure of 7 relies on spotting visual patterns in its LAT
and exploiting those. We generalize this method and show how visual patterns in
the LAT of 4-round Feistel Networks can be exploited to decompose a so-called
AF*A structure consisting in a 4-round Feistel Network whitened with affine
layers.

Outline Section 2 introduces the definitions we need and describes how a statis-
tical analysis of 7 rules out its randomness. Then, Section 3 explains the steps we
used to reverse-engineer the S-Box starting from a picture derived from its linear
properties and ending with a full specification of its secret structure. Section 4 is
our analysis of the components used by GOST to build this S-Box. Finally, Sec-
tion 5 describes a generic recovery attack against permutations affine-equivalent
to 4-round Feistel Networks with secret components.

2 Boolean Functions and Randomness

2.1 Definitions and Notations

Definition 1. We denote as F), the finite field of size p. A vectorial Boolean
function is a function mapping Fy to Fy*. We call Boolean permutation a per-
mutation of Fy.

In what follows, we shall use the following operations and notations:

— exclusive-OR (or XOR) is denoted @,



— logical AND is denoted A,
— the scalar product of two elements = (2,—1,...,20) and ¥ = (Yn—1, .-, Y0)
n

of 4 is denoted “” and is equal to to x -y = @i:}} z; ANy, and
— finite field multiplication is denoted ®.

The following tables are key tools to predict the resilience of an S-Box against
linear and differential attacks.

DDT the Difference Distribution Table of a function f mapping n bits to m is
a 2™ x 2™ matrix T where T[§, A] = #{z € F}, f(z & ) & f(z) = A},
LAT the Linear Approximation Table of a function f mapping n bits to m is
a 2" x 2™ matrix £ where L[a,b] = #{z € F§,a -z =b- f(x)} —2""1. We

note that coefficient L[a,b] can equivalently be expressed as follows:

1 T flx
Llab] =5 3 (=)o),

z€FY

where the sum corresponds to the so-called Walsh transform of z +— (—1)%/(®).

Furthermore, the coefficient T[4, A] of a DDT T is called cardinal of the dif-
ferential (§ ~ A) and the coefficient L[a,b] of a LAT L is called bias of the
approzimation (a ~> b).

From a designer’s perspective, it is better to keep both the differential cardi-
nals and the approximation biases low. For instance, the maximum cardinal of
a differential is called the differential uniformity [5] and is chosen to be small in
many primitives including the AES [1]. Such a strategy decreases the individual
probability of all differential and linear trails.

Our analysis also requires some specific notations regarding linear functions
mapping FJ to FJ'. Any such linear function can be represented by a matrix
of elements in Fy. For the sake of simplicity, we denote M the transpose of a
matrix M and f* the linear function obtained from the transpose of the matrix
representation of the linear function f.

Finally, we recall the following definition.

Definition 2 (Affine-Equivalence). Two vectorial Boolean functions f and
g are affine-equivalent if there exist two affine mappings p and 1 such that f =

nogo .

2.2 Quantifying Non-Randomness

In [10], Biryukov et al. proposed a general approach to try to reverse-engineer
an S-Box suspected of having a hidden structure or of being built using secret
design criteria. Part of their method allows a cryptanalyst to find out whether
or not the S-Box could have been generated at random. It consists in checking
if the distributions of the coefficients in both the DDT and the LAT are as it
would be expected in the case of a random permutation.



The probability that all coefficients in the DDT of a random 8-bit permuta-
tion are at most equal to 8 and that this value occurs at most 25 times (as is
the case for Streebog) is given by:

Plmax(d) =8 and N(8) < 25] = i (25852> . {iD@d)} et -D(8)’,
=0 d=0

where D(d) is the probability that a coefficient of the DDT of a random permu-
tation of F§ is equal to d. It is given in [32] and is equal to

e—1/2
Dd) = ————.
(d) 24/2(d/2)!
We find that P[max(d) = 8 and N(8) < 25] a2 278269 Therefore, we claim
for m what Biryukov and Perrin claimed for the “F-Table” of Skipjack, namely
that:

1. this S-Box was not picked uniformly at random from the set of the permu-
tations of F§,

2. this S-Box was not generated by first picking many S-Boxes uniformly at
random and then keeping the best according to some criteria, and

3. whatever algorithm was used to build it optimized the differential properties
of the result.

3 Reverse-Engineering 7

We used the algorithm described in [10] to try and recover possible structures
for the S-Box. It has an even signature, meaning that it could be a Substitution-
Permutation Network with simple bit permutations or a Feistel Network. How-
ever, the SASAS [28] attack and the SAT-based recovery attack against 3- ,4-
and 5-round Feistel (both using exclusive-or and modular addition) from [10]
failed. We also discarded the idea that m is affine-equivalent to a monomial of
Fos using the following remark.

Remark 1. If f is affine-equivalent to a monomial, then every line of its DDT
corresponding to a non-zero input difference contains the same coefficients (al-
though usually in a different order).

This observation is an immediate consequence of the definition of the differential
spectrum of monomials in [33]. For example, every line of the DDT of the S-Box
of the AES, which is affine-equivalent to = — z~!, contains exactly 129 zeroes,
126 twos and 1 four.



3.1 From a Vague Pattern to a Highly Structured Affine-Equivalent
S-Box

It is also suggested in [10] to look at the so-called “Jackson Pollock represen-
tation” of the DDT and LAT of an unknown S-Box. These are obtained by
assigning a color to each possible coefficient and drawing the table using one
pixel per coefficient. The result for the absolute value of the coefficients of the
LAT of 7 is given in Figure 2. While it may be hard to see on paper, blurry
vertical lines appear when looking at a large enough version of this picture. In
order to better see this pattern, we introduce the so-called ®-texture. It is a kind
of auto-correlation.

Definition 3. We call ®-texture of the LAT L of an S-Box the matriz T® with
coefficients TP[i, j] defined as:

T, j] = #{(z.),|Llz @iy = |Llzyll}.

Stribog LAT

Fig.2: The Jackson Pollock representation of the LAT of w (absolute value).

The Jackson Pollock representation of the @-texture of the LAT L, of 7
is given in Figure 3. The lines are now much more obvious and, furthermore,
we observe dark dots in the very first column. The indices of both the rows
containing the black dots and the columns containing the lines are the same and
correspond to a vector space V where:

V = {00, 1a, 20, 3a, 44, 5e, 64, Te, 8a, 90, aa, b0, ce, d4, ee, f4}.
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Fig. 3: The @-texture of the LAT L, of .

In order to cluster the columns together to the left of the picture and the
dark dots to the top of it, we can apply a linear mapping L to obtain a new
table £ where L' [i,j] = L,[L(i), L(j)]. We define L so that it maps i € F3 to
the i-th element of V and then complete it in a natural way to obtain a linear
permutation of F§. It maps each bit as described below in hexadecimal notations:

L(01) = la, L(02) = 20, L(04) = 44, L(08) = 8a,
L(10) = 01, L(20) = 02, L(40) = 04, L(80) = 08.

The Jackson Pollock representation of £ is given in Figure 4. As we can
see, it is highly structured: there is a 16 x 16 square containing® only coefficients
equal to 0 in the top left corner. Furthermore, the left-most 15 bits to the right of
column 0, exhibit a strange pattern: each of the coeflicients in it has an absolute
value in [4,12] although the maximum coefficient in the table is equal to 28.
This forms a sort of low-contrast “stripe”. The low number of different values
it contains implies a low number of colour in the corresponding columns in L,
which in turn correspond to the lines we were able to distinguish in Figure 2.

It is natural to try and build another S-Box from 7 such that its LAT is equal
to L. The remainder of this section describes how we achieved this. First, we
describe a particular case® of Proposition 8.3 of [34] in the following lemma.

Lemma 1 (Proposition 8.3 of [34]). Let f be a permutation mapping n bits
ton and let L be its LAT. Let L' be a table defined by L'[u,v] = L{u(u),v] for

5 Except of course in position (0,0) where the bias is equal to the maximum of 128.
5 Tt is obtained by setting b = by = a = 0 in the statement of the original proposition
and renaming the functions used.
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Fig. 4: The Jackson Pollock representation of L, where L! [i, j] = L[L(i), L(j)].

some linear permutation . Then the function f' has LAT L', where
fr="Fo ()"
We also note that for a permutation f, the change of variable y = f(z) implies:
D (eI = R (e,
z€Fy yEFy

which in turn implies the following observation regarding the LAT of a permu-
tation and its inverse.

Remark 2. Let f be a permutation mapping n bits to n and let £ be its LAT.
Then the LAT of its inverse f~! is £

We can prove the following theorem using this remark and Lemma 1.

Theorem 1. Let f be a permutation mapping n bits to n and let L be its LAT.
Let L' be a table defined by L'[u,v] = L[p(u), n(v)] for some linear permutations
i and 1. Then the function f' has LAT L', where

F=ntofo(u .
Proof. Let f be a permutation of n bits and let £ be its LAT. We first build
fu = fo(p™')! using Lemma 1 so that the LAT of f, is £, with £,[u,v] =
L[p(u),v]. We then use Remark 2 to note that the inverse of f, has LAT L}V
with £V [u,v] = L, [v,u] = L[v, p(u)]. Thus, f, = f, ' o (n~")" has LAT L,

with £, [u,v] = L[n(v), u(u)]. Using again Remark 2, we obtain that f, ' =
nto fo(u=t)" has LAT L' a



As a consequence of Theorem 1, the S-Box Lt omo (LY)™! has £/ as its LAT.
The mapping L! consists in a linear Feistel round followed by a permutation of
the left and right 4-bit nibbles (which we denote swapNibbles). To simplify the
modifications we make, we remove the nibble permutation and define

7w =L*omolL*

where L* is the Feistel round in L* and is described in Figure 5.

7 Te Ts T4 T3 T2 T1 Lo

Fig.5: A circuit computing L* where its input is given in binary.

3.2 The First Decomposition

This affine-equivalent S-Box 7’ is highly structured. First of all, the LAT of
(swapNibees ono swapNibees) is £, with its white square in the top left and
strange left side. It also has interesting multiset properties. We use notations
similar to those in [28], i.e.:

C denotes a 4-bit nibble which is constant,
? denotes a set with no particular structure, and
P denotes a 4-bit nibble taking all 16 values.

Table 1 summarizes the multiset properties of 7’ and 7/~!. As we can see, these
are similar to those of a 3-rounds Feistel. However, using the SAT-based algo-
rithm from [10], we ruled out this possibility.

/—1

7« input output s input output
rCo) (7,7 rC) (7,7
(€, P) (P,7) (€, P) (B7)

Table 1: The multiset properties of 7’ and its inverse.

When looking at the inverse of 7/, we notice that the multiset property is
actually even stronger. Indeed, for any constant ¢, the set Sy = {7/~ 1(¢||r),Vr €
[0,15]} is almost a vector space. If we replace the unique element of Sy of the
form (?]/0) by (0]]0), the set obtained is a vector space V; where the right nibble
is a linear function of the left nibble. As stated before, the left nibble takes all
possible values. If we put aside the outputs of the form (?[|0) then 7/~! can be
seen as

7Nl r) = To(r)||Ve(Te(r)),

10



In this decomposition, T is a 4-bit block cipher with a 4-bit key where the left
input of 7'~! acts as a key. On the other hand, V is a keyed linear function: for
all £, V; is a linear function mapping 4 bits to 4 bits.

We then complete this alternative representation by replacing V;(0), which
should be equal to 0, by the left side of 7/~1(¢||T, *(0)). This allows to find a
high level decomposition of 7'~ *.

Finally, we define a new keyed function U,.(¢) = V;(r) and notice that, for all
r, U, is a permutation. A decomposition of 7'~ is thus:

©' (7)) = Te(r)[| Uz, (6),

where the full codebooks of both mini-block ciphers T" and U are given in the
Appendix in Tables 12a and 12b and respectively. This structure is summarized

in Figure 6.
]
U

Fig. 6: The high level structure of 7/~ 1.

We decompose the mini-block ciphers T and U themselves in Section 3.3 and
Section 3.4 respectively.

3.3 Reverse-Engineering T'

We note that the mini-block cipher T defined as T}, : x +— T (x @ tin(k) ® OxC’)
for tin (k) = 0||k2||k3||0 (see Table 2) is such that T},(0) = 0 for all k.

Furthermore, T” is such that all lines of T}, can be obtained through a linear
combination of T¢, T7, T4 and T} as follows:

T, =T, & T TI=Ti{aTy Ty=T,&T;

Ty =T, Ty T, =T T =T, @ Ty 1)
T.=TieTieTieTy, T,=TieT, T.=T,eT;®T}

T, =T} T, =T} T =T; & Tg.

We also notice that T¢, T, T§ and T§ are all affine equivalent. Indeed, the linear
mapping A defined by A: 1~ 4,2 — 1,4+ 8,8 — a (see Figure 7a) is such
that:

Th=A oT§
T, =A% o T}
Té:A?’oTé.

If we swap the two least significant bits (an operation we denote swap2lsb)
before and after applying A we see a clear LFSR structure (see Figure 7b).

11



01 2 3 45 6 78 9 abocdef
6|0 2 7 ¢c 4 a5 63 9d 1 eb 8
7/ 1 d 2 8 bc 95 e 6 7 43 f a
8/0 46 1 a f 2 ec3 9d 385 T7Hhb
910 8 9 4 b 71 3 2 5 e 6 a cd I
0/0 946 3 cda?7Db81ef 235
110 ¢c f 518 3 de6 7Db 2 9 a4
210 94 6 3 ¢cda7Db &1 e f 25
3/10 3 aec1l 9 6 7Db &5 d4 2
410 1 d 2 8 bc 95 e 6 7 4 3 f a
5/0 5 b3 2 4 e 7 9d f ac6 81
al0 f 5 b d 9 a2 81 c¢c 3 7 4 e 6
b|0 3 a e ¢c1 9 f6 705b 85 d 4 2
c|l0 7 ¢c f6 eb 1l a4 25d8 3 9
d|0 8 94b 71325 e6 acdf
el0 4 61 a f 2 e c 3 9d 385 7H5D
f10 9 46 3 ¢cda7Db &1&e f 25

Table 2: A modified version T” of the mini-block cipher T'.

Foes P

(a) Definition of A. (b) Swapping the least significant bits.

Fig. 7: The mapping used to generate T%, T3 and Ty from T§.

We deduce the LFSR polynomial to be X* + X3 + 1. This points towards
finite field multiplication and, indeed, the mapping A = swap2lsb o A o swap2lsb
can be viewed as a multiplication by X in Fas = Fo[X]/(X*+ X3 +1). To fit the
swap into the original scheme we modify T and the bottom linear layer. Indeed,
note that

A’ = (swap2lsb o A o swap2lIsb)’ = swap2Isb o A’ o swap2lsb for i = 0,1,. ..,

so that we can merge one swap2lsb into T, and move the other swap2lsb through
XOR’s outside T”. Let t = swap2lsb o Tg. Then swap2lsb o T} (x) is a linear
combination of X' ® t(z), where i € {0,1,2,3} and ® is multiplication in the
specified field. Thus, T can be computed as follows:

T (z) = swap2lsb (f (k) ® t(z & tin(k) ® 02C))

where f captures the linear relations from Equations (1). Both f and ¢ are given
in Table 3 and a picture representing the structure of 7" is given in Figure 8.

Note that f(z) is never equal to 0: if it were the case then the function would
not be invertible. On the other hand, the inverse of T} is easy to compute: f
must be replaced by 1/f where the inversion is done in the finite field Faa, t by
its inverse t~! and the order of the operations must be reversed.

12



ks ko k1 ko T3 T2 1 To

[ T 7 IqIBCLP‘

| 0123456789abedef
flaca3261248f3784a

44HII449 t ] 2db83aefd965017c

Fig. 8: The mini-block cipher T'. Table 3: Mappings f and ¢.

3.4 Reverse-Engineering U

Since Uy(z) = V,(k) and V, is a linear function when x # 0, we have
U(z) = (ks x Us(2)) & (k2 x Us(z)) & (k1 x Uz(2)) & (ko x Us(z))

where k = Y, 5 k;2" and k # 0. We furthermore notice that the permutations
Us, Uy and Ug can all be derived from U; using some affine functions By, so that
Uy, = B o Uy. The values of By (x) are given in Table 4.

| 01 23456789 abecdef
B | 5¢ 09 2Db7¢e6€e3a6f4d1 8
Bi| 1d7bf 395¢c0a62e 48
Bs | 56 de 03 8ba9?21Tfec T4

Table 4: Affine functions such that U, = By, o Uy.

If we let B(x) = By(z) ® 1 then By(x) = B~ (x)®5 and Bg(z) = B(z) ®5.
Thus, we can define a linear function ue, such that

Ul( ) BY o Ul( ) b Uout(l)
Us(r) = B71 o Up(7) ® uout(2) (2)
( g B! o Ui EJJ) @ uout(4)

Us(z o Ur(2) @ tous(8)-

Let My be the matrix representation of multiplication by X in the finite field we
used to decompose T, namely Fys = Fo[X]/(X* + X3 + 1). The linear mapping
uy defined by uy : 1+ 5,2+ 2,4 — 6,8 — 8 is such that B = uy o My ou}1 is
so that Equations (2) can be re-written as

U(z) = upo Mg o uj' oUi(z) @ uour(1)
U2(x) =uyo M{l o u;l o Ul(x) 52 uout(2) (3)
U4(a:) =us 0M21 o uJT o] U1($) ¥ Uout(4)
Ug(CE):UfOMgz ouf10U1($)EBuout(8)

13



If we swap the two least significant bits of k, then the exponents of matrix M,
will go in ascending order: (—1,0,1,2). Let u; = M, * o u?l o Uy (x). Since M,
is multiplication by X in the finite field, we can write the following expression
for Uy, (when k # 0):

Uk() = us(ur(x) © swap2lsb(k)) @ uour (k). (4)

The complete decomposition of U is presented in Figure 9. It uses the 4-bit
permutations ug and u; specified in Table 5. We could not find a relation between
uyp and ug = u;l o Up(z) so there has to be a conditional branching: U selects
the result of Equation (4) if k& # 0 and the result of ug(z) otherwise before
applying us. This is achieved using a multiplexer which returns the output of
ug if k3 = ko = k1 = kg = 0, and returns the output of w; if it is not the case.
In other words, U can be computed as follows:

oy = Jus (u1(z) © swap2lsb(k)) @ uous (k), if k # 0
Ukla) {uf(uo(x)) itk=0.

ks ko k1 ko XT3 T2 T1 To

L1 s

‘0123456789abcdef

u | 8b 02914 fcH573ed6©6a
U1 47de891063fa2cbb
5P
Duout
5P
Fig.9: The mini-block cipher U. Table 5: Permutations ug and u;.

3.5 The Structure of w

In Sections 3.3 and 3.4, we decomposed the two mini-block ciphers 7' and U
which can be used to build 7'~ the inverse of L* o w o L*. These mini-block
ciphers are based on the non-linear 4-bit functions f,t, ug,u;, two finite field
multiplications, a “trick” to bypass the non-invertibility of multiplication by 0
and simple linear functions. Let us now use the expressions we identified to
express 7 itself.

First, we associate the linear functions and L* into o and w, two linear per-
mutations applied respectively at the beginning and the end of the computation.
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«a First of all, we need to apply L* as well as the the swap of the left and right
branches (swapNibbles) present in the high level decomposition of 7/~! (see
Figure 6). Then, we note that the key in U needs a swap of its 2 bits of
lowest weight (swap2lsb) and that the ciphertext of T needs the same swap.
Thus, we simply apply swap2lsb. Then, we apply the addition of ue,s and
the inverse of uy.

w This function is simpler: it is the composition of the addition of t;,, and of L*.

The matrix representations of these layers are

r000010007 r000010107
01000001 00000100
01000011 00100000
(11101111 10011010
“= 110001010 “= 100001000
01000100 01000100
00011010 10000010
L00100000] LO0O00000 1]

In order to invert U, we define vy = ual and v, = u;l. If £ = 0, then the
output of the inverse of U is vy(r), otherwise it is 11 (r©Z(¢)), where T : x + x4
is the multiplicative inverse in Fss. To invert T, we define c =t~' and ¢ =Zo f
and compute o (¢(¢) © 7).

Figure 10 summarizes how to compute 7 using these components. The non-
linear functions are all given in Table 6. We also provide a SAGE [35] script
performing those computations in Appendix E. It can also be downloaded from
Github.” The evaluation of 7(¢||r) can be done as follows:

L (f]|r) := a((||r)
2. if r = 0 then € := 1 (), else £ := v (¢ © I(r))
3. ri=0(roo¢())

4. return w(||r).

4 Studying the Decomposition of m

4.1 Analyzing the Components

Table 7 summarizes the properties of the non-linear components of our decom-
position. While it is not hard to find 4-bit permutations with a differential uni-
formity of 4, we see that none of the components chosen do except for the inverse
function. We can thus discard the idea that the strength of 7 against differential
and linear attacks relies on the individual resilience of each of its components.
As can be seen in Table 7, there is a probability 1 differential in vq: 9 ~ 2.
Furthermore, a difference equal to 2 on the left branch corresponds to a 1 bit
difference on bit 5 of the input of w, a bit which is left unchanged by w.

" https://github.com/picarresursix/GOST-pi
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0123456789abcdef
Z | 01c86f4e3dba2975h
v| 253b69eal04 f18dcT
121 76c90 f8145bed23a
¢ | b2b8c41c6358e36b
o cd048baeld3952 167

Fig. 10: Our decomposition of 7. Table 6: The non-linear functions needed
to compute 7.

1-to-1 Best differentials and their proba- Best linear approximations and
bilities their probabilities

¢ No 1~4d(8/16) 3~ 8(2/16), 7~ d (2/16)
o Yes £~ b (6/16) 1~ £ (14/16)

vg  Yes 6~-c (6/16), e~ e (6/16) 30 approximations (8 +4)/16
1 Yes 9~ 2(16/16) 8 approximations (8 +6)/16

Table 7: Linear and differential properties of the components of .

The structure itself also implies the existence of a truncated differential with
high probability. Indeed, if the value on the left branch is equal to 0 for two
different inputs, then the output difference on the left branch will remain equal
to 0 with probability 1. This explains why the probability that a difference in
Ain = {a71(£]]|0), £ € F3, 2 # 0} is mapped to a difference in Ay, = {w(£]]|0),¢ €
F3,x # 0} is higher than the expected 27%:

1 B 450 o3
724‘15;:. Plr(z ®6) ® 7(x) € Aout] = TS ~ 2

4.2 Comments on the Structure Used

1 1

We define 7 as w™" omoa™ ", i.e. # minus its whitening linear layers.

The structure of 7 is similar to a 2-round combination of a Misty-like and
Feistel structure where the XORs have been replaced by finite field multipli-
cations. To the best of our knowledge, this is the first time such a structure
has been used in cryptography. Sophisticated lightweight decompositions of the
S-Box of the AES rely on finite field multiplication in Faa, for instance in [36].

However, the high level structure used in this case is quite different. If 7 corre-
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sponds to such a decomposition then we could not find what it corresponds to.
Recall in particular that 7 cannot be affine-equivalent to a monomial.

The use of finite field multiplication in such a structure yields a problem:
if the output of the “Feistel function” is equal to 0 then the structure is not
invertible. This issue is solved in a different way in each round. During the first
round, a different data-path is used in the case which should correspond to a
multiplication by zero. In the second round, the “Feistel function” is not bijective
and, in particular, has no pre-image for 0.

Our decomposition also explains the pattern in the LAT® of 7 and 7’ that we
used in Section 3.1 to partially recover the linear layers permutations a and w.
This pattern is made of two parts: the white square appearing at the top-left of
L! and the “stripe” covering the 16 left-most columns of this table (see Figure 4).
In what follows, we explain why the white square and the stripe are present in
L! . We also present an alternative representation of 7 which highlights the role
of the multiplexer.

On the White Square We first define a balanced function and the concept
of integral distinguishers. Using those, we can rephrase a result from [37] as
Lemma 2.

Definition 4 (Balanced Function). Let f : F} — FJ* be a Boolean function.
We say that f is balanced if the size of the preimage {x € Fy, f(x) =y} of y is
the same for all y in F3".

Definition 5 (Integral Distinguisher). Let f be a Boolean function mapping
n bits to m. An integral distinguisher consists in two subsets C;, C [0,n —1] and
Bout € [0,m — 1] of input and output bit indices with the following property: for
all ¢, the sum @, ¢, f(x) restricted to the bits with indices in Boy: is balanced;
where X is the set containing all x such that the bits with indices in Cy, are fized
to the corresponding value in the binary expansion of ¢ (so that |X| = 27 Cnl ).

Lemma 2 ([37]). Let f be a Boolean function mapping n bits to m and with
LAT Ly for which there exists an integral distinguisher (Cin, Bout). Then, for all
(a,b) such that the 1 in the binary expansion of a all have indices in Cyy, and the
1 in the binary expansion of b have indices in Boy, it holds that Lyla,b] = 0.

This theorem explains the presence of the white square in £]. Indeed, fixing
the input of the right branch of & leads to a permutation of the left branch in
the plaintext becoming a permutation of the left branch in the ciphertext; hence
the existence of an integral distinguisher for 7 which in turn explains the white
square.

8 Note that the LAT of # is not exactly the same as £ which is given in Figure 4
because e.g. of a nibble swap.
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On the Stripe Biases in the stripe correspond to approximations (ar|lag ~
b.||0) in @, where bz, > 0. We detail the computation of the corresponding biases
in Appendix D. It turns out that the expression of Llar|lag,br||0] is

Llar|lar,br|[0] = Lolar,br] + 8 x ((—=1)*+% —§(by)),

where Ly is the LAT of vy, yo depends on ag, ar, and the LAT of v, and S(bL)
is equal to 1 if by, = 0 and to 0 otherwise. Very roughly, v is responsible for the
sign of the biases in the stripe and 1y for their values.

Since the minimum and maximum biases in £° are —4 and +4, the absolute
value of Llar|lagr,br||0] is indeed in [4, 12]. As we deduce from our computation
of these biases, the stripe is caused by the conjunction of three elements:

— the use of a multiplexer,
— the use of finite field inversion, and
— the fact that 1y has good non-linearity.

Ironically, the only “unsurprising” sub-component of 7, namely the inverse func-
tion, is one of the reasons why we were able to reverse-engineer this S-Box in
the first place. Had Z been replaced by a different (and possibly weaker!) S-Box,
there would not have been any of the lines in the LAT which got our reverse-
engineering started. Note however that the algorithm based on identifying linear
subspaces of zeroes in the LAT of a permutation described in Section 5 would
still work because of the white-square.

Alternative Representation Because of the multiplexer, we can deduce an
alternative representation of 7. If the right nibble of the input is not equal to 0
then 7 can be represented as shown in Figure 11a. Otherwise, it is essentially
equivalent to one call to the 4-bit S-Box 1, as shown in Figure 11b.

Note also that the decomposition we found is not unique. In fact, we can
create many equivalent decompositions by e.g. adding multiplication and division
by constants around the two finite field multiplications. We can also change
the finite field in which the operations are made at the cost of appropriate
linear isomorphisms modifying the 4-bit S-Boxes and the whitening linear layers.
However the presented decomposition is the most structured that we have found.

4.3 Hardware Implementation

It is not uncommon for cryptographers to build an S-Box from smaller ones,
typically an 8-bit S-Box from several 4-bit S-Boxes. For example, S-Boxes used
in Whirlpool [20], Zorro [38], Iceberg [39], Khazad [40], CLEFIA [41], and Robin
and Fantomas [42] are permutations of 8 bits based on smaller S-Boxes. In many
cases, such a structure is used to allow an efficient implementation of the S-Box
in hardware or using a bit-sliced approach. In fact, a recent work by Canteaut
et al. [43] focused on how to build efficient 8-bit S-Boxes from 3-round Feistel
and Misty-like structures. Another possible reason behind such a choice is given
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(a) # when r # 0. (b) @ when r = 0.

Fig. 11: An alternative representation of # where 7 = w o 7o .

by the designers e.g. of CLEFIA: it is to prevent attacks based on the algebraic
properties of the S-Box, especially if it is based on the inverse in Fos like in the
AES. Finally, a special structure can help achieve special properties. For instance,
the S-Box of Iceberg is an involution obtained using smaller 4-bit involutions and
a Substitution-Permutation Network.

As stated in the introduction, hardware optimization was supposed to be
one of the design criteria used by the designers of 7. Thus, it is reasonable to
assume that one of the aims of the decomposition we found was to decrease the
hardware footprint of the S-Box.

To test this hypothesis, we simulated the implementation of 7 in hardware.
We used three different definitions of 7: the look up table given by the designers,
our decomposition and, finally, a tweaked decomposition where the multiplexer
is moved lower.!" Table 8 contains both the area taken by our implementations
and the delay, i.e. the time taken to compute the output of the S-Box. For both
quantities, the lower is the better. As we can see, the area is divided by up to 2.5
and the delay by 8, meaning that an implementer knowing the decomposition
has a significant advantage over one that does not.

9

Structure Area (um?) Delay (ns)
naive implementation 3889.6 362.52
using the decomposition 1534.7 61.53
decomposition and tweaked MUX 1530.1 46.11

Table 8: Results on the hardware implementation of 7.

9 We used Synopsys design_compiler (version J-2014.09-SP2) along with digital li-
brary SAED_EDK90_CORE (version 1.11).

10 More precisely, the multiplexer is moved after the left side is input to ¢. This does
not change the output: when the output of vy is selected, the right branch is equal
to 0 and the input of ¢ is thus 0 regardless of the left side.
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5 Another LAT-Based Attack Against Linear Whitening

Our attack against m worked by identifying patterns in a visual representation
of its LAT and exploiting them to recover parts of the whitening linear layers
surrounding the core of the permutation.

It is possible to exploit other sophisticated patterns in the LAT of a per-
mutation. In the remainder of this section, we describe a specific pattern in the
LAT of a 4-round Feistel Network using bijective Feistel functions. We then use
this pattern in conjunction with Theorem 1 to attack the AF*A structure corre-
sponding to a 4-round Feistel Network with whitening linear layers. Note that
more generic patterns such as white rectangles caused by integral distinguish-
ers (see Section 4.2) could be used in a similar fashion to attack other generic
constructions, as we illustrate in Section 5.3. The attack principle is always the
same:

1. identify patterns in the LAT,
2. deduce partial whitening linear layers,
3. recover the core of the permutation with an ad hoc attack.

5.1 Patterns in the LAT of a 4-Round Feistel Network

Let Fy, ..., F3 be four n-bit Boolean permutations. Figure 12a represents the 4-
round Feistel Network f built using F; as its i-th Feistel function. Figure 12b is
the Pollock representation of the LAT of a 8-bit Feistel Network fexp built using
four 4-bit permutations picked uniformly at random.

S

(a) Definition of f. (b) The LAT (Pollock repr.) of fexp.

Fig.12: A 4-round Feistel Network and its LAT.

In Figure 12b, we note that the LAT L., of fexp contains both vertical
and horizontal segments of length 16 which are made only of zeroes. These
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segments form two lines starting at (0,0), one ending at (15,255) and another
one ending in (255,15), where (0,0) is the top left corner. The vertical segments
are in columns 0 to 15 and correspond to entries Lexplar||ar,0||ar] for any
(ar,ar). The horizontal ones are in lines 0 to 15 and correspond to entries
Lexp[0l|lar, arl|lbr] for any (ar,ar).

Let us compute the coefficients which correspond to such vertical segments
for any 4-round Feistel Network f with LAT L. These are equal to

Llarllag,Olaz] = 3 (-p)eslien=oese

z€FZ"
= 3o (e 3y lenn),
refg £€Fp

where fr(x) is the right word of f(z). This quantity is equal to ¢ @ Fy(r) @
Fy(r & F1(0 & Fy(r))), so that Llag||ag,0]|ar] can be re-written as:

Llagllan,Olla) = 3 (-1 3 (-1 (eerbencenm)),

refy LEFY

Since £ — Fy (r eR(le Fo(r))) is balanced for all r, the sum over £ is equal
to 0 for all 7 (unless a;, = 0). This explains!! the existence of the vertical
“white segments”. The existence of the horizontal ones is a simple consequence
of Remark 2: as the inverse of f is also a 4-round Feistel, its LAT must contain
white vertical segments. Since the LAT of f is the transpose of the LAT of f~!,
these vertical white segments become the horizontal ones.

5.2 A Recovery Attack Against AF*A

These patterns can be used to attack a 4-round Feistel Network whitened using
affine layers, a structure we call AF*A. Applying the affine layers before and
after a 4-round Feistel Network scrambles the white segments in the LAT in a
linear fashion - each such segment becomes an affine subspace. The core idea of
our attack is to compute the LAT of the target and then try to rebuild both
the horizontal and vertical segments. In the process, we will recover parts of
the linear permutations applied to the rows and columns of the LAT of the
inner Feistel Network and, using Theorem 1, recover parts of the actual linear
layers. Then the resulting 4-round Feistel Network can be attacked using results
presented in [31]. By parts of a linear layer we understand the four (n x n)-bit
submatrices of the corresponding matrix.

First Step: Using the LAT Let f : F3" — F2" be a 4-round Feistel Network
and let ¢ = no f o be its composition with some whitening linear layers n
and p. The structure of g is presented in Figure 13a using (n x n)-bit matrices

He,es Py £y 00,y Hor for 1 and Nees ey N,y My for UR

11 Note that our proof actually only requires Fi and F; to be permutations. The pattern
would still be present if the first and/or last Feistel functions had inner-collisions.
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n
non

(a) g=mno fopu. (b) ¢ =Togor. (c) ¢ (alt. representation).

Fig.13: The effect of @ and 77 on g. Linear layers are in red and inner Feistel
Networks in blue.

Assume that we have the full codebook of g and therefore that we can com-
pute the LAT £, of g. By Theorem 1, it holds that £4[u, v] = L¢[(x= )" (w), ' (v)]
and, equivalently, that £,[uf(u), (n71) (v)] = Lf[u,v].

We use Algorithm 1 (see next section) to find a linear subspace S of F3" such
that |S| = 2" and such that it has the following property: there exists 2" distinct
values ¢ and some ¢ dependent u. such that Ly[u. ® s, c] =0 for all s in S. Such
a vector space exists because the row indices (¢||r) for r in R = {(0||r) | r € F5}
and a fixed ¢ of each vertical segment in the LAT of f becomes an affine space
wt(€]10) @ p*(R) in the LAT of g, so that the image of the row indices of each
of the 2™ vertical segments has an identical linear part. We thus assume that
S = ut(R).

Then, we choose an arbitrary bijective linear mapping'? ii* such that 71*(S) =
R. Let af, b', ct, d* be n x n-bit matrices such that

_ at ct
pto=plopt = (bt dt) :
Note that p'*(R) = ' (u!(R)) = i'(S) = R, which implies ¢! = 0.
We then apply i to columns of £, to obtain a new LAT E; such that
L, [f* (u),v] = Lgylu,v]. Using Theorem 1, we define ¢’ = g o i so that the LAT
of g’ is L. Note that g’ can also be expressed using f and u':

g =mnofopol = nofoy, withy = (82)

12 We make some definitions with transpose to simplify later notations.

22



The function g’ we obtained is such that there is no branch from the left side
to the right side in the input linear layer as the corresponding element of the p’
matrix is equal to zero. We can apply the same method to the inverse of g (thus
working with the transpose of the LAT) and find a linear mapping 7 allowing us
to define a new permutation g” such that:

"—Fogonm wh non= a’ ¥/
g =mnogopu where nomn= od)-

The resulting affine-equivalent structure is shown in Figure 13b. Note that the
LAT of ¢ exhibits the patterns described in Section 5.1. This can be explained
using an alternative representation of g”” where the Feistel functions are replaced
by some other affine equivalent functions as shown in Figure 13c. It also implies
that we can decompose ¢g”, as described in the next sections.

The dominating step in terms of complexity is Algorithm 1, meaning that
building ¢” from g takes time O(2°") (see next section).

Subroutine: Recovering Linear Subpaces Suppose we are given the L of a
2n-bit permutation. Our attack requires us to recover efficiently a linear space S
of size 2" such that L[s @& L(u),u] = 0 for all s in S, where u is in a linear space
of size 2™ and where L is some linear permutation. Algorithm 1 is our answer to
this problem.

For each column index ¢, we extract all s such that |{a,L[a,c] = 0} N
{a,L[a,c® s] = 0}| > 2™. If s is indeed in S and c is a valid column index,
then this intersection must contain L(c) @& S, which is of size 2™. If it is not the
case, we discard s. Furthermore, if ¢ is a valid column index, then there must
be at least 2™ such s as all s in S have this property: this allows us to filter out
columns not yielding enough possible s. For each valid column, the set of offsets
s extracted must contain S. Thus, taking the intersection of all these sets yields
S itself.

To increase filtering, we use a simple heuristic function refine(Z,n) which
returns the subset Z of Z such that, for all z in Z, |(z ® Z) N Z| > 2". The
key observation is that if Z contains a linear space of size at least 2" then Z
contains it too. This subroutine runs in time O(| Z|?).

The dominating step in the time complexity of this algorithm is the com-
putation of |(s @ Z) N Z| for every ¢ and s. The complexity of this step is
0(22" x 22" x |Z]). A (loose) upper bound on the time complexity of this algo-
rithm is thus O(2°") where n is the branch size of the inner Feistel Network, i.e.
half of the block size.

Second Step: Using a Yoyo Game The decomposition of AF*A has now
been reduced to attacking ¢”’, a 2n-bit 4-round Feistel Network composed with
two n-bit linear permutations A and B. The next step is to recover these linear
permutations. To achieve this, we use a simple observation inspired by the so-
called yoyo game used in [31] to attack a 5-round FN.
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Algorithm 1 Linear subspace extraction
Inputs LAT £, branch size n — Output Linear space S
C:=0
for all c € [1,2*" — 1] do
Z:={ie1,2*" —1],L[i,c] = 0}
if Z > 2" then
S, = > S, is the candidate for S for c.
for all s € [1,2°" — 1] do
if |[(s® Z)NZ| > 2" then
Se := Sc U {s}
end if
end for
S. := refine(S,,2")
if |Sc| > 2" then
Store 8. ; C:=CU{c}
end if
end if
end for
C:=refine(C,2") ; S :=[0,2*" — 1]
for all c€ C do
S=8nNnS.
end for
return S

Consider the differential trail parametrized by v # 0 described in Figure 14.
If the pair of plaintexts (zr||z g, 27 ||2;) follows the trail (i.e. is connected in =),
then so does (z ||z g, 2}, ®7||2;). Furthermore, if (yz||lyr) = ¢” (z1||zr) and
(Wrllvr) = ¢" (2% ||2s), then swapping the right output words and decrypting
the results leads to a pair of plaintexts (¢” ' (yr||yk), 9" (¥} |lyr)) that still
follows the trail. It is thus possible to iterate the addition of v and the swapping
of the right output word to generate many right pairs. More importantly, if z and
z' do follow the trail, iterating these transformation must lead to the difference
on the right output word being constant and equal to B(7): if it is not the case,
we can abort and start again from another pair z, z’.

We can thus recover B fully by trying to iterate the game described above
for random pairs (z,z’) and different values of 4. Once a good pair has been
found, we deduce that B(y) is the difference in the right output words of the
ciphertext pairs obtained. We thus perform this step for v = 1,2, 4, 8, etc., until
the image by B of all bits has been found. Wrong starting pairs are identified
quickly so this step takes time O(n22"). Indeed, we need to recover n linearly
independent n-bit vectors; for each vector we try all 2" candidates and for each
guess we run a Yoyo game in time 2" to check the guess. The other linear part,
A, is recovered identically by running the same attack while swapping the roles
of encryption and decryption.
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Fig. 14: The differential trail used to recover B.

Final Step: a Full Decomposition As stated before, we can recover all 4
Feistel functions in ¢” minus its linear layers in time O(23"/2) using the guess
and determine approach described in [31]. This gives us a 4-round FN, denoted
F, which we can use to decompose g like so (where I denotes the identity matrix):

., (IO 10y 4
g=n o(OB oFeolga)or

5.3 Outline of an Attack Against AF3A

A structure having one less Feistel round could be attacked in a similar fashion.
The main modifications would be as follows.

1. The pattern in the LAT we try to rebuild would not be the one described in
Section 5.1 but a white square similar to the one observed in the LAT of 7'
Indeed, an integral distinguisher similar to the one existing in 7’ exists for
any 3-round FN when the second Feistel function is a bijection.

2. Recovering the remaining (n X n) mappings with a yoyo game would be much
more efficient since there would not be any need to guess that a pair follows
the trail.

The complexity of such an attack would be dominated as before by the recovery
of the linear subspace embedded in the LAT so that it would take time O(2").

5.4 Comments on Affine-Whitened Feistel Networks

Table 9 contains a comparison of the complexities of the attack recovering the
Feistel functions of Feistel Networks along with, possibly, the linear layers used
to whiten it.

The complexities of our attacks against AFKA are dominated by the lin-
ear subspace recovery which is much slower than an attack against as much
as b Feistel Network rounds. It seems like using affine whitening rather than a
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Target Type Time Complexity Ref.

AFA LAT-based 20m Sec. 5.3
F Guess & Det. 23n/2 [31]
AF*A LAT-based 26m Sec. 5.2
F° Yoyo cryptanalysis 22n [31]

Table 9: Complexity of recovery attacks against (possibly linearly whitened)
Feistel Networks with n-bit branches and secret bijective Feistel functions.

simpler XOR-based whitening increases the complexity of a cryptanalysis sig-
nificantly. This observation can be linked with the recent attacks against the
ASASA scheme [30]: while attacking SAS is trivial, the cryptanalysis of ASASA
requires sophisticated algorithms.

We note that a better algorithm for linear subspace extraction will straight-
forwardly lead to a lower attack complexity. However, the complexity is lower
bounded by LAT computation which is O(n2%") in our case.

For the sake of completeness, we tried this attack against the “F-Table” of
Skipjack [9]. It failed, meaning that it has neither an AF3A nor an AF*A structure.
Note also that, due to the presence of the white square in the LAT of 7, running
the linear subspace recovery described in Algorithm 1 on m returns the vector
space V which allowed to start our decomposition of this S-Box.

We implemented the first step of our attack (including Algorithm 1) using
SAGE [35] and ran it on a computer with 16 Intel Xeon CPU (E5-2637) v3
clocked at 3.50 GHz. It recovers correct linear layers 7 and f in about 3 seconds
for n = 4, 14 seconds for n = 5, 4 minutes for n = 6 and 1 hour for n = 7. Since
the first step is the costliest, we expect a complete attack to take a similar time.

6 Conclusion

The S-Box used by the standard hash function Streebog, the standard block
cipher Kuznyechik and the CAESAR first round candidate STRIBOBrl has a
hidden structure. Using the three non-linear 4-bit permutations vy,v; and o,
the non-linear 4-bit function ¢ and the 8-bit linear permutations a and w, the
computation of 7w(¢||r) can be made as follows:

L ({llr) = (el
2. If r = 0 then £ := vy(£), else £ := v (£ © r'?)
3. r:=0(rooe())

4. Return w(||r)

How and why those components were chosen remains an open question. In-
deed, their individual cryptographic properties are at best not impressive and,
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at worst, downright bad. However, knowing this decomposition allows a much
more efficient hardware implementation of the S-Box.

We also described a decomposition attack against AF*A which uses the same
high level principles as our attack against 7: first spot patterns in the LAT, then
deduce the whitening linear layers and finally break the core.
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A On the Choice of the Round Constants

The round constants of Streebog were chosen by feeding 12 different seeds into a
round-constant-less version of the hash function with a modified linear layer [14].
These seeds are given as hexadecimal strings of varying length which seem at
first glance to lack any justification. However, they correspond to Russian names
written backwards in cyrillic and encoded in cp1251 as described in Table 10.

B

Definition of the S-Box

Table 11 contains the definition of 7.

C

The Mini-Block Ciphers

Tables 12a and 12b contain the mini-block ciphers T" and U respectively.
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Hexadecimal seed

Name

1 e2ebedele5£0c3 I'pebues (Grebnev)
2  f7e8e2eeflOe8ece8edelebc220e9e5e3f0e5d1 Cepreit Bmagnmuposua
(Sergej Vladimirovich)
3 f5f3ecca Imyx (Dmukh)
4 f7e8e2eefOededeOflcacbebc020e9e550ededcd AHpeEH AJleKCaHaPOBUY
(Andrej Aleksandrovich)
5  ede8e3fbcd Heirun (Dygin)
6 f7e8e2eeebe9e0f5e8cc20f Le8ede5cd Hennc MuxaitioBut
(Denis Mihajlovich)
7 ede8f5fef2elcc Marioxur (Matjuhin)
8 f7e8e2eefOeef2eae8c220e9e8f0f2e8eccsd mvutpuit  BuktopoBuu
(Dmitrij Viktorovich)
9  e9eceafiedf3ddo Pynckoit (Rudskoj)
10 £7e8e2e5f0eee3c820£0e8ece8edeOebc2 BJI&,HI/IMI/I]Z) I/II‘OpeBI/I‘{
(Vladimir Igorevich)
11 ede8eaf8e8ds IMMumkus (Shishkin)
12 f7e8e2e5e5f1eae5ebc020e9e8ebe8t1e0c2 Bacunmit AutekceeBruy

(Vasilij Alekseevich)

Table 10: The seeds used for each round constant and the corresponding name.

0o 1 2 3 4 5 6 7 8 9 .a
fc dd 11 cf 6e 31 16 fb c4 fa
e9 fO db 93 2e 99 ba 17 36 f1
9 65 ba e2 bc ef 21 81 1c 3c
05 02 ae e3 6a 8f a0 06 Ob ed
eb 2c 51 ea c8 48 ab f2 2a 68
b5 Oe 56 08 Oc 76 12 bf 72 13
15 96 29 10 7b 9a c7 £3 91 78
32 19 3d ff 35 8a 7e 6d 54 c6
df 24 a9 3e a8 43 c9 d7 79 d6
e0 ec de 7a 94 bO bc dc e8 28
a7 60 73 1le 00 62 44 1la b8 38
ad 46 92 27 be 55 2f 8c a3 ab
o7 b3 40 86 ac 1d £f7 30 37 6b
el 83 49 4c 3f f8 fe 8d 53 aa
20 67 a4 2d 2b 09 5b cb 9b 25
59 74 d2 e6 f4 b4 cO dl 66 af

b ¢
da 23
bb 14
42 8b
98 T7f
a2 fd
47 9c
6f 9d
80 «c3
f6 Tc
50 4e
82 64
7d 69
e4 88
90 ca
d0 be
c2 39

d e f
cb 04 4d
cd 5f c1
01 8e 4f
d4 d3 1f
3a ce cc
b7 5d 87
9e¢e b2 bl
bd 0d 57
22 b9 03
33 Oa 4a
9f 26 41
ds 95 3b
d9 e7 89
d8 85 61
eb 6c 52
4b 63 b6

ee
7
18
84
34
70
al
75
5
of
97
45
58
1b
71
a6

P A0 TR 00N SO WO

Table 11: The S-Box in hexadecimal. For example, 7(0x7a) = 0xc6.
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0123456789 abcdef 0123456789 abcdef
Tole £f257b813cda0946 Up|8 £f02d569e317cb4a
Ti129a4e67b183d0c f5 Up|8c73df20e41b659a
Tole £257b813cda0946 Uz/34e9d80512cf7bat
T515d4267b8cl1l9 fO3ae Uslb89a0725f6d41e3c
Ty|5e6 743 fa0l1l1d28bc?9 Uslc25be8714fd6930a
T5/19d fac68105b324e?7 Us|4e283751labcdf690
T6139d fl1eb8027c4ab56 Us|f6b230745d19e8ac
T:15e6 743 fa01d28bc?9 U;|Taclef54b9028d36
Tg|7Tb859dc32ea 6104 Usla fbecdd570618392
Told face62513b79408 Ugp|23 cdlb f594T7Tae608
Tele 6 74 c¢c381a2d95b0f Us|9b 571 cd062acecf834
T,|425db86 79 fclae03 Up|1724c3 f086b59dace
T.-125a439d8cf07b1l6e Usl6deb2cad3 fb71098
Tgle 6 25d fac940813b7 Ugle 196 f384dbac7502
T.|9d c37b8561042ea f Ue|l590c f4a12d786b3e
T7181 Tb25e £f4609da3c Usgld 57 f2b81c9630ead

(a) T. (b) U.

Table 12: The mini-block ciphers used to decompose 7'~ 1.

D Proof of the Value of the Biases in the “Stripe”

Biases in the stripe correspond to approximations (ar||lag ~ bz ||0) in the linear
layer-less version of 7, which is denoted 7. These approximations are equal to:

255
2 X ‘CGLHGR bLHO = Z(_l)(aLllaR)z 52 (bLHO)ﬁ(I)7
=0
which we decompose by splitting z € F§ into (I,r) € (F3)? to obtain
16 16 16
ZZ(_l)aL-l @ ar-r @ b-vi(IOZ(r)) + Z(_l)aL.l @ bL.yo(l). (5)
r=1

=0 =0

The second term in this sum is equal to 2 x Lg[ar,br] where Ly is the LAT of
vg. The first term can be simplified using the change of variable z = 11 (I©Z(r)),
e l=v ' (z)@r:

16 16
Z(_l)aL.l ® brv1(I0Z(R)) _ Z(_l)bL~x ® ar-(v; H(@)0r)
=0 =0

As a consequence, the first term of Equation (5) can be re-written:

16 16

DY (—prmr @b e ar-(vi ' (2)0r)

r=1xz=0
16 16

- S (e s trnen )
z=0 r=0

31



First, we note that Ziﬁzo(—l)b”z is equal to 0 if by, # 0 and 16 otherwise. Then,
we remark that 19 (—1)2r7 @ a0 (@07 §5 equal to 2 x ﬁgi*l(z) l[ar,ar],
where L} is the LAT of the Boolean linear permutation r +— r ® k. If we further
replace = by y = vy !(x) then Equation (5) can be re-written

16
2% Y (1) W L ag,ar] - 16 x d(bL).
y=0

where §(b,) = 1 if and only if by, = 0. Besides, by experimentally exhausting all
cases, we can check that the following property holds.

Remark 3. For every pair (agr,ar) with ag > 0 and ay, > 0, there is exactly one
value yo such that £} [ar,ar] =8 and L} [ar,ar] = 0 for y # yo.

We deduce that the expression of Llar||ar,br||0] is

Llar||lar,br]|0] = Lolar,br] + 8 X ((—l)bL'yO - S(bL))

E Generating 7 from our Decomposition

The following SAGE [35] script generates and prints 7. It can be downloaded on
github: https://github.com/picarresursix/GOST-pi.

from sage.all import *

X = GF(2) .polynomial_ring() .gen()
F = GF(2**4, name="a", modulus=X**4+X**3+1)
inv = [0x0,0x1,0xc,0x8,0x6,0xf,0x4,0xe,0x3,0xd,0xb,0xa,0x2,0x9,0x7,0x5]
nu_0 = [0x2,0x5,0x3,0xb,0x6,0x9,0xe,0xa,0x0,0x4,0xf,0x1,0x8,0xd,0xc,0x7]
nu_1 = [0x7,0x6,0xc,0x9,0x0,0xf,0x8,0x1,0x4,0x5,0xb,0xe,0xd,0x2,0x3,0xa]
sigma = [0xc,0xd,0x0,0x4,0x8,0xb,0xa,0xe,0x3,0x9,0x5,0x2,0xf,0x1,0x6,0x7]
phi = [0xb,0x2,0xb,0x8,0xc,0x4,0x1,0xc,0x6,0x3,0x5,0x8,0xe,0x3,0x6,0xb]
alpha = Matrix(GF(2), 8, 8, [

0,0,0,0,1,0,0,0, 0,1,0,0,0,0,0,1,

0,1,0,0,0,0,1,1, 1,1,1,0,1,1,1,1,

1,0,0,0,1,0,1,0, 0,1,0,0,0,1,0,0,

0,0,0,1,1,0,1,0, 0,0,1,0,0,0,0,0,
D
omega = Matrix(GF(2), 8, 8, [

0,0,0,0,1,0,1,0, 0,0,0,0,0,1,0,0,

0,0,1,0,0,0,0,0, 1,0,0,1,1,0,1,0,

0,0,0,0,1,0,0,0, 0,1,0,0,0,1,0,0,

1,0,0,0,0,0,1,0, 0,0,0,0,0,0,0,1,
D

def applymat8(x, mat):
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y = mat * Matrix(GF(2), 8, 1, map(int, bin(x)[2:].2£i11(8)))
return int("".join(map(str, y.T[0][:8]1)), 2)

def F_mult(x, y):
return (F.fetch_int(x) * F.fetch_int(y)).integer_representation()

pi=[1
for x in xrange(256):

x = applymat8(x, alpha)

1, r =x > 4, x & 0xf

1 =1(==0) * nu_0[1] + (r !'= 0) * nu_1[F_mult(1l, inv[r])]
r = sigmal[F_mult(r, phi[1])]

x = applymat8((1 << 4) | r, omega)

pi.append(x)
print pi

33



	Reverse-Engineering the S-Box of Streebog, Kuznyechik and STRIBOBr1  (Full Version) 

