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Abstract

Davies and Murphy[l] explained some non-uniform distributions of the output from
pairs and triplets of S-boxes in DES, and how they are completely dependent on some
key bits. There are linear dependencies between these distributions. In this thesis, we
describe these linear dependencies. We also describe linear dependencies between the
distributions of the output from three adjacent S-boxes after n rounds in DES. We have
found all linear dependencies between the distributions of the output from 5 of the S-box
triplets in full DES. The dependencies originates from properties common to all S-boxes
in DES.
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Chapter 1

Introduction

In this thesis we study The Data Encryption Standard (DES). Davies and Murphy|I]
found some statistical properties of the S-boxes in DES that lead to non-uniform distri-
butions on fixed output-bits from the round function. The distributions are completely
determined by fixed key bits. As a consequence, there is a correlation between fixed

plaintext /ciphertext-bits and key bits.

We have found linear dependencies between those non-uniform distributions. All linear
dependencies between the distributions of the output from pairs and triplets of adjacent
S-boxes are found. All dependencies between the distributions of the XOR of all such
outputs in full DES are found for all pairs and for 5 out of the 8 triplets. The triplet
with S-box 4, 5 and 6 is found to have an abnormal large amount of linear dependencies
between the distributions. We have not managed to explain this abnormality at this

time.

In an attempt to compute all linear dependencies between the distributions of the output
from all S-boxes in 1-round DES, a modified version of DES (denoted by QDES) is
studied. QDES is equal to DES, but with fewer S-boxes and correspondingly smaller
block size. All dependencies in QDES with up to 4 S-boxes are found. A lower bound on
the number of dependencies for QDES with up to 7 S-boxes is found. The complexity
for computing linear dependencies between the distributions for QDES with 8 S-boxes
(full DES) is too high.



Chapter 2

Background

Part of my work has been to do a survey on Matsui’s work on linear cryptanalysis[2] of
DES and on Davies and Murphy’s analysis[I] of DES. These are described in Chapters
and Linear dependencies between distributions are discussed in Chapter This
chapter will give a short introduction to The Data Encryption Standard, explain the
notations used in this thesis and briefly present linear cryptanalysis of DES and Davies

and Murphy’s attack.

2.1 The Data Encryption Standard

The Data Encryption Standard[3] (DES) is a symmetric block cipher standardized by
the National Bureau of Standards (now known as National Institute of Standards and
Technology) in 1979. It has block size of 64 bits, and a 56-bit key. It is a 16 round
Feistel network, which is depicted in Figure [2.1

DES uses a key-scheduling algorithm to produce 16 48-bit round keys, from the 56-bit
key. The algorithm permutes the 56 bits and selects 48 of them for each round in such
a way that each of the 56 bits is used in approximately 14 of the 16 rounds.

Encryption in DES is done by first applying an initial permutation (IP) to the plain-text.
The resulting string is divided into two 32-bit strings, Lo and Ry. The cipher-text is
the inverse of the initial permutation (IP~!) applied to RigL1g, which is computed by

16 iterations of this recursive equation:

Liys=R; and Rig1n=L; & F(RZ, Ki+1) for 1=20,1,...,15.
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FIGURE 2.1: Feistel network

FIGURE 2.2: Round function in DES

(Source: (wikipedia.org)

The round function, F'(R;, K;+1), depicted in Figure is built using these three build-

ing blocks: an expansion function E; 8 different substitutions S-boxes S7 to Sg and a

permutation P. F(R;, K;;1) takes a 32-bit string, and a 48-bit round-key as input, and

outputs 32 bits. The expansion function expands the 32-bit R; into 48 bits by repeating
some of the bits as shown by the grey cells in Table (the numbers are bit indices).
The resulting 48-bit string is XORed with the round key, and then divided into eight

6-bit strings. The eight S-boxes map each of these 6-bit strings to 4-bit strings. The

result of F(R;, K;y1) is a permutation of the 32 output-bits from the S-boxes.
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2.2 Notations

This thesis will use the same numbering rule for bit positions as Matsui used in his
description of linear cryptanalysis; in an n-bit string, the right-most bit is the zero-th
bit and the left-most bit is the (n — 1)-th bit. Matsui assumed that inputs to different
rounds are independent and uniformly distributed. This is also assumed in this thesis.

The following notations are used on symbols.

Xi] The i-th bit of symbol X.
X3,y ooes K] XJi| & X[j] @ ... ® X[k].
X[i ~ j] Substring of symbol X starting with X[i] and
ending with X[j].
X||Y Concatenation of X and Y.
XeY Bitwise XOR between X and Y.

2.3 Linear cryptanalysis of DES

Linear cryptanalysis[2] of DES is a known-plaintext attack found by Mitsuru Matsui.
The attack is impractical, in the sense that it requires a huge amount (=~ 244'5) of known

plaintexts and their corresponding ciphertexts, but it is still of great theoretical interest.

The basic concept of linear cryptanalysis is to find a linear approximation to S-boxes.
That is the parity of some input- and output-bits for S-boxes in the round function,
that is zero with probability p # % An approximation of an S-box leads to a linear
approximation of the round function which includes some key bits that is zero with
probability p as well. Different linear approximations is then used for different rounds

to get a linear approximation of the DES cipher.

The cryptanalytic problem is to determine the key bits in the linear approximation,
given enough plaintext/ciphertext pairs. Matsui gave an algorithm for this which is

presented in Chapter
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2.4 Davies and Murphy’s attack

Donald Davies and Sean Murphy[I] found some statistical properties of S-boxes in
DES. Let S(zs,...,20) = y3,Y2,Y1,Yo- So the output from an S-box is uniformly dis-
tributed. However, the distribution of (z1,xo,ys, Y2, y1,Y0) and (5, x4, Yy3, Y2, Y1, Yo) iS

non-uniform.

The expansion function in the round function in DES repeats some of the function’s 32
input-bits so that there are 6 bits for each S-box. The bits are repeated in such a way

that neighbouring S-boxes share two of the function’s input bits.

The non-uniform distribution of (x1, o, y3, y2, Y1, ¥0) and (x5, x4, Y3, Y2, Y1, Yo) combined
with the way how input-bits in the round function are repeated, make the output from
multiple S-boxes non-uniform. The distribution of this output is easily computed, and
depends only on some key bits. The distribution of the XOR of the output from multiple

rounds is also non-uniform and easily computed.

The output from two adjacent S-boxes has only two different distributions, and is de-
termined by the XOR of some key bits. The number of different distributions for 3
adjacent S-boxes is even for 16-round DES manageable. Observing a large number of
plaintext /ciphertext pairs with a fixed key give us some information about the key. The
complexity of the attack is, however, about the same as brute-force attack on the key

space.



Chapter 3

Linear Cryptanalysis of DES

Mitsuru Matsui[2] describes a known-plaintext attack, known as linear cryptanalysis,
that theoretically breaks DES. It’s a theoretical attack because it requires a huge amount

(= 245 of known plaintexts and their corresponding ciphertexts.

Linear cryptanalysis looks at correlations between the parity of some fixed input-bits and
the parity of fixed output-bits of the round function in DES that hold with probability
p# % for a fixed key. This is extended through multiple rounds of DES, and is used to

deduce information about key bits.

3.1 Principle of Linear Cryptanalysis

The central part of linear Cryptanalysis is to find what Matsui called an "effective” lin-
ear approximate expression which holds with probability p # % for a random plaintext

P, the corresponding cipher text C' and fixed secret key K:

P[’L.l,ig, ---aia] S C[j17j27 “'ujb] = K[kla k27 "'7k6]' (31)

11,19y coey Tay J15 J25 oy Jbs K1, K2, ..., ke denote bit indices. Both sides of the equation repre-
sents one bit of information. Linear Cryptanalisys is a known plaintext attack, so we
know all the bits on the left side of the equation. When we have such an "effective” linear
approximate expression, we can derive one key bit, K[k1, ks, ..., k|, from the plaintex-

t/ciphertext pairs. Matsui gives the following algorithm, based on maximum likelihood,
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to find the most probable value for the derived key bit, given N plaintext/ciphertext

pairs:

Algorithm 1

Step 1: Let T be the number of plain texts such that the left hand side of is equal
to zero.

Step 2: If ' > N/2:
then guess K [k, ko, ...,kc] =0 (when p > 1) or 1 (when p < 1)
else guess K[ki, ko, ...,ke) =1 (when p > £) or 0 (when p < 3)

(3.1) and Algorithm 1 only gives us one bit of information about the key. To increase the
number of bits, one can find a linear approximation for (n-2)-round DES which includes

the remaining two rounds.

P[i17i27 -"7ia] S C[j17j27 "'7jb] S FI(PL7K1>[UI7U27 ...,Ud]
@Fn<CL,Kn)[U1,’UQ, ...,’Ue] = K[kl,kg, ...,k’c], (32)

where Fy (P, K1)[u1,ug, ...,uq] and F,(Cr, Ky)[v1,v2, ..., v.] depend on some of the bits
in the round keys K; and K,,. For incorrect values for these bits, the probability (i3.2))
holds is much closer to % Matsui gave the following algorithm to derive K7, Ko and

K[k1, ks, ..., k¢] from known plaintext/ciphertext pairs.

Algorithm 2

Step 1: Let Ky) (i =1,2,...) and KY (j = 1,2,...) be possible candidates for the
"effective” bits in K7 and K, respectively. Then for each pair (Kfi), Kﬁj )), let
T; ; be the number of plain texts such that the left side of (3.2)) is equal to zero.

Step 2: Let T}, be the maximal value and 7},;, be the minimal value of all 7T} ;’s.

o If |Tar — %| > |Tonin — g|, then adopt the key candidate corresponding to
Tnaz, and guess K[k, ko, ..., k] = 0 (when p > %) or 1 (when p < %)

o If |Thar — %\ < |Toin — %], then adopt the key candidate corresponding to
Tonin, and guess K[k, ko, ..., k) = 1 (when p > 1) or 0 (when p < 3)

3.2 Linear Approximation of S-boxes

Matsui defined a measure of linearity for S-boxes. One counts how many times the XOR

of fixed input bits agrees with the XOR of fixed output bits out of all 64 possible inputs.
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For example, the most effective linear approximation is Ss5(z)[4] = =z[3,2,1,0] which
holds for 12 out of 64 possible values for x.

Definition 3.3. For a given S-box S, (a =1,2,...,8), 1 <a <63 and 1 < <15, let
5

3
NSa(a, ) = #{z | 0= 2 <64, (€Dl » als) = (€D Su(w)le » A1),
where the symbol e denotes bitwise AND%ZO =0

There is a correlation between the input bits and output bits of S, if NS,(a, ) # 32.
|INSq(a, ) — 32| gives a measure of the effectiveness of the linearity. The linear ap-
proximation, previously mentioned as the most effective, can be written as N S5(16,15).
The effectiveness of this approximation is |NS5(16,15) — 32| = 20. Because this is the
most effective linear approximation of an S-box, the following equations are the best

approximations of the round function F'.

X[15] @ F(X, K)[7,18,24,29] = K[22], (3.4)
X[15] @ F(X, K)[7,18,24,29] = K[22] & 1. (3.5)

was computed from NS5(16,15) by tracing the 4-th input-bit to S5 through the
expansion function to the 15-th bit of X. X[15] is XORed with the 22-th bit in the round
key before it reaches the S-box, which is why we have K[22]. The four output-bits from
S5 is traces through the permutation to output-bits 7, 18, 24 and 29. The first equation
holds with probability p = N.S5(16,15)/64 =~ 0.19, and the second equation holds with
probability ¢ =1 — p ~ 0.81.

3.3 Linear Approximation of DES

This section explains how linear approximations of the round function can be extended
to a linear approximation of multiple rounds in DES. First, an approximation of 3 and
5-round DES is given. An approximation of n-round DES is then described and used
to approximate 16-round DES. Matsui gave a lemma for computing the probability the

XOR of multiple random variables is equal to zero.

Lemma 3.6 (Piling-up Lemma). Let X; (1 < i < n) be independent random variables
whose values are 0 with probability p;. Then the probability that X1 ®Xo®...® X, =0 is

1+2n—1ﬁ<. 1)
2 =)
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3.3.1 3-round DES
Applying (3.4)) to the first round we get the following equation:

Fy(Pr, K1)[7,18,24,29] & Pr[15] = K1[22].

We can substitute F} by X2 & Py to get

X[7,18,24,29] & Py[7,18,24,29] & PL[15] = K1[22].

Similarly, applying (3.4)) to the third round gives us the following equation:

X[7,18,24,29] & Cy[7,18,24,29] & C[15] = K3[22).

Combining these, and canceling the common term X5[7, 18,24, 29|, we get a linear ap-
proximation (3.7) of 3-round DES. All bits on the left hand side of the equation are
known, and we can thus compute K;[22] & K3[22] by Algorithm 1.

Py[7,18,24,29] & Cy[7,18,24,29] & Pp[15] @ Cp[15] = K1[22] @ K3[22].  (3.7)

(13.7) will be correct if both, or none, of the linear approximations of the first and third
round is correct. Since NS5(16,15) = 12, the probability for this is () + (1 — £)? =
0.70, or by the |Piling-up Lemmat

3.3.2 5-round DES

For 5-round DES we will make use of the following equation derived from N5;(27,4) =
22:
X[27,28,30,31] @ F(X, K)[15] = K[42,43, 45, 46]. (3.8)

Applying the above linear approximation on the first round and (3.4) to the second

round gives us the following equation:

X;57,18,24,29] @ Py [15] @ PL[7,18,24,27,28,29, 30, 31] = K5[42, 43, 45, 46] & K4[22].

Use the same linear approximations on the fifth and forth rounds respectively, to get

X3[7,18,24,29] & Cy7[15] @ CL[7, 18,24, 27, 28,29, 30, 31] = K;[42, 43,45, 46] & K5[22).
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Each of these two holds with probability (£3)(2) + (1 — £)(1 — 22) = 0.598. Combin-
ing these, and canceling the common term X3[7, 18,24, 29], we get the following linear

approximation of 5-round DES:

Py[7,18,24,29] & Cy[7,18,24,29] & Pr[15] @ Cp[15] = K1[22] @ K3[22].  (3.9)

(3.9) holds with probability 0.5982 + (1 — 0.598)% = 0.519 since the approximation of
the first and last two rounds both hold with probability 0.598. Calculating the same

probability using the [Piling-up Lemma|gives us the same result.
1+23(12 1>2<22 1)2_0519
2 64 2) \64 2/ 7

3.3.3 n-round DES

To make a linear approximation for n-round DES we need to introduce two more lin-

ear approximations which come from N S1(4,4) = 30 and N S5(16,14) = 42, respectively.

X[29] @ F(X, K)[15] = K[44], (3.10)
X[15] @ F(X, K)[7,18,24] = K[22). (3.11)
Matsui built a linear approximation (3.12]) to any intermediate 5 rounds in DES con-

taining X; and X;44 only, by applying (3.4), (3.10) and (3.11)) to round i + 1, i + 2 and
1+ 3, respectively.

Ki11[22] = Xi[15] @ Fipa (X, K)[7, 18,24, 29],
Kiyo[44] = X 12[29] ® Fipo(X, K)[15],
Kiy3[22] = Xi13[15] ® Fiys(X, K)[7,18,24].

Ki11[22] = X;41[15] @ Xi[7,18,24,29] © X, 2[7, 18,24, 29),
Kiio[44] = X;12[29] & X;41[15] & Xit3[15],
Kiys [22] = X1+3[15] D Xi+2[77 18, 24] D Xi+4[7, 18, 24]

Combining these we get:

X;i(7,18, 24, 29] ® o B 15D
O (XS5 151 © Xi4.4(7, 18, 24]
D {2 18724729102 [ 1852410 129))
= X;[7,18,24,29] © X;14[7, 18, 24]
= K;11[22] @ Ki2[44] ® K4 3]22] (3.12)
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(3.12) holds with probability 0.506 (by [Piling-up Lemmal). This is less than the
previous linear approximation for 5-round DES (3.9)), which hold with probability 0.519.
However, (3.12]) can be used repeatedly to build a linear approximation of n-round DES.

Matsui built an example to show how to use this repeatedly, by making a linear approx-
imation of 16-round DES. For this, (3.12]) is used repeatedly to approximate 12 of the

round functions, and (3.4, (3.8) and (3.13]) approximate the remaining round functions,
where (3.13) is derived from NS5(34,14) = 16.

X[7,18,24] @ F(X, K)[12,16] = K[19, 23]. (3.13)

(3.14]), a linear approximation of 16 round DES, was built by approximating the in-
termediate rounds as listed below. Terms containing bits from round 2, 6, 10 and 14
got canceled out by common terms in the approximation of the rounds before and after

them.

Round 1:
Round 3, 4 and 5:
Round 7, 8 and 9: (13.12))
Round 11, 12 and 13: (13.12))
Round 15: (13.4))
Round 16: (13-8))

Py[7,18,24] & Pr[12,16] © C[15] ® O [7, 18,24, 27, 28,29, 30, 31]
= K1[19,23] ® K3[22] & K4[44] ® K5[22] & K7[22] @ Kg[44] & Ky[22]
D K11[22] D K12[44] D K13[22] D K15[22] D K16[42, 43,45, 46] (314)

The probability that (3.14) holds is:
L (16_1> (12_1)4(30_1)3<42_1>3(22_1> _ L 49w
2 64 2 64 2 64 2 64 2 64 2/ 2 ) '
3.4 The best expression and the best probability of DES

Matsui gave the following lemma for the probability of success when using Algorithm 1.

It’s based on approximating binomial distributions by normal distributions.
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Lemma 3.15. Let N be the number of given random plaintext and p be the proba-
bility that holds. Assuming that |p — %| 1s sufficiently small, the success rate of
Algorithm 1 is

o0 1 9
= em2g
e xX.
/2\/Np§ V2

He noted that the success rate of Algorithm 1 only depends on v/ N|p— %| and calculated
that if N = |p — %|_2, the success probability would be 97.7%.

Matsui also made a list of the best linear approximations together with the best proba-
bilities for up to 20 rounds. He found this for 3 rounds by brute force, and used induction
on the best i-round (0 < ¢ < n) probabilities to find the best n-round approximation

and probability[4].

For some n, there are two linear approximations with the best probability. For these
cases, one can compute one of the best linear approximations from the other by switch-
ing P and C and substituting the round index i with (n + 1 — 4) for F; and K;. For
example, the following two best linear approximations of 6-round DES can be computed

from each other:

Prla] @ Py[15] @ Fi (P, K1)[15] @ CL[15] @ Crla, 8] ® Fs(CL, K¢)|av, f]
— Ky[22] & K4[22] @ K3
JEN (3.16)
Cila] ® Cul15] @ Fs(Cy, Ko)[15] @ PL[15] @ Pyla, ] & Fi(Py, K1)[a, 8]
= K5[22] © K3[22] & Ks[v],

where o = (7,18,24,29), B = (27,28,30,31) and v = (42, 43, 45, 46).

3.5 Known-plaintext attack of DES

Matsui described a practical method for a known-plaintext attack on DES. First, he de-
scribed an attack on 8-round DES. The same method was used for 12 and 16-round DES.
These practical attacks used Algorithm 2 and thus used the best linear approximations
for 6, 10 and 14 rounds DES.

Lemma [3.15] can not be used to calculate the success rate for these attacks, since Algo-
rithm 2 is used. The complexity of running the attack on 16-round DES was too high,
so Matsui used experimental results from 8 and 12-round DES to predict the success
rate for 16-round DES.
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3.5.1 8-round DES

The following expression is a linear approximation of 8-round DES that holds with the
best 6-round probability % +1.95 x 279, given that we substitute the correct keys K
and Kg.

PHW7 18, 24] D Fl(PL, Kl)[7, 18, 24] S5 CH[15]
@ Cp[7,18,24,29] & Fy(Cl, Kg)[15]
= K3[22] D K4[44] D K5[22] ) K7[22]. (3.17)
The 4 bits, Fy(Pr, K1)[7,18,24] and Fg(Cpr, Kg)[15], on the left hand side of (3.17)) is

unknown, but can be determined by 6 bits from K; and 6 bits from Kg. The left hand

side can thus be divided into:

e 13 known bits from plaintext: Pr[11] ~ Pr[16],CL[0], C[27] ~ Cr[31],
Py[7,18,24] @ Cy[15] @ C1[7, 18, 24, 29].

e 12 unknown bits from subkeys: K;[18] ~ K1[23], K3[42] ~ Kg[47].

Matsui calls these 13 known, and 12 unknown bits the effective text bits and the effective
key bits respectively. He also presented a practical implementation of Algorithm 2, which
compute the effective key bits and the right hand side of using the effective text
bits. The implementation is given in Algorithm 2-A.

Algorithm 2-A

[Data counting phase]

Step 1: Prepare 2!3 counters U; (0 < i < 2'3) and initialize them to zero, where i
corresponds to each value on the 13 effective text bits of .

Step 2: For each plaintext P and the corresponding ciphertext C', compute the value ¢
of Step 1 and count up the counter U; by one.

[Key counting phase]

Step 3: Prepare 2'2 counters T; (0<j < 212) and initialize them to zero, where j
corresponds to each value on the 12 effective text bits of .

Step 4: For each j of Step 3, let T be the sum of U;’s such that the left side of ,
whose value can be uniquely determined by ¢ and j, is equal to zero.

Step 5: Let T}y,4; be the maximal value and T},;, be the minimal value of all T} ;’s.

o If |Than — %| > |Toin — %|, then adopt the subkey value j corresponding to
Tinaz and guess that the right hand side of (3.17)) is 0.
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o If |Thar — %| < |Tinin — %|, then adopt the subkey value j corresponding to
Tnin and guess that the right hand side of (3.17) is 1.

The complexity of the data counting phase is O(V) as it looks at every plaintext once.
Step 4 in the key counting phase computes the left side of (3.17) 2'2*13 times. The
total complexity of the algorithm is thus O(N) 4+ O(2¢+*), where ¢ and k is the number

of effective text bits and effective key bits, respectively.

Using Algorithm 2-A on (3.17)) gives us 13 subkey bits. There is another linear approxi-
mation of 8-round DES, with the same probability. It is found by using the same method

as used in (3.16) on (3.17)).

Cul7,18,24] @ Fy(Cr, K3)[7, 18, 24] & Py [15]
© Pr[7,18,24,29] & Fy (P, Ks)[15]
= K6[22] P K5[44] ) K4[22] D K2[22]. (318)

Solving and gives us the following 26 subkey bits: K;[18] ~ K;[23],
K1[42] ~ K1[47], Ks[18] ~ Ls[23], Ks[42] ~ Ks[d7], Kg[22] & K5[44] & K4[22] & K[22]
and K3[22]® K4[44]® K5[22] @ K7[22]. Tracing these through the key-schedule algorithm
gives us the following 23 key bits:

0,1,3,5,8,11,14, 15, 18, 20, 23, 24, 28, 31, 37
38,41, 44, 46,50, 53, 54,2 & 22 & 26 & 52.

Matsui created and ran a program implementing Algorithm 2-A, solving (3.17) and
(3.18) at the same time, and found the above 23 key bits in a few seconds using 400KB
memory. The remaining 33 key bits where found by brute force in 5 hours. This was

220

done with plaintext /ciphertext pairs with 99.9% success rate.

Matsui showed another implementation of Algorithm 2 as well. The goal was to shorten
the computational time, while accepting that more plaintext/ciphertext pairs would be
required or accepting a lower success rate. For this purpose, he used the second-best
linear approximations of 6-round DES to create the following 8-round linear approxima-
tions:

Py[7,18,24,29] & Fy(Pr, K1)[7, 18, 24, 29]

® Cyg[12,16] ® C[7,18,24] ® F3(CL, Kg)[12, 16]
= K3[22] & K4[44] & K5[22] & K7[19,23], (3.19)
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and
Cyl7,18,24,29] @ F3(Cyr, K3)[7,18,24,29]
@ Py[12,16] ® PL[7,18,24] ® Fy(Py, K1)[12,16]
= K[22] ® K5[44] ® K4[22] ® K119, 23]. (3.20)

In contrary to previous expressions with F(X, K) where output from only one S-box
is considered, F;(X, K)[12,16] is the XOR of 2 output-bits from two adjacent S-boxes.
Therefore, Fg(Cpr,Kg)[12,16] and Fi(Pr, K1)[12,16] depends on 12 subkey bits each.
thus has the following effective text/key bits:

e 17 effective text bits: Pr[11] ~ Pr[16], Cr[0], CL[15] ~ CL[24],
Pyl7,18,24,29] & Cy[12,16] @ C1[7, 18, 24].

e 18 effective key bits: K1[18] ~ K;[23], Kg[24] ~ K3[35].

The execution of Algorithm 2 will take longer time since there are more effective key
bits to try, while the brute-force attack on the rest of the keys will take less time. The

overall time used on the attack is much shorter.

Using Algorithm 2-A on (3.19) would cause problems because Step 4 would take too
long. Matsui gave the following implementation of Algorithm 2, which solves (3.17)) and
(3.19) or (3.17) and (3.20]). Matsui’s implementation in software solved all three of them

at the same time.

Algorithm 2-B
[Data counting phase 1]

Step 1: Prepare 2'3 counters U; (0 <4 < 2'3) and 2!7 counters V; (0 < j < 2!7), and
initialize them to zero, where ¢ and j correspond to each value on the 13 effective
text bits of and the 17 effective text bits of , respectively.

Step 2: For each plaintext P and the corresponding ciphertext C', compute ¢ and j of
Step 1, and count up the counters U; and V; by one.

[Key counting phase 1]

Step 3: Solve using U;’s. We then have the 12 effective key bits and one subkey
bit of the right hand side of .
In this stage, we are able to calculate the exact value of F(Pr, K1). It is therefore
possible to regard the effective text bits and the effective key bits of as

follows:
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o 11 effective text bits: Cr[15] ~ CL[24],
Fy(Py, K1)[7,18,24,29) @ Py(7,18,24,29] & Cp[12,16] & C.[7,18,24].

o 12 effective key bits: Kg[24] ~ Kg[35].

This enables us to "pack” V;’s into the following new counters Wj:
[Data counting phase 2]

Step 4: Prepare 2'! counters Wy (0 < k < 2'!) and initialize them by zeros, where k
corresponds to each value on the 11 effective text bits above.

Step 5: For each j (0 < j < 2!7), compute k of Step 4, whose value is uniquely
determined by j, and add V; to Wj.

[Key counting phase 2]

Step 6: Solve (3.19) using Wy’s. We then have the 12 effective key bits above and the
right hand side of (3.19).

Solving (3.17)), (3.19) and (3.20)), and tracing the subkey bits through the key-schedule
algorithm, gives us the following 38 key bits:

0,1,3,5,8,11, 14, 15, 18,20, 23, 24, 25, 28, 29, 30, 31,
32,34, 35,36, 37, 38, 39, 40, 41, 42, 43, 44, 46, 47,
48.50,51,53,54,2 4 7@ 13,2 & 22 & 26 & 52.

Matsui’s instance of Algorithm 2-B found the above 38 key bits and the remaining 18
key bits, by brute force, in less than 10 seconds using 1MB of memory. This was done

with 220 plaintext/ciphertext pairs with 96.2% success rate.

3.5.2 12-round DES

For 12-round DES, Matsui used the same procedure as for 8-round DES. The following
linear approximations, which holds with probability % —1.53 x 271 was used with Al-

gorithm 2.

Py[7,18,24,29] @ Fy(Pp, K1)[7,18,24,29] ® Cy[15]
D CL[?, 18,24, 29] D FIQ(CL, Klg)[15]
= K3[22] ® K4[44] & K5[22] & K7[22] & Kg[44] & Ko[22] & K11[22], (3.21)
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and
Cy(7,18,24,29] & F12(Cp, K12)[7, 18,24, 29] & Py[15]
@ PL[’?? 18, 24a 29] @ Fl(PLa Kl)[15]
= K10[22] @ Ko[44] @ Kg[22] @ Kg[22] @ K5[44] @ K4[22] © K2[22]. (3.22)

Both (3.21)) and (3.22)) have 13 effective text bits and 12 effective key bits. Solving them
both gives us 26 subkey bits which corresponds to the following 25 key bits:

0,3,4,8,11,14, 16, 18, 22, 24, 26, 30, 31, 34, 38, 39,
41,44, 46,49, 50,52, 54,2 & 15 & 45,13 & 17 & 20.

Matsui’s implementation of Algorithm 2 found the 25 key bits in just above 4 hours using
400K B of memory. This was done with 232 plaintext/ciphertext pairs with a success rate

of 94%. The remaining 31 bits was found by brute force in 1.5 hours.

3.5.3 16-round DES

The procedure for full, 16-round, DES is exactly the same as for 8 and 12-round DES.
The following linear approximations both hold with probability % —1.19 x 2724,

Py[7,18,24) @ F1(Pp, K1)[7,18,24] @ Cy[15] @ CL[7,18,24,29] ® Fi6(CL, K16)[15]
= K3[22] @ K4[44] & K5[22] & K7[22] & Kg[44] & Kg[22]
& K11[22] @ Ki2[44] ® K13(22) & K15[22], (3.23)
and
Crl7,18,24] ® Fi6(Cr, K16)[7,18,24] ® Py[15] ® Pr[7,18,24,29] ® Fi(Pr, K1)[15]
= K14[22] ® K13[44] ® K12[22] ® K10[22] ® Ky[44] ® Kg[22]
© Kg[22] © K5[44] @ K4[22] © K»[22]. (3.24)

Both (3.23) and (3.24]) has 13 effective text bits and 12 effective key bits. Solving them
both gives us 26 subkey bits which corresponds to the following 25 key bits:

0,1,3,4,8,9,14,15, 18,19, 24, 25, 31, 32, 38, 39, 41, 42, 44,
45,50,51,54,55,5 @ 1317 @ 20 $ 46,23 7S 11 & 22 6 26 & 37 & 52.

Matsui did not run Algorithm 2 on (3.23]) and (3.24)) because it would require too much

computations. Instead, he used the experimental results from 8 and 12-round DES
to calculate the number of required plaintext/ciphertext pairs, and the probability of

success.
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He computed the efficiency of the attack on 8 and 12 round DES when N = alp — %\*2
for (a=2, 4, 8), where p is the best probability for 6 and 10-round DES, % +1.95 x 27
and % —1.53 x 2712 respectively. Table lists his results.

N | 2[p—1/2[ | 4p-1/27 | 8p-1/2]"
N=105x2"T | N=1.05x2¥ | N =1.05 x 219
(17 17.9% 53.7% 94.8%
=51 N=172x29 [ N=172x20 | N=1.72x 2%
(3-21) 3% 16% 01%

TABLE 3.25: Experimental results to solve 1) and 1D

Matsui estimated from Table that the attack on 16-round DES with (3.23]) should
be successful with high probability when the number of plaintext/ciphertext pairs is
N =8|1.19 x 272172 = 1.41 x 2%,

This chapter has described linear cryptanalysis. Linear approximations of the S-boxes
in DES was found and used to build linear approximations of the round function. These
were extended to multiple rounds and resulted in a best linear approximation of DES. A
known-plaintext attack on 8, 12 and 16-round DES was described, where it was shown

244

that full DES can be broken with high success rate, given 1.41 x plaintext /ciphertext

pairs.



Chapter 4

Davies and Murphy’s attack

Donald Davies and Sean Murphy[I] found, in 1993, some statistical properties of S-
boxes in DES. The distribution for fixed input-bits and all output-bits is non-uniform
and completely depends on some of the key bits, and can be used in a known-plaintext
attack on DES.

The complexity of the attack described in the Davies and Murphy’s paper is about the

same as brute-force attack on the key space. The attack was later improved by Biham

250, Later, Kunz-Jacques and Muller[6] improved

245

and Biryukov[5] to a complexity of

the results to a chosen-plaintext attack with the cost of plaintexts.

This chapter explain Davies and Murphy’s original analysis, with a different notation.

4.1 Principle of Davies and Murphy’s attack

A property of DES is that E causes two adjacent S-boxes in F;(X;, K;) to share two
bits from X. This is caused by the way that E replicates half of the bits in X; (see
Figure [4.1). If we name the 2 right-most input bits to S-box 5 ’z’, and the 2 left-most
input bits to S-box 6 ’y’, then we will have that = ®y = (K;[17,19], K;[16, 18]), which is
part of the round key. We will refer to this as the common key bits from now on. This
will be true for any pair of adjacent S-boxes, where S-box 8 and 1 is considered to be

adjacent because of the way E "wraps around” the first and last bit of X.

Another property of DES is that the output from any single S-box is uniformly dis-
tributed. This comes from the fact that the S-box is a permutations on the 4 middle
bits, where the two outer bits selects the permutation. It turns out however, that output

from two or more adjacent S-boxes is not uniformly distributed and the common key bits



Chapter |Zt 2 adjacent S-boxes 20

Input bit: 16 15 14 13 12 11 10 9 8 7 6 5 4 3
E(X)
NN NN NN NN
Key bit: |25 24 23 22 21 20 19 18 17 16 15 14 13 12 1 10 9 8 7 6 5 4| @
et ettt tErrrl [
\/) Sa S5 Se Sy Ss
/

FIGURE 4.1: FE replicates input bits to adjacent S-boxes

determines which distribution the output follows. This non-uniform distribution and the
correlation between the distribution and the common key bits is what the Davies and

Murphy’s attack exploits.

Davies and Murphy used a different notation than in this paper. We use the same
notation as in our work on linear dependencies between such distributions (next chapter).

They also represented the distributions differently.

4.2 2 adjacent S-boxes

We define two distributions related to one S-box, illustrated in Figure [£.4] and use them

to compute the distribution of the output from two adjacent S-boxes.

Definition 4.2. An S-box is a mapping S(x5, x4, T3, T2, 1, 20) = (Y3, Y2, Y1, Y0)-

The right distribution of S; is the distribution of (z1,xo, Y3, Y2, ¥1, Yo) given uniformly
random input to S;. We denote pgf,? = Pr(z120 = x and y3y21190 = 7).

The left distribution of S; is the distribution of (35, 24, y3, Y2, Y1, y0) given uniformly
random input to S;. We denote qg(fr) = Pr(zsz4 = x and y3y21190 = 7).

If the S-box index is unimportant, we may use the notation p., or gys. Appendix@ lists
Par and gy, for all S-boxes. The row index in the tables represents the value for = (the
2 right/left-most input-bits) and the column index represent r. The tables show that
the left and right distributions are non-uniform and the following equations hold for all
S-boxes.

(4.3)

P(z@2)r T Pzr = Q(zo1)r T Gor =

32’ 32
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4 random bItS X (2 random bits) Y(Z random bits) 4 random bItS
S-Box S-Box
R S
Por =Pr(X =zand R=r) gys =Pr(Y =y and S = s)

FIGURE 4.4: Right and left distribution of an S-box

where we use the following notation. Let x = x1||xo, then © & 2 = (21 ® 1)||zp and

x®1=uz|[(zo D 1).

Adding the first and the second (or third and forth) row of any of the tables representing
g produces a constant row. Similarly adding the first and third (or second and forth)

row of any of the tables representing p produces a constant row as well.

The distribution on the 8-bit output from two adjacent S-boxes can be calculated by
using the left and right distributions on each S-box. The probability for output rs given
random input is the combined probability of p,, and gys, where x © y = A, and A are

common key bits of the two S-boxes. We have

Z[ (1) (i+1)

A] Pzrdys (i+1)
Pr(rs | A) = =520 =4x Y plelth
Pr(4) zBy=A
+1)
=4x sz@A air) =4 x Zpgzqt% (4.5)

Davies and Murphy proved

210 X PI‘(TS ’ A) =4 + (_1)A[071} (pOr - plr)(QOs - q25>212'

That implies that rs can have only two distributions, determined by the XOR of the

two bits in A. We show this is true as well.

Lemma 4.6.
Pr(rs | A)= Pr(rs | A®3), for anyrs.
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Proof:
Pr(rs | A) =4 x Z prQyZ:—l)
zhy=A
NG, L G
- ZA(32 Pleazr) (33 ~ dgons) (0¥ @)
ThYy=

1 () 1 (i+1)
=4 x Z (7—]9%@271)(7_(] @13)
T®20YD1=AD3 32 (ro2)r 7 32 W)

1
_ 0) (i+1)
Ax > (32 pm)(32 Qs )

rhYy=AP3
(i) (i+1)
T L Por Qs (), (D)

:4X (72_7_ _i_ququS )

coihes 527 32 32
—4><(4 L] J+ax > qlgfit byEp = )

322 32x16 32x16 ~ oty o
rPy=AP3

=4x E qé?qé’sﬂ) =Pr(rs | A®3).

rBy=Ad3
O

The distribution of the XOR of two outputs from pairs of S-boxes is computed by the
self-convolution of (4.5)), and the distribution for the XOR of n outputs from pairs of
S-boxes is computed by the n-fold self-convolution of (4.5). We assume independent

input to each round function in DES, so we have for 2 rounds

Pr(rs | AB) = ZPr(ab | A)Pr(rs @ ab | B), (4.7)
ab
and for n rounds
Pr(rs | Ki..K,) =Y Pr(li | K1) x ... x Pr(I, | Ky), (4.8)

where the sum is over all I; such that @, I; = rs and K; is the common key bits for

the i-th pair of S-boxes.

Davies and Murphy showed that the XOR of n outputs can not have more than two
distributions. To show this with our representation of the distributions, we first need to

show the following 2 lemmas about n-fold convolutions of p,, and gy.
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Lemma 4.9.

Z PzyarPagag-+-Prnan + Z PxrarP(z2@2)as--Prpan = 2

Da;=r Da;=r
and

(2n+3)’

Z Qyre1Qyscs -+ Qynen T Z Tyrer Ayo@ 1)+ Tyncn = 9—(2n+3)

Dc;=t Dci=t

Proof:

Z Pz1a1Przaz---Prpan + Z Pz1a1P(z2@2)as -Prnan

Pa;=r Pa;=r

= E : PziaiPrsas--Prn—1an—1Po,(a@r) T §
a1a2...an—1 aia...an
a1ag...an—1

1

a1a3a4...0p—1 a2

1
= 32 % 4 X Z Pzia1Pr3azPrsas - Prn_san_2

px1a1p(x2®2)a2

—1

- Z Pzia1PzsazPraays---Prn_1an_1Pxy (o’ r) (anQ + p(mg@Z)ag)

= 372 X Z Pzia1PrsasPryas---Prn_1an_1 (Zpa:n(a’@'r)>

: : pxnflanfl

a1a3a4...an—2 an—1

32 X 4n— 29 « An—4 Z Pzia1Pr3zas <pr4a4>

aias

32 < 4n 29 o An—3 Zp:plal (prgag>
T 32x 4n 32 % 4n—2 (Zp““)

1

- - —(2n+3)
32 x 4n-1

where @’ = a1 S as @ ... D ap_1.

Similarly, one proves the second equality.

Lemma 4.10.

Z P(z192)a1 Pz2az - -Prnan = Z Pzra1P(z2®2)as

Da;=r Da;=r

and

Z A(y1®1)c1 Qy2c2+-Qynen = Z Qy1c19(y201)ca - Qyncn -

@Ci =t @Cl‘:t

"‘pl’n—lan—lpfﬂn(a/@T‘)

~Prnans
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Proof:
By Lemma [4.9] we have that

Z PziaiPrsas---Prpay, T Z Pria1P(z2@2)as - -Prnan

Da;=r Da;=r

= Z Pzia1Prsaz-+-Prnan + Z DP(z1®2)a1 Pr2az---Prnan-

Da;=r Da;=r

Canceling the common term (the two left-most sums) we get

Z P(zi1®2)a1 Pr2az---Prnan = Z Pzra1P(z2®2)az - -Prnan -

Da;=r Sa;=r

Similarly, one proves the second equality.

From Lemma .10 we have

Corollary 4.11. For C =1 or 2
Pr(rs | Ky..K;..K;..K,)=Pr({rs | K1..(K;® C)...(K; & C)..Ky).

Proof:
Pr(rs | Ki..K;..K;..Ky,) = Y Pr(ly| K1) ... Pr(l, | Ky),
@Ii:rs

after changing the summation order

Z1...Tn \Da;=r Pbi=s

= Z (Z p(x1€BK1)a1"'p(In€BKn)an> (Z QI1b1-‘-q:rnbn> (412)
= Z ( Z pxlal--'pxnan) (Z Q(xl@Kl)bl-"Q(a:nEBKn)bn>7 (413)

T1..Tn \Da;=r Pb;=s
where I; = a;|[b;.

By Lemma we can XOR K; and Kj; in (4.12) or (4.13) with C, depending on

whether C' equals 2 or 1, respectively.

O]

We can now show what we have been working towards, namely that the XOR of n

outputs can not have more than two different distributions.
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Lemma 4.14. The XOR of n outputs can have only two different distributions, depend-

ing on the XOR of all common key bits. That is

Pr(rs | K;...K,,) = Pr(rs | 0...0k),

where k = K1[0) @ K1[1] & ... ® K,[0] & K,[1].

Proof:
By Corollary

Pr(rs | Ky...Ky,) =Pr(rs | 0(K1 & K2)K3...K,,)

=Pr(rs | 0..0(K1 & ... 8 K,)).

By the same procedure as in the proof of Lemma [4.6

Pr(rs | 0..0(K1 & ..® K,)) =Pr(rs | 0..0(K; & ... ® K,, & 3)),

which is the same as to say that

Pr(rs|0..0(K1 & ... ® K,)) = Pr(rs | 0...0k).

4.3 3 adjacent S-boxes

Davies and Murphy extended their results for pairs of S-boxes in DES to triplets of

S-boxes. The principle is the same, namely, the output rst from 3 adjacent S-boxes is

non-uniform and is determined by the common key bits. For triplets there are two sets

of common key bits, one for each pair of adjacent S-boxes in the triplet. We will denote

these four common key bits by AB (A and B are 2-bit values), or K; (4-bit value) if

we look at multiple outputs. To compute the distributions, we need to define another

distribution on fixed input-bits and all output-bits for an S-box.

Definition 4.15. An S-box is a mapping S(xs, x4, 3, T2, 1, Zo) = (Y3,Y2, Y1, Y0)-

The Q distribution of S; is the distribution of (x5, 24, z1, Zo, Y3, Y2, Y1, Yo) given uni-

formly random input to S;. We denote Qé@r =Pr(zszy = x, x120 =y, Ysy2y1yo =1).
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X(Z random bits) 2 random bits Y(Z random bits)

S-Box

R

FIGURE 4.16: Q distribution: Qgyr =Pr(X =2z, Y =y, R=r)

If the S-box index is unimportant, we may use the notation ()zy,. See Figure for

an illustration.

Appendix @ lists @y, for all S-boxes. The row index in the tables represent the values
for z,y (2 bit each) and the column index represent r. The tables show that the @

distributions are non-uniform.

The distribution on the 12-bit output from 3 adjacent S-boxes can be calculated by using
the left, @), and right distribution of each S-box. We have

1

Pr(TSt ‘ AB) = m X Z pC(EZQQgL/Z/],-s)q‘{/1+2)
[w@m’:A}
yoy'=B
— i) i (i+2
=16 x Zpgm@A)rQ;;l)q(y@Bg)ta (417)
x7y

where A is the common key bits of 5;,.5,41 and B is the common key bits of S;115;12.
Figure illustrates 3 adjacent S-boxes and the variables in Pr(rst | AB).

(4.17) is an expression for the distribution on rst given key bits AB. We can use self-
convolution or n-fold self-convolution on (4.17) to calculate the distribution for the XOR

of 2 or n such outputs, respectively. We thus have

Pr(rst | AB,CD) = ZPr(abc | AB)Pr(rst @ abe | CD),

abe
Pr(rst | Ki..K,)= > Pr(li| Ki) ... Pr(l, | Ky),
@Ii:rst
where I; are 12-bit intermediate values and K; is the 4 common key bits for the i-th

S-box triplet.

For triplets there can be more than 2 different distributions. Davies and Murphy showed
that rst, the result of an n-fold convolution on 1' can have at most 4 x (3

6n!

distributions. We will now show this using our representation of the distributions.
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FIGURE 4.18: The variables in Pr(rst | AB)

Lemma 4.19.
Let

e XOR of the left-most bit in all K; equals the XOR of the left-most bit in all K
e XOR of the right-most bit in all K; equals the XOR of the right-most bit in all K]
e The two middle bits in K; equals the two middle bits in K]

then

Pr(rst | K;...K,) = Pr(rst | K|...K},).

That is, Pr(rst | K;...K,) does not change if we set the left-most bit in K; (fori < n—1)
to zero, and we set the left-most bit in K, to the left-most bit of K1 & ... ® K,,. The

same is true for the right-most bits.

Proof:

For simplicity, we prove the lemma for a 2-fold convolution of Pr(rst | AB)

Pr(rst | AB,CD) = ZPr(abc | AB)Pr(abc @ rst | CD)

abc
- ( ) (14+2) (i+2) (i+1) (H—l
Z Z x1@A (zQEBC’ (a®r) qu1@B)C yZEBD ) (cdt) ZQflylb xzyz(b®s)
Z1,Y1  a
T2,Y2

let A = [k‘lkg],B = [k3k4],c = [k‘5k‘6],D = [k’7k‘8],

_ (0 (i
= > QPP lessliske]) ()

z1,91 a

x2,Y2
(i4+2) (i4+1) ~H(i+1)
Zq k3k4 q(yz@[kﬂcs] c@t Z meﬂ)szyz bds) )

We fix the middle bits (kq, k3, k6, k7) and "move” the right /left-most key-bits ki, k4, k5, ks
to the last term by Lemma We get

(i) (i)
Zp(m@[klkz aP (zo@kske]) (ar) = me@[Okz] P(2y®[(k1 ®ks)ke]) (adr)
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and

(i+2) (14+2) (H‘Q)
Z q k3k4 )Cq(y269[k7ks] cdt) Z q(y169[k30] (y2®[k7 (ka®ks)]) (cPt)”

The proof can be generalized to an n-fold convolution of Pr(rst | AB).
O

Lemma 4.20. Let W; be the two middle bits in K;. Pr(rst | K;...K, ) will not change
if one swaps W; and W;.

Proof:
Because XOR is commutative, the order in which the outputs from the triplets are
XORed does not affect the distribution. Changing the order of the keys thus give the
same distribution as changing the order of the outputs, since the distribution of an
output is fully dependent on the common key bits. Swapping the two middle bits of K;
and Kj, is the same as first swapping the order of the K; and Kj;, and then reordering
the outer bits back to the original order (which does not affect the distribution according
to Lemma . Therefore, swapping the two middle bits of K; and K; cannot change
the distribution of rst.

O

A naive bound on the maximum number of different distributions, Pr(rst | K;...K,,),
would be 24" (the number of values Kji...K, can have). Using Lemma and
we can give a much lower bound. The XOR of all left/right-most bits in K; can only
have 2 values each. So if we fix the 2 middle bits in each K;, we can have 4 different

distributions.

For each of these 4, we can permute the set of n middle-bit tuples without changing
the distribution. Each of the tuples can have 4 different values (0-3). The number of

different combinations when choosing n elements (with repetition) from 4 elements is

(n+3)!
6n!

Murphy found, namely, 4 x

. The maximum number of different distributions is thus the same as Davies and
(n+3)

4.4 Practical attack

The two previous sections have described how to compute the distributions on the output
of two and three adjacent S-boxes after n rounds, given the common key bits from each
round. Davies and Murphy described a practical attack using this information. The

problem is to find which distribution a known set of plaintext/ciphertext pairs follows.
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For 2 adjacent S-boxes we have only 2 distributions to distinguish between, where the

XOR of all the common key bits decides which distribution the output follows. For 3

(n+3)!
6n!

possible keys into the same amount of classes. A successive attack will give information

adjacent S-boxes we have up to 4 x

different distributions, and can thus divide the

on which class the correct key originates from.

4.4.1 2 adjacent S-boxes

The 8-bit output from two adjacent S-boxed can be regarded as a number i between 0
and 255. There are, as we have seen, 2 different distributions for this output. Which
distribution the output follows is decided from the XOR of all common key bits k. The
probability for output ¢ given k is:

Pi(k) =Pr(rst =1 | k),

where k = @j_; Kj[0,1]. Davies and Murphy proved

Pr(rs | K;..K,) =27 + (=1)*RS,
R= Z (p()azl - pla:l)(pOxz - plxg) T (p[)a:n - pla:n)a

Dx;=r

= Z (qoy: — G2y1)(Qoys — G2y2) * * * (Qoy, — G2y, )-
Dyi=s

We thus have
Pi(k) = d+ (—1)kd;,

where d = 27% and d; is easily computed. An attacker is given m plaintext/cipher-
text pairs where the value i occurs m; times. We denote our observations by M =

(mg, ...,m255). This give us the following likelihood function:

255
L(M;k) =[] Pu(k)™.
=0

The problem is to find out if k = 0 or k = 1. The Neyman-Pearson Lemmal[7] state that
if we fix the probability of guessing £ = 1 when k& = 0, the likelihood ratio test is the
most powerful test, so that the probability of guessing & = 0 when k& = 1 is the smallest.

k= non)

L(M;k=1) 13 (Pi(l)””

0

If the correct value for k is 0, then A will likely be bigger than one. If the correct value

for k is 1, then A will likely be smaller than one. log(A) will, however, be either positive
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or negative, respectively. So if we can decide the sign of log()\), we can decide if £ =0

ork=1.

255 255 255
PZ(O) d+d; 2d;
log A = E mﬂog( ): E milog( ): E milog(l—i— )
= Pi(1 = d—d; = d—d;

)
§ 2d; 9 255

~ m; ~ —

= d—d;  d

255

I = Zmzdl ~ glog)\.
=0

The logarithm was approximated by the first term in the Taylor expansion of log(1+ ),
and the other approximations is justified by d; being much smaller than d. We can thus

use the sign of I to decide if £k =0 or k = 1.

To find the probability of success with a given number of plaintext/ciphertext pairs, we

need the expected value E[I] and the variance Var[I] for I.

255 255
E[I =Y "d;E[mi]| =Y dim(d+ (—1)*d;)

i=0 i=0
255 255
1=0 =0
255 255

Var[l] = Z 2V ar[m;) ~ mdz d? = mdT.
1=0 1=0

Where T' = 2122% d?. Davies and Murphy stated that I is approximately normally dis-
tributed when m is large. To show this, we introduce a random vector M;, with 256

binary entries and of weight 1 and each vector has probability P;(k)

(1,0,0,...,0), Py(k)
(0,1,0,...,0), Pi(k)

So
M; = (g, ..., T255),
where
Elz;] = P(k).
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We thus have

M = (mg, ..., mas55) = mz:l Mj,
=0
E[M;] = (Py(k), ..., Pass(k)),
E[M] =m x (Py(k), ..., Pass(k)),
Var[M;] =V = (v;;) (Covariance matrix)

Elziz;] =

The Central limit theorem|[8] state that as m grows, the following distributions converges

towards the multivariate normal distribution:

M — E[M]

Vm

_—

2% mid; — E|[I
Jm

We can thus approximate I by the normal distribution, N (0, Var[I]). We fix a and

— N(0,Var[M;])

— N(0,d x Var[M;] x d'T).

calculate m, the number of needed plaintext/ciphertext, such that « is the probability
of choosing k = 0 when k = 1.

_ _ o (90— El]
a=Pr(I<0)=9 W)
—E[I]

=0 }(a) =

\/Var[I]’
E[I] = =& () x /Var[l],

(—=1)*mT ~ -~ (a)VmdT,
m?T? ~ (oz)2 x mdT,
“(a)? x d

m=

T

The S-boxes with the largest value for T' is the S-box pair 78. Davies and Murphy
calculated T = 1.32793. If we choose o = 0.0228 we get
®-1(0.0228)% x 278

_ _ 56
m= a7 = 1.51 x 2%,
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An attack to find two key bits, one for odd rounds, one for even rounds, with success
probability (1 —a)? = (1 —0.0228)? = 95.5% will require 1.51 x 2% plaintext /ciphertext

pairs. This is about the same complexity as a brute-force attack on the key in DES.

4.4.2 3 adjacent S-boxes

We saw in Section [4.3] that the 12-bit output from three adjacent S-boxes can follow
a manageable number of distributions. Which distribution the output follows is deter-

mined by which class the key originated from. Let us denote the key class by

U = (@s, W, dv),

where @s is the XOR of the left-most common key bit in each of the n rounds, @v is
the XOR of the right-most common key bits, and W is the set of the 2 middle common
bits from each of the n rounds, sorted in ascending order. All possible values for ¥ thus
represent each of the 4 x (£3)! Jifferent distributions by Lemmas and

6n!

If the key for DES is chosen randomly, the different values for ¥ are not equally probable.
For 2-round DES, for example, there are 4 key bits in . Only one of the 2¢ possible
4-bit string give W = {0,0}, namely (0,0,0,0). There are however, two possible values
which give W = {1,3}, and that is (0,1,1,1) and (1,1,0,1). We can thus calculate a

prior distribution of W.

We denote the initial distribution of W by ¢(w) = Pr(W = w). We denote the prior
distribution of @s and @v by f(¢) = Pr(@® s = ¢) and g(d) = Pr( ® v = d), which is
both % We thus have the following prior distribution for W:

p(c,w,d) = PI‘(\I/ = (vav d)) = f(C)Q(w)g(d)'

The 12-bit output from 3 adjacent S-boxes can be regards as a number i between 0 and

N — 1 =4095. The probability for output 7, given ¥ is

P(V)=Pr(rst=i | K = V)
=d+ di(\l’),
where d = 2712 and K is any key that, according to Lemmas and falls into

the class U. Since we know how to compute Pr(rst | K;...K,;,), we can easily compute
the bias, d;(V), for all ¥.

An attacker is given m plaintext/ciphertext pairs where the value i occurs m; times.

We denote our observations by M = (my,...,my—_1) We have the following likelihood
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function:

and the log-likelihood function

2
L

L(M; W) = %" m; x log(P;(¥))

=0
N-1

= m; x log(d + d;(¥))
=0
N-1

d; (¥

= m; X (log(1 + (d)) + log(d))
=0
N-1 ,

~ mi X di(¥) + mlog(d)
1=0
1 N-1

=3 2 m;d;(¥) — ¢,

where ¢ = 12mlog(2).

We denote the correct key by ¢ and any possible key by 6. We define I(#), which is an

approximation of the log-likelihood.

I((g) = Nz_l mzdl(e) ~ dL(M; (9) +c.
=0

Davies and Murphy’s idea was to do repeated usage of Bayes’ Theorem with the same
observation M, using the old posterior as the new prior. Since M is fixed, the posterior
is proportional to the likelihood times prior. Taking the logarithm of both sides of the

proportionality, we get the following (up to an additive constant).

posterior o likelihood x prior,
log(posterior) = log(likelihood) + log(prior),
log(Pr(0 | M)) ~ log(I(M;6)) + log(p(6)),
log(Pr(0 | M)) ~ 1(0) + log(p(0)),

where o< denotes proportional to. Doing this for each possible key candidate, we alter

the belief for each key cancidate 6 with 1(0). We have the following expectation for 1(9).

N-1 N-1 N—-1
E[1(0)] =Y di(0)E[mi] = > di(@)m(d+di(¥)) =m Y _ di(0)di(1)).
=0 =0 =0

The amount Bayes’ Theorem will alter our belief for  will thus increase as the correlation
between d;(6) and d;(¢) increases. We then choose the § with the highest posterior as

our key candidate.
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By the same argument as for I in the case for 2 adjacent S-boxes in Section 1(0)
is approximately normally distributed when m is large. We want to compute how many
plaintext/ciphertext pairs we need to get a probability (1 — «) for I(1)) to be positive.

For this, we need the the expectation and variance for I(v)).

N-1
EI()]=m > di(y)di(¢p) = mI(¥),
i=0
Var[I(y)] ~ mdl (),

where T'(¢)) = Zi]\;f)l di(1)?. We can now compute m for every possible v, by the fol-
lowing calculations. We then choose the highest m to ensure that I(¢) is likely to be

positive regardless of 1.

ElI(y)] = =% (o) x \/Var[I()],
mI(¢) = =@~ (a)y/mdl (1),
m?T(¥)? = &~ (e)*mdl (),
o Ha)? xd
T

m =

Davies and Murphy computed m for all triplets, and found that the S-box triplets 678
and 781 require 1.51 x 2°¢ plaintext/ciphertext pairs. This is the same amount that is
required for S-box pair 78, and about the same complexity as a brute-force attack on

the key in DES.
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Linear dependencies between

distributions

(4.3) in Chapter [4] shows two relations between the rows in the tables for left and
right distributions. They turn out to have a great impact on relations between other
distributions in DES. In this chapter we will explore such relations. We repeat (4.3 as

a lemma.

Lemma 5.1.

1 1
p(m@?)r + Par = 3727 q(z@l)r + Qzr = 372

More specifically, this chapter will discuss linear dependencies between distributions. A
distribution on a n-bit output can be represented by a 2" vector, v = (vp, ..., van_1),
where each entry v; represents the probability that the output equals 7. By linear

dependencies between distributions, we mean linear dependencies between such vectors.

For a given output, we usually have multiple possible distributions. For example, the
output from two adjacent S-boxes, given the common key bits, have 4 different distri-
butions. Which distribution the output follows depend on the common key bits. Since
we represent distributions by vectors, we can represent the set of all distributions for
a given output by a matrix (distribution matrix). In the example above, the row
index represents the value for the common key bits and the row vector represents the

distribution.

Representing all distributions by matrices gives us the ability to effortlessly use terms like
rank, kernel, nullspace, etc. on distributions. When we refer to the rank of distributions,

we mean the rank of the distribution matrix.
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5.1 Relations in left and right distributions

Lemma trivially gives us one relation each for the left and right distributions. The
same relation can be found by looking at the tables for left/right distributions in Ap-
pendix [A] Take, for example, the table for the right distribution for an S-box. If we add
the first two numbers in each column and subtract the last two numbers in the same

column, we get an all zero row. We thus have:

Par — P(z@1)r + Pxo2)r — P(z@3)r = 0,
Ger + dza1)r — Aze2)r — dza3)r = 0. (5.2)

The above equations hold for x = 0,1,2, 3, so they are actually 4 relations each. All of
them are however, either equal to or the negative of the following relations:
Por — P1r + D2r — P3r = 0 and qQor + q1r — q2r — q3r = 0. (53)

The tables for the left/right distributions can be seen as matrices. We know that there
exists at least one linear relation between the rows in these tables. The rank of each
matrix must therefore be at most 3. Computing the rank of the 16 matrices, one for the
left and one for the right distribution for each of the 8 S-boxes, we see that it is 3 for
all of them. The linear relations in can be represented by row vectors.

c'=(1,-1,1,-1) and C?=(1,1,-1,-1).
We have that
> Chixpuaay=0 and Y Ch X queay =0. (5.4)
A A
If we multiply C' or C? with the matrix for the left or right distributions, respectively,

the result is a zero vector.

5.2 Dependencies in distributions of 2 adjacent S-boxes

As described in Section the 2 right most input bits of S; XORed with the 2 left
most input bits of S;;1 is the XOR of some of the round key bits, called common key
bits. The probability for output rs from S; and S;11 given the common key bits A is

Pr(rs | A) —4xsz@A m“>—4xz Dgtiih s
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From Lemma [£.6] we can find two linear dependencies. The following equations show

these dependencies represented as sums of distributions.

Pr(rs | 0) —Pr(rs | 3) =0,
Pr(rs | 1) —Pr(rs | 2) =0,

for any rs. Represented as vectors, we have

(1,0,0,—1) and  (0,1,—1,0). (5.5)

We can also use ([5.4) to get two linear dependencies between distributions on rs. The

vectors representing these dependencies will be the same as C' and C?.

ZC’AXPr rs| A) ZC’AX <4><pr@A qx?’l)) (5.6)
=4x> Y Cax p(x@A g\
A x
=4 x ;qgjl) (%: C 4 % pEQEDA)r)
=4x> ¢l x0=0,

for C = C',C? and any rs. We now have four linear dependencies, two from (5.5) and
two from (5.6). All these dependencies can be represented by one of the row vectors in

the matrix R below.

1 0 0 -1

0 1 -1 0
R:

1 -1 1 -1

1 1 -1 -1

We want to use R to compute an upper bound on the rank of the distribution matrix.

For this, we introduce the following lemma.

Lemma 5.7.
Let M be a matriz with k rows and R be any matrixz such that R x M = 0. Then

rank(M) < k — rank(R).

Proof:
By the Rank-nullity theorem we have that

rank(M ") +nul(M ") =k,
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where M T denote the transpose of M. The row vectors in the basis of R must be in the

left null space of M. So

nul(M ") > rank(R),
nul(M ") = k — rank(M) > rank(R),

rank(M) < k — rank(R).
O

Pr(rs | A) has four distributions, so the distribution matrix thus have 4 rows. The
rank of R is 2, so the rank of the distribution matrix must be < 4 — 2 = 2. We have
computed the rank to be exactly 2, so we know that we have found all dependencies in
the distribution matrix. We already knew from the result of Chapter [4] that there are

only two different distributions, so the rank could not have been larger than 2.

5.3 Relations in () distributions

Definition defines the @ distribution as the distribution of (x5, x4, 1, o, Y3, Y2, Y1, Y0)-

It also defines

QY. = Pr(zszs = x, m170 =Y, Ysy241%0 =7),
where z; and y; are input and output bits of the S-box S;. Appendix [B] lists the Q)
distribution for each S-box, where each row index represent x||y and the column index

represent r. These tables can be seen as matrices. We will find relations between its

rows. By definition we have

Lemma 5.8.

Z Qa:yr = Dyr and Z szr = qar-
T Y
By Lemma [5.1) and Lemma [5.8

1 1
Z Q:cyr + Qm(y@Z)r = 372 Z Qm(y@l)r + Qx(y@?))r = 372 for any y, (59)
and

1

1
Z Q:):yr + Q(m@l)yr = 372 Z Q(m@Q)yr + Q(z@S)yr = @ for any .
Yy Yy

Subtracting one of the above from another will be a linear relation in a @ distribution.
There are 6 ways to choose two of the above sums (unordered and with no repetition).

We computed 6 linear relations and the rank of the corresponding relation matrix which
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was found to be 3. We have selected three independent relations, out of the 6, and listed
them as vectors in Table G101

c3= 0 10 10 1 0 1 -1 0-1 0 -1 0 -1 0
c*=1 11 -11-11 -1 0 0 0 0 0 0 0 0
¢c°=1 11 11 11 1 -1 -1 -1 -1 -1 -1 -1 -1

TABLE 5.10: C3, C* and C°

Since the rank of the relation matrix is 3, the rank of the tables in Appendix [B] can be
at most 16 —3 = 13. We have computed the rank for each table which indeed is at most
13. The rank of @y, for each S-box is listed in Table For some of the S-boxes
the rank is lower than 13. Some of these "extra” relations comes from equal rows in the

tables, but not necessarily all of them. We have not investigated this any further.

St Se S3 Sy S5 S St Sy
# different rows | 15 12 16 12 16 16 16 15
Rank 12 10 13 10 13 13 13 12

TABLE 5.11: Rank and number of different rows in each @) distribution

We now show how the vector C® was computed. The same method was used for C* and
C®. First, we selected two of the relations in (5.9)).

1 1
Z Qx’yr + Qxl(y@2)r = @’ Z me’r + Q(x@l)y/r = ﬁ
x’ Y

We subtract them from each-other to get a linear dependency.

0= (Z sz’r =+ Q(m@l)y’r) - (Z Qr’yr + Qx’(y@Q)r) )
,y/ x/
0= Z me’r + Q(z@l)y’r - Q:c’yr - Qx’(yeBZ)r-
x/ y/

Substitute 2’ =z @ A, y = y ® B and get

0= Z Qz(yEBB)'r + Q(x@l)(y@B)r - Q(a:EBA)y'r - Q(xEBA)(yEBQ)rv (512)
A,B

for any = and y.
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Set x =y=0

0= Z Qopr + Q1Br — Qaor — Qa2

AB
0 = Qo1r + Qozr + Qu1r + Q13r — Q20r — Q220 — Q30r — Q321 (5.13)

The coefficient vector for (5.13) is C®, which is what we wanted to show. Each entry,

CiB, is the coefficient at Qapr, and also QgA)(yoB)r (since we derived 1’ from
(5.12) by setting x = y = 0). The same procedure was used to find C* and C®. So

> Cus x Queayyenyr =0,  forC =C* C* C°. (5.14)
A,B

5.4 Dependencies in QDES

In this section we study multiple adjacent S-boxes in a modified version of DES, called
QDES. The round function F' in QDES consists of n adjacent S-boxes (instead of 8 as in
DES). The number of input-bits to I is thus 4n and the number of key-bits is 6n. The
expansion function E' : Z3" — Z§" "wraps around” the first and last bit in the same
way that the original E' does in DES (see Table .

We want to find the distributions of the output from all S-boxes in 1-round QDES,
given common key bits for all pairs of neighbouring S-boxes. We also want to find linear
dependencies between these distributions and thus get an upper bounds on the rank of
the distribution matrix. (5.16|) and (5.17) show how to compute the distribution of the
output for QDES with 2 and n S-boxes. Figure [5.15] illustrates the S-boxes in QDES

where n = 3.

x1 D A1 T2 To D Ag X3 xr3 D A3 a1l

S-box S-box S-box

1 T2 3

FIGURE 5.15: Modified version of DES with 3 S-boxes
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2)
Z$ Y Q (zdA yrQ(yGBB

Pr(rs | AB) = Pr(AD) (5.16)
=16 x ZQ&)@A )yr 5@3
=16 x ZQE?@A )(y&B)r ny)s
=16 x Zley),,Q (y®B)(z®A)s’
Pr(ri..m | Ki..Ky,) = 27" x Z 0] N o] PR (5.17)

Z1..-Tn

To compute the distributions for QDES, we only need the ) distribution for each S-box.
We can use (5.14) to compute dependencies between the distributions by the following

lemma.

Lemma 5.18.

> Crikpuy X Pr(ri.ry | K. Kyp) =0, for C = C3,C*, C5,
KiK;t1

where K; are the common bits between S;—1 and S;, and K;y1 are the common bits

between S; and S;i1.

Proof:

Z Crikip X Pr(ri..rm, | Ki..Ky)
KiKit1

Z CK Kit X Z ( (z1®K1)x2r1 " Qggi@Kn)xlrn>

K; KH—I T1..-Tn
_ o2n (H‘l)
= 2" % K; Ck, Kit1 X Z ( (wl@K $z+17“zQ(fci+1@Ki+1)xi+27’i+1
i+1 T1..-Tn

— 92 i+1
=27 x Z Z CKiKi“ ( Q(wz@K ) (@it 1OKip1)ms QSEZz‘HzCiJrﬂ“z‘H )

T1...Tn KiKi+1

__ 02
= 2°" %« Z ( ( Z CKKz-HXQxZ@K $z+1@Ki+1)7“i)

Z1...Tn KK
=2""x Y (..)x0=0.
T1...Tn

O]

The equation in Lemma, hold for all possible values of K; (j # 4,7+ 1). There is
n — 2 such Kj;, with a total of 22n=4 different values. There are three vectors C, and n
choices of 7. This gives a total of 3n x 22"~ linear dependencies in QDES that comes
from ([5.14)).
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We have computed all 3n x 22"~% linear dependencies from Lemma and the rank
of the corresponding relation matrix for 2 < n < 7. The complexity for computing the
relation matrix for n = 8 (full DES) was too high. The following table lists the result.

M is the distribution matrix and R is the relation matrix.

# S-boxes, n | 2 3 4 5 6 7
# rows M 16 64 256 1024 4096 16384
# rows R 6 36 192 960 4608 21504

rank(R) 6 33 158 715 3123 9091
rank(M) < 10 31 98 309 973 7293

TABLE 5.19: Rank of and number of rows in M and R

We have computed the rank of the distribution matrix for 2 < n < 4, and found that the
relations described above are all the linear dependencies for these values of n. rank(M)

for 5 < n < 7 are only upper bounds.

5.5 Dependencies in distributions of 3 adjacent S-boxes

In this section, and for the rest of the thesis, we will work with full DES again. We are
going to study 3 adjacent S-boxes like in Section (4.17) shows how to compute the
distribution on output rst given the common key bits AB. We repeat (4.17)) here for

the convenience of the reader.

Pr(rst | AB) = 16 x ZPEQ@A)TQ%D‘J%%# (14.17))
.,y

_ i) H+1) (3+2)
=16 x Zpgﬁjr)Q(i:@A)(yeaB)sqyjt :
z?y

To find linear dependencies between distributions for the output of 3 adjacent S-boxes,

we can use (5.4) and (5.14). We have derived (5.21)), (5.22)) and (5.23) from them. C*
and C? are defined by (5.4) and C3, C* and C% are listed in Table We can derive

11 linear dependencies from the three equations.

Lemma 5.20.
for any B ZC&! x Pr(rst | AB)=0, (5.21)
A
for any A ZC’% x Pr(rst | AB)=0, (5.22)
B
for C € {C3,C* C°} > Cup x Pr(rst | AB)=0. (5.23)

AB
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Proof:
We will prove ([5.21]):
(j+2
ZCA x Pr(rst | AB) =16 x ZCA X (ZP(I@A)TQ%? (;];@B)) )

=16 x ZZ O % ( %@A)TQ%EUQ&«SQB))J

Ty A
2)
=16 x Zngytl ((g];;gB (Z C x p(z@A)T>
— 16 x ZQ(Jy@B Lag ) x0=0.

Similarly we prove (5.22). We will prove (5.23]).

42
_Cap x Pr(rst | AB) =16 x ZCAB x (me ;glfz)(yeaB)sqz(ﬂf )>

AB
=16 x ZAZ: Cap % ( o7 Egcgalfz)(y@B)sng))
Yy AB

2 1
=16 x pr qy]f <Z Cuap X Q&;A) y@B)S>

=16 x meqyt x 0 =0.
O

We have computed 11 linear dependencies from (5.21)), (5.22]) (5.23)). The rank of the

relation matrix is 10. We have also computed the rank of the distribution matrix which

is 6. Since there are 16 distributions in total, we know that we have found all the linear

relations between the distributions for the output of 3 adjacent S-boxes.

5.6 3 adjacent S-boxes after multiple rounds

So far in this chapter, we have only discussed dependencies between distributions of
1-round DES. In this section we will study dependencies between the distributions of

the output from 3 adjacent S-boxes after multiple rounds.

The ciphertext in DES is the XOR of outputs from multiple round functions, F'(X, K).
We ignore the initial permutation, final permutation and the permutations in the round
function. The XOR, of the left-most 32 bits in the plaintext and the right-most 32 bits in
the ciphertext is thus an XOR of eight outputs from the round function. Similarly, the
XOR of the right-most 32 bits in the plaintext and the left-most 32 bits in the ciphertext

is also an XOR of eight outputs from the round function.
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As discussed in Section the distribution of the XOR of n outputs from the round
function is the n-fold convolution of Pr(rst | K). The following equations show how to

compute the distribution for 2 and n rounds.

Pr(rst | AB,CD) = Pr(abc | AB)Pr(rst ® abc | CD), (5.24)
abc

Pr(rst | Ki..K,)= > Pr(l| Ki) ... Pr(l, | Ky), (5.25)
@Ii:rst

where abc and I; are 12-bit intermediate values.

5.6.1 Dependencies from C!, ..., C°

(5.4) and (5.14) are used to compute dependencies between the distributions of rst after
n rounds. The following equation hold when R is any of the 4-bits K;, the left-most 2
bits in any K; or the right-most 2 bits in any K; (i = 1,...,n).

Lemma 5.26.

> Crx Pr(rst | Ki..K,) =0,
R

where Cp = C' if R is the two left-most bits in K;, Cr = C? if R is the two right-most
bits in K; and Cr = C3,C4, or C° if R is any K;.

Proof:

> Cr x Pr(rst | Ki...K,)
R

=Y Crx| >  Pr(li|Ky)..Pr(I,|Ky)

R EB I;=rst

= > Y CrxPr(Iy | Ki) ... Pr(I, | Ky).
@Ii:rst R

Assume R = K, without loss of generality

= > > Ok, x(..Pr(I; | Kj) ...)

@Iizrst K;

= > (..)x (Z Ck, x Pr(l; | KJ))
@Iizrst K;

= > (..)x0=0.
@Ii:rst

The last step comes from Lemma [5.20
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5.6.2 Number of different distributions after n rounds

Davies and Murphy found that there are at most 4 x (n6+ 3)! (660 in the case of full DES)

n!

different distributions after n founds. We want to find and compute exactly how many

different distributions there are.

The key schedule in DES might duplicate key bits in K; (0 < ¢ < n). If, for example,
Pr(rst | Ki...Kg) is the distributions for the S-box triplet 812 in 8-round DES, then
Ki[2] = K3[3] and K4[2] = K5[3]. The common key bits for each round are thus
dependent for some triplets. We do not know if it is possible to use this to reduce the

upper bound on the number of different distributions.

As Davies and Murphy pointed out, the n-fold convolution of Pr(rst | K) can efficiently

be computed using fast Walsh-Hadamard transform. We computed all 4 x (”62 i!)’)! dis-

tributions for n = 2,...,8. Table list the number of different distributions for all

triplets of S-boxes for 1 to 8 rounds.

As the table shows, the number of different distributions for S-box triplet 456 is for some

reason only increasing by 8 for each extra round, whereas the other triplets has exactly

4 % (”65’)! different rows.
n | Max bound | 123 234 345 456 567 678 781 812
1 16 16 16 16 16 16 16 16 16
2 40 40 40 40 24 40 40 40 40
3 80 80 80 80 32 80 80 80 80
4 140 140 140 140 40 140 140 140 140
5% 224 224 224 224 48 224 224 224 224
6 336 336 336 336 56 336 336 336 336
7 480 480 480 480 64 480 480 480 480
8 660 660 660 660 72 660 660 660 660

TABLE 5.27: Number of different distributions for 3 S-boxes after n rounds

5.6.3 Dependencies between distributions after n rounds

How many linear dependencies can we calculate from Lemma First consider the
dependencies from C3, C* and C°. Y i [Ck, x Pr(rst | Ki..K,)] = 0 hold for all
possible values for the (n — 1) other K; (j # i). There is 29"~% such values. There
are n choices for i, and three choices for C. This gives a total of 3n x 24*~* linear

dependencies.
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Next, we consider linear dependencies from C' and C?. These vectors have only 4
entries, so we only sum over the two left or right-most bits in K;. There are n possible
choices of i. Lemma [5.26] holds for the four possible values for the remaining 2 bits in
K; and for all possible values for the (n — 1) other K; (j # i). The total number of

linear dependencies is thus 8n x 2474,

The total number of linear dependencies from Lemma is 11n x 24"~* which becomes

233-5 entries.

impractical after 3 rounds as the relation matrix for 4 rounds would have =
To find a upper bound on the rank of the distribution matrix, we need to compute the
rank of the relation matrix. So we want to find linear dependencies between the at most

N =4 x % different distributions.

Lemmas and gives a structured way to select N distributions such that each
different distributions are selected at least once. Algorithm 3 generates a set D that
contains N vectors of length n, where each entry in the vectors are a 4 bit value. One

vector can be used as K7, ..., K, and thus represents one distribution.

Algorithm 3

Step 1: Let S ={0,1,2,3}, N = (n+3)! and let G be a generator which generates all un-

6n!

ordered tuples of S of length n. Each tuple should be sorted in ascending order.

Step 2: Prepare a list D where we will store the common key bits representing the
distributions.

Step 3: Use G to generate the N possible tuples.

Step 4: For each tuple ¢t from Step 3:

e Extend each of the two bit values ¢;, to four bit values T; by appending a
zero bit left to the left-most bit and a zero bit to the right of the right-
most bit in ¢;. That is, we have a vector T' with quaternary elements and
T; = (0, (1], (0], 0).

e Compute K by copying T to K“ and set K = T, ® a for each o €
{0,1,8,9} (each possible value for the two outer bits) and add K to D.

The two underlined statements in Algorithm 3 give us a structured way to compute linear
dependencies between the distributions represented by the vectors in D. Algorithm 4

show how we computed linear dependencies between the different distributions.

Algorithm 4

Step 1: Let D be the set of common key bits representing the different distributions
from Algorithm 3
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Step 2: Prepare a storage space R where we will store the dependencies.
Step 3: For each K;...K,, in D:

e Repeat the next 5 steps for all (0 <i < n)

e Make a list of pairs,
L ={(Ck,, K;...K,,) | for all 16 values for K;}.

e Because we have changed the value of Kj;, the 16 different distribution rep-
resented in L is not necessarily in D. The second co-ordinate in L; can
be mapped to different value K7....K/, representing an equal distribution by
sorting the set of all middle bits in each K; and "moving” the outer bits in
any Kj to K,. (Lemmas and Lemma [1.20). We know from how we
designed D that K7....K] will be in D. We now have:

L ={(Ck,, Ki...K},) | for all 16 values for K;}.

e Make a vector, V, of length N and set all entries to zero.

e [ is a list of distributions in D and coefficients to these distributions such
that the sum of all these is the all zero vector. For each of these pairs in L,
find the index of K7...K], in D and set the value at the same index in V' to

the value in the fist co- ordinate in the pair from L (the coefficient).

e Check if V is in R and append it to R if not already there.

The 2nd and 3rd points in step 3 in Algorithm 4 assumes that C' is one of C3, C* or C°.

The procedure is easily adjusted for C' and C?. The maximum bound on the number

(n+3)!
6n!

from Lemma [5.26 is more than 10733 times as much.

of relation in R is 4 x x 56m. The total number of dependencies we can calculate

It turns out that in practice, many of the dependencies generated in step 3 are equal to
dependencies already in R, and therefore not added to R. For example, R contains 3342
different dependencies for n = 8 instead of the maximum bound, ~ 3x10°, or the number
of possible dependencies from Lemma which is = 10'%. We ran both algorithms for
n = 2,...,10 simultaneously and computed the rank of all relation matrices in less than

five minutes using approximately 1GB of memory.

The maximum number of different distributions minus the rank of the relation matrix
computed by Algorithms 3 and 4 is a maximum bound on the rank of the distribution
matrix. Table lists the upper bound and the actual rank for each triplet for 1-8
rounds. The upper bound on the rank of the relation matrices for 9 and 10 rounds is 58

and 69, respectively.

Again we see that the triplet 456 is abnormal. There are also a few unknown dependen-
cies between distributions for triplet 123 and 345 after 6 rounds or more, which we have

not investigated any further.
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Upper bound

123 234 345 456 567 678 781 812

0 N O ULk W B

6
9
13
18
24
31
39
48

6 6 6 6 6 6 6 6
9 9 9 7 9 9 9 9
13 13 13 8 13 13 13 13
18 18 18 9 18 18 18 18
24 24 24 10 24 24 24 24
30 31 29 11 31 31 31 31
36 39 34 12 39 39 39 39
42 48 39 13 48 48 48 48

TABLE 5.28: Rank of pQq after n rounds

The distribution matrices for triplets 234, 567, 678, 781, and 812 have the same rank as

the upper bound. For these triplet, Algorithms 3 and 4 have thus found all linear de-

pendencies between distributions on rst, for < 8 rounds. They originate from properties

common to all S-boxes.
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Conclusion

In this thesis, we started with a survey of Matsui’s linear cryptanalysis and Davies and
Murphy’s analysis of pairs and triplets in DES. Davies and Murphy showed that the
distributions of the output from two and three adjacent S-boxes are non-uniform, and

easily computed given some of the key bits.

The output from two adjacent S-boxes in DES has only two different distributions, and
is determined by the XOR of what we called the common key bits in each round. The
number of different distributions of the output from three adjacent S-boxes is low and

determined by the common key bits.

Davies and Murphy gave a known-plaintext attack exploiting the non-uniform distri-
butions. The attack on S-box pairs and triplets both has about the same complexity,
as brute-force attack on the key in DES as ~ 2°0 known plaintext/ciphertext pairs is

needed.

There are linear dependencies between those distributions. We defined a distribution
matrix and relation matrix. These were used to compute an upper bound on the number
of linear independent distributions and to show that, in some cases, all linear dependen-

cies were found.

All linear dependencies for all S-box pairs and triplets in 1-round DES were found. We
looked at a different version of DES (QDES) with fewer S-boxes, in an attempt to com-
pute the rank of all distributions for the output of all S-boxes. All linear dependencies
for QDES with up to 4 S-boxes were found, and an upper bound on the rank of the
distributions for QDES with up to 7 S-boxes was computed. The complexity for com-
puting dependencies between the distributions for QDES with 8 S-boxes (full DES) was
too high.
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Davies and Murphy showed that the maximum number of different distributions for
the output of any S-box triplet in full DES is manageable and that they are easily
computed. We found an upper bound on the rank of these distributions, and computed

linear dependencies between them.

It was found that S-box triplet 456 has a lower number of different distributions, and
thus has a greater number of linear dependencies than the other 7 triplets. All linear
dependencies were found for 5 of the S-box triplets in full DES. The linear dependencies

originate from properties common to of DES’ S-boxes.

We do not know whether or not the linear dependencies described in this thesis can be
used to enhance an attack on DES. We find the results very interesting, and hope to

answer this question some day in the future.
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Appendix A

Right and left distribution for

each S-box

The following tables show the normalized right/left distributions. That is, each entry
is 20 times it’s original value to make it more readable. The 4 first rows in each table

show p., and the last 4 rows show q,.
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TABLE A.1: Right and left distribution for Sy
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Appendixm Right and left distribution for each S-box

TABLE A.2: Right and left distribution for So
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8

TABLE A.3: Right and left distribution for Ss
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8

TABLE A.4: Right and left distribution for Sy

9 10 11 12 13 14 15

8

TABLE A.5: Right and left distribution for S
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TABLE A.6: Right and left distribution for Sg
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TABLE A.7: Right and left distribution for S7
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8

TABLE A.8: Right and left distribution for Sg
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() distributions for each S-box

That is, each entry is 2°

The following tables show the normalized @) distributions.

times it’s original value to make it more readable.
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TABLE B.1: @ distribution for S;
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TABLE B.2: @ distribution for S,
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TABLE B.3: @ distribution for S3
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TABLE B.4: @ distribution for Sy
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TABLE B.5: @ distribution for S
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TABLE B.6: @ distribution for Sg
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TABLE B.7: @ distribution for S;
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TABLE B.8: @ distribution for Sg
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