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Abstract

Recent advances in telecommunication and networking have a potential to influence
healthcare management and healthcare delivery processes in a manner that was not possible sev-
eral years ago. Numerous wireless and mobile networks, emerging mobile devices, platforms,
and operating systems available today are starting to be used to collect, transfer, and analyze pa-

tient medical data in a transparent and controlled manner independent of time and place.

This dissertation investigates problems and issues related to successful development, adop-
tion, and integration of mobile services in healthcare information systems for patients. In the con-
text of the development of mobile application that enables access to the CONNECT (Care On-
line: Novel Networks to Enhance Communication and Treatment) system, the following research

questions are addressed:

* What are the main functionality and user interface requirements for developing user-
friendly, adaptable and well-accepted applications that enable the patient’s mobile ac-

cess to a patient support system such as the CONNECT system? (Paper 1I)

*  What are the security requirements for enabling secure mobile access to a patient support
system such as the CONNECT system, and how can they be properly met without com-

promising usability of the system? (Paper III)

*  What is the best approach for enabling seamless and context aware access to patient sup-
port system such as the CONNECT system over different types of terminals and access

network on secure and user friendly manner? (Paper IV)

The main challenge of the presented work has been to encompass the complex and interdis-
ciplinary field of utilization of mobile technology in a healthcare information for patients such as
the CONNECT system. The presented work makes contributions in the areas of: development
and integration of user-friendly and useful mobile services in healthcare information systems for
patients, development of secure and user-friendly solutions for enabling access to patients’ pri-
vate health-related information, and development context adapted patient support systems that
provide secure and user-friendly access to patient data over various types of terminals and access
networks. During the research work conducted as part of the dissertation, different system
stakeholders were involved and user’s design and functionality requirements from mobile
healthcare services for patients were identified, the current technical and legislation environment
in healthcare information systems in Norway were researched, and different options and tech-
nologies for integrating various types of (mobile) access platforms to healthcare information

services were studied. Even thought the contributions presented in the dissertation are gained




through work on the CONNECT project and are closely related to development of the CON-
NECT Mobile application, the results can be applied to a wide range of healthcare information
systems with similar design and functionality requirements that handle sensitive and private data

and require high level of user-friendliness and usefulness.
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Preface

This dissertation has been submitted to the Faculty of Mathematics and Natural Sciences at
the University of Oslo (UiO), as partial fulfillment of the requirements for the degree Philoso-
phiae Doctor (Ph.D.). The work has been carried out at the Center for Shared Decision Making
and Collaborative Care Research at the Oslo University Hospital as a part of larger study (PI, C.
Ruland). The main supervisors were Dr. Haakon Bryhni and Professor Cornelia Ruland. The
work was financially supported by the Norwegian Research Council through the project
176823/S10 called “Communication and Information Sharing between Patients and their Care

Providers”.

This dissertation consists of four chapters. Chapter 1 introduces the research topic and main
research areas, defines the research methodology, outlines the motivation for the dissertation, and
presents the research questions. Chapter 2 introduces the theoretical background and main con-
cepts used in the dissertation. Chapter 3 presents short summaries of the four papers contained in
the dissertation and describes related work in the specific research areas. Chapter 4 summarizes

final conclusions and main contributions of the dissertation and presents areas for future work.

The results of this research have already been presented at conference publications. The last
part of the dissertation contains four papers: a survey paper of relevant projects using mobile de-
vices and mobile applications in healthcare (Paper I), a paper that addresses research issues in the
development and design of a user-friendly mobile healthcare application that enable mobile ac-
cess to patient support system (Paper II), a paper that proposes a secure solution for mobile ac-
cess to patients’ private medical information (Paper III), and a paper that describes a framework

for development of ubiquitous patient support systems (Paper IV).
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Chapter 1: Introduction to the research
topic and research methodology

Mobile devices are becoming more and more popular and accepted as an important part of
our everyday life. They provide access to numerous services and allow us to stay connected in-
dependent of location and time. There has been an increase in the utilization of mobile services in
many application areas such as learning, government, and business. The healthcare sector is also
slowly starting to recognize and leverage the advantages of ubiquitous and seamless information
systems. This dissertation addresses some of the main challenges and problems in order to enable
user-friendly, secure, ubiquitous, and timely healthcare information delivery at the point of need,
and provides some answers to why acceptance and wide deployment of mobile services in the

healthcare sector is still low despite great potential.

There is a large body of research that demonstrates how utilization of mobile and wireless
technologies in the healthcare sector can provide higher efficiency and quality of healthcare de-
livery and ensure lower cost of healthcare services [1-4]. Some of the areas where mobile
healthcare services can provide a great advantage in comparison to traditional ways to deliver
care, as described by Shieh and colleagues [1], are: home-based telemedicine for chronic and
long term illness care (vs. traditional communication which requires clinical visits), mobile wire-
less devices for displaying up-to-date clinical information at the point of care (vs. traditional
desktop PC applications or paper based systems), systems for emergency situations in remote
locations where patient information is retrieved and treated by specialists from a remote location
(vs. traditional emergency systems that lack correct and complete data at the time of service), and
electronic health records that can be shared by both patient and healthcare provider (vs. standard

paper-based healthcare records available just to healthcare provider).

Mobile access to healthcare services can provide a great advantage to various stakeholders,
such as patients, healthcare personnel, and healthcare institutions. For example, patients can
monitor their condition on their own, be more involved in their medical treatment and decision-
making process, and stay connected with the healthcare provider at all times. By introducing mo-
bile and wireless technologies, healthcare organizations can cut communication and treatment
costs by reducing the number of patient hospital visits and hospital stays while increasing avail-
ability and productivity [2]. Healthcare providers can be offered ubiquitous, timely access to pa-
tients’ health records, medical knowledge databases, and consultation with other experts in the
specific fields at the point of need. Emerging technologies can be also used for gathering
healthcare related data and transforming them to electronic form, making the healthcare informa-

tion in this manner more centralized, accessible, and always up-to-date both for healthcare pro-
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viders and patients (e.g., a repository of healthcare related information in digital format accessi-
ble from different settings inside healthcare institutions called Electronic Healthcare Record
(EHR) [5-7], or a personal self-managed medical record where individuals update their own

health related data usually referred as Personal Healthcare Record (PHR) [8-10]).

Norway, among other countries, has recognized the potential of new and evolving informa-
tion and communication technologies for solving emerging healthcare related issues. The Nor-
wegian Directorate of Health reports an increase in the aging population in recent years and as a
result anticipates a higher prevalence of dementia, chronic illness, cancer, heart and lung insuffi-
ciency and musculoskeletal illness in the near future [11]. In addition, changes are expected in
distribution between major groups of diseases as well as the appearance of new medicine and
treatment methods. To address these challenges, Norwegian health authorities have set up nu-
merous national plans and strategies in the last few years with the goal of improving healthcare
services (e.g., The Coordination Reform [12], National Health Plan for Norway (2007-2010)
[13], Interaction 2.0 - National eHealth strategy 2008-2013 [14]). All of these plans and strate-
gies report a requirement for developing and improving healthcare services using new and
emerging technologies, such as eHealth. In the literature, the term eHealth is often used to repre-
sent utilization of Internet and other related information sources and communication technologies
in the healthcare industry to improve access, efficiency, effectiveness, quality of healthcare sys-
tems, and improving the health status of patients [15]. For example, Interaction 2.0 puts a strong
focus on: network based services for patients and the general public, patient access to summa-
rized medical information, electronic exchange of information and knowledge, and telemedicine

and new information and communication technologies [14].

However, even though the advantages and needs for integrating mobile technology and ad-
vanced mobile services in the healthcare sector are identified and recognized, their wide deploy-
ment is still a work in progress. Before mobile services in healthcare can live up to their full po-
tential, many issues and challenges must be addressed and resolved. Some of them are: privacy,
security, and protection of highly private and sensitive data; limited capabilities of wireless and
cellular communication networks; limited capabilities of mobile devices (e.g., display, processing
power, and input characteristics); a large diversity of mobile devices and their specific capabili-
ties; low interoperability; the complexity of different healthcare services and healthcare informa-
tion systems, as well as numerous stakeholders in the healthcare system (e.g., providers, insurers,
consumers, employers, and government entities), and legal and regulatory aspects [16-19]. The
problem is not just the large number of identified issues, but also the high interrelationship be-
tween them. For example, the usefulness and user-friendliness of mobile services is related and

often determined by limited capabilities of wireless and cellular communication networks and
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mobile terminals. Limited characteristics of networks and terminals are further related to how
security and privacy issues are addressed, and security and privacy mechanisms, which are re-
lated to legal and regulatory rules, further can affect user-friendliness and usefulness of the mo-
bile services. As a result, addressing one research issue in isolation without considering related
challenges and problems is usually not possible. Due to the complex problem space and the nu-
merous inter-correlated research issues further research work is needed to address these issues in
relation to each other, as done in this dissertation in the context of the CONNECT research pro-

ject.

1.1 CONNECT (Care Online: Novel Networks to
Enhance Communication and Treatment) project

The work presented in the dissertation is part of the CONNECT (Care Online: Novel Net-
works to Enhance Communication and Treatment) research project. The main goal of the CON-
NECT project is to identify key factors that are related to successful adaptation, implementation,
and maintenance of Internet-based support systems for communication and information sharing
between and among patients and care providers. To address these challenges as part of the
CONNECT project, a patient portal was developed that integrates a suite of Internet-based tools
designed to support patients in illness management (referred to in this dissertation as the CON-
NECT patient support system). Here patients can monitor their symptoms, obtain individually
tailored evidence-based self-management support, ask questions to a clinical nurse specialist,
communicate with other patients in a forum, and use a diary. By providing patients with around
the clock access to important health information, the goal of the CONNECT system is to help
patients to better understand and manage their illness, become more engaged in their own health
care and the decisions they face, and improve communication with their care provider [20-22].
The system is currently adapted in order to support patients with chronic or serious long-term
illnesses, but the general principles can be implemented in a wide range of diagnoses. Several
randomized clinical trials tested different parts of the system, and the results show improved pa-
tient provider communication, less symptom distress and depression, and better self-efficacy for

patients with access to the CONNECT system [3, 20-25].
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Figure 1. The CONNECT system architecture [26]

The CONNECT system architecture is shown in Figure 1. The CONNECT patient support
system consists of several modules providing patients with different functionalities as described
above. The purpose of an Integration layer is to provide connection with EHR system and other
services in a hospital information system. Implementation of the Integration layer is part of the
current research conducted as part of the CONNECT project. The messaging system based on the
EbXML framework as proposed by the Norwegian Centre for Informatics in Health and Social
Care [26,27] is used to enable communication between multiple systems. To preserve security of
the communication, messages are transferred over a secure network (The Norwegian Health Net-
work [28]), while special proxy servers are used for translation and integration of the message
files in different parts of the hospital information systems. The goal of the proposed architecture
is to provide both clinicians and patients with access to the system through a joined interface (for
both clinicians and patients) or through separate, more private interfaces (for patients only). The
system is designed with the goal to enable patients to gain access over different terminals (web
application, mobile application(s)) and communication networks, and receive information

adapted to their specific needs and context of use.
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Figure 2. CONNECT application — a screenshot of the application’s main menu showing the in-

cluded supported functionalities

The underlying CONNECT web-based application adapted for running on standard PCs and
laptops (interface shown on Figure 2) was previously developed and tested as part of the research
work in the CONNECT project [3, 20-25]. The dissertation presents a continuation of this work
where the main goal was to enable mobile access to the CONNECT system and to transfer and
adapt functionalities of the CONNECT web application for use on mobile terminals. Ruland and
colleagues gave a short overview on the research topic of development and deployment of mobile
services in healthcare in the context of the CONNECT patient support system and discussed
some research issues (such as security and mobility), before the work on this dissertation and de-
velopment of mobile application commenced [26]. Additionally, before the work on the disserta-
tion started only the initial design and functionality issues are researched through development of
the first draft of the design screenshots. The research work conducted as part of this dissertation
presents the further work on the discussed research topics and development process, and shows
how the main challenges for implementation, deployment, and integration of mobile services are

addressed in the projects through development of the CONNECT Mobile application.
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1.2 Methods

As stated in the introduction, the challenges of development, deployment, and integration of
mobile services in healthcare information systems (e.g., security, privacy, numerous types of
terminals with different characteristics, numerous stakeholders, legal issues, limited capabilities
of mobile terminals and mobile networks) are significant and highly inter-correlated. In this dis-
sertation various challenges are addressed through different phases of the performed research
work, and in this chapter the design science Information System (IS) Research Framework is

used to frame and describe the performed research process in a unified approach.

Environment IS Research Knowledge Base

People Foundations
*Roles Develop/Build *Theories
+Capabilities *Theories *Frameworks
Characteristics ~Artifacts *Instruments

i " «Constructs
Organizations | Business A Al “Models
-Strategies Needs Knowledge | .\jathods
=Structure & Culture Assess Refine *Instantiations
*Processes v

Methodologies
Technology Justify/Evaluate «Data Analysis
«Infrastructure +Analytical Techniques
Applications +Case Study «Formalisms
~Communications *Experimental *Measures
Architecture “Field Study +Validation Criteria
*Development *Simulation
Capabilities
A
Application in the Additions to the
Appropriate Environment Knowledge Base

Figure 3. Information System Research Framework [29]

The design science IS Research Framework describes the design circle where an artifact is
built [29-32]. Figure 3 shows the design science IS research framework as defined by Hevner and
colleagues in [29]. The design circle contains two phases: Development/Build and Evalua-
tion/Justification, and the framework supports development of the artifact through cycles of em-
pirical and theoretical validation and improvement. The problem space is derived from the envi-
ronment, composed of people, general organizations, and the implemented technologies. Identi-
fying business needs as part of the research ensures research relevance. The knowledge base is
used to provide means (foundations and methodologies) for developing the artifact. Correctly
applying the existing knowledge base ensures rigor of the research results. Peffers and colleagues
introduced a design science research process model to help researchers in performing and pre-
senting design science research in information systems [30]. The process consists of six steps: (1)
problem identification and motivation, (2) objectives of a solution, (3) design and development,

(4) demonstration, (5) evaluation, and (6) communication. These research process steps are used
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in next section as a framework for presenting the performed research process.

1.2.1 Problem identification and motivation

In the introduction it is noted how mobile services can be utilized in healthcare and what ad-
vantages they can provide to patients and healthcare personnel using some examples found in the
literature (e.g., [1-3, 33]). However, despite the numerous successful research studies and trials
that show the emerging need for these kind of services and recognized potential by national
health authorities in different countries including Norway, mobile devices and applications are
still not widely used in the healthcare sector as a standard way for delivering healthcare services
to patients and healthcare providers and managing health related information. On the other hand,
numerous stand-alone applications offering people health management services on mobile de-
vices can be found on the market. For example there is a great number of health related applica-
tions available in the iTunes Store for iOS and in the Google Play store for Android devices.
However, these applications are not connected to other health related services and information
available on public healthcare information systems, and they usually do not implement specific
security mechanisms and protections to ensure information confidentiality and privacy. The exis-
tence of the health related mobile applications shows a recognized potential and need for mobile
healthcare services and presence of technologies that can be used for their implementation and
delivery. At the same time the lack of their integration with other services in hospital information
systems outlines the requirement for further research work and existence of what design science

research framework calls business needs.

1.2.2 Objectives of a solution (research questions)

In the initial phase of the research work conducted in this dissertation the main goal was to
identify what is state of the art in mobile healthcare application development and what are the
key factors and requirements influencing successful implementation, adaptation, and deployment
of mobile services in the healthcare sector and how they can be addressed. As noted before, some
previous work on the CONNECT projects was performed to give a short overview of the problem
space in the context of this specific project [26]. However, to gain a better additional understand-
ing and more thorough knowledge of the current state of the research field of development and
deployment of mobile services in healthcare in general, a literature survey was performed at the
beginning of this research process. The goals of the survey were to: (1) identify technologies
used today for development of mobile healthcare services, (2) identify advantages and disadvan-
tages that different technologies offer and how they are suited for healthcare service delivery, (3)
identify which technological approach is best suited for development of the research artifact in

this research process, and (4) identify the main challenges and research issues that must be ad-
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dressed when developing and integrating mobile services in healthcare information systems as
well as their correlation, and based on these findings refine the objectives for the next phases of

the research process previously defined by the project description.

The literature survey results were published in Paper I under the name “Review of projects
using mobile devices and mobile applications in healthcare” [34]. The literature survey also iden-
tified numerous projects introducing mobile services in different healthcare areas, confirming a
recognized potential of mobile healthcare services and the existence of business needs. The sur-
vey presented the possible technologies that were used for development of mobile healthcare ap-
plications. Through a review of other projects and their results and experiences, different tech-
nology approaches was evaluated and the appropriate technology approach for the specific prob-

lem space in the context of CONNECT systems was selected.

S
CONNECT Mobile application |
Problem space |

Figure 4. Graphical presentation of the research objectives in the context of development

and deployment of CONNECT Mobile application

Additionally, some of the main development and deployment issues were identified through
a survey (e.g., security, usability, user acceptance, mobility, training, cost, and organizational and
legislation issues [1, 33, 35]). The research project specification defined the three main research

issues: usability, security and mobility that are main the topics of this dissertation. Since the goal
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was to address these three identified research issues through the phases of the single research
process and development of one main research artifact (the CONNECT Mobile application intro-
duced below) they needed to be addressed in relation to each other, rather than in isolation. When
addressing challenges introduced by one research issue other research issues must also be indi-
rectly considered and addressed. Figure 4 shows a graphical presentation of these three research
issues in the context of development and deployment of mobile services in the CONNECT pa-
tient support system. The Figure also presents the specific challenges related to the main research

issues identified and addressed through the research work presented in this dissertation.

Based on previously defined research issues and their identified correlation, the knowledge
gained through the survey, and previous research work that discussed the specific problem space

in [26] the research questions are further refined to the following key objectives:

Research Question 1. What are the main functionality and user interface requirements
for developing user-friendly, adaptable and well-accepted applications that enable the

patient’s mobile access to a patient support system such as the CONNECT system?

Research Question 2. What are the security requirements for enabling secure mobile
access to a patient support system such as the CONNECT system, and how can they be

properly met without compromising usability of the system?

Research Question 3. What is the best approach for enabling seamless and context
aware access to patient support system such as the CONNECT system over different

types of terminals and access network on secure and user friendly manner?

Each of these research questions is addressed through research work described in the papers
contained in the dissertation. The Research Question 1 related to development of user-friendly
and useful mobile application is addressed in the Paper II “Designing User Friendly Mobile Ap-
plication to Assist Cancer Patients in Illness Management” [36]. The Research Question 2 related
to enabling secure and user-friendly mobile access is addressed in the Paper III “Secure Solution
for Mobile Access to Patient’s Health Care Record” [37]. The Research Question 3 related to
enabling user-friendly, secure, and seamless access to CONNECT system adapted to current con-
text of use is addressed in the Paper IV “A framework for the development of ubiquitous patient

support systems” [38].

The research work performed in the dissertation is limited to studying the provision of mo-
bile access to services implemented in the CONNECT patient support system that is deployed as
part of the hospital information system. The presented work does not address issues related to the
development and deployment of the whole CONNECT patient support system and its functionali-

ties. Through the research process described in the dissertation, the goal was to investigate how




Chapter 1: Introduction to the research topic and research methodology

mobile access to such systems can be implemented to increase the availability, mobility, and us-
ability of the patient supported system, and to research how new challenges can be properly ad-
dressed. The research questions regarding the development of the underlying patient support sys-
tem functionality, integration and communication with other parts of the hospital information
systems, content selection, adaptation and quality control, as well as influence on patient health
and recovery are addressed in other research works conducted as part of the larger study [3, 20,

26, 39, 40].

1.2.3 Design and development, demonstration and evaluation

The defined research objectives are addressed through the process of building and evaluat-
ing the key artifact namely the CONNECT Mobile application. Each of the main research objec-
tives is addressed through a single IS research process (or design cycle) described in the design
science research framework using the following phases: Develop/Build and Justify/Evaluate. For
different IS research processes different methodologies and foundations from the knowledge base
for previous and related work, were used to address the defined objectives. More description and
discussion of the specific methods used and contributions gained through design and develop-
ment, demonstration, and evaluation phases is given in the next chapters. Each of the research
processes is also described in detail in the research papers contained in this dissertation [36, 37,

41].

10



Chapter 2: Overview of the theoretical
background

This chapter outlines the relevant theoretical background and explains the main concepts

used in the presented work.

2.1 Usability

The standard for ergonomics of human-system interaction [42] defines usability as "the ex-
tent to which a product can be used by specified users to achieve specified goals with effective-
ness, efficiency, and satisfaction in a specified context of use". In other words, usability is the
measure that shows how user interface fits the user’s requirements and how easy it is for the user

to use it.

Different usability definitions and standards define usability in different usability compo-
nents. For example, Shackel in [43] defines usability in terms of effectiveness, learnability, flexi-
bility, and attitude. Jordan in [44] defines usability as guessability, learnability, experienced user
performance, system potential, and re-usability. In the previously mentioned standard for ergo-
nomics of human-system interaction [42] the main usability components are effectiveness, effi-
ciency, and satisfaction. One often used definition is given by Nielsen [45] and Shneiderman

[46], where usability is defined in five quality components:
Learnability

Learnability of the system design shows how easy it is for the user to perform the main system

functionalities the first time that he/she uses it.
Efficiency

Efficiency of the system design shows how quickly the user can perform the system function-

alities once he/she has learned the basic system design and become familiar with it.
Memorability

Memorability of the system design shows how easily the user can start using the system again

after a period of not using it.
Errors

This component shows how often the user makes errors while using the system functionalities,

how serious these errors are, and how easy it is for him/her to recover from the performed errors.
Satisfaction

A satisfaction component shows how pleased the user is with the system design.
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Due to the development of new technologies that have the ability to support people in their
everyday activities and their wide acceptance, Preece, Rogers and Sharp [47] have additionally
identified advanced usability goals in addition to the general usability goals. According to them,
the main usability goals are: easy to learn, have good utility, are safe to use, are effective to use, are
efficient to use, and that is easy to remember how to use. The advanced usability goals (that de-
scribe users’ experiences when using the system) are: satisfying, enjoyable, entertaining helpful,
motivating, aesthetically pleasing, supportive of creativity, rewarding, emotionally fulfilling, and

fun.

Different definitions of usability introduce many different usability components and goals. It
is important to understand the difference between different usability components, and bear in mind
that not all of them apply to all types of the interaction systems. Which usability requirements and
goals that are most important in one system, depends on the type of the system, the context in
which it is used, the functionalities it implements, and the types of potential users [47]. When the
usability requirements that are most important in one system are identified, they are usually formu-
lated in the form of questions. In this manner usability goals are turned into usability criteria that
are then used for assessing the usability of a system in terms of how it can improve a user’s per-
formance. Some examples of usability criteria are: time to complete the task (efficiency), time to
learn a task (learnability), and the number of errors made when performing a given task over time

(memorability).

2.1.1 Usability evaluation methods

Numerous usability evaluation methods are widely used today for identifying end-users re-
quirements and developing highly user-friendly systems. Different evaluation methods can be used
in different situations, and the choice is usually closely related to: usability criteria identified for
the system, the phase in the development process, and the type of participants available for evalua-

tion process.

Not just end-users can be involved in the design process. Multidisciplinary experts and various
stakeholders in the system (e.g., software developers, usability experts) can also give valuable con-
tributions to the system development. Several usability evaluation methods can be used to include
different types of stakeholders in the different phases of application design and in the implementa-
tion process. The approach that is generally recommended is to use different evaluation methods
during one system design and development process, with the goal of identifying and addressing the
requirements of different stakeholders, and of more efficiently creating a system that is highly ef-

fective and user-friendly [48, 49].

12



2.1 Usability

The following are short descriptions of some types of evaluation methods.
Usability testing

The usability testing process involves recruiting potential users and asking them to perform a
carefully prepared set of tasks on the actual or prototype interface while measuring the typical

user’s performance (e.g., reaction times, behaviors, and errors) [47].
Interviews and Questionnaires

Interviews and questionnaires are usually used to assess users’ subjective satisfaction and pos-
sible problems, which are generally hard to measure using objective methods. They are also par-
ticularly useful for studying how users use the system and which are the parts of the system they
most like or dislike [45]. Interviews and questionnaires are considered as indirect methods, since
they do not involve rating the user interface but rather the user’s opinions about the interface.
Therefore they are usually used together with usability testing, where results gained from both
methods are merged and interpreted together. In the literature different types of standard usability
questionnaires can be found that can be used to measure user satisfaction. These types of question-
naires provide many advantages to practitioners, such as objectivity, reliability, and scientific gen-
eralization [50]. The most widely used standardized usability questionnaires are: System Usability
Scale (SUS) [51], Questionnaire For User Interaction Satisfaction (QUIS) [52], Computer Usability
Satisfaction Inventory (CUSI) [53], and Software Usability Measurement Inventory (SUMI) [54].

Focus groups

Focus groups are considered a more informal technique and they are usually used before the
interface is designed or after it has been in use for a period of time in order to identify the users’
needs and requirements [45]. A focus group session is usually semi-structured, where the modera-
tor typically follows a previously prepared script. However, group discussions and interactions be-
tween participants are encouraged. In this manner, users are able to develop and express an opinion

within a social context and this is the main advantage of this approach over others.
Cognitive walkthrough

A cognitive walkthrough consists of simulating a user’s problem solving process at each point
in the system design where human-computer dialog is performed [55]. The cognitive walkthrough
is developed for interfaces that are intuitive and where users could learn them by browsing, but can
also be utilized for interfaces requiring intensive training of users [46]. It is usually performed by
experts, but results are commonly discussed in group meetings with future users, designers, and

developers to initiate discussion and a joint problem solving process [46].
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Heuristic evaluation

Heuristic evaluation is performed by reviewing the system design according to predefined
rules and guidelines, and identifying interface elements that do not comply with these defined rules
so that they can be modified and adapted through an iterative design process [45] [47]. Heuristic
evaluation is usually performed by design experts, but the evaluation can be also performed by
some application domain experts with usability experience to gain even more valuable and effec-
tive feedback [56]. In the literature it can be found both generic heuristics that can be used for dif-
ferent types of system design (e.g. [55]) and more specific heuristics that are adjusted for one type

of terminal and/or system (e.g., [47], [57]).

2.1.2 Participatory design

Participatory design is a system design approach where different stakeholders of the system
are actively involved as full partners in a cooperative design process, with the goal to develop sys-
tems that are useful for end users, and meet their requirements. The method also aims to ensure that
the system under development fits in the context and situation of how the system is to be used [58].
By involving users in the design process, the goal is not to fit users in as one additional component
to an existing system development process, but to introduce new techniques and practices that can
be used to facilitate a collaborative design process between different parties. However, a challenge
present when using participatory design methods is how to resolve different views of problems or
solutions by different users and user groups, and who should be chosen to have their logic repre-
sented in the overall system design (especially if the system is intended to be used by a large group

of users with very different interests) [59, 60].

In participatory design, different methods can be used to enable cooperation and better under-
standing between different players in the design process. Some of the most frequently used meth-
ods are: cooperative action in order to understand the system and the users needs instead of a for-
mal description of the system, mutual learning between users and system designers and developers,
utilization of tools in the design process that are familiar to the users, a description of future work
situations, and starting the design process with an understanding of the current practice of users
[58]. Some of the techniques that can be used in this process are: workshops where different
stakeholders can brainstorm about their current knowledge and practices and discuss how current
system usage scenarios can be optimized and improved; mockups and prototypes as a low level and
high level system presentation that can be used to envision system characteristics and help in
choosing different directions for further system development; contextual interviews and user ob-
servations supported by video and audio recording can be used to gain more understanding about

different aspects of the system and its context of use and to develop a shared understanding about
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system functionalities [58, 61, 62].

2.2 Security

In general, security means preserving and protecting property or interests from intrusions [63]
[64]. The main principle used to achieve this is to restrict access to the specified resources, and al-
low access only to trusted parties that are able to prove their identity. Given this definition, security

is based on these main issues.
Authentication: ensuring that the provided credentials from the user are in order,
Confidentiality: prevention of unauthorized disclosure of information,
Integrity: prevention of unauthorized modification of information,

Availability: prevention of unauthorized and unwanted withholding of information or re-

sources.

Since the work described in this dissertation is based on authentication of the user for mobile
healthcare services, further text will describe the theoretical background of authentication mecha-

nisms in more detail.

2.2.1 Authentication

As a prerequisite for enabling access to any system that contains private information it is re-
quired that the user is identified and authenticated. Through identification the user announces who
he/she is, and through authentication the user proves who he/she claims to be. In order to perform
user identification, some type of unique user identifier, such as a username or user ID number, is
required. When it comes to performing a user authentication process some of the traditional ap-

proaches used are:
Something a user knows (the user has to know some “secret”, e.g. password or PIN number),

Something a user holds (the user has to have a physical token, e.g. One-Time Password (OTP)

generator or identification card)

Something a user is (utilization of biometric schemes that use unique physical characteristics

of a person, e.g. a fingerprint reader or face scanner),

Something a user does (the user performs some mechanical tasks that are repeatable and spe-

cific to the user, e.g. signature or gait),
Where a user is (the user is authenticated based on his/her location).

Each authentication mechanism can provide different levels of security. The level of security

implemented through a specific authentication method can depend on: the characteristics of the
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specific security mechanism implemented (e.g., length of the password, the type of token, or sensi-
tivity of biometrics system), the user’s understanding and acceptance of the authentication mecha-
nism (e.g., how the user manages his/hers passwords, where the user keeps security tokens), and
the characteristics of the information system that deploys a specific authentication mechanism (e.g.,
how data are managed inside of the system). In order to provide a higher level of security multiple

mechanisms can be combined, and this type of authentication is called multi-factor authentication.

When authentication is performed successfully the user can be granted or denied access to the
requested resources based on the security policy implemented in the system. How the security pol-
icy will be defined and which security mechanisms will be implemented in one system can vary,
and are mainly related to the type of information system and sensitivity of the data stored in the

system.

2.2.2 Security standards and regulations regarding personal health data

National and international laws and regulations specify various aspects of security in
healthcare computer systems. Different security requirements and regulations are used in different
countries, and this situation results in very difficult integration between healthcare information sys-
tems and a lack of standard and widely accepted security solutions. In theory, introducing regula-
tions that apply for different countries, like the European Union Regulative, can reduce this diver-
sity. However, federal security regulations today usually delegate certain regulatory authority to its
member countries, thus requiring additional local regulations that may have to be taken into ac-
count when ensuring security and privacy of sensitive medical information as described below in

the case of The European Union regulations [65].

Some of the standards and regulations most relevant for security and privacy protection in

healthcare information systems and services are described in the following sections.

ISO standards

The International Organization for Standardization (ISO) and International Electrotechnical
Commission (IEC) defines in the ISO/IEC 27000-series standard rules and best practice recom-
mendations on addressing information security risks, management, and control [65]. The ISO/IEC
standards define fundamental requirements and implementation guidelines and principles for the
development of information management systems [66]. The most important standards related to the
development of healthcare information systems are: (1) the ISO 27799:2008 standard (Health In-
formatics - Security management in health) which describes guidelines for design and development
of health sector specific information management systems [67] and the ISO/TR 27809:2007 stan-

dard (Health informatics - Measures for ensuring patient safety of health software) which provides
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control guidelines for ensuring patient safety within healthcare information systems [68]. Some
other standards related to security management in healthcare information systems are: the ISO/TS
22600-2:2006 Health informatics - Privilege management and access control that is developed with
the goal to provide support for implementing rules and protocols for sharing healthcare information
between various healthcare providers and organizations, health insurance companies, their patients,
staff members and trading partners [69], and ISO/TS 13606-4:2009 Health informatics -- Elec-
tronic health record communication - Part 4: Security that describes a methodology for specifying

the privileges necessary to access data from EHR [70].

Health Insurance Portability and Accountability Act (HIPAA) and Health Informa-
tion Technology for Economic and Clinical Health Act (HITECH)

HIPPA is a US law designed to establish standardized mechanisms for providing security and
confidentiality of all healthcare-related data [71]. It consists of two main sets of rules known as the
privacy and security rules. HIPPA privacy rules define how health information should be properly
used and disclosed, and ensures the flow of health information required for provision of quality
care [72]. HIPPA security rules define a set of security standards for protection of health informa-

tion in electronic form during storage and transfer [73].

The HITECT Act sets more stringent regulatory requirements under the security and privacy
rules of the HIPAA Act, and provides legal liability for non-compliance with HIPAA requirements.
Additionally it addresses the issues related to notification of breaches and the access to electronic

health records [74].

The European Union regulations

In Europe there are numerous rules and legislations regarding the handling of medical data,
due to the different sources of regulation (a regulation authority can be the European Union, as well
as the legislation of the member states) [65]. The European Union issues directives that describe in
general how medical data should be protected, and the directives than have to be implemented into
national law by each member state. The most important directives addressing protection of per-

sonal (medical) data are:

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement
of such data — This directive describes the minimum requirements that must be guaranteed when
processing personal data [75]. Some of the requirements set by this directive are: (1) The user of
the system must give consent before private data are allowed to be processed and he/she has the

right to know all details related to processing activities, (2) The private data must be protected
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against “accidental or unlawful destruction or accidental loss, alteration, unauthorized disclosure or
access”, (3) The security mechanisms and measures implemented to protect private data must be
“appropriate to the risks represented by the processing and the nature of the data to be protected”,
and (4) The service provider must inform the national authority in charge of supervision about

planned processing of private data before the process is started [76, 77].

EU Directive 2002/58/EC (Directive on privacy and electronic communications) — The direc-
tive complements the directive 95/46/EC and addresses issues related to the protection of privacy
when processing personal data using new telecommunication technologies [78]. Some of the main
requirements set out in this directive are: (1) The service provider must provide confidentiality and
integrity of private data and define and deploy the appropriate security policies that enable protec-
tion of data during processing, (2) The service provider must inform the users of the system if a
breach occurs and explain the possible risks and measures, (3) All member states must define na-
tional legislations stating that confidentiality of private data is assured, (4) The private data must be

destroyed or made anonymous after processing is finished and they are no longer needed [78].

Norwegian regulations

In order to regulate security and privacy issues in the healthcare sector in Norway, specific
acts and regulations are defined in accordance to regulations set by European Union (more specific
Directive 95/46/EC and EU Directive 2002/58/EC introduced previously). The Norwegian Data
Protection Authority or Data Inspectorate (Datatilsynet) is an independent administrative body un-
der The Ministry of Government Administration, Reform, and Church Affairs which is in charge of
enforcing legislation regarding personal data, and ensuring “that personal data are processed in ac-
cordance with fundamental respect for the right to privacy, including the need to protect personal
integrity and private life, and to ensure that personal data are of adequate quality” [79]. Some of the
most important regulations are:

¢ The Personal Data Act [80],

¢ Personal Data Regulations [81],

¢ Regulations on the use of Information and Communication Technology [82],

¢ The Personal Health Data Filing System Act [83],

¢ The Health Personnel Act [84],

¢ The Act relating to Patients’ Rights [85],

¢ Code of Conduct for information security in the healthcare, care, and social services sector

(“The Norm™) [86].
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The introduced regulations define several requirements for providing security and protection
of private (healthcare) data defined as sensitive data per se. The summary of acts and regulations
and their sections that address security issues related to private (medical) data is outlined in Ap-

pendix 1 of the dissertation. The key security requirements can be summarized as follows:

¢ Personal data may be processed only if the processing satisfies certain conditions (e.g.,
data subject gives his/her consent, it is necessary to protect person’s interest but he/she is

incapable of giving personal consent, data are previously made public by data subject).

* All systems processing personal sensitive data must implement security measures to pro-

tect sensitive data against confidentiality, integrity, and accessibility threats.

¢ Integrity and confidentiality of personal data must be protected using encryption mecha-
nisms, strong authentication or by other means during transmission beyond the physical

control of the service provider.

* Appropriate techniques for identification, authentication, and authorization must be em-
ployed as part of security mechanisms protecting the information system to prevent unau-

thorized access to sensitive data.

* The service provider must define an acceptable risk level associated with the processing of
personal data, and carry out a risk assessment with the goal to determine the probability
and consequences of a breaches of security, and the risk level for each threat. The risk
level is determined by combining the probability and consequence of the threat. The secu-
rity measures must then be defined and implemented according to the probability and con-
sequence of breaches of security compared to an acceptable risk level. The Data Protec-

tion Authority may issue additional orders regarding the protection of personal data.

¢ The service provider must implement security mechanisms in order to detect any attempt

of system misuse (e.g. tamper-proof logs). All use of the system must also be logged.

¢ The service provider must physically protect the equipment, system, and information

against damage, misuse, unauthorized access and modification.

¢ The service provider is allowed to transfer the personal data only to external systems that

satisfy all set requirements.

¢ The personal data should not be stored longer than required, and if there is a need for stor-

age in longer periods the data must be properly anonymized.
¢ All security measures implemented in the information system must be documented.

The presented regulations define security measures that must be in place when providing a

person with access to private and sensitive (medical) information. However, in the acts and regula-
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tions it is not defined which security mechanisms must be used to provide the required protection
and which level of security must be provided. Thus, the Norwegian government introduced addi-
tional requirements for implementing electronic services in the public sector, according to inter alia
Code of Conduct for information security in the healthcare, care, and social services sector or “The
Norm” [86]. Related to security of authentication mechanisms, four different security levels are
defined for the protection of personal data, and it is described which level must be implemented for
services processing different types of information. Protection of applications and services in the
public sector processing sensitive personal information, such as health information, require imple-
mentation of security mechanisms of the highest security level (also called “Person Hgy og Virk-
somhet”), which require authentication systems based on Public Key Infrastructure (PKI) or an
equivalent security level. The PKI based security solution must meet defined requirements for user
authentication and identification, signature, and encryption [87]. The service provider of each PKI
solution considered to be on the highest security level must submit a self-declaration voucher to the
Norwegian Post and Telecommunications Authority claiming and substantiating that the require-
ments defined by The Ministry of Government Administration [88] are met. The Norwegian Post

and Telecommunications Authority publish a list of providers they believe fulfill the requirements.

The next section will focus on describing current authentication mechanisms currently avail-
able in Norway that are accepted as being secure enough for providing access to sensitive (medical)

data.

2.2.4 Secure authentication mechanisms in Norway

Today, two authentication mechanisms are approved for the highest security level in Norway
[89]. One is the Buypass solution [90] that uses a smartcard with a stored BuypassID identifier
based on a PKI certificate. The second system is the Commfides solution [91] that delivers a pri-
vate key to each user which can be used for authentication, signing, and encryption on CD media.
Both solutions provide certificates on a specific authentication device and, for now, do not support
storage of the certificates on mobile phones. The Buypass solution today supports registration of
the user’s phone number and relates it to the specific smartcard with stored credentials [92]. The
Buypass mobile authentication system is acceptable only for lower security levels of authentication
(not approved for person sensitive data), since with the Buypass mobile authentication system the
user is not authenticated by using the BuypassID, but just by using the regular username/password

authentication that is not based on the PKI.

An authentication method that is not approved for the highest security level for access to per-
sonal health information but is very popular and well accepted in Norway is the BankID solution

[93]. BankID is a personal electronic identity used for secure identification and signing on the In-
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ternet used by the majority of banks in Norway. The BankID system has a version for mobile
phones called “BankID for Mobile” in addition to the PC-based version. In “BankID for Mobile”,
the user’s private information is stored on the SIM card of the mobile phone where it is protected
against modification and unauthorized access [94]. In this solution the mobile network operator
manages and stores the user credentials needed for user verification in the SIM card, and authenti-
cation in the terminal is done using a SIM Application Toolkit and not integrated with an applica-
tion in the terminal. For this security mechanism to be utilized in the public sector, a Service Level
Agreement (SLA) must be established between each public institution using the service and each
mobile network provider (since a key part of the user credentials needed for access resides in the
SIM card provided by mobile network operator). In the SLA, all parties must agree to all required
security policies and measures that should be implemented in order to protect users’ accounts and
login credentials. One disadvantage of this approach is the fact that currently only one network op-
erator in Norway supports “BankID for Mobile” (Telenor) and the users must use BankID issued
by a specific bank. This is not acceptable for a public information services, since a main prerequi-
site for an authentication solution used for providing public sector services, and healthcare infor-
mation services in particular, is its ability to enable access for all potential users [85]. Recently,
BankID Norge launched a mobile application that enables mobile phone and tablet users to perform
authentication for services using mobile web browsers. When the authentication process is started
from a web browser, the BankID application is automatically activated and user authentication is
taken care of by the application. When the authentication has finished successfully, the user is redi-
rected back to the mobile web browser and can access the requested services. This mobile authenti-
cation system has so far had limited deployment (only one service provider has implemented this

service until today) and currently only supports iOS devices.

Today there is no authentication mechanism that is approved for the highest security level in
the public sector, and adjusted for use on mobile phones. The closest solution we found is “BankID
for Mobile”, which stores users’ credentials on the SIM card, and a new service launched by
BankID Norge recently that is still in early deployment stage. However, these solutions are not of-
ficially approved for the highest security level and introduce additional issues that must be ad-

dressed (operator lock-in, bank dependency, and support for a limited number of users/devices).

2.3 Mobility

The word mobility can be defined as the movement of people, changing location or changing
roles. Mobility as such is not in itself a service offered by a system because mobility has no value
for a user if not combined with other services. As a result, mobility is rather defined as a capability

of the system that can be added to any network system.
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2.3.1 Levels of mobility

Mobility of the devices could be viewed at different levels of granularity. The three main lev-

els of mobility described by Dixit Prasad [95] are:
Macro mobility

Macro mobility addresses issues when nodes move globally, or to another domain (inter-
domain mobility). On the macro mobility level there are fewer handoffs, and communication is not
seamless (ongoing transmission is interrupted and the communication channel must be recon-
nected). There are two standard approaches for addressing macro mobility issues: one is on the
transport or application layer and the other is on the network layer. When using the transport or
application layer approach every application must be aware of the mobility of the terminal to sup-
port session continuity. One example of handling macro mobility issues on the application layer is
Session Initiation Protocol (SIP) [96]. When using the network layer solutions, additional services
from the network layer are used to handle session management and the end application can be kept
unaware of the mobility issues. An example of the network layer approach is the Mobile IP stan-
dard [97].

Micro mobility

Micro mobility addresses issues when nodes move in one single administrative domain (intra-
domain mobility). Micro mobility is usually performed in smaller geographical areas, and handoffs
are more frequent, faster, and seamless. Micro mobility issues are usually addressed on the link

layer (for example, cellular networks, such as GSM and UMTS, have their own micro mobility

handling mechanisms implemented).
Ad hoc mobility

Ad hoc mobility addresses mobility issues in the infrastructure-less collection of communica-
tion devices. In the ad hoc network all the network intelligence is situated in the devices that make
up the network, and the mobile devices do not only act as hosts but also as a routers [95]. In ad hoc
networks, mobility of the devices causes constant changes in the network topology and communi-
cation is frequently established through a number of nodes (multi-hop communication). One exam-
ple of utilization of an ad hoc network is the Personal Area Network (PAN). A PAN is a group of
interconnected devices within the range of an individual person (typically within a range of 10 me-
ters) [98]. The PAN networks are gaining popularity today, and much research is done to address
challenges and requirements for their deployment in different utilization areas (e.g., business,

learning, and healthcare).
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2.3.2 Mobility types

There are several types of mobility, and different literature and standards such as IETF and
ETSI uses different definitions and meanings for the different types of mobility. The following dis-
cuss definitions of different mobility types and define the mobility terms that are used throughout

the dissertation. The ETSI TEDDI database and the IETF RFC database are used as references.
Terminal mobility

IETF RFC3753 “Mobility Related Terminology” defines terminal mobility to be the same as
host mobility, or “the function of allowing a mobile node to change its point of attachment to the
network, without interrupting IP packet delivery to/from that node” [99]. European Telecommuni-
cations Standards Institute in [100] define terminal mobility as “1) The possibility of geo-
graphically moving a terminal, from which different TCP sessions have been established, and
maintaining those sessions irrespective of the terminal move (or in other words, without the need
for releasing those sessions due to the moving of the terminal); 2) The ability of a terminal to ac-
cess telecommunication services from different locations and while in motion, and the capability of
the network to identify and locate that terminal”. The same standard also call this session mobility.
In this dissertation we define terminal mobility as allowing the terminal to change its point of at-

tachment to the network while maintaining all services on the same terminal.

The process that occurs when the mobile terminal change its point of attachment to the net-
work is called handover [99]. Different types of handover are defined in the literature and mean-
ings of definitions are not always the same. In the next part we give some definitions of main types

of handovers.

Vertical handover is according to European Telecommunications Standards Institute handover
across heterogeneous access networks [101, 102]. IETF RFC 3753 defines vertical handover as
mobile nodes moving between access points of different type, such as, UMTS to WLAN, and it
may or may not be noticed at the IP layer [99]. This dissertation defines vertical handover as mo-

bility across network technologies.

Horizontal handover is according to European Telecommunications Standards Institute han-
dover within homogeneous access networks [101, 102]. IETF RFC 3753 defines horizontal hando-
ver as mobile nodes moving between access points of the same type (in terms of coverage, data rate
and mobility), such as, UMTS to UMTS, or WLAN to WLAN, and it may or may not be noticed at
the IP layer [99]. This dissertation defines horizontal handover as mobility within the same network

technology.

Inter-domain (or Inter-Access Network) handover is according to European Telecommunica-

tions Standards Institute generally the same as vertical handover, handover across heterogeneous
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access networks [101]. According to IETF RFC 3753 Inter-Access Network handover is “a hando-
ver where the MN moves to a new Access Network” [99]. In this definition since domain is
changed this type of handover involve the assignment of a new IP access address to the mobile
node, and it require support for macro mobility management. This dissertation defines inter-domain

handover as mobility across access networks and involve IP address change).

Intra-domain (or Intra-Access Network) handover is according to European Telecommunica-
tions Standards Institute generally the same as horizontal handover, handover within homogeneous
access networks [101]. According to IETF RFC 3753 Intra-Access Network handover is “a hando-
ver where the MN changes Access Routers inside the same Access Network™ [99]. In this defini-
tion this type of handover is not necessarily visible outside the Access Network, since the mobile
node is preserving the IP address, and it requires only micro mobility management. The only
change it can result is in the routing paths. This dissertation defines intra-domain handover as mo-

bility inside one access network.
Session mobility

European Telecommunications Standards Institute define in [103] session mobility as a “net-
work ability that enables a user to maintain an active session while switching between terminals or
changing to another subnet or access network”. In the IETF definitions, discussing of session mo-
bility session mobility involves changing of terminals. As an example, in [104] it is stated that
“session mobility involves both transfer and retrieval of an active session. Transfer means to move
the session on the current device to one or more other devices. Retrieval means to cause a session
currently on another device to be transferred to the local device. This may mean to return a session
to the device on which it had originally been before it was transferred to another device”. In [105]
session mobility is defined as “the ability for a communication session to be moved from one de-
vice to another under the control of the user”. In this dissertation, we define session mobility as the
transfer of media and context information of an ongoing communication session from one device to
another.

Application mobility

According to Victor Charles Zandy [106] application mobility is the ability for an application
to travel with its user, moving between computers or moving with a computer between locations.
Thus, terminal mobility and session mobility has many similarities with application mobility.
Bardram and colleagues introduce a similar term “application roaming” as the “alternation between
multiple devices an be done ’on-the-fly’ by moving a task from one device to another in a fast
pace” [107]. In this thesis, we regard application mobility, application roaming and session mobil-

ity as synonyms and defined as transfer of media and context information of an ongoing communi-
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cation session from one device to another.
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Chapter 3: Usability, Mobility, and Secu-
rity in mobile healthcare applications

This chapter presents short summaries of each paper and gives a brief discussion about the
contributions and limitations of the performed research. Additionally, as part of the presentation

of the paper I, the updated literature overviews are added.

3.1 Paper I: Review of projects using mobile devices
and mobile applications in healthcare

Summary: In the paper the results of a literature survey of projects that research the devel-
opment and deployment of mobile applications and devices in healthcare are described. The goal
of the review is to show which technologies can be utilized for the development of mobile
healthcare information services and what are the main challenges influencing their wide accep-
tance and utilization in everyday healthcare delivery. Mobile applications and devices for both
patients and healthcare providers are taken into consideration. The review covers all projects
found in the literature, both from developed and developing countries. An electronic search was
undertaken of the relevant scientific library databases (IEEE Xplore and ACM Digital Library) as
well as a manual search of the reference sections of relevant articles for related topics and re-

LIRS

views of the literature. The search was performed using keywords such as “mobile”, “applica-
tion”, “service”, “health”, “healthcare”, “usability”, “usability testing”, and “security”, and their
combination depended on the search topics (mobile applications and services in healthcare, us-
ability, and security). Quality assurance of how to identify the most important papers was done
by identifying the most cited papers and reviewing references of all papers that appeared in the

different search topics.

Our literature survey paper provides an overview of the projects that use different technol-
ogy approaches to deliver healthcare services to end-users. A preview of the performed clasifica-
tion is given in Table 1. The first group of projects develops new mobile devices and specific
applications implementing required functionalities adjusted to the characteristics of the new de-
vice. The projects in the second group use standard mobile devices and mobile services available
on them (such as voice calls and SMS messages) for delivering healthcare services. The last
group of projects develops specific applications that perform required functionalities and run on

legacy devices.
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Table 1. Classifications of the projects introducing mobile devices and services in healthcare [34]

New device New Based on legacy
application mobile services
Specific mobile devices Yes Yes No
with a custom application
Standard mobile devices No No Yes
and legacy mobile serv-
ices
Mobile applications for No Yes No
legacy mobile devices

The paper additionally reveals the related work that address existing challenges for devel-
opment, deployment, and integration of mobile services in healthcare information systems, and
gives a short discussion with focus on two main challenges namely security and usability by pre-
senting projects addressing these key requirements. Finally, it briefly describes the CONNECT
project, its characteristics and plan for mobile service development, combining terminal adapta-

tion, ease of use, and security.

Contributions: The main goal of this paper is to give an overview of the current situation
and future trends in research, implementation, and deployment of mobile services in healthcare.
The review shows how different projects utilize different technologies to fit different contexts of
use and different usage scenarios. Advantages and limitations of each technology approach is
additionally discussed to identify what is the best technology to be used for development of the
CONNECT Mobile application (the main research artifact in this research project). The conclu-
sion was that creating dedicated mobile terminals for healthcare services does not scale, while
using only standard features such as SMS and voice calls is inadequate for advanced healthcare
applications where user interaction is a key element. The technology approach that fitted this
specific project and problem space best was developing a mobile application for standard mobile
devices. The development of a native application is chosen over development of a mobile web
site mainly because the native application can provide better support for adaptation of its design
and functionalities to the specific device characteristics, functionalities, and context of use, and it
also enables utilization of standard features implemented on the phone itself such as camera or
location services (a more detailed discussion related to development of natives application versus
development of mobile web site and its adaptation is given in the usability literature overview in
the next section). Java ME platform was selected as the targeted development platform since it
provides support for creating a user-friendly and well-designed user interface that is easy to

understand and manage, and it also supports the use of security features such as encryption and
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derstand and manage, and it also supports the use of security features such as encryption and
HTTPS connection. Additionally, Java ME is a widely used developer platform supported on a
wide range of standard mobile phone at the time of publication. The client has later been ported

to i0S and Android, however this work is not part of the dissertation.

Besides a technology review, the work on the survey also revealed the open research issues
that must be addressed when adding mobile services and devices to healthcare information serv-
ices. Two research areas, usability and security, were identified in the survey as being most im-
portant and have been covered in more detail. The paper gives an overview of how usability and
security are addressed in some of the projects identified in the literature review. The projects un-
derlined the high importance of utilizing participatory design, and involving potential users in the
application development process to ensure identification and implementation of system design
and functionalities that comply with the user’s requirements. With regards to security, the most
important factor is the existence of widely accepted and approved security mechanism adapted to
mobile devices’ characteristics that guarantee high security and protection of privacy of personal
data, and in the same time do not downgrade the usability and accessibility of the healthcare in-
formation services. When developing mobile services that manage sensitive patient data addi-
tional work must be done in complying with legislation on state and regional level, making sure
that security mechanisms can be implemented according to the law. Gained knowledge of the
current research work in this research field was afterwards used together with previous research
work that discussed the problem space in the context of CONNECT Mobile application [26] to
refine the research question and objectives for further stages of the research process (as described

in the introduction of the dissertation).

Limitations: The literature review identified several requirements that must be considered
when implementing mobile services, not just in healthcare, but also for general utilization (e.g.,
mobility of the user and service, limitations of the mobile devises and communication networks,
compatibility with standards and technologies that are used in communication process, and con-
trol of the quality of the information that users access). However, only usability and security is-
sues are discussed in more detail, while other issues are only identified and noted in the paper.
Since the next three papers in the dissertation focus on the three main topics: usability, security
and mobility issues for developing and integrating mobile service to the CONNECT system and
their correlation, a more detailed literature review of related research work done in these research

areas is added in the continuation of this section.

In the performed survey the projects are classified only by the technology they use to pro-

vide mobile services and by the main research challenges they address (usability and security).
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The choice to perform this specific organization of the projects is guided by the main require-
ments in this phase of the research process: to identify the best suited technology for develop-
ment of the CONNECT Mobile application and to research how different research issues (secu-
rity and usability) are previously addressed in the related research work. No additional classifica-
tion of projects based on other characteristics is performed (e.g., types of service, effect on user’s
health condition, user acceptance, and cost efficiency). Examples of other types of surveys can be
found in literature (e.g., [2, 108-110]), however these topics are currently outside of the research

areas addressed in this dissertation.

In addition to the first three groups of projects using different technology approaches for de-
livering mobile healthcare services reported in the paper, mobile devices connected to the sensor
network were also identified. Due to paper size limitations and the CONNECT project character-
istics and defined problem space, a description of this type of projects was not added to the origi-
nal paper. However, the potential of sensor technology for development of mobile healthcare
services with advanced patient monitoring and context adaptation features is shortly discussed in

the final chapter of the dissertation.

3.1.1 Additional literature overview

Since the literature review described in this paper was performed at the beginning of the re-
search project, in this chapter a new literature overview for each main research issue that is ad-
dressed in the next papers (usability, security, and mobility) is presented. Literature overviews
mainly present general research work addressing the main challenges in the context of develop-
ment and utilization of mobile devices and services. However, we also try to keep the main focus

on mobile healthcare services since they are the main topic of this dissertation.

Usability literature overview

One of the conclusions of the literature overview presented in the survey paper [34] was that
the best solution for developing a research artifact in this research project is by developing a
dedicated mobile application for legacy mobile devices, since the mobile application can imple-
ment advanced functionalities and the user will be able to use a mobile device he/she is already
familiar with. Due to this reason, the presented literature overview is focused on the related re-
search work addressing issues and challenges when it comes to developing user-friendly, useful,

and well-accepted mobile (healthcare) applications for legacy mobile devices.

Two general approaches can be used for developing applications for standard mobile de-
vices: the development of a web site that is accessible over a mobile web browser, and the devel-

opment of native mobile application. The development of (mobile) web sites enables easy de-
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ployment over a wide range of terminals since standard mobile browsers are used for accessing
the application. Recent research can be found discussing weather websites should be adapted to
the limitations of the mobile terminal (e.g., small screens, limited input features). Maurer and
colleagues in [111] argue that new hardware and interaction techniques such as multi-touch ges-
tures can enable a more effective way of browsing the original websites, and that limiting full
web sites and their functionalities to fit to mobile devices is not necessary required. On the other
hand, Schmiedl and colleagues show that mobile websites adapted to the limited characteristics
of mobile devices are still highly important and highly appreciated by users, however special care
must be taken to understand the mobile usage scenarios and optimize the site functionality in the
right manner [112]. The usability studies done by Nielsen proved the great value of mobile web
sites and conclude that “a specific mobile site is a must” [113]. The results of the usability studies
show that even when a web site is adapted for use on mobile devices, user performance is even
better when using native mobile applications [114]. The main reason for this is the fact that only
limited optimization is possible during website design, while native application can be adjusted
to the specific limitations and abilities of each individual device. Additionally, the development
of a native application enables utilization of device’s specific features (e.g., camera, microphone,
location services). The shortcoming when choosing the native mobile application approach is
much more development and maintenance work since the development process must be done for
each mobile platform. Recently different cross-platform development tools that can be used to
provide easier development of a single native mobile application that is compatible for running
on different devices have started to emerge (e.g., [115-118]). Since these tools are still rather new
and under development they have some unresolved issues (e.g., inconsistent support for different
functionalities across different platforms, application performance speed) however we believe
they will in future present good alternatives for more efficient development of more effective and

flexible mobile (healthcare) applications.

Today most mobile applications developed as a version of a standard PC (web) application
are adapted to the limited characteristics of the mobile devices. In the literature there can be
found numerous different general rules and design principles on how to adapt a PC (web) appli-
cation for use on mobile devices since these two terminals have very different functionality and
design characteristics (e.g., [119-124]). However, the great variety of mobile devices and their
characteristic makes development of standard applications that run on different devices and of-
fers the same look-and-feel very difficult. Mobile device manufacturers, mobile platform manu-
facturers, and design standardization organizations have defined numerous rules and guidelines
for development of mobile applications and their adaptation for use on different types of mobile

devices with specific characteristics and features (e.g., [46, 125-131]). As a result, there can be
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found numerous mobile application design and functionality guidelines that often do not comply
with each other and are more device and/or platform specific. Due to this reason, in the literature
there can be found different projects that are working on adjusting the general design guidelines
and rules and creating the new ones to address the design and functionality requirements set by
specific types of services and context of use (e.g., m-commerce services, E-book applications,
multimedia services, m-learning [132-135]). The design guidelines can be also found for devel-
opment of mobile healthcare services. For example, Luckmann and colleagues define design re-
quirements for developing handheld patient diaries to record a patient’s pain experiences and
provide information about pain, treatments, and functionality [136]. Palmblad and colleagues
describe design requirements for developing handheld computer systems for the electronic col-
lection of patient diary and questionnaire data in clinical trials [137]. Falchuk and colleagues out-
line visual development themes for design and interaction design in mobile healthcare [138].
Consolvo and colleagues show design requirements and general practices in order to encourage
physical activity of persons [139]. Lorenz and colleagues define design guidelines in terms of the
development of a mobile system for monitoring personal parameters for the elderly [140]. Siek
and colleagues describe design guidelines for the development of personal health applications for
older adults and their caregiver in order to manage prescriptions and medication intake [141],
while Ahmad and colleagues note the interface design guidelines for designing mobile health
assistant applications for elderly [142]. Liu and colleagues present design guidelines to support
effective communication and promote social support for parents with high-risk infants [143].
Mendoza-Gonzalez and colleagues outlines the guidelines for design graphical user interfaces of
mobile E-Health communities [144]. The majority of projects found in the literature are mainly
focused in researching design and functionality rules for systems with specific functionalities
(e.g., patient diaries and questionnaires, wellness application, personal parameters monitoring,
patient medication intake management, E-Health communities) and they often target the specific
user groups (e.g., elderly, parents of infant, women). Additionally, most of them are working on
the development of stand-alone mobile application. However, the research work such as [145-
148] are arguing that that the mobile application in the healthcare domain should not be seen as
an alternative to the use of stationary desktop or laptop terminals, and conclude that the mobile
applications should be developed rather as a supplement for desktop applications for providing
access to valuable and context-adapted information in the different usage environment. Research
work addressing integration of mobile application as part of the bigger and more complex
healthcare information systems can be also found (e.g., porting a web-based cancer treatment
prediction tool to a mobile device [149], development of a new e-healthcare system for depres-

sion treatment available over multiple access terminals [150], development of a universal plat-
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form for continuous patient health education [151], developing mPHR system for diabetics where
mobile phone is used to upload health records and access their data over Internet [152], develop-
ment of a multi platform system that enables interactive, structured, and multi-modal delivery of
clinical advice and the authoring of such a content [153]). The related research projects focus on
addressing system performance and functionality implementation and adaptation issues for spe-
cial types of healthcare services and use cases (cancer prediction tool, depression treatment, dia-
betes management system), and none of them are researching design and usability guidelines re-
lated to development and integration of mobile services in already existing healthcare informa-

tion services.

In the literature different projects can be found that are researching users’ acceptance of mo-
bile healthcare services. Some of the studies report very good acceptance (e.g., [154-156]), unlike
others (e.g., [157, 158]). One of the main factors that have been identified to have a direct influ-
ence on the potential acceptance of mobile information technology innovations in healthcare is
perceived usefulness, ease of use and the user’s perception of technology design approach (espe-
cially navigation and data presentation) [159, 160]. The best way to ensure usefulness and user-
friendliness’ of the (mobile) application, besides following the proposed design guidelines, is to
involve different system stakeholders in the application development process, and in this manner
identify different end-user requirements and adjust mobile services design and functionality to
users’ capabilities, needs and expectations during the development process. The importance of
involving different stakeholders and utilization of usability evaluation and participatory design
method is also previously identified and discussed in the survey paper in the dissertation [34].
Some of the usability evaluation methods often used are: user needs assessment through work-
shops and focus groups with participants, usability testing using low-fidelity prototyping and
high-fidelity prototyping, pilot field testing, structured and semi-structured interviews with users,
expert reviews — cognitive walkthroughs and heuristic evaluations [136, 140-142, 161-164].
However, some of the research work can be found that is concluding that using just standard us-
ability testing methods in the new context of a mobile application is not sufficient and that new
and adapted usability evaluation methods must be developed. For example, adaptation of differ-
ent standard usability testing methods is proposed to better suit mobile device characteristics and
frequent change of usage context (e.g., workshops where end users were involved in mobile sys-
tem design process through scenario building, role playing, and low-fidelity prototyping [165],
conceptual framework for generating usage scenarios with specific focus on change of context of
use when using mobile application [166], new techniques for development of mobile application
low fidelity prototypes [167, 168], different methods for collecting emotional responses to evalu-

ate mobile applications in mobile settings [169], and a contextual usability evaluation framework
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for a mobile computing environment [170]). Additionally, research work such as [133, 171, 172]
is working on the development of methodologies, frameworks, and tools to facilitate and auto-
mate the process of design development and evaluation of mobile applications. The further de-
velopment of standard and widely accepted evaluation methods adapted just for mobile applica-
tions and devices could help developers and researchers in future to more easily and efficiently
identify user needs and expectations from the mobile applications and services (specially during a
change of the usage context) and thus ease development of useful and user-friendly mobile

applications.

Besides a variety of standard users, people with specific needs must be taken into considera-
tion when developing mobile healthcare services (e.g., users with vision or motorical problems).
In order to meet their special requirements, universal design methods are usually employed [173-
175], and different projects today are working on development of general interface adaptation
mechanisms for supporting users with special needs (e.g., [176-180]). Applying this knowledge
to the mobile healthcare service could greatly influence wider user acceptance and utilization.
Additional importance for adaptation of healthcare information services to user group with spe-
cial needs is outlined by research such as [181, 182] that shows how treatment of different pa-
tients influences their ability to use an online healthcare system and which specific issues must be
considered when developing healthcare information services. Perhaps the most important group
of potential users of (mobile) healthcare applications is the elderly, and separate research area can
be found that address design and development issues for the development of mobile healthcare
information services specifically for this types of users and discuss the service adaptation needs
due to the group’s limited expertise in using new technologies and poorer cognitive and percep-

tion abilities (e.g., [183-191]).

Due to a great number of potential user groups of healthcare information services (the key
objective of these services is to be available for all people) and their different characteristics and
requirements, it can be very difficult to identify functionality and design requirements of one
specific application that should match needs of all users. One approach to address this issue is
described in research work such as [141, 190] that outlines that developing one single solution
would not fit the needs of all users and recommends the development of different interface ver-
sions for different user groups. The disadvantage of this approach is that development of different
user interfaces requires much more development and maintenance work, but enable easy adapta-
tion of interface and functionalities to specific user needs. The other approach proposed by some
of the found research work in the literature is implementing dynamic interface adaptation to dif-

ferent contexts of use and enabling users to perform modifications and personalization of the
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services before they start using them (e.g., [192-196]). While dynamic interface adaptation can
provide more flexible interfaces and do not require development and adaptation of different ap-
plication version, it requires implementation of specific context adaptation and management logic
and can put additional requirement on user to do the final adjustments of the application before it
can be used. Additional discussion about adaptation of (healthcare) services to various different
contexts of use (not just type of users) can be found in the next section presenting “Mobility lit-

erature overview” .

Since the research work found in the literature addressing issues related to integration of
mobile application as part of the bigger and more complex healthcare information system is lim-
ited to special types of healthcare services and use cases and none of them outlines general de-
sign and usability guidelines, the research work presented in the paper II in this dissertation is
performed with the goal to identify what design rules and guidelines should be applied when de-
veloping and integrating mobile application(s) to a patient support system such as CONNECT
and adapting both the interface design and the system functionalities to a mobile device’s limited
characteristics [36]. By using different usability evaluation and participatory design methods
(low fidelity usability testing, high fidelity usability testing, semi-structured interviews, heuristic
evaluation) the users’ expectations and requirements from the CONNECT Mobile application are
identified and addressed, and the final version of the mobile application is evaluated by the group
of potential users in the context of the whole CONNECT patient support system to investigate

relation to other parts of the system (web application) and users’ acceptance.

Security literature overview

Since the research work done as part of the dissertation is addressing mainly issues related to
enabling secure and user-friendly authentication of the user when accessing mobile healthcare
information services, this literature overview will present a short overview of different authenti-
cation mechanisms and current research related to their adaptation to mobile devices and a new

context of use. At the end it is discussed in more detail multi-channel authentication mechanisms.

A most common approach to provide secure mobile access to mobile information services
used in a majority of studies and projects today is to adapt and integrate standard authentication
mechanism(s) (such as password authentication, token-based authentication, Public Key Infra-
structure, and biometrics) into existing security architecture of the information system. Due to
specific characteristics of mobile devices, some of the standard authentication mechanisms can
be made more user-friendly for use on mobile devices than in the case for stationary computers.
A good example is usage of mobile phones as authentication tokens when performing user

authentication, since mobile phones are widely accepted as highly personal devices that people
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always carry. There are numerous research projects that propose using a mobile phone as an
authentication token for accessing different services on stationary computers. For example, many
systems use SMS messages instead of dongles and cards for delivery of One-Time Password
(OTP) [197]. However, delivery of OTP over SMS introduces additional security issues since
security of the OTP is based on the security of the SMS message, which is not guaranteed by cel-
lular operators. Additionally, verification of the sender of the SMS message should be performed
to provide verification that the sender of the message is authentic. Instead of sending OTP over
SMS in clear text, recently several research projects propose developing and using mobile appli-
cations that generate OTP (e.g., [198, 199]). In this manner additional parameters (such as a mo-
bile device identifier, a mobile phone number, or time stamp) can be used to provide more secure
authentication over a second communication channel (multi-channel authentication is described
in more detail in the next section). Moreover, new emerging technologies such as Near Field
Communication (NFC) [200, 201], Quick Response (QR) codes [202-204], or Bluetooth commu-
nication [75, 205] can be used to make communication between mobile phones and stationary
computers during the authentication process easier and more user-friendly. The disadvantage of
the discussed mechanisms is that the authentication mechanism is adapted and done on the mo-
bile phone, but not for mobile services. Mobile device is used as an authentication device, while

the main access terminal is still stationary PC.

Another approach to adapt the standard authentication mechanism to mobile devices is to
store a client’s private key, that is part of a PKI security architecture, in the internal memory of
the device. The private key can be subsequently used for secure user authentication, and the sign-
ing and encryption of data that is exchanged between mobile application and server. One exam-
ple of this approach is shown by Pitsillides, et al. [206] and Panteli, Pitsillides, Pitsillides, and
Samaras [207], in which a security framework is described for the provision of end-to-end secu-
rity of e-health mobile applications supporting the networked collaboration of healthcare profes-
sionals. Authentication of the user is implemented in two stages. First, the user performs authen-
tication on the device using a strong PIN number. Then the user is authenticated for the applica-
tion through a digital certificate and a strong password. Digital certificates are installed on all
mobile devices and, in addition to authentication; they are used for the encryption of sensitive
data during transmission and integrity control of information exchanged over the Internet. An-
other example of how PKI can be used for providing user authentication is proposed in the work
described in [208] where a novel scheme for mutual client and server authentication based on the
exchange of messages encrypted with private keys is described. The proposed scheme uses PKI

to provide bidirectional authentication and non-repudiation and uses a session key to provide
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high security. Utilization of PKI architecture in mobile services can provide a high level of secu-
rity and data protection, but the major drawback is the cost of the security architecture establish-
ment and maintenance. Certificates and private keys must be installed and maintained on each
client device, and procedures for revocation, renewal and destruction must be established. Also,
additional security mechanisms must be implemented on mobile devices to enable secure storage

of private keys.

Mobile device hardware security components can be used for improving performance and
security of implemented security mechanisms. However, developing specific hardware is a de-
manding and costly process that requires adaptation of the entire mobile device hardware and it is
difficult to reach a common standard across manufacturers. Therefore, work on improving secu-
rity features of legacy mobile devices and a SIM card’s hardware is usually done by mobile de-
vice manufacturers and operators themselves. One example of a hardware component that pro-
vides support for hardware based security is the Trusted Platform Module (TPM) [209, 210]. The
TPM provides various security functions, such as random number generation, asymmetric key
generation, encryption/decryption, generation/verification of digital signatures, hash algorithms,
identification and authentication mechanisms, and secure storage. The TPM security specifica-
tion defines security services common to all platforms and allows them to be adapted for imple-
mentation for specific platforms. Today TPM is integrated just into limited number of hardware
platforms (such as PCs and servers), and support for mobile devices is not currently available.
However, many industry players are planning to integrate Mobile Trusted Module (MTM) in the
coming generation of devices such as mobile phones and PDAs. The MTM is a revised version of
TPM specification adapted for usage on mobile phones [211]. Research work as [212, 213]
shows how MTM can be integrated in mobile security and authentication provision services. The
general conclusion is that security features built into mobile device hardware can help developers
to implement and improve advanced security mechanisms and provide better protection of users’
private data without requiring additional development efforts. However, they introduce additional
dependency of mobile device hardware, which can result in delivery of (healthcare) services to
only a group of users with newer mobile terminals. Thus, software-based solutions are usually

better suited to ensure wide delivery of services in addition to high security.

Another approach to implementing secure authentication is to take advantage of existing
technologies in the cellular network. Cellular operators implement various standard security
mechanisms. For example, projects such as [214-216] propose authenticating users by using the
Generic Bootstraping Architecture (GBA) mechanism implemented by the mobile network op-
erator. GBA is a framework for mutual authentication of users and network applications, and

consists of a single authentication infrastructure that can be used for all of the potential services
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on a mobile device [217]. The user is authenticated based on long-term credentials present in the
SIM, which are protected from unauthorized access. More work can be found that proposes utili-
zation of different SIM based authentication mechanism for user authentication when accessing
mobile information services (e.g. [218-220]). Standard security solutions provided by mobile
network providers can offer benefits such as easy integration of well-established and approved
security solutions without the need for additional development and maintenance. However, they
also introduce drawbacks such as less control and flexibility because cellular operators as a third
party are controlling security features that protect access to private data, which is usually not ac-
ceptable for services managing highly sensitive (medical) data. An additional problem can be the
numerous mobile network providers in each country, entailing cooperation agreements and a
need for all of the mobile providers to define and agree on the security policies to enable access
to mobile services for all potential users. Experience from other authentication solutions, such as
BankID for Mobile in Norway, show that such coordination is very difficult, and may be impos-

sible without regulatory intervention.

Limited computational capacity and power supply of mobile devices has resulted in research
related to utilizing external services for performing security and authentication algorithms in mo-
bile services, such as cloud computing [221, 222] and agent technologies [209, 223, 224]. Using
external services such as cloud computing and mobile agents has the potential to enable develop-
ers to improve the security capabilities of mobile healthcare applications and overcome existing
mobile device limitations. However, security mechanisms utilizing these technologies are still not
accepted as standard mechanisms for providing everyday security solutions thus showing the

need for further research and development work in this area before wide deployment is possible.

One standard approach to implement user authentication is based on identification and veri-
fication of humans by their unique characteristics and traits (also called biometrics) introduced in
the theoretical background in chapter 2.2.1. One of the main limitation of this approach is that the
technology that is used for providing biometric authentication is usually very expensive mainly
due to expensive infrastructure required to process authentication data [225]. Also, in general
people are not comfortable in using this type of authentication mechanism for everyday services
due to its intrusiveness [226, 227]. Functionalities available on the mobile phone can be used to
ease the gathering of biometric data in a less intrusive manner and result in a better user accep-
tance and proliferation of this type of authentication mechanisms. In the literature can be found
different research approaches suggesting how mobile devices can be used for biometrics authen-
tication (e.g., voice recognition [228-230], fingerprint recognition [231], face recognition [232-

234], patient ECG recognition [235]). Additionally, using advanced sensor features of smart
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phones (e.g., accelerometer, location sensors) has enabled the development of new authentication
mechanisms that were not previously available on a PC, such as location based authentication
[236, 237], gesture recognition [238, 239] and gait recognition [240, 241]. Using advanced
authentication mechanisms based on biometrics that are adapted to mobile device characteristics
has a potential to improve the security of mobile services in the future without influencing the
usability of the system. However, these mechanisms can also introduce additional privacy issues,

since they require gathering sensitive private data people generally are not willing to share.

Multi-channel authentication

In a previous part of this section it is discussed how different single authentication mecha-
nisms could be adapted and used on mobile devices. As described in the theoretical background
in chapter 2.2.1 multifactor authentication that combine couple of authentication mechanisms is
used to offer better protection against security attacks. However, the one channel used in multi-
factor mechanisms is usually the weakest part of the system since if the channel is compromised
all factors exchanged between user and the system can be captured. To overcome this vulnerabil-
ity, the multi-channel authentication is introduced, where different authentication factors are
transferred over independent channels. Multi-channel authentication mechanisms offer better
protection then using only one channel for delivery of authentication factors, since with using
multi-channel authentication attacks must compromise both communication channels to gain ac-
cess to protected resources. Most commonly a web channel is combined with a mobile network
channel. One example of the multi-channel authentication approach is an authentication mecha-
nism that enables strong authentication of the user using a non-trusted communication channel
(e.g., a PC in an Internet cafe) by using a trusted communication channel (a private mobile
phone) proposed by Shintaro and colleauges [242]. The user reads a session ID from the primary
communication channel (web channel) using a bar code reader on a mobile terminal, and it sends
the session ID through a mutually authenticated secure channel over the mobile phone network to
the authentication server. The authentication server can then match the session ID and bind the
successfully authenticated user to the main communication channel. Another approach that uses
the cellular phone network as a second channel for user authentication is sending OTP over SMS
or generating OTP in a mobile application (this security mechanism is more discussed in a previ-
ous part of the section).

Additionally, commercial products that rely on the security of the closed switched telephone
network can be found, such as SAINTlogin [243], Identrica [244], Lloyds TSB [245]. In the
SAINTlogin solution, the system provides the user with a random phone number unique for each

incoming authentication request. The one-time telephone number is used to identify each started
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authentication session, and the user is authenticated on the second authentication channel by
checking the calling number which is previously registered in the system and linked to the user.
The Identrica System requests a user to enter the mobile number into a login page together with
other access login details. To complete the login process the user is asked to call a given number
belonging to the company. The caller number is used to authenticate the user over the secondary
channel by matching it with the number given on the primary web channel. In the Lloyds TSB
solution the bank calls the customer on the previously registered phone number and provides a

one-time PIN number that must be entered and sent over the main communication channel.

A more general multi-channel solution is proposed in [246, 247] where the user can choose
one or more independent secondary access channels, which are used to verify user identity (e.g.,
mobile phone, a landline phone, e-mail, or Nintendo Wii) and authenticate the transaction. In this
solution much more flexibility and security management is given to the user since he/she will be
able to increase and decrease security according to his own desire and understanding of the sys-
tem. Additionally, the service provider can define some initial security requirements and limita-

tions enforcing minimal protection of the user sensitive data.

The literature survey found lacking related research work on developing multi-channel
authentication solutions that can be used on one device, more specifically on mobile phones.
Mobile phones used today provide the user with the ability to connect to different networks at the
same time and to use different communication channels. A common understanding and require-
ment set from legislators making security requirements is that the terminal providing second
authentication channel or serving as an OTP device must be separated from the terminal used to
access private data. The research work described in Paper III [37] in the dissertation shows how a
mobile phone can be used as the terminal for accessing the user’s private data and at the same
time provide additional user authentication over an independent second communication channel,
making the terminal and the code calculator/OTP device the same device. The main advantage of
the proposed security solution compared to other proposed multichannel authentication mecha-
nisms is that it can be used without reducing the security and in the same time providing superior

ease of use since it does not require additional device/token from the user.

Mobility literature overview

This section investigates how related work address session mobility issues when providing
seamless access to mobile information systems and shows how security issues are addressed in
this context. Also, it is discussed some of the standard mechanisms for enabling macro mobility

(or Inter-Access Network handover). Additionally, it is presented overview of some techniques
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proposed for enabling context adaptation of healthcare applications and information services and
discussed how related research work proposes combining context adaptation with mobility man-

agement for mobile healthcare information services.

For enabling terminal mobility across different access networks and administrative domains
standard technologies (such as Mobile IP, Mobile VPN, and Session Initiation Protocol - SIP
mentioned in the chapter 2.3) exist today. Each technology offers a different approach for han-
dling macro mobility issues, but also introduces limitations that must be additionally considered.
The Mobile IP protocol allows location-independent routing of IP packets on the Internet and
provides support for seamless connectivity across heterogeneous networks [97]. However, the
protocol also has some major limitations such as: performance overhead due to triangle routing,
the requirement for implementation of additional support mechanisms by an operator or service
provider (e.g. hosting of a home/remote agent), the requirement of a user to install the additional
client software on the mobile device, and security considerations (e.g., denial of service attack,
passive eavesdropping, reply attacks [248-250]). Additional research work, such as [251, 252], is
conducted to improve the performance of Mobile IP protocol and provide a more efficient macro
mobility handling mechanism. However, Mobile IP is still not widely accepted on mobile termi-
nals, and only few operators and enterprises use the technology today. Mobile IPv6 address some
of the shortcomings of Mobile IPv4, but do not solve all infrastructure requirements, which so far
has limited commercial deployment. Mobile VPN is a popular technology for handling terminal
mobility issues of mobile devices in enterprise environments. It provides mobile devices with
continuous access to network resources and software services in their home network while they
are on the move. However, the advanced security mechanisms provided by Mobile VPN technol-
ogy (e.g., encryption, authentication, and user provisioning) adds also to the communication
overhead. Also, in the same way as for Mobile IP, the additional Mobile VPN client software
must be installed and/or configured on the client (mobile device) and server (service provider) for
the service to be available to the end users. In general, standard network layer protocols, such as
Mobile IP and Mobile VPN, can be used for enabling terminal mobility. However, the software
supporting these protocols is still not widely present and accepted on mobile devices, resulting in
extra requirements from users to install and configure their mobile device before they can use the
service. Additionally, these protocols can add extra performance and communication overhead on
mobile devices that already have power and processing constrains. For handling macro mobility
issues on the application level, the SIP protocol can be used. The SIP protocol enables registra-
tion of a mobile client so the user can initiate and receive communication and services from any
location [96]. The disadvantage of the SIP protocol is that it does not provide seamless connec-

tivity when the user is on the move since the protocol is designed more for reaching a mobile
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terminal from the network side using a unique user’s identifier (SIP URIs). Different research
efforts are being made to adapt the SIP protocol for more effective handling of macro mobility
(e.g.. enabling soft handover by adding SIP proxies with content buffering and filtering features
to the base stations [253, 254], combination of SIP with Mobile IP protocol [255], enhancing the
architecture with Session Border Controls and extending application and/or media layer functions
[256], and re-establishing SIP session after establishing network layer connection using re-
INVITE message from the client or creating multiple sessions between two end-points [257]).
However, the SIP protocol is still mostly used for enabling peer-to-peer communication (mostly
multimedia content streaming) and it is not usually deployed as a standard solution for providing
seamless access over heterogeneous access networks. Besides handling macro mobility on net-
work (Mobile IP, Mobile VPN) and application (SIP) layers, there are also proposals for handling
macro mobility on the transport layers such as [258, 259]. However, this approach usually suffers
from the drawback that it has to modify the standard Internet transport protocols implementation,
such as TCP, for all the hosts, which is not practically feasible for a generally available
(healthcare) service. Handling terminal mobility at a transport layer is usually proposed and im-

plemented as a part of research projects and still not standardized as general technology solution.

Session mobility as defined in previous chapters ensures that the active session is preserved
while the user is accessing the same service over different terminals. Canfora and colleagues in
[260] describe three main architectural schemes noting how session mobility can be achieved for
web applications. The first option is to add functionalities for tracking and managing session in-
formation to a client device or client application. When a session is transferred, the session data
is transported to the other client usually by implementing peer-to-peer communication between
clients or adding a server that temporary stores the session data (e.g., [261-269]). The advantage
of this approach is that complete and precise session information can be obtained since the client
poses all session information (even the information that was never transmitted over the network
to the server). On the other hand, the disadvantage is that enabling recovery of session informa-
tion when the communication channel with the original client is lost can be very demanding or
even impossible. Additionally, changes must be implemented for all client devices (in the form of
e.g., web browser add-ons or client mobility agents). If the session mobility functionalities are
developed as separate add-ons and not integrated as part of the client application, additional in-

stallations and configurations must be performed usually by mobile device users.

The second option is to create an intermediate proxy server that will intercept all communi-
cation between the client and server side (e.g., [260, 264, 270-272]). In this case the session in-

formation is stored and managed on the proxy server, and when the session should be transferred
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the proxy server performs all the session handling work. The advantage of this approach is that a
proxy server can usually be added without big changes to client and server applications, making
it a very attractive solution for adding session handling features for existing web applications.
However, since a proxy server is added as a new point in the communication, additional protec-
tion mechanisms must be implemented to protect the system’s overall security, data privacy and
confidentiality (e.g., the proxy server should perform additional identification and authentication
of the user to be able to restore the right session state and all communication from and to the
proxy server and the data stored on the server should be protected from intruders using an appro-
priate mechanisms such as encryption). Additionally, if the client application is not additionally
adapted to support session handling features the proxy server will not be able to gather session

information that is not previously transmitted (e.g., uncommitted forms).

The third option is to store session information on the server. In this case the server is re-
sponsible for restoring the proper session information for the client. Besides research work ad-
dressing this topic for supporting web applications (e.g. [273-276]), the desktop virtualization
technology called Virtual Desktop Interface (VDI) is implemented and provided by the majority
of technology vendors today (e.g., Citrix, Microsoft, Oracle, RedHat and others) to enable easy
transfer of complete user desktop environments to different servers. The VDI technology pro-
vides support for storing and running a virtualized desktop on a remote server. In this manner, all
of the used programs, applications, process, and data are kept on the server and run centrally and
a user can connect and run the same personalized operating system in the same state from differ-
ent devices. The advantage of storing session information on the server side is that session data is
managed as part of the server architecture and the additional protection of session data and com-
munication is not needed. Also, session handling mechanisms are configured on the server and
are easier to maintain. The disadvantage of this approach is that it requires additional implemen-
tation and/or modifications on the server side for adding support for handling sessions. If the cli-
ent application is running on one server this overhead is not significant, but since web applica-
tions can be implemented on numerous servers that share the information about the user session,
implementing and coordinating session handling among different servers can be challenging.
Also, this approach has the same problem as the proxy server solution; session information from

the client not transferred to the server will be lost.

Besides these three identified approaches, some projects propose implementation of specific
mobility handling middleware. For example, Bagrodia and colleagues in [277] present the
iMASH architecture for enabling a session to move seamlessly between heterogeneous platforms.
The iMASH solution proposes middleware services hosted by additional platforms (proxies)

placed between clients and legacy servers and require additional implementation on clients while
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the legacy servers are unchanged. All communication between client and server is mediated by
middleware on proxy servers that also manages the application session state to facilitate fast ap-
plication session handoff between client devices. A similar approach is proposed in [278] where a
middleware solution named OPEN Migration Service Platform is proposed. The platform con-
tains a server side proxy implemented as modified SOCKETSv5 proxy, and a light-weight mobil-
ity client on the end-user devices. Similar to the previous example, all network communication
related to session migration between the client and application server will have to go through the
proposed proxy. Another example is described in [279] where Mockets are introduced, a
communication middleware designed to support session mobility in terms of seamless handover
and migration of services session endpoints from one node to the other. The Mockets middleware
is designed as an application-level library that must be installed on both the client and server side.
The middleware provides support for rebinding the open sessions to the network attachment point
and network interface that provides the best performance. Additionally, it also provides support
for adding mechanisms that enable moving the object representing the saved session state to an-
other device and resuming a previously suspended session. In [280, 281] an activity-based com-
puting architecture framework developed to support clinical hospital work is described. The ar-
chitecture is based on handling activities that gather all information and applications related to
one entity (e.g. one patient) and provides support for discovering, suspending, resuming, roaming
and sharing the selected activity. The framework has a hybrid architecture using client-server
communication for activity and state management. On the client side activity management func-
tionalities are implemented as part of the integrated OS layer and a pluggable user-interface
layer. On the server side framework is implemented through an infrastructure layer that handles
activity storage, roaming, and sharing. The main advantage of the middleware solution is that it
usually offer the better support for management of session mobility since they provide more spe-
cific session management functionalities that can be used by different services on both client and
server side. However, they also require additional installation, configuration and maintenance of
middleware software on the server, client, proxy or on multiple devices. If the middleware is not
accepted as a standard and widely adopted solution in an operating system architecture, then the
additional work for setting up the middleware environment on each device must be performed by

the service provider or user.

A key consideration when providing session mobility for services that handle sensitive pri-
vate data (such as healthcare information services) is security. The session handling mechanism
must be implemented so confidentiality, integrity and privacy of data are preserved. From the

above discussion we saw that adding a proxy server for session handling can require implement-
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ing additional security mechanisms on the new server. Implementing session handling mecha-
nisms as part of server and client applications introduce less overhead since security mechanisms
are already implemented and handled as part of the standard client/server application. Specific
middleware added on client, server, and proxy for handling session transfer must also implement
security mechanisms for protecting data during the session transfer and management process. In
the next part a short overview of related work that proposes different ways for implementing se-
cure authentication and communication when enabling session management in (healthcare) in-

formation systems is given.

The iMASH project addresses security issues as part of the middleware by creating three
types of communication channels between the client and the proxy namely a device control
channel, a session control channel, and a session data channel [282]. The device control channel
performs mutual authentication between the client’s and proxy’s middleware using a unique cer-
tificate issued from a trusted authority and encrypts data during transfer using symmetric encryp-
tion over WTLS communication channel. On the session control channel user authentication is
performed during session creation based on a username and password, after which if the user is
successfully authenticated the client application will be activated. The session data channel is
used to transfer session data. The approach that divides the authentication process on two com-
munication channels provides an advantage during session handoff since only user authentication
is required, while device authentication is performed automatically by the middleware. However,
this approach requires a valid certificate to be installed on each device on which the session
handoff is performed, and additional security techniques must be implemented on device to pro-
vide tamper-proof container and secure storage and management of these sensitive data. Addi-
tionally, the proposed architecture do not discuss how the middleware security management im-
plemented in the proxy are related and integrated to authentication and security mechanisms on
the legacy server. The OPEN Migration Service Platform project authenticates a client to the ap-
plication server middleware based on application ID and device ID. The application and device
IDs are registered on the server during the registration process that is required for each client be-
fore they can use the session migration functionality. The paper does not specify if some stronger
(user) authentication is required during the registration process, so the conclusion is that the pro-
vided authentication is very weak since the user of the service is not specifically authenticated
when session transfer is performed and if the device is stolen the intruder will be able to request
session migration and access the service. For enabling migration of an authenticated session,
Suoranta and colleagues propose implementing a client-side session migration mechanism [283].
The proposed solution uses Single-Sign On (SSO) techniques that manage user authentication

over different services and describe migration of authentication sessions between a desktop com-
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puter and mobile device web browsers. They propose and implement a browser add-on that per-
forms transfer of cookies between devices using a secure Bluetooth connection. The disadvantage
of the proposed client-side session migration mechanism is that it does not provide seamless ses-
sion transfer since it requires the user to initiate and accept the session transfer and establish con-
nection between two active devices. Also, managing of sessions through cookies in different web
browsers can be highly demanding due to the lack of a standard for accessing and naming cook-
ies for different types of servers and services. Additionally, as the authors noted some servers
bind cookies to IP addresses to prevent reply attacks which disable utilization of proposed
mechanisms. In [260] it is described how security can be handled when using proxy based solu-
tion for managing web browser sessions. For providing user privacy and confidentiality the proxy
server performs standard HTTP authentication of the user (using Basic or Digest scheme). If the
web server requires user authentication, the user must be authenticated again and all authentica-
tion processes are performed through a proxy server. For optimizing the process the authors pro-
pose potential storage of user credentials on the proxy server the first time they are used (if the
Basic scheme is used), and enabling the proxy server to automatically authenticate the user in
future. Storing user credentials on the proxy server introduces a very high risk, since the intruder
who gains access to the information on the proxy server can gain full access to the system and
information from all users. Additionally, in this approach it must be ensured that the user authen-
tication on the proxy server is of the same security level as for original service to preserve
enough protection against unauthorized access. Each of the discussed projects propose imple-
mentation of the specific security mechanism to enable secure session mobility management,
however none of the them provide support for adaptation of these mechanisms to the different
context of use (for example enabling one authentication mechanism when a user access the sys-
tem over the web browser application on public PC while adapting authentication mechanism
when session is transferred to native mobile application running on a private mobile phone de-
vice). The solutions for enabling context aware user authentication can be found in the literature,
but for general information systems that do not provide session management (e.g., [284-288]).
Integrating support for adaptation of authentication mechanisms in systems that enable session
management handling can be valuable for services that manage sensitive (medical) data and re-

quire user-friendly and context aware services accessible over various terminals.

Adaptation of the mobile services functionalities and design to different context of use (e.g.,
different device characteristics, location) is a key element of any mobile application development
process. In the literature there are numerous researchers addressing this issue. For example in the

healthcare domain, different studies have investigated how context-awareness can be imple-
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mented and integrated in mobile electronic patient records used in hospital by healthcare provid-
ers and what advantages these systems can provide (e.g., [289-292]). The results showed that
adapting mobile applications for accessing electronic patient records to the context related infor-
mation (e.g., knowledge about the users of the system, the location, work process, the social con-
text, and the context of the specific system) could provide valuable benefits for this type of serv-
ices. Additional recommendation is that since every system is different, the key requirement
when adding context adaptation support is to utilize design methods that employ a high degree of
user involvement such as user-centered or participatory design methods when implementing a
context-aware system [289, 293]. For example, Bardram in [293] outlined lessons learned trough
a user-designed process carried out in cooperation with clinicians and patients about applying
context-awareness to clinical work. Some of the conclusions are: context-awareness data should
be used for helping navigation through large amounts of medical data, and the context-aware ap-
plication should only suggest the course of action and let the user make the final choice. Dahl and
Svanas in [294] compare some location and token-based interaction techniques for systems that
provide point-of-care access to medical information. The results show that the usability of the
interaction techniques greatly depend on specific physical and social conditions of the use situa-
tions, and they propose to designers to consider a large number of potential sensor-based interac-
tion techniques and to implement the few ones that show the best results. In this way, healthcare

providers can choose the one that fits the best their current needs at the time of use.

However, even thought there can be found numerous research identifying principles how
context aware services should be developed, designing and implementing context aware services
still present highly challenging and difficult task due to users continuous and pervasive interac-
tion [295]. In the literature different projects can be found that are describing how context aware
services should be designed and developed. For example, Bardram proposed and developed a
conceptual and technical framework for creating context-aware clinical computing application
called Java Context-Awareness Framework with a small set of interfaces that provide support for
development of robust, event-based and service-oriented healthcare services [293, 296]. Projects
as [291, 297, 298] propose using agent technology that acts on behalf of users, service providers,
devices, and sensors in the medical IT environment and implement complex functionalities that
are in this manner hidden from the users. Paganelli and colleagues propose using an ontology-
based context model and rule-based reasoning for representing patient health status and adapta-
tion of the system functionalities to the patient’s health plan and specific needs [299]. As part of
the AWARENESS project it is developed infrastructure for supporting context-aware application
that provide a generally applicable context model with implemented quality and time-critical

context reasoning and user centered dynamic privacy control [300]. In Match project [301] it is
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proposed using policy-based home care system, where policy rules are used to specify the behav-

ior of a system and adaptation to the current context.

Previous examples show that there are different project addressing session adaptation and
context adaptation issues independently. However very few projects that address both of these
issues together is found. One example in healthcare domain is project called Activity Based
Computing that proposes and develops an architecture supporting local mobility within hospitals
[107]. The proposed architecture supports local mobility of medical personnel in one hospital.
The focus of the project is managing application mobility across different terminals (called by
authors “application roaming”) and content adaptation, while terminal mobility and support for
roaming between different network types and administration domains is not managed by pro-
posed architecture since the service is used only inside of one hospital internal network. The ac-
cess to the system is enabled only using web browsers on devices, while support for development
and integration of native mobile applications is not provided. Additionally, the transfer of session
is not performed automatically (the original application must initiate session transfer and provide
the address of the device where session should be transferred). Another example is project Ubi-
doctor that propose a middleware-based service infrastructure that enable doctors accessing hos-
pital information system independent of their current place and time [302]. The proposed mid-
dleware architecture provides support for handling session mobility and content adaptation for
healthcare applications and enables access to the system from outside of local hospital networks.
However, the proposed middleware does not provide support for protecting sensitive data stored
and managed by the middleware services and implementing security mechanisms as part of the

middleware solution.

The related work presented in this chapter shows the research and industry solutions for
providing secure, context aware (healthcare) information services that support session and macro
mobility management. We found different projects addressing these issue independently, how-
ever we found lacking the related work that combine all these features in one proposed solution.
For example, different approaches for handling session mobility are showed and different authen-
tication mechanisms are proposed for protecting unauthorized access to these systems, but none
of the related projects enable adaptation of these security mechanisms to the context of use. Also
several projects that are addressing session mobility and context adaptation issues in healthcare
information services are described, but they do not provides support for integrating security man-
agement functionalities as part of the proposed solutions. Due to this reason, in the paper IV in
the dissertation [38], we researched how a patient support system can be developed and adapted

to allow session mobility and secure seamless access, and propose a generic architecture frame-
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work called CONNECT framework that provides support for implementing context aware
authentication, session management and content adaptation when developing context sensitive
patient support systems. The proposed framework supports implementing session mobility in a
secure and user-friendly manner and simplifies further development and integration of different

(mobile) platforms to the current CONNECT patient support system.

3.2 Paper II: Designing User Friendly Mobile Appli-
cation to Assist Cancer Patients in Illness Manage-
ment

Summary: The research work presented in the paper address research issues related to: (1)
identifying interface design and functionality requirements needed for the CONNECT Mobile
application to provide patients with easy, user-friendly, context adapted mobile access to health
related information in the CONNECT system, (2) identifying how previous knowledge and expe-
rience with other parts of the CONNECT system affect users understanding and operation of the
mobile application, and (3) researching patients acceptance and opinions regarding the usefulness
of the mobile application as part of the CONNECT system. During development of the CON-
NECT Mobile application various participatory design and usability evaluation methods (semi-
structured interviews, usability testing with low fidelity and high fidelity prototypes, and heuris-
tic evaluation) were used and the detailed analysis of gathered quantitative and qualitative data
was performed. Various types of system stakeholders (patients, design and software development
experts, and medical personnel) were included in different phases of the iterative design and de-

velopment process.

The low fidelity usability testing combined with semi-structured interviews with patients
was performed in the beginning of the application design development process to get initial feed-
back from potential users regarding the system’s interface design and functionalities. The low
fidelity prototype is developed by adapting the first version of the application design screenshots
developed in previous phase of project to comply with general design guidelines and recommen-
dation defined by mobile device manufacturers, mobile platform manufacturers, and design stan-
dardization organizations (e.g., [46, 122, 126-129]). The feedback from potential users was used
to gain better understanding of the new context of use for the CONNECT patient support system
and to identify users requirements and expectations from this type of mobile health management
system. The results and design rules gained from the user feedback in this phase are described in
the paper, and a more detailed description is presented in the Appendix 2 of the dissertation. The

feedback gained from participants in this phase was used to adapt the application interface design
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and functionalities before the application development process had started. In order to develop of
the CONNECT Mobile application Java Platform, Micro Edition (Java ME) developer platform
[303] was used. To provide additional support for adaptation to any mobile terminal without any
specific requirements from a device and user software library from Faster Imaging [304] was
used during development. The software library provided new methods for text manipulation and
dynamic adaptation of commands and navigation elements with automatic adaptation to device
capabilities (e.g., support for arbitrary fonts with arbitrary size scaling and support for various
navigation methods such as buttons, stylus, soft-keys, numeric keys, and touch screens in a con-
sistent way). In this manner, every user could use his/her private mobile phone to access the same
service, while the interface is automatically adjusted to each specific device and its capabilities.
Developers and design experts participated in group sessions, where system design, functionality,
and adaptation issues were discussed. As a result of this phase, a fully functioning high fidelity
prototype was created based on a previously developed and adapted interface and functionality
design. In the next phase expert reviews with nurses were performed on the high-fidelity proto-
type. The heuristics evaluation method is used in this phase to get valuable feedback from
healthcare personnel not just on interface inconsistencies but also on interface and functionality
implementation design based on their previous experience with development of the CONNECT
system. Most of the comments received in this phase were related to small interface adjustments
and more convenient organization of the content on the screen (the summary of the comments are
showed in the paper and the detailed description of received feedback is given in the Appendix 3
of the dissertation). The feedback received in this phase was used for final adjustments and im-
provements of the high fidelity prototype before the final usability evaluation phase with patients
had begun. The results of the final high fidelity usability testing showed that the patients did not
have any major complaints or problems performing the tasks in the CONNECT Mobile applica-
tion. However, for patients that had used the CONNECT web application before, previous
knowledge and experience helped them to understand and perform tasks with higher efficiency
and make fewer errors. All the participants agreed that the functionalities provided on the mobile
application were sufficient, and that adding more functionalities and options would result in a
more complicated system that is harder to understand and use. The final interviews performed
after completed high fidelity prototype testing showed that patients found the mobile application
useful and were ready to accept it as part of the CONNECT patient support system in their eve-
ryday health management process. Additionally, participants described new usage scenarios and
contexts where using mobile services is more suitable than using a standard web application. For
example, one patient stated that now she has much more free time (e.g., waiting for treatment, in

the transport to and from hospital) when she cannot use a PC, and in this situation she finds the
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mobile application very useful. Another participant said that the web application can be used only
when she is at home and sits in front of PC, while a mobile application she can use anywhere and
anytime since she always has her mobile phone with her (e.g., going to the shop, sitting outside in
the garden). Additionally, one participant reported that she very often did not have enough en-
ergy to sit long in front of computer, while a mobile phone she could use to access the system
even when resting and laying down. A more detailed description of results recorded in the high-

fidelity usability testing together with semi-structured interviews can be found in chapter 5 of the

paper.
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Figure 5. Screenshots of the final mobile application interface (part of the figure is taken from

[36])
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in Illness Management

Through the described development and evaluation phases a user-friendly, adaptable, and
well-accepted CONNECT Mobile application that enables mobile access to the CONNECT pa-
tient support system is created. The mobile application screenshots that demonstrate final appli-

cation interface design and functionalities are shown in Figure 5.

Figure 6 shows a use case diagram of the functionalities provided in the CONNECT Mobile

application. The main functionality modules supported are:
The messaging module where a patient can exchange messages with medical personnel.

The registration module where a patient can register and manage problems that are bother-
ing him/her. For each selected problem the patient additionally registers the level of bother and
importance level. Additionally, there is an option where the patient can get a preview of the last

registered problems.

The advice module where a patient can get information about how to manage his/her symp-
toms, how to psychologically deal with the illness, the challenges it brings, and what his/her
rights are as a patient (all information in this module is evidence-based and quality assured by
healthcare personnel). The patient can also create a personalized list of advice that he/she finds

most useful and valuable.

Contributions: The main goal of this paper was to address the research issues related to the
development of a useful and user-friendly application that enables mobile access to a patient sup-
port system such as the CONNECT system and research the acceptance and usefulness of a mo-
bile application integrated as part of the CONNECT system. In this context, the first objective
has been to identify mobile application interface design requirements and adjustments. The gen-
eral design guidelines in the literature were found insufficient and in many cases contradictory,
while research work related to “mobilizing” web based healthcare systems is limited to address-
ing functionality adaptation and performance analysis of specific types of information system
intended for limited user groups (see the literature survey in Chapter 3.1.1). To identify the main
design and functionality requirements when enabling mobile access to the CONNECT system
different participatory design and usability evaluation methods were used during the design and
development process. By involving various types of system stakeholders different types of feed-
back and comments are received, and different user requirements and design principles that are
applied during the application development process are identified. The first contribution in this
research area is a set of guidelines and interface requirements that should be used when develop-
ing and integrating mobile services in healthcare information systems with similar functionality

and design requirements (detailed description of the guidelines can be found in the paper).
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The next objective of the paper has been to identify the users’ functionality requirements
and acceptance of the CONNECT Mobile application as one part of a larger patient support sys-
tem. Most mobile healthcare applications and services that can be found in the literature and mo-
bile markets today are stand-alone systems and all functionalities are provided only through a
single application. However, based on the feedback received from patients, it was concluded that
most patients accepted and appreciated a mobile application in addition to a web application.
They still recognized and preferred the web version as the main application with full functional-
ity support, but also they identified the new usage scenario where the mobile application can be
found more useful and appropriate compared to utilization of a standard web application. Also,
the patients stated that they do not require all functionalities of the system when using a mobile
terminal; it is enough to have a selected subset. Based on this user feedback, we came to the con-
clusion that the mobile application should constitute just a part of a more complete system in-
cluding other types of terminals such as web or tablet for home/hospital use. In this manner, it is
possible to provide a user with numerous different functionalities and features over different ac-
cess terminals, and keep the (mobile) applications very simple, easy to use and context adapted.
This conclusion is consistent with the results presented in the related work such as [145-148]
showed and discussed in the literature review. Additionally, in the paper guidelines are suggested
regarding how the mobile application should be developed in accordance with other parts of the
patient support system, so the user can use the previously gained knowledge and experience with

the system when a mobile application is introduced.

Finally, it is researched what are patients’ opinions regarding the final CONNECT Mobile
application usefulness and ease of use. All patients that participated in the final high fidelity us-
ability testing phase found the mobile application together with the other parts of the CONNECT
patient support system very useful. Also, they did not have any major difficulties when using the
mobile application that is developed applying design and functionality requirements identified in
the previous phases of the research process, and they agreed that it was easy to use the applica-
tion and perform the requested tasks. Based on the feedback gained from participant through the
research process, we concluded that the standard patient support services offered in Norway to-
day (phone calls and hospital visits) should be extended with advanced and more flexible patient
support systems (such as CONNECT system) that take advantage of new and emerging technolo-
gies (including mobile technology) with the goal to fulfill rising patients’ requirements and pro-

vide healthcare information delivery and support at the point of need.

Limitations: One of the participants in the usability study suggested that the CONNECT
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Mobile application should be offered only to potential users between 20 and 50 years old, which
are more accustomed to using mobile technologies. The good acceptance and easy understanding
of the CONNECT Mobile application interface and functionalities by this user group is also
showed in the results of this study (the mean age of the users who participated in the high fidelity
usability study was 46.5). However, the general conclusion of the study is that mobile informa-
tion services in healthcare sector should not be limited just to specific user groups (e.g., younger
people). Reaching the elderly and other user groups (e.g., users with special needs such as people
with vision and motoric problems) would mean identifying new system requirements by includ-
ing a wider user group of potential users in the development process, and additionally adapting
the services for the new usage context. For future work in the CONNECT project utilizing the
universal design principals and adjusting and improving the (mobile) application(s) and serv-

ice(s) to supports needs of a larger user group is planned.

The targeted user group participating in high fidelity usability testing was women between
20 and 50 years of age in treatment for breast cancer. This additional limitation must be taken
into consideration when discussing the reported results. Another limitation is that the number of
users that participated in the high fidelity usability testing was only ten. Even though the litera-
ture suggests that a lower number of users is adequate for performing qualitative usability studies
[305], due to the sensitive nature of the healthcare systems, future work requires identifying more
design guidelines and user requirements from different users by recruiting a higher number and

greater variety of potential users during usability testing phases.

While performing high fidelity usability testing, the participants used the mobile application
installed on a Nokia 5110 Express Music testing phone, not on their own private mobile phone.
This fact probably adversely influenced performance and the number of errors participants per-
formed, and we believe that using their own mobile phones would provide more personal and
valuable feedback since the participants are better acquainted with the devices’ legacy function-

alities and features.

The heuristics evaluation, as a type of expert review, is usually performed by usability ex-
perts (as noted previously in Chapter 2.1.1). However, the theory overview of the heuristic
evaluation by Jaspers in [56] shows that application domain experts with usability experience can
be also highly efficient in identifying usability problems in the system. For this reason, during the
CONNECT Mobile application development process nurses from our research center were re-
cruited to perform the heuristic evaluation. We found that these nurses, who worked previously

on developing different parts of the CONNECT systems, possessed very valuable knowledge of
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the patients’ needs and requirements and can be used as a good replacement for design experts in
this phase of system design.

During development of the CONNECT Mobile application standard usability evaluation and
participatory design methods are used. Besides these standard methods, the literature review de-
scribed in the chapter 3.1.1 identified the research efforts working on adaptation of the standard
evaluation methods to the specific characteristics of the mobile devices and frequent change of
usage context. Utilization of new and more context-adapted evaluation methods is considered for
future work on the CONNECT Mobile application(s) to more efficiently identify new users’ re-

quirements for the new usage scenarios.

During the high fidelity usability testing one of the standardized usability questionnaires was
additionally used to measure system usability and user satisfaction. The questionnaire that was
used was Software Usability Measurement Inventory (SUMI). However, the authors of this tool
did not perform analysis of the data as we had previously agreed on, and we were unable to pre-
sent the results of performed testing in the paper. The results of the questionnaires would, never-
theless, present just preliminary results in this application development stage, and to gain more
valuable quantitative usability results more users must be included in the final phase of the appli-

cation testing [306].

The paper describes how the mobile application is developed and integrated as part of the
CONNECT patient support system, which also provides a web based application adapted for use
on standard PCs. Based on feedback received from patients during the development and evalua-
tion phase it is proposed to implement only a limited number of functionalities on the mobile ap-
plication to preserve application simplicity and user-friendliness. Here must be noted that the ap-
plication was developed for standard mobile phones with limited interface and input capabilities
(the testing phone was a standard Nokia phone). Today, we can see wide penetration and accep-
tance of smart phones and tablets with advanced interfaces and interaction capabilities and higher
performance capabilities. The newly emerged question is whether the proposed design guideline
applies also to these new devices with advanced features, or whether the new mobile devices are
able to deliver all system functionalities on their own. This topic will be further investigated in
the continuation of the CONNECT project, and is not addressed through research work presented

in the dissertation.

The next stage in the CONNECT project is to start a pilot study where the group of patients
will be offered both mobile and web access to the CONNECT patient support system during one
time period, and answer research questions regarding differences in usability, usefulness, and

usage patterns for different types of access terminals and context of use. By testing the system in
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real world practice the main goal is to gain research results that show how mobile services add to
the system’s mobility and utilization in people’s everyday life, and what further advantages they

can provide in addition to standard web version.

3.3 Paper III: Secure Solution for Mobile Access to
Patient’s Health Care Record

Summary: There are many standards that describe guidelines for implementing security
protection in healthcare information services and their secure integration (as seen from Chapter
2.2.3), and literature review showed a substantial amount of research work that is done on adap-
tation of standard security mechanisms (more specifically authentication) to the specific charac-
teristics of the mobile terminals and networks. However, mainly due to high requirements set by
national laws and policies for protection of patients’ private data there are still no standard and
widely accepted mechanisms that enable secure mobile access to healthcare information system

in Norway.

The paper proposes a security architecture for mobile access to healthcare information sys-
tems that enables secure authentication and communication between a mobile device and a
healthcare service provider through the usage of a two-factor authentication method on a mobile
phone (Confirm-by-PIN solution implemented by the Encap company [307] [308]) and encryp-
tion. The Confirm-by-PIN security solution was previously used for enabling two-factor authen-
tication of the user in (bank) web services running on a PC, where OTP is delivered to the user’s
phone through a dedicated mobile application. In this paper it is proposed a new approach to use
the Confirm-by-PIN authentication services and integrate the authentication functionalities as
part of the CONNECT Mobile application. In this manner, the CONNECT Mobile application is
utilized not just for providing the service functionalities to the user but also for initializing and
performing the authentication process using Confirm-by-PIN programming libraries. The pro-
posed solution adapts the existing Confirm-by-PIN authentication solution to provide multifactor
authentication without the traditional requirement from the user to have an additional authentica-
tion token, so the use of the authentication mechanism is simplified without compromising secu-
rity.

The paper shows a reference model of the proposed security architecture and explains com-
munication scenarios for the authentication process. Additionally, we describe how the proposed
security architecture provides support for different security features (authentication, confidential-

ity, integrity, protection against session hijacking, meeting local privacy laws, and usability).
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Figure 7. Use case diagram of authentication process

Use case diagram of authentication process is showed in Figure 7. Four actors participate in

the authentication process:
The User is the patient with an installed mobile application on his/her mobile phone,

The Service Provider stores and manages patients medical information and provides service

functionalities,
The Identity Server performs the authentication of the user,

The Authentication Provider performs authentication of the user through a second commu-

nication channel and delivery of a One Time Password (OTP).

The user first sends a request for private data to the Service Provider over a secure HTTPS
channel. If the user is not previously authenticated, the request is forwarded to the Identity Server
who performs authentication and informs the Service Provider if the user is who he/she claims to
be. The user is identified using MSISDN (the telephone number uniquely identifying a subscrip-
tion in a GSM or a UMTS mobile network as defined by the E.164 standard [309]) and orgID
(the code that identifies type of user), which is specific to the authentication system. Authentica-
tion of the user is performed over two communication channels. Over one communication chan-
nel the user’s personal PIN number, mobile device identifier (International Mobile Equipment
Identity - IMEI), and user’s private MSISDN are verified and OTP is generated. The main

HTTPS-based communication channel is later used to verify the OTP.
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For testing purposes a mobile application and a server architecture test bed were developed
to simulate the proposed solution, prove its feasibility and evaluate performance. The test bed is
developed based on the description of the security architecture of the University Hospital in Oslo.
In this manner the feasibility of the solution is shown and demonstrated how the proposed archi-
tecture could be deployed and adapted for one real life hospital information system. For devel-
opment of the mobile application the Java ME developer platform is used, and for server side
implementation the XenServer virtualization platform that provides capabilities required to create

and manage a virtual infrastructure is utilized.

During the testing process the system’s performance, scalability, and processing require-
ments on a mobile device is measured. The performance analysis identified communication bot-
tlenecks and places for further work and optimization. Additionally, in the paper it is suggested
how the authentication process could be optimized without decreasing security. The system’s
performance has been tested when multiple users performed authentication simultaneously and
the results showed that there were no significant changes in performance. Due to the limited ca-
pabilities of the mobile devices, power consumption and CPU load on the phone when authenti-
cation process is performed is additionally measured. The results showed that power and memory
consumed do not pose a problem, nor is the authentication process more demanding than running
any other standard mobile application that use Internet connection. Due to the nature of the pro-
posed authentication mechanisms and its security features, just preliminary scalability testing
with eight simultaneous users was performed and results showed that the system performance is

not considerably affected.

Contributions: The first objective of the research work presented in the paper has been to
identify the security requirements for enabling mobile access to a patient support system such as
the CONNECT system in Norway, and to find out which security mechanisms are implemented
and used in practice today and how they correspond to the requirements. Norway has set very
strict security requirements and corresponding legislation for protecting access and processing of
patients’ private medical data (see Chapter 2.2.3). In cooperation with the hospital IT department,
we studied how the general security architecture implemented in the hospital information system
that fulfill the set security requirements can be utilized and adapted for providing mobile access
to patient sensitive information. The security architecture implemented in the hospital informa-
tion system is divided in two zones: (1) a Demilitarized zone (DMZ) containing a main access
proxy server, called Access Manager, which performs user authentication and access control
functionalities and prevents outside users from getting direct access to sensitive data and services
and (2) a Safe Patient Zone containing servers that provide healthcare information services and

manage patient sensitive data. All user communication is performed through the Access Manager
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proxy server, which uses external authentication services for verifying user credentials. Today
the hospital information system supports BankID and BuyPass authentication mechanisms for PC
terminals. If the Access Manager successfully authenticates a user, it forwards the user requests
to a specified server in the Safe Patient Zone. The WebChoice server implements the functionali-
ties of the CONNECT patient support system and manages patient sensitive data. This server is
located in the Safe patient zone and the patients are allowed to access the serves only if they are

successfully authenticated and authorized by the Access Manager proxy server.

We concluded that additional adaptations and changes are required before the security archi-
tecture implemented in the hospital information system used for enabling secure access to the
CONNECT system over web application can be used for enabling mobile access. We proposed
adding one additional server (the CONNECT Mobile server) in the Safe patient zone and using
this server as a proxy for mobile communication with the WebChoice server. The CONNECT
Mobile server performs only an additional adaptation of data that should be sent to the mobile
application and it does not store any sensitive data. Since the proxy server is located in the Safe
Patient Zone and it does not store private data, the implementation of additional security mecha-
nisms on the server is not required. Thus, the original CONNECT patient support system can be
extended with mobile access with a minimal set of changes. We identified that the biggest obsta-
cle for enabling mobile access to sensitive healthcare data using existing security architecture
was providing secure user authentication over mobile devices. The hospital security architecture
implemented today does not provide support for secure user authentication over mobile devices.
The main reason is the lack of user authentication mechanisms that are adapted for mobile de-
vices and accepted at the highest security level required for protection of patient personal data.
As a result, no healthcare information services provided by the hospital information system today
are accessible over mobile devices. For this reason we have focused our research on the devel-
opment of a security architecture that enables secure user authentication for mobile devices and
still supports full integration with an existing hospital information system that enables protection
of patient privacy, confidentiality, and integrity according to the national security requirements.
In the Appendix 4 of the dissertation, it is showed how the proposed security architecture inte-
grated with hospital information system complies with national regulations and acts, and which
security mechanisms are employed for protection of patients’ private data in hospital information
system. The content in Appendix 4 present the summary of a more detailed description of the
complete IT system architecture that can be found in the risk assessment document that was de-
veloped as part of the approval process with the hospital security authority in dialog with the

Norwegian Data Inspectorate.

As we noted before, besides general requirements for protecting sensitive (healthcare) data

60



3.3 Paper III: Secure Solution for Mobile Access to Patient’s Health Care Record

the Norwegian government set additional requirements for using a PKI based authentication solu-
tion for enabling access to sensitive information (including healthcare related information). The
review of the authentication mechanism available and in use in Norway (described in the Chapter
2.2.4) revealed that there is no authentication mechanism that is approved for the highest security
level in the public sector adapted for use on mobile phones. The proposed architecture that util-
izes Encap’s Confirm-by-PIN solution for enabling mobile access to the CONNECT system is
not based on the PKI and since PKI is a requirement, the requirements must be changed or a se-
cure storage of private keys must be employed. Two technology approaches are considered to

address the requirement for a PKI:

(1) Use one of the approved strong authentication methods (based on PKI-based authentica-
tion) for authenticating a user during the application download and activation process over a se-
cure web page. When the user is successfully authenticated using strong authentication method a
new user account (MobileID) is created. The new user account is synchronized with the original
user account for the strong authentication solution and used for performing the user authentica-

tion process using Confirm-by-PIN solution in the further use of the mobile application.

(2) Securely store private key, which can be used as an additional factor in authentication,
encryption, and signing processes, on the mobile device. The one option is to store the private
key on the SIM card. The example of this solution is BankID Mobile authentication mechanism
(introduced in Chapter 2.2.4). The other option is to store the private key in the mobile devices’
secure internal storage. As previously noted in the literature review in the chapter 3.1.1, many
industry companies are planning to develop a revised version of TPM specification adapted for
use on mobile devices and integrate it to the new generations of mobile devices in future. TPMs
can also be implemented in software, for extending the authentication mechanisms for mobile
devices with software-based secure storage for user’s credentials similar to TPMs used in servers

and workstations.

The first proposed solution resolves the requirement for utilization of a strong authentication
mechanism (such as PKI) just for the application download and activation process and not for
regular application usage. The proposed strong authentication is usually not very user-friendly.
However, considering that the activation and installation process is not performed very often (just
when starting or reactivating the application) and that the provided security level is proved as
very high we claim that utilization of these types of mechanisms will improve the system’s secu-
rity level and make users feel safer and more protected when using mobile healthcare services.
The disadvantage of this approach is that it adds extra work for linking and implementing syn-
chronization of the two accounts. In the second proposed approach the private key is stored on

the mobile device, so the requirement for PKI can be fully resolved. However, the problem with
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storing private data on the SIM card is the dependency from the operator and possible limitation
of accessibility for all users if all operators do not support the solution. Replacing security of SIM
storage with TPM hardware or software solutions avoids the dependency on an operator provider.
However, TPM hardware is still not present on mobile devices and the only way to employ TPM
on all mobile devices is to implement software-based secure storage for a user’s credentials using
cryptography libraries available for different developer platforms. This type of implementation
also raises the question of how the user should be authenticated before he/she can get access to
the private key (e.g. ask an additional password, use a physical token or prove identity by some
other means), and how this new authentication mechanism influences the security architecture.
Utilization of PKI systems additionally introduces the requirement for implementing standard
mechanisms for distribution and management of private keys that should be present on all mobile

devices of all potential users.

For our specific problem space the paper proposes utilization of strong authentication of the
user for the application activation process (the first proposed approach). In this manner the re-
quirement for strong authentication can be fulfilled for the activation process, and afterwards the
more user-friendly security solution is used for general utilization of the application. We claim
that introducing a requirement for PKI-based user authentication, after the activation process is
performed successfully, is too high a demand for mobile systems that should be used on a daily
basis by a large number of users. This paper describes one approach how security of the system
can be enabled and preserved using advanced security mechanisms without influencing user-
friendliness and accessibility of the system. We think that it is necessary to adapt the security
requirements in Norway to support not just secure but also user-friendly access to the public
(healthcare) services over mobile devices. Security mechanisms for mobile systems must be
adapted to the new context of use and characteristics of the mobile devices, so the main advan-
tages the mobile services offer to users and their main purpose (enabling more user mobility and
accessibility to services anytime and anyplace) can be preserved. Additionally, the regulation
must also focus on solutions that are general and available for all people using different mobile

devices/operators /network types, enabling better accessibility to healthcare services.

The next research objective has been to propose authentication mechanisms that can be used
to provide secure access to a patient’s private medical data without decreasing usability of the
system. During the development work on the proposed security architecture, in addition to secu-
rity, usability issues were also taken into consideration. The described authentication solution is
independent of mobile operator, device, and network type. In this way users can utilize the sys-
tems independent of their current time and location as long as they have their private mobile

phone with them and know their PIN number. We claim that the authentication mechanism used
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for mobile healthcare services should not depend on the mobile operator (SIM card) or any par-

ticular terminal in order to be available for all potential users.

The proposed architecture enables users to securely access the CONNECT patient support
system from mobile devices without the need for any additional tokens and devices. A multifac-
tor authentication process requires from the user something that he/she knows (PIN number) and
something that he/she has (his/her private mobile phone with the SIM card). The user is simulta-
neously protected from: compromising the PIN number, losing their private mobile phone, and
losing their private SIM card. If the user loses the mobile phone he/she can revoke the mobile
access permission to the healthcare services. Additionally, when the SIM card is re-issued by
their mobile operator, the mobile application will automatically stop working until it is activated
again, simplifying the revocation process. Protection from brute force attacks is implemented by
blocking the user account after three unsuccessful login attempts. If this happens the user must
activate the account again to be able to use the mobile application (the PIN number is not stored
anywhere, and it must be set again by going through the whole activation process). Additionally,
no private data are stored on the mobile device. In this manner, it is made sure that intruders will
not be able to access any private data just by being in possession of the user’s mobile phone. Be-
sides these security mechanisms the proposed architecture also enables protection of confidential-
ity and integrity of private data, and protection against security attacks such as session hijacking.
A detailed description of the whole security architecture and security mechanisms can be found
in the paper.

The proposed security solution is implemented as part of the CONNECT patient support
system, and the main purpose of the research work was to enable secure access to medical infor-
mation stored in the CONNECT patient support system. However, the same architecture could be
used for any type of mobile healthcare information system and services, independent of who the

potential users are.

Limitations: A formal test of security measures and system security features was outside
the scope of this work. For future work it is planned to test further the security mechanisms and

the security architecture against attacks and attempts of unauthorized access.

The performed tests measured how much time that is used in the system for a typical authen-
tication process. The results were subsequently evaluated through comparison with the time
needed to authenticate the user of an online banking system, because we considered that the two
systems share many security requirements (we did not find any publicly available security archi-
tecture implemented today that was more similar to the one we have proposed). However, to
properly evaluate performance, it would be best to perform usability testing with potential users.

This is planned in future work. In this manner the goal is to measure acceptance of the imple-
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mented security mechanisms and authentication procedure compared to similar systems, and
identify users’ awareness and understanding of security and privacy issues when using mobile

services in healthcare.

Scalability of the system is currently measured when only eight users performed an authen-
tication process simultaneously. In a real life system the number of users that must be supported
at the same time is much higher. However, due to limited resources and demanding requirements
for creating a testing environment with a large number of clients (testing can be done only using
real phones with SIM cards) the current work shows just the initial scalability testing results with
eight simultaneous users. Additional scalability and performance testing is planned for future

work to ensure that the system can scale well when the load on the server is increased.

As part of future work, the plan is to implement the security architecture in the real life sys-
tem when the proposed adaptations are performed, and use it for providing secure and user-

friendly mobile access to CONNECT patient support systems.

3.4 Paper IV: A framework for development of
ubiquitous patient support systems

Summary: Considering the current wide acceptance and popularity of different user termi-
nals (both stationary and mobile) and presence of a large number of different communication
networks, one of the key goals set in the initial phase of the research project has been to enable
access to the CONNECT patient support system from most relevant mobile terminals and in this
manner make the system more available to patients independent of time and place. The main
challenges addressed in the paper are: seamless access over different types of terminals and ac-
cess networks, session management and migration, application security and content adaptation to
the context of use. To address these challenges in the paper a generic and modular architecture
and design framework called CONNECT framework is introduced. The CONNECT framework
provides support for implementing seamless application mobility and content adaptation for
healthcare information services across different terminals. The CONNECT framework is not de-
pendent on any type of developer platform, operating system, or terminal type. The framework
also provides supports for managing terminal mobility issues in a secure and user-friendly man-
ner. The authentication process is handled as part of the framework, enabling easier integration

and utilization of various authentication mechanisms that are adapted to the context of use.
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Figure 8. Mobility of the patient support system — possible implementation [38]

Figure 8 shows different usage scenarios for the CONNECT patient support system that im-
plements the proposed CONNECT framework. The goal is to enable development of the system
that enables the patient user-friendly, secure, and context adapted access to the system from a
hospital, home, workplace, or outdoor location using different types of terminals (e.g., PCs, tablet
PCs, mobile phones, and laptops) and different access networks (e.g., WiFi, Ethernet, GPRS, 3G,

4G, and ADSL) without interrupting the current session.
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Figure 9. The mobility framework [38]

The framework consists of both the server and client modular architectural and design

framework is showed in Figure 9.
The server architecture framework consists of the following modules:

The Context Management Module that process information regarding the context in which a

service is used and provides this information to other modules,

The Session Management Module that performs storage, maintenance, and retrieval of ses-

sion data,

The User Data Management and Content Adaptation and Management Module that is re-
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sponsible for accessing and managing user data and for generating responses for a client applica-

tion adapted to the current context of use, and

The Authentication Manager Module that performs authentication of the user, and makes

sure that the user is who he/she claims to be before access to the service is enabled.
The client architecture framework consists of:

The Context Information Controller that gathers and provides context information to other

application modules,
The Communication Manager that performs communication with the server side,

The Terminal Mobility Manager that is in charge of sensing the change of the access net-
work and initiating authentication of the user ensuring that the user is properly authenticated to

the service provider when the inter-access network handoff is performed,

The User Interface Manager that is responsible for the interface organization and adaptation

and for implementation of events and actions related to a user’s commands,
The Secure Data Manager that is in charge of secure management of a user’s private data,
The Session Manger in charge of managing session related data, and

The Local Cache Manager responsible for storing application related data in permanent de-

vice storage.
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Figure 10. Mobility scenario — message flow [38]

One possible session mobility management scenario updated from the paper is described in
Figure 10. First, the user sends a request to the server using the application on his/her private
mobile phone. When the Server Application Controller receives the request from the client appli-
cation, it forwards the request to the Authentication Manager. To identify the right authentication
mechanism the current user’s context is identified using the Context Management Module. In this
specific testing implementation, a user’s context information is the type of client application that
accesses the service, and this information is transferred in an HTTPS request header. The user is
asked for credentials, and if the user is successfully authenticated, Server Application controller
checks if there is an active or an interrupted session for this user by contacting Session Manage-
ment Module. If there is no session data stored, the client request is forwarded to Content Adap-
tation and Management Module, which get data regarding the current context using the Context
Management Module services and generate a response for the user based on this information. The
response is sent to the user, and he/she can start using the application. During further communi-
cation the Server Application Controller performs a session refresh operation each time it re-
ceives the request from the client and sends the response. If there is an interruption in the session,
and the user tries to login from the other device (his/her computer) after a delay, a login proce-

dure will start in the same manner. However, because an interrupted session is found by the Ses-
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sion Management Module, a response from the user request will notify the client application
about the current session, and the user will be prompted if he/she wants to continue the previous
session, and if he/she confirms the session information will be gathered from the Session Man-
agement Module, and the response containing the session data will be sent to the client applica-
tion. When the session data is received on the client application, the last saved session state can

be loaded.

iPad Web browser

iPhone

Java ME client

Patient support system

CONNECT

Figure 11. Different client types [38]

By using the proposed framework we implemented a server application using a Java Stan-
dard Edition platform (deployed on an Apache Tomcat server) and three types of client applica-
tions (a Java ME client application, an iOS client application, and a web client application) on
which was performed a series of tests measuring performance and scalability of the system when
session management functionality is provided. For testing purposes only messaging functionality

is implemented in the test environment.

The developed testing environment and different client applications demonstrated how a
proposed framework could be adapted and used on different developer platforms. For example, in
Figure 11 it is shown how the interface for accessing the CONNECT system can be adapted for

different (mobile) device types and their characteristics using the proposed framework.

During the testing phase session management time overhead was measured on different

types of client applications and it was concluded that measured time does not present a problem.
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Additionally, system scalability was determined by measuring time overhead when there were
10, 20, 50, 70 and 100 simultaneous users. The results showed that measured time overhead is
acceptable and that scalability of the system is not substantially affected by adding session and

content management functionality based on the described framework.

Contributions: The paper proposes the generic and modular architecture and design frame-
work that provides support for the development of user friendly and context-specific interfaces
with advanced security, session, content, and mobility management features. The framework en-
ables easier implementation, maintenance, and adaptation of patient support systems for different
types of terminals, networks, and system functionalities. Utilization of the proposed framework
enables the seamless delivery of context-adapted information at the point of need independent of
the user’s current location and time, thus enabling utilization of the full potential of mobile de-
vice features in a patient support system such as CONNECT system. In addition to mobility
management functionalities, the framework is also adapted to support interface, security, and ap-
plication logic.

During the research work we studied how efficient support for application mobility can be
implemented. The literature review showed different approaches regarding how session (applica-
tion) mobility can be supported (client side, server side, proxy server, middleware) and revealed
limitations and advantages of each approach (mobility literature review is presented in the chap-
ter 3.1.1). In this project we decided to place session management functionalities as part of the
client and server architecture framework (the CONNECT mobility framework). The main reason
for choosing this approach is since it enabled secure and user-friendly session management func-
tionalities with minimum requirements from the user (implementation of session management
functionality allows a user to start interacting with the service over one device and when the user
changes a device and opens a new communication channel the session is adapted and transferred
automatically). Additionally, this approach does not require implementing extra functionalities
on the client side (e.g., establishing and managing a communication channel between (mobile)
devices for transferring the session data) or proxy server (e.g., deploying security architecture to

protect user sensitive data on the proxy server).

Additionally, the CONNECT framework is not dependent on any specific developer plat-
form, access network, or device type. Consequently, developers are fully supported to develop
applications for different terminals utilizing devices, developer platforms, and/or OS specific fea-
tures and interface design elements. The modular architecture enables better organization of the
system functionalities, easy implementation and adaptation for different systems, easy integration

with external systems and their functionalities, as well as the possibility of re-utilizing the same
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modules for different services and applications. The proposed framework facilitates the imple-
mentation of a more consistent and easily managed application that can automatically adapt inter-
face and application content to the characteristics of device. The framework does not define a
specific context adaptation mechanism that must be utilized during implementation, but rather
support integration and utilization of different mechanisms found in the literature to provide ad-
aptation of content and security mechanisms (such as [284-288, 291, 293, 295-301] described in

the literature overview in the chapter 3.1.1) for specific usage scenarios.

In this paper, we have chosen to focus mainly on enabling session mobility (or application
mobility / application roaming) since this functionality is currently not widely supported. How-
ever, we also investigated how terminal mobility (change of point of attachment to the network)
can be efficiently managed in a secure and user-friendly manner. Handover and roaming across
different technologies (and possibly also network providers) means crossing domains that are not
equally well protected. Since the CONNECT framework provides end-to-end security using se-
cure HTTPS connection and strong authentication, the paper focused mainly on preserving secure
and user-friendly access to a patient support system when mobile node changes the access net-
work that results in change of mobile node’s IP address and requirement for reestablishing the
new communication channel. The intra-access network handover can be provided by standard
mobility management features of the wireless network (for example, cellular networks such as
GSM and UMTS have their own micro mobility handling mechanisms) while communication
between client and server is preserved and protected by end-to-end security provided by an
HTTPS connection. Utilization of standard macro mobility software and services on the network
layer (such as Mobile IP and Mobile VPN) was considered to enable macro mobility manage-
ment. However, this approach was found not appropriate for this specific problem space for two

main reasons:

Security. If the client device changes network, the security management during reconnection
is transferred to the particular mobility software such as Mobile IP or Mobile VPN and the re-
connection is not further controlled by the Security Management Module in the application. This
can raise security related issues during session persistence and management process if the third
party software providers do not support required security and privacy protection mechanisms. If
this approach is chosen, a specific agreement between the CONNECT service provider and a
third party mobility provider must be established making sure that the data is managed properly

and according to the security policy during reconnection.

Usability. Third party mobility management services can require some additional informa-
tion from the user during connection re-establishment and for user re-authentication, and this

type of user interaction would not be controlled by the Interface Management module of the
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framework. As a result, inconsistency of the system interface design would probably occur be-

cause different systems do not use the same interface elements design.

An alternative would be to include management of Mobile IP or Mobile VPN as part of the
CONNECT framework and place it under the same security policy and interface design rules.
However, this alternative was not chosen since it would not enable high enough level of flexibil-
ity and the possibility to develop a generic solution that is applicable to all types of client devices
and communication networks without an extra requirement for installations and adjustments from

users.

Due to this reason, in the paper we propose that change of access networks should be han-
dled in the CONNECT mobility framework on the application layer (by the Terminal Mobility
Manager). The Terminal Mobility manager is in charge of sensing the access network change and
initiating user re-authentication over the new communication channel when network change oc-
curs, while intermittent connectivity is performed only by retransmission capabilities in the TCP
protocol. After user is successfully authenticated, the application can continue communication
over the new HTTPS connection. Since the new user authentication must be initiated when the
HTTPS channel is reestablished on the new communication channel, putting mobility manage-
ment logic as part of the framework can leverage security and interface functionalities imple-
mented in other modules, protecting users’ privacy while preserving an unified application de-
sign. Additionally, no extra software and services are required from a third party to provide sup-

port for terminal mobility management, simplifying deployment.

Usage of the proposed framework can simplify development of mobile healthcare applica-
tions with similar security and mobility requirements. However, the framework must be imple-
mented specifically for each development platform to fully utilize the potential of the mobile
terminal functionalities and specific interface characteristics. For this reason, in the paper it is
proposed to standardize functionalities for enabling application mobility in the manner that is
described through the CONNECT framework for both client and server operating systems, and
by creating the dedicated middleware functionalities as part of the client and server operating

system make mobility features more available.

Limitations: The CONNECT patient support system and CONNECT Mobile application
developed as part of the CONNECT project offer different functionalities to patients. However,
session management functionalities are currently supported and tested only for the messaging
module. Since acceptable performance and scalability results were gained through the system
testing so far, the plan is to implement session management functionalities also for other func-

tionalities, and perform and compare further testing results making sure that there are no bottle-
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necks and unidentified performance issues.

For the testing purpose the client applications are developed for three different developer
platforms: Java ME (available on a wide range of currently sold mobile phones), iOS (supported
by iPod Touch, iPhone and iPad) and web based (support access over different terminals using
web browser). Consequently, context adaptation features of the framework could be utilized and
tested to a further extent. Additional support can be easily added for Android, Mobile Windows,
and other (mobile and stationary) developer platforms, and further work in this area is planned in
the future. Utilization of the support tools for cross-platform development (e.g., [116], [117],
[118]) can be used to automate this process further and translate once written application logic

code to different mobile developer platforms.

During the testing process the system performance and scalability is measured with the goal
to identify overhead introduced by session management functionality. Testing of terminal man-
agement functionalities is not performed so far. Further tests and comparisons of the performance
of the mobility management functionalities provided by the CONNECT framework and other
standard mobility support services is planed to provide additional evaluation of the proposed mo-
bility management solution. Additionally, the final testing of the proposed system is planned dur-
ing the pilot study by the real potential users, with the goal to assess the usefulness and accep-

tance of the proposed mobility management solution.
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Chapter 4: Conclusion and future work

This chapter contains the summary and discussion of the research contributions presented in
the dissertation. The last section shows a short overview of future work in the research area of
development and deployment of mobile healthcare services and potential directions for further

development the CONNECT project and mobile application(s).

4.1 Discussion of the contributions

The dissertation addresses research issues and challenges related to development, deploy-
ment, and integration of the mobile services in healthcare information systems, by putting them
in the more specific context of patient support systems such as CONNECT. In the initial phase of
the research process through the performed survey of the related research work we researched
how mobile services are and how they can be used in the healthcare sector, identified the main
challenges that influences wide deployment and acceptance of the mobile devices and services,
and investigated how the identified issues could be addressed in accordance with specific charac-
teristics of mobile devices and in the context of the CONNECT patient support system (Paper I).
The survey paper revealed the existence of the business need for development of mobile
healthcare services and their integration with healthcare information systems that is recognized in
both research domain and industry, and described some of the current research that is addressing
current challenges introduced by specific characteristics and new contexts of use of mobile ter-
minals for delivery of healthcare related information and services. The main objective of the re-
search work presented in the dissertation was to solve issues related to enabling mobile access to
healthcare information system by development and analysis of a research artifact - CONNECT
Mobile application, and through this process to address the main challenges that are related to
wide deployment, user-acceptance, and integration of mobile services to the CONNECT system.
Different research issues regarding usability, security, and mobility and their correlation is ad-

dressed in the next three research papers contained in the dissertation (Papers II-1V).

In the research area of development of user-friendly and useful mobile healthcare informa-
tion services (Paper II), through involvement of different system stakeholders and by using sev-
eral usability evaluation and participatory design methods in the system development and evalua-
tion process, the user requirements and expectations from the CONNECT Mobile application
were identified and this information is used to develop and adapt application’s design and
functionality. The knowledge gained in this process can be further used for future development of
the CONNECT system to support user-friendly access over new types of mobile terminals (e.g.,

smart phones, tablets) and the development and “mobilizing” of other healthcare information
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services for patients with similar functionalities and design requirements. The feedback from pa-
tients showed that they accept the CONNECT Mobile application in addition to a web applica-
tion. Even though the full web version is still preferred when they have access to a PC, they
found the CONNECT Mobile application useful and identified new usage scenarios for the mo-
bile application (e.g., when outside in garden, on the way to treatment and back, when relaxing at
home, etc.), confirming the need for enabling additional mobile access to the CONNECT system
besides standard web application. Based on the received feedback the general recommendation is
that healthcare information services for patients should be developed as a single system that can
be accessed through different types of terminals (PCs, laptops, mobile phones, smartphones),
while design and functionalities of different applications are adjusted to the current context of use
(e.g., type of terminal, terminal capabilities, type of access network) preserving in this manner

user-friendliness and usefulness of the service for different usage scenarios.

Security issues are identified as a significant challenge when developing and integrating
mobile services in healthcare information systems. Due to this reason it is researched the security
requirements in Norway defined to ensure security and privacy of personal (medical) data. The
main conclusion was that due to the lack of a mobile authentication mechanisms that is accepted
for protection of sensitive patient data, none of the information services currently implemented in
the hospital information system in Oslo University Hospital is accessible over mobile terminals
(access is limited only to PC usage). For this reason, we have proposed a security architecture for
enabling mobile access to healthcare information systems that ensures secure authentication and
communication between the CONNECT Mobile application and the hospital information system
(Paper III). We also described how the proposed architecture can be integrated in the specific
security architecture implemented at the Oslo University Hospital, and discussed how it complies
with the security legislation. Besides security, the usability of the authentication solution is also
considered during development, ensuring that the application is available and easily accessed for
all potential users. The proposed solution does not introduce any additional binding to a network
provider, mobile phone manufacturer, bank system or require additional installation and setup on
the mobile device by potential users. The proposed security architecture is developed mainly for
enabling patients mobile access to the CONNECT system, but it can be also used by any other
healthcare services implemented in the hospital information system to enable mobile access. Ad-
ditionally, even though the paper describes compliance and integration to one specific hospital
information system, the security architecture can be easily transferred and adjusted to different
(healthcare) information systems and contexts of use. The proposed architecture shows how
authentication of the user can be provided without limiting and downgrading the usability and

accessibility of the system, by utilizing specific characteristics of the mobile devices and adjust-
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ing them to the defined security requirements. This is an especially valuable feature for services
that require availability and easy access to a great number of people, such as healthcare informa-

tion services.

Usability and security issues are additionally addressed in the context of development of pa-
tient support systems that enable seamless application mobility and content adaptation across dif-
ferent terminals and/or access networks (Paper IV). We have developed a mobility framework
that provides support for managing both application and terminal mobility in a secure and user-
friendly manner. Since the importance of enabling access to the CONNECT system over various
devices and adaptation of its functionalities and design to the current context of use is previously
identified, this framework is developed with the goal to support easier transfer and adaptation of
the system functionalities to different terminals and context of use. The framework is initially
developed as a part of the CONNECT patient support system, but it can be also used for enabling
session management and context adaptation for a wide range of (healthcare) services and applica-
tions that require these functionalities. The framework can be especially valuable for the systems
that manage sensitive private information and require additional adaptation of the security

mechanisms to different contexts of use.

The CONNECT Mobile application that enables mobile access to the CONNECT patient
support system is the instantiation of the artifact created through the described research process.
Throughout the development process, different research objectives are addressed and a user-
friendly, useful, and well-accepted mobile application was created in the process. The artifact of
the described research process, besides the CONNECT Mobile application, is also the proposed
security architecture that enables secure access to the patient’s private data without decreasing
the usability of the system, and the CONNECT mobility framework that enables secure and user-
friendly handling of mobility functionalities across different network types and access terminals.
Even though the artifacts are created in the context of the specific research project and CON-
NECT patient support system the new knowledge that they provide can be easily applied to de-
velopment and integration of mobile applications and services in other types of healthcare infor-
mation systems. The research results gained through the work on the dissertation can be used for
further development of more secure and user-friendly mobile healthcare applications that can
extend the accessibility of the healthcare information services and provide services at the point-
of-need. Additionally, since very similar challenges and research issues can be found in other
research areas that are working on integration of mobile services in everyday practices (espe-
cially the ones that handle sensitive and private data such as government, banking, etc.), the con-

tributions from the dissertation can be applied to an many other of use cases.
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4.2 Future work in development, deployment, and
integration of mobile services in healthcare

As part of the work on the dissertation, different issues regarding usability, security, and
mobility in the research area of development and integration of mobile services in healthcare in-
formation services are addressed, but also numerous other challenges and issues are identified.
This section will provide discussion regarding future work in this research area and possible di-

rections for further work and improvements of the CONNECT Mobile application(s).
Adaptation for different users

Complying design and functionalities of mobile healthcare information services to fit the us-
ers requirements and expectations is one of the main prerequisites for wide acceptance and utili-
zation of mobile services in everyday healthcare management and delivery, and an area that re-
quires further research work. As noted in the usability literature overview in Chapter 3.1.1, when
developing any type of service, especially for use in the healthcare sector, it is important to iden-
tify requirements and needs from different types of future users, and to develop a system adjusted
for the majority of the population, including users with special needs. The literary review re-
vealed many research projects that are studying how design requirements can be adapted and
used to provide support for different user groups (e.g., users with specific vision or hearing prob-
lems and elderly). Utilization and adoption of this knowledge in the development of mobile
healthcare applications could help to create services that are more accessible and easy to use for
all users. The work presented in the dissertation addresses the issues of development of user-
friendly and well-accepted mobile healthcare services, however one of the main limitation (as
previously concluded in Chapter 3.2) is the limited number of users and user groups that partici-
pated in mobile application development and evaluation phases. Due to this reason, for future
work in the CONNECT project it is planned to research what are further adaptations and devel-
opments of the mobile application required by different user groups (e.g., users with special
needs and users in different gender and age groups) and how they are related to different contexts

of use (e.g., using different devices, access networks, usage scenarios).
Adaptation for different contexts of use

In additions to patients, mobile services can bring equally useful functionalities and features
to healthcare providers. In the literature there are numerous projects that show how mobile sys-
tems can improve productivity of healthcare providers and reduce costs of health institutions, and
how identified issues can be addressed (e.g., [310-312]). Some of the potential usage scenarios

can be: on-the-spot emergency, home care, and situations where care providers don’t have a fixed
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place of work or need to look up relevant information resources such as clinical guidelines. For
the future work on the CONNECT project development of an additional mobile application that
will enable mobile access to CONNECT system for healthcare providers is also planned. Some
challenges when developing mobile applications for healthcare providers are very similar to the
ones where mobile services are used by patients (for example, there are similar problems related
to usability [313, 314], acceptability [315, 316], security [317, 318], and mobility [319, 320]).
However, implementation of different system features and identification and utilization of differ-
ent set of design rules is required because types of users and usage scenarios differ. The further
research work in the CONNECT project is planned to provide additional knowledge regarding
new potential usage scenarios and new user requirements and expectations towards the utilization

of the CONNECT system in the new context of use.

Even though the topic of implementation of mobile services in developing countries is not
covered in the dissertation, this is also one usage scenario where mobile devices and services
may make very valuable contributions. Mobility, low price of terminals, possibility for adaptation
to different situations, and usage scenarios are just some of the factors that make mobile tech-
nologies the right choice for enabling easy and location independent access to healthcare infor-
mation services in developing countries. However, challenges that must be addressed are very
different from those in developed countries (e.g., power consumption and preservation, different
user requirements, different cultural and educational environments, security problems when shar-
ing a mobile terminal among a large number of users, and varying network coverage [321]). This
problem space is identified and addressed through many research projects that investigate differ-
ent issues and challenges for providing more efficient healthcare services at a lower cost, acces-

sible to people living in rural areas of developing countries (e.g., [322-324]).
Utilization of new technologies

New types of mobile devices (such as smart phones and tablet PCs), mobile and broadband
networks (such as 3G and 4G) and operating systems (such as i0OS, Android, and Windows Mo-
bile) introduce the possibility for further adaptations and improvements of current mobile
(healthcare) services and their utilization in the new usage scenarios. However, before they can
be widely used and integrated in healthcare information systems further research that address the
new challenges introduced by their specific features and context of use is needed (e.g., identifica-
tion of new design and functionality requirements and investigation of their correlation with ex-
isting system interfaces and implementation, investigation of implemented and supported security
mechanisms and their compliance with security regulations and requirements, research what ad-

aptation requirements are needed for the general healthcare information systems to provide sup-
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port for the new contexts of use). This dissertation describes how some of these challenges are
addressed in the context of deployment and integration of standard mobile phones in order to
provide mobile access to the CONNECT patient support system. Additionally, the mobility
framework introduced in [38] provides support for easy further development of the CONNECT
system and for enabling new access methods over different types of (mobile) terminals and adap-
tation of their design and functionalities. The plan for future work on the CONNECT project is to
apply the gained knowledge in the further studies that will research how new technologies can be
used to make the healthcare information services for patients more accessible, useful, and user-

friendly.

Even though the utilization of the sensor technology in (mobile) healthcare information
services is not part of the dissertation, this technology has great potential to add valuable contri-
butions in this area. Utilization of sensors for measuring of physiological parameters of patients
(such as patients’ vital signs, blood pressure, or heart rate) and continuous monitoring, and im-
plementation of advanced context identification and management functionalities are just some of
the new and advanced features that sensor technology can provide to mobile healthcare services.
However, several concerns, such as interoperability, power consumption, security and privacy,
usability, and user acceptance are still open issues related to wide utilization of this technology in

(healthcare) mobile services [17, 325-327].
New and emerging security threats and issues

Improvements in technology also brings along new security threats and issues that require
adaptation or replacement of existing security mechanisms. For example, the same authentication
mechanism can be implemented and used differently on various terminals due to devices specific
characteristics, adding more inconsistency and higher requirements for adaptation (one example
is BankID authentication solution described in Chapter 2.2.4 that provides one general solution
implemented for standard web browser and separate two solutions adapted for mobile device
utilization). The security literature overview in chapter 3.1.1 discuss how different standard
authentication mechanisms can be used and adapted to mobile devices and their characteristics
and which limitations these adaptations can introduce. Additional requirement for security
mechanisms implemented in (mobile) healthcare information services besides compliance with
security requirements and legislation is the preservation of usability and mobility features of the
system. We believe that the security solutions that provide high protection of private data and do
not limit usability and mobility of the services will play a crucial role in the future of develop-
ment and integration of mobile services in healthcare information systems. As part of the future

research work in the CONNECT project a continuation of the efforts to enable secure and easy
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access to the patient support system over different terminals and access networks is planned.
Utilization of new technologies to enable more flexible and accessible systems also introduces
the requirement for the development of new security mechanisms or adaptation of ones already
implemented. For example, providing access to the CONNECT system using a mobile applica-
tion that runs on a tablet PC that does not have a SIM card slot requires implementation of the
new authentication mechanisms since the security solution for mobile devices proposed in [37] is
not applicable to this new context of use (the new device does not have a SIM card and access to
a mobile network) and the standard security mechanism used for the web application on a PC
such as Buypass and BankID is not accessible (due to the lack of standard card reader adapted for
this type of devices and lack of support for a JavaScript plug-in for web browsers that run
BankID services). To ease integration of new authentication mechanisms to the CONNECT sys-
tem and their utilization in the new context of use the CONNECT Mobility framework intro-

duced in [38] will be utilized.

Resolving the existing issues related to usability, security, and mobility in the context of
mobile devices and their unique capabilities that differ them from stationary terminals, will pro-
vide the required knowledge needed for integration and deployment of mobile services in
healthcare information systems, not just for patients but in general. Additionally, fast develop-
ment and improvement of mobile devices and mobile technologies can further enhance the need
for these services and speed up their integration, since the mobile devices already have a very
central place in peoples every day life and organization of our activities, including health man-
agement. Many people already use healthcare mobile applications for management of health re-
lated issues, and a secure, mobile, and user friendly integration with other healthcare information
systems and patients’ health information can further improve their usefulness and efficiency, and
enable them to reach their full potential in the delivery of healthcare services and information at

the right place and in the right time.
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IMEI International Mobile Equipment Identity
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QR Code Quick Response Code

QUIS Questionnaire For User Interaction Satisfaction
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SLA Service Level Agreement

SMS Short Message Service

SSO Single-Sign On

SUMI Software Usability Measurement Inventory
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TCP Transmission Control Protocol
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UMTS Universal Mobile Telecommunication System
VDI Virtual Desktop Interface

VPN Virtual Private Network

WLAN Wireless Local Area Network

WTLS Wireless Transport Layer Security
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Abstract

Increased demands for health care services in recent
years have resulted in raised health care costs and
greater demands from health personnel. Usage of new
technologies has a potential to extend traditional health
care services into patients’ homes and thus increase
health care efficiency and save costs. In this paper we
present a review of projects that develop mobile applica-
tions and devices for use in health care. First, we present
projects that used different technology approaches to
deliver health care services to users. In this category are
projects that develop a specific mobile device with a cus-
tom application, projects that use legacy mobile devices
and services, projects that develop applications for al-
ready existing mobile devices. We further present pro-
Jects that address the key requirements for security and
usability of health care services. We finally briefly de-
scribe the CONNECT mobile project, its characteristics,
and our approach to mobile service development com-
bining terminal adaptation, ease of use and security.

Keywords: mobile device, healthcare, usability, security

Introduction

Research shows that total health spending has increased
dramatically over the last 30 years in the EU [1]. There
has also been a rise of the unit cost of healthcare inputs,
more than prices in general [2], and higher demand for
healthcare personnel [3]. New technologies can meet
these challenges while at the same time saving costs,
increase patient’s quality of life and shorten recovery, by
providing relevant, valuable and timely information at
the point of need.

Mobile technology has the potential to offer many of
these benefits to health care. In this paper we present
projects that as goal have developing mobile healthcare
service to patients and/or healthcare providers. Our goal
is to show how mobile devices can be used in healthcare,
which technologies can be used for mobile service de-
velopment, and how are main functionality issues ad-
dressed.

Challenges using mobile devices in health
care

The main characteristic of mobile technology in
healthcare is to provide more efficient and location inde-
pendent information delivery, that can enable more ac-
cessible and flexible care. Usage of mobile devices can
also facilitate better and timely interaction among pa-
tients and health service providers. Furthermore, such
devices and applications can help doctors and nurses to
access information that is required for conducting their
everyday jobs easier, quicker and independent of the
location. Some of the areas in which this kind of applica-
tions can be used are: on-the-spot emergency, home care
and situations where care provider don’t have fixed place
of work, or need to look up relevant information re-
sources such as clinical guidelines [4]. In addition, mo-
bile devices can bring benefits to patients who can stay
connected with their care providers between clinical en-
counters, get help and advice for their symptoms and
problems from outside of hospital, better understand and
manage their illness, and become more engaged in their
care.

Besides great benefits that mobile devices can provide,
there are also important concerns related to their use in
the healthcare services. A primary concern is security.
The healthcare sector manages information about pa-
tients that are highly confidential, and need to be treated
according to security policies. There is also a demand for
high application usability due to the wide range of users.
Applications should be very simple, straightforward and
suitable for all users for whom they are intended. Other
concerns are related to the development process, includ-
ing: limitations and capabilities of the mobile terminals
and mobile-networks, compatibility of standards and
technologies that are used in communication, and control
of the quality of the information that users are accessing.

Until recently, mobile phones did not have the power to
accomplish the requirements for security and usability.
Some of the drawbacks of the older wireless technolo-
gies and networks are: the high cost for cellular com-
munication links, limited data transfer rate of the mobile
telephone system, limited availability of mobile Internet
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connectivity and lack of information access due to the
complexity of healthcare IT systems [3]. Recent devel-
opment of wireless technology and mobile devices pro-
vides new possibilities and enables implementation of
features that can address challenges that the healthcare
sector demands. For instance, new technologies that can
enhance security for mobile devices and enable secure
interface with Electronic Health Record (EHR) system,
as Generic Authentication System based on SIM (GAS)
[5] and RFID (Radio-frequency identification) reader [6]
are developed.

Survey of projects using mobile devices in
health care

The projects that are presented are result of a search for
related projects in the field of mobile terminals and ap-
plications in health care, including aspects of usability,
mobility and security. During our search, the goal has
been to find relevant and alternative approaches to how
mobile devices are used in the healthcare sector, what
technologies are used, and which are the biggest chal-
lenges in deployment. As a result we found many pro-
jects, using various technologies and addressing different
challenges and requirements for successful utilization of
mobile devices in healthcare.

We organize the projects according to technologies that
are used for theirs development. Additionally we present
projects that are addressing most important healthcare
services requirements - usability and security.

Classification of the project according used technolo-
gies

According to the technology that is used for mobile serv-
ice development we classified projects in three groups:

* Projects developing specific mobile devices with
a custom application

* Projects using standard mobile devices and legacy
mobile services

* Projects developing mobile applications for leg-
acy mobile devices

Differences and characteristics of the projects classifica-
tion groups are presented in Table 1.

Table 1 — Classification of the projects

Mobile applications No Yes No
for legacy mobile
devices

New New Utilizing
device | application legacy
mobile
services
Specific mobile de- Yes Yes No
vices with a custom
application
Standard mobile No No Yes
devices and legacy
mobile services

Projects developing specific mobile devices with a cus-
tom application

Projects in this group develop their own mobile device
together with an application for the specific device with
the goal to enable users to send and/or receive medical
information and help them in their every day activities.

MOBY-DEV [7] presents a new generation of mobile
devices intended for health care professionals working in
and outside hospitals and giving them the possibility to
edit medical history, handle pharmaceutical prescription
by voice commands, receive and give orders related to
medical/nursing care, store important medical informa-
tion and programs, exchange e-mails and surf the Inter-
net. These devices are based on palm PCs, wirelessly
connected to the relevant databases and are able to en-
hance mobility, increase user-friendliness of the medical
system, enforce security and confidentiality and reduce
transcription error rates.

The Health Buddy system [8], developed by Health Hero
Network Inc., is a system that serves as interface be-
tween patients at home and care providers, facilitating
patient education and monitoring of chronic conditions.
This system consists of a mobile device, with a specific
interface, design and software which patients use for
communication with a medical healthcare center and
clinical information databases.

Creating a custom mobile device provides additional
flexibility for the developers, and the terminal can be
adapted for specialized functions. The system developers
can address all system requirements with no limitation
from the legacy mobile device hardware and software.
The main problem of this approach is the usability of a
device that is used only for a single purpose. A legacy
mobile terminal is more useful as it can be used for many
tasks, and is always available. We believe that adaptation
to a legacy terminal represents a better application in-
vestment, since the application can be the same even if
the mobile terminal is changed frequently.

Projects using standard mobile devices and legacy mo-
bile services

This group consists of projects that are using only wide
spread mobile devices, such as PDA and mobile phones,
and their legacy functions, such as voice calls or SMS
messages. Using this approach, projects try to utilize
capabilities of a standard mobile device, to help patients
and facilitate their daily life and/or recovery process.

The project NHS Direct [9] represent a nurse-led tele-
phone information service providing basic healthcare
advice to callers that is accessible twenty-four hours a
day, seven days a week. The main aim of this project is
to determine the impact that the usage of mobile phones
is having on the service, and how new terminals enhance
accessibility.
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The literature also reports numerous projects that use
SMS messages to provide help to patients. Project
SweetTalk [10] schedules the automated delivery of a
series of appropriately tailored messages to difficult-to-
reach young age group of diabetes patients with the goal
of exploring the impact of SMS-enabled behavioral sup-
port with intensive therapy. Queen Elizabeth Hospital in
England introduced a system whereby patients who are
waiting to collect their dispensed drugs are sent an SMS
message to inform them when their prescription is ready
for collection [11].

Using standard mobile devices and legacy functions for
developing healthcare services adds great advantages for
users and system owners. All functionalities that are
needed for this type of systems are already enabled on
the mobile device, and users know how to use them.
However, this is also a disadvantage since the developer
cannot adapt and change the services according to spe-
cial requirements. We believe that the limitations of data
types and presentation severely limit the usability of
these services.

Projects developing mobile applications for legacy mo-
bile devices

This group consists of projects that develop specific ap-
plications intended for running on already existing mo-
bile devices, like mobile phones and PDAs. For this kind
of projects the main goal is to use the mobile device that
the patients as well as medical personnel already have
and use, and add specific functionalities through individ-
ual application.

The DITIS (A Collaborative Virtual Medical Team for
Home Healthcare of Cancer Patients) [12] is a system
that is developed to address the difficulties of communi-
cation and continuity of care between the members of a
home healthcare multidisciplinary team and between the
team of oncologists often hundreds of kilometers away.
It includes a set of tools for effective scheduling and co-
ordination of team members, with features including
automatic notification and alerting and provides secure
access to e-records from anyplace and anytime via desk-
top computers or variety of mobile devices.

The LOTSE project [13] has set the goal of developing a
health care application for mobile devices based on web
pads, to enable recording information and reviewing pa-
tient records, and to perform remote diagnostics. This
project wants to enable location-independent access to
the required information to persons working in home
care through usage of wireless connectivity and mobile
terminals.

Most of the reported projects are intended for healthcare
providers, but there are also projects that are intended for
patients. Example of this kind of projects is Health-
Related Quality of Life [14] with the aim to develop a
new system for transmission of patients” reported out-
comes using mobile phones or Internet and to test the
acceptability and the ability of patients using the system
through mobile phones. The project Mobile Learning
Tools for Children with Life-threatening Allergies [15]
have as aim to enable supported learning and information

giving to help anaphylactic children and their families
live safer and more flexible lives.

Developing mobile application for legacy mobile device
present a good solution regarding usability, because the
user can use a standard, personal mobile device for ac-
cessing healthcare services. However, developing mobile
applications that will work on all mobile phones and
PDAs represent a great challenge, due to numerous types
of mobile devices with different capabilities. The stan-
dard approach in these projects is to develop the mobile
application for a specific kind of mobile phone or PDA,
and this approach limits the number of possible users and
reduces usability of the application.

Classification of the project according the main func-
tionalities they address

During development of mobile healthcare services that
should be used by patients and healthcare providers in
real life situations, numerous requirements must be ad-
dressed. In this part of the paper we present some pro-
jects that are addressing two key requirements for mobile
healthcare services: usability and security.

Projects addressing usability of applications in
healthcare

When developing applications with the intention to be
used in health care, usability requirements have to be
specially addressed and implemented. Potential users of
these applications are either patients or care providers. If
the users are patients they may have different functional
difficulties and little knowledge of mobile terminals and
handling application on them. When users are healthcare
providers, the most common situation is that they do not
have much time for executing complicated and time con-
suming operations on a mobile device but need to focus
on the patients. Participatory design methods to identify
users’ system requirements are therefore crucial in inter-
face design. It is very important that user interface is
very simple, intuitive and easy to use with support of all
functionalities that are requested.

Project senSAVE [16] analyzes the usability require-
ments for elderly by first interviewing patients with dif-
ferent difficulties and health problems about their needs
and requirements. After the interview, different user in-
terfaces were developed, using patient’s proposals as
guidelines, and usability testing with patients was per-
formed. Patients were afterwards through interviews and
questionnaires asked about their impressions and satis-
faction with clarity and simplicity of the user interfaces
and about thoughts and insights regarding possibilities of
improvement.

The Home Assistant project [17] develops a multimedia
communication terminal, that will allow elderly and dis-
abled people to keep in touch with relatives, friends and
service providers. Their goal was to decide through in-
teraction and interviews with patients, which functionali-
ties are most useful and should be supported. Four possi-
ble application functionalities that could be implemented
were suggested to patients and they were asked to grade
their difficulty and usability.
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Projects addressing security demands of healthcare
applications

Information that is transferred between the healthcare
provider and patient and stored on the mobile device
and/or healthcare system represents highly personal data
and must be protected with high security measures and
techniques, consistent with relevant security policies.
Very strong authentication is demanded so that a third
party, without access permission, cannot access the ap-
plication and its data and jeopardize confidentiality.
Also, during communication all data that are transferred
should be protected against eavesdropping and interfer-
ence with the transmissions by intruders. Including secu-
rity measurements like strong encryption and access con-
trol helps to secure confidentiality and compliance with
privacy laws.

One example of security services in a mobile e-Health
Application is the security architecture of the Mobi-
Health project [7]. A range of security mechanisms is
implemented in this project. First, encrypted communica-
tion between the mobile terminal and sensors is imple-
mented, if connected over a Bluetooth connection. For
external communication between the mobile device and
the remote server Transport Layer Security (SSL/TLS) is
used. The public key cryptography techniques used with
SSL/TLS generally require that at least the server
authenticates itself by means of an X.509 certificate,
issued by a Certification Authority trusted by the client.
This project additionally to server certificate authentica-
tion use the X.509 certificate assigned to each patient's
mobile terminal for the terminal authentication. Addi-
tional authentication for the client can optionally be im-
plemented through usage of a password or PIN code.

In the DITIS system [18] authentication is achieved on
two levels. The first level of authentication is between
the user and the device through a strong PIN num-
ber/password. The second level of authentication is be-
tween the user and the healthcare application and is
achieved by using a digital certificate and a strong pass-
word. An appropriate Public Key Infrastructure (PKI)
system is implemented and managed to provide certifica-
tion service.

Also, electronic data security standards have been cre-
ated to guarantee protection of the security and privacy
of personal data in the healthcare systems. For example,
the Health Insurance Portability and Accountability Act
of 1996 (HIPAA) in the USA has released its final secu-
rity rule on February 2003. According to this standard
health providers are required to: ensure the confidential-
ity, integrity and availability of patients data, protect
against any reasonably anticipated threads to the integrity
of data, protect against accidental disclosure of the in-
formation, and ensure that the healthcare institutions
employees are trained in the rules [19]. Only several of
the techniques are explicitly required, as encryption
when information flows over open networks and authen-
tication using some of the techniques: password systems,
two or three-way handshakes, telephone callback, and
token systems. But which technique and how it should be
implemented is not specified. Defining security require-

ments in this manner enables adoption of security meas-
ures that conform to the HIPAA security rule, but may
vary from one project to the other.

Summary

There are numerous approaches on how a mobile device
can be used for delivering healthcare services and every
approach brings advantages and special considerations
that have to be addressed. Also during development of
projects that are going to be used in live healthcare sys-
tems, many requirements as usability and security must
be addressed.

We believe that challenges regarding device capabilities,
usability and security are the main reasons why mobile
health care applications are not yet operational in large
scale. There are still problems with limited capabilities in
mobile devices (e.g. processing power, memory), which
can affect usability of the application, and the appropri-
ate security architecture is still not defined. The lack of
standards for e-Health communication services and lack
of integration between existing e-Health services and
other informational services also influence acceptance of
mobile devices in the healthcare sector.

In this survey we can see that there are numerous pro-
jects exploring development and deployment of
healthcare services. We also see how mobile services
could be useful not just for patients to whom they could
improve quality of life and recovery, as well as for care
providers to support them in their every day job, but also
for the healthcare sector enabling fewer visits to the care
provider and healthcare as a whole, because mobile ap-
plications may ultimately be able to reduce face-to-face
office or hospital visits.

CONNECT Mobile project

CONNECT Mobile project has as goal development and
evaluation of the CONNECT Mobile application in-
tended to support patients who are at home between
treatments and during rehabilitation. Through this appli-
cation we want to provide the patients easy, secure,
seamless and user-friendly access to healthcare advices
and support whenever a problem arises or a health re-
lated question or concern emerges, independent of their
current location and time.

Developing a mobile application for patients present
great challenges due difference in user experience and
mobile devices they use. To reach as many users as pos-
sible, we want the application to run on all standard mo-
bile phones. We have selected a minimal set of the mo-
bile Java 2 Mobile Edition (J2ME) platform for devel-
opment. J2ME is the most widespread developer plat-
form for mobile devices available on nearly all mobile
phones (GSM) currently sold. The choice of the J2ME
developer platform also enables creating a user-friendly
and well-designed user interface that is easy to under-
stand and manage, and support for usage of security fea-
tures as encryption/decryption using an SSL connection.
By placing very low requirements to the J2ME envi-
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ronment, and performing font handling, automatic resiz-
ing of user interface elements and adaptive navigation,
we can provide the same look and feel of the service on
all types of phones.

Development of the interface for CONNECT Mobile
application is performed using of participatory design
methods through phases: workshops with clinicians,
focus groups with patients, development of user inter-
face, expert reviews and usability testing [20]. Through
this design methodology we identify patients’ user re-
quirements and factors important for successful adoption
of implementation and maintenance of the CONNECT
Mobile service. Developing the application that will be
consistent with patient’s needs and capabilities present a
key issue for acceptance and usage of the application
through recovery treatment.

Developing the security architecture for CONNECT
Mobile project is another key challenge. Many security
requirements are addressed such as authorization, en-
cryption of data that is transferred and stored and com-
pliance with local security laws. The proposed security
solution enables: secure communication between user
and server through usage of SSL connection, two phase
authentication of the user through usage of secret SIM
card information and user’s credentials, and privacy of
personal data that is stored only in the secure hospital
information system and not on the terminal itself.

Conclusion

Mobile devices are widely accepted in our everyday
lives. Their main characteristic, to provide access to
services independent of user location and current time,
enable their fast development, acceptance and popularity.
In this paper we have presented a survey of projects us-
ing mobile devices for developing healthcare services.
Due the numerous characteristics of mobile devices they
bring different benefits for the user, and there are many
different approaches for developing a healthcare service
for a mobile device. Through this survey we present
three approaches how mobile healthcare services can be
developed according to the technology used. Because
healthcare service has very high requirements regarding
security and usability, we described how these require-
ments are addressed in projects involving mobile de-
vices.

We see significant challenges of creating particular mo-
bile terminals for healthcare services, and claim that us-
ing only standard features such as SMS/WAP/Voice is
inadequate for advanced healthcare applications where
user interaction is a key element. The CONNECT Mo-
bile application takes a novel approach to terminal adap-
tation and user friendliness within a secure communica-
tion framework integrated with a live healthcare informa-
tion system. We believe secure and user-friendly mobile
access to healthcare services using any standard mobile
phone is the key to widespread deployment of mobile
healthcare applications.
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Abstract— Mobile terminals are well suited for providing
information to patients at the point of need. In the CONNECT
(Care Online: Novel Networks to Enhance Communication
and Treatment) project, we have developed a mobile
application, called Mobile WebChoice, as a part of a patient
support tool that enables patients’ access to a help and support
system while they are away from hospital between treatments
and during rehabilitation and recovery periods. Through our
work we address research questions regarding: development of
a user-friendly mobile application, user’s expectations and
requirements from the patient support system, and usability
issues that affects acceptance of mobile applications in
patients’ health management process. We have used
participatory design methods that included interviews and
usability testing with patients and health personnel. As a
result, we identified main usability requirements that must be
taken in consideration when developing and adjusting patient
support systems for mobile access and saw that patients find
the mobile application useful and the patients are ready to
accept it as an integrated part of their health management
process.

application health
t system.
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I INTRODUCTION

Due to the increasing costs related to health and long-
term care and higher demand for healthcare personnel, there
is increasing need for innovative methods and new
approaches in interacting with healthcare services [1].
Mobile technology can offer great advantages for access to
healthcare information. Widespread acceptance of mobile
phones and their ability to provide access to services
independent of time and user’s current location make mobile
terminals well suited for timely delivery of healthcare
services to healthcare providers and patients.

Also, patients are becoming more and more involved in
the management of their own healthcare conditions with
support and help from healthcare professionals [2]. Using
new technologies they become more informed about their
current conditions and care process, and can become an
important participant in the process of planning and
management of their own care. Mobile devices can enable
patients to collect, store, and transmit clinical data to
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healthcare professionals and provide better and more
complete insight in their health status.

This paper is organized as follows: Section II gives a
brief overview of related work, Section III presents research
questions we are addressing in our research work, Section IV
describes research methods that are utilized together with
results received through the mobile application development,
Section V describes results from usability testing, Section VI
presents discussion of the results and finally, Section VII
gives a summary and conclusion of our research.

1L RELATED WORK

There are numerous projects that address utilization of
mobile phones in healthcare management and it is shown
that mobile phones can provide help for patients to
understand the effects of their illness and treatment, and at
the same time find a balance between seeking professional
care and depending on their self-care abilities (e.g.,
[31[4][5]). Some researchers also describe how patients
accept mobile health applications and feedback from patients
regarding functionality and ease of use (e. g., [6][7][8]).
Besides the research related to feasibility of mobile health
applications and their potential to provide better patients’
health management, we found less research addressing
functionality and usability issues that have to be addressed
during the development process (e.g., [9][10]). What we still
found missing is research regarding more complex patient
support systems, where patients are able to access the system
over different terminals (mobile, PC, tablet PC). Most of the
work addressing this issue in the healthcare area is
describing development of mobile applications intended to
be used by healthcare personnel (e.g., [11][12]). Some
general guidance for developing and adapting a mobile
application to a web version as [13][14][15] is present, but
still we did not find the work addressing usability and
mobility in the context of health support tools intended for
patients use. We see that these systems are very specific, and
users’ needs can vary greatly from one person to other, so
developing a system that is not just useful but also easy to
use and adapted to users’ specific needs and different
terminal capabilities is very important for acceptance of the
service.
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III.  RESEARCH QUESTIONS

As part of the CONNECT (Care Online: Novel Networks
to Enhance Communication and Treatment) project it is
developed an Internet-based support system for
communication and information sharing between and among
patients and care providers, and patients are enabled to
access the system over different terminals (tablet PCs,
stationary PCs, laptops or mobile phone). Through
development, adaptation and testing of the system and its
components our main goal has been to identify key factors
that are related to successful adoption, implementation and
maintenance of this kind of tools in a real world practice. In
this paper we are addressing research issues regarding
development process, adaptation and integration of a mobile
application in a patient support system. The main research
questions that we address here are: (1) what interface
requirements and adjustments are needed for the mobile
application to provide patients with context-sensitive,
adaptive interfaces and seamless, easy access to healthcare
information independent of their current location, (2) how
does previous knowledge and experience with other parts of
the patient support system affect understanding and
operation of the mobile application, (3) what are patients’
opinions regarding mobile access to the health support
systems and the application’s usefulness and ease of use, (4)
what are patients opinions regarding acceptance of the
mobile application as one type of access to the health support
system in their own health management.

IV. THE DESIGN AND IMPLEMENTATION METHODS

To address set research questions we utilized
participatory design methods that included interviews and
usability testing with patients and health personnel. Phases of
the process are: development and evaluation of the
application interface design, low fidelity usability testing
with patients, development of an user interface, expert
reviews and high fidelity usability testing with patients. In
this section we will describe each phase in more details.

A. Previous work

Previous to our work, the support tools Choice and
WebChoice are developed as part of the CONNECT project
[16]. The Choice tool enables patients to report their
symptoms, health problems and concerns while in the
hospital, rate the degree of distress and prioritize their needs
for care from health care providers. The WebChoice tool
allows patients to monitor symptoms through the Internet
over time, and provides access to evidence-based self-
management options tailored to their reported symptoms as
well as a communication area where patients can ask
questions to a clinical nurse specialist and exchange
experiences with other cancer patients. After development of
these tools, the next step in the project was to investigate
how the support system could be enhanced with mobile
access, enabling use independent of time and place. It was
decided that only a limited set of functionalities from the
WebChoice application should be made available in the
mobile application (messaging, registration of problems and
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an advice module) due to limitations of mobile terminal, and
the first draft of design screenshots was developed.

B. Development and evaluation of the interface design

In the first step of the mobile application development we
revised and adapted the first version of the application design
screenshots that are developed in previous phase of project.
We used general guidelines that we found in the literature
(e.g., [17][18][19]) and in the same time tried to follow the
recommendation given from mobile device and mobile
operating system manufacturers (e.g., [20][21][22][23]).

One additional requirement that we set for our specific
case is adaptation of the mobile application interface to be
similar to the web version (some of the guidelines that we
used are described in [13][14][15]). In this manner we
adjusted the interface not only for general users but also to
users with previous knowledge of other parts of the system
and to provide them the feeling that they are accessing the
same system through different terminals.

We adapted interface design screenshots using previously
mentioned guidelines, but at the same time tried to find a
good balance between general recommendations for mobile
application design and specific requirements set for this type
of applications. Some of the usability issues from the
previous design version that we addressed and corrected are:
provision of information to users regarding content on the
screen (using scrollbars to give feedback about additional
content that is not visible on the screen, and enabling users to
always know where they are in the application through status
bars and titles), consistency in name and place of commands
(using just two-three standard commands per screen require
us to keep consistent patterns and clear names) and text size
adaptation (finding right balance between text size and
amount of information on the screen to provide good
readability).

C. Review of'interface design by patients

When the main interface design screenshots has been
created and reviewed, we organized usability testing with the
low fidelity paper prototype. In the usability testing four
patients participated [24]. During the test participants looked
at nine interface screenshots representing different
functionalities of the mobile application. They were asked
about their opinions regarding the interface design (size of
the text, colors, organization of element on the screen) and
understanding of the interface functionalities.

Some conclusions from participants’ feedback are:

1) When adapting interface from bigger screen to
smaller, choosing the content that should be
transferred requires cooperation with users and
finding out what are their expectation from the
specific system. For this type of systems we saw that
all text that present description and do not give extra
knowledge to users should be omitted (or transferred
to a specific help page). For example, the login
screen should be without introduction text and
menus should contain just main command’s names
(without any clarifications).

65



eTELEMED 2011 : The Third International Conference on eHealth, Telemedicine, and Social Medicine

2) Transferring extensive menus with deep structure on
one screen (as in web applications) is not acceptable
in the mobile application. The better solution is to
make submenus, but there are still problems in
connecting a few screens to correspond to the
functionality of menu selection in a web application,
and find the right level of granularity and amount of
information to show per screen. To solve this
problem, we used icons identifying the hierarchical
menu level.

3) Having in mind that the amount of information per
screen is very limited, it is very easy for the user to
get lost in the application and do not understand
what to do next. Providing users feedback regarding
current place in the application help, but additional
adjustments of menus and screens using familiar
concepts from the web application helped the user to
transfer previous user experience to the mobile
application.

4) Even though content and concepts from the web
application is transferred to the mobile application,
in some situations it is better to adjust screens to
more resemble standard mobile functionalities, like
text input, menu organization and command
organization. Other interface elements, such as
colors and application specific icons should not be
changed.

5) When adapting interface for small screens, the usage
of right colors is very important. Colors on one hand
could enable additional emphasis on more important
interface elements, but just transferring the same
colors from a web to a mobile version could result in
low readability and clarity. In our example we saw
that users had problems with reading text in bright
color on dark background as implemented on the
web version.

6) Selecting the right text size present important issue
as we saw from previous steps, because there is need
for a right balance between text size and amount of
the text on the screen. From the users’ feedback we
saw that using one font size through all application is
not good approach, but rather the size should be
adapted depending on the screen size, resolution and
amount of information on the screen.

7) Using icons and images should be very limited. If
they are used just for descriptive purpose, and do not
provide any other additional information to users
they should be omitted (for example in menus when
used in addition to the text). On the other hand in
some situations it is convenient to use them to show
some status or information to the user on the manner
that is similar to the PC or other mobile applications
(e.g. status about mail).

We saw that some of the results are in accordance with
general mobile user interface development
recommendations, but others are very specific for utilization
in the context of the mobile applications in healthcare.
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D. Development of the mobile application

For developing the mobile application we used Java
Platform, Micro Edition (Java ME) [25]. The choice of the
Java ME developer platform enabled us to make user-
friendly and well-designed user interface adjusted for the
majority of mobile terminals.

During application development we used mobile design
screenshots that are developed in previous phases. Also
while the mobile application was in the development phase,
a new design interface was implemented for the WebChoice
application; so the design of the mobile application was also
adjusted to it keeping in mind previous gained knowledge
about users and their specific needs. During development we
made the application to dynamically change the interface
according to the screen size of the device, so the main
organization of the text on the pages stays the same
regardless of the mobile device the application is running on.
We also additionally addressed the problem of font size by
making the user interface more comfortable for reading of
longer texts. For example, if a patient reads text describing a
self-management advice, he/she is able to change the font
size, font type and orientation of the text and in this manner
adjust it for better readability. This is normally not possible
in a Java ME environment, which only support one font and
3 sizes. Our goal was to make the interface flexible and
readable regardless of mobile phone limitations, like screen
size and limited navigation possibilities. Additional
adjustments are also made so the mobile application can
support touch screens without a specific keyboard on the
device.

We decided to develop a basic design of our application
according to some general design recommendations as stated
previously, but in this phase of development process we also
implemented some device specific adjustments to change
dynamically based on the device type. For example, in our
application the right soft key command is used as a rule as
back button (that is recommended in the guidelines for Nokia
phones) but for writing text in input fields characters
assigned to input keys are dynamically adjusted to device
type.

For development of this kind of mobile application,
using just standard Java ME libraries do not provide enough
flexibility. To overcome this limitation, we used the Faster
Imaging library [26] that enables virtualization of the mobile
terminal. The program library offers improved visual display
quality, improved font handling and performance for image
and interface intensive applications and is designed to
execute on top of all Java ME virtual machines supporting
Mobile Information Device Profile (MIDP) version 2.0 and
Connected Limited Device Configuration (CLDC) version
1.1 available in almost all Java-enabled phones. A key
challenge for us was to provide handling of text and images
on a mobile device, with minimal requirements to the
terminal, and using the proposed architecture we succeeded
to leverage different character fonts and provide virtual
machine independent display with low processing
requirements, since only very basic operations and only
integer arithmetic is used. Text is represented in a highly
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compressed format that enable faster rendering. The
readability and visual quality is preserved down to very
small character size by performing ‘“smooth-edge”
technology that provides anti-aliasing with special attention
to color blending, consistent view quality independent of
rotation and scaling, scalable line thickness and non-
isometric text handling.

E. Expert reviews

After prototype has been finished, we organized expert
reviews with nurses that were involved in development and
research work on other patient support tools, and are well
acquainted with the Choice and WebChoice applications.

We utilized a heuristics evaluation and recruited four
evaluators [27]. Guidelines that evaluators used for testing

are based on the recommended heuristics for web
applications [27], and we added heuristics specially
addressing mobile device and mobile application

characteristics found in [19][28].

The four evaluators were given the list with heuristics
and short pre-evaluation session was conducted where the
heuristics are explained in more details. They were asked to
test the application in duration of one to two hours and note
all nonconsistencies with the guidelines. After testing we
organized a short debriefing session where evaluators
described their experience of the process, and presented their
results. Based on received feedback final corrections and
adjustments were made on the application before start of a
usability testing with patients.

Most of the feedback we received was regarding small
interface adjustments, and more convenient organization of
the content on the screen. Also, additional propositions were
made to name commands more clearly and according to their
specific functions and context in which they are used.
Additionally, adding advanced features for the application
navigation is proposed.

F.  Usability testing

When we finished all previously described phases in the
application development process, and addressed all usability
requirements and problems that were identified we continued
with a high fidelity usability testing with patients. A couple
of screenshots of the mobile application that is used in the
usability testing are shown in the Figure 1.

In this study we performed the usability test of two
application scenarios. In the first scenario participants
performed testing on just the mobile application, while in the
second scenario participants performed testing first on the
web application on the PC before they started testing on the
mobile version. In the study participated ten patients, five for
each application scenario. User group of ten patients is not
large enough that represent general user population, but we
think that it is large enough to get some first feedback
regarding usability issues, acceptance and user needs from
mobile applications used as part of the patient support tools.

The study was conducted on a Nokia 5310 phone with
installed Mobile WebChoice application and access to the
Internet. The test was conducted one participant at the time
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Module Screenshots
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can find something else that will
WRITENEW  SELECT BACK |OPTIONS REPLY BACK]
Figure 1. Screenshots of the application’s modules.

in an enclosed environment with minimum background
noise.
1) Test Process Design and Data Collection Method

On the beginning of the test participants were briefly
introduced on the objectives on the study and the CONNECT
project. They were informed that they would be recorded on
a video while performing tasks for later analysis. Also, they
were asked to try to perform tasks on their own, based on
their previous knowledge of the mobile phones and
computers, and to take time as they think it is needed.
Participants were asked to think out loud during the tasks,
and if unavailable to progress on a given task to ask for a
help, but only after trying to perform the task first on their
own.

The group of participants that tested both the mobile and
web version of the application first received the list of tasks
to perform on the web application on a desktop PC. After
performing the tasks on the web application participant
continued with mobile application testing.

Prior to the mobile application testing, participants
performed pre-training exercise on the mobile phone. The
task list was then given to the participants. During the test,
every participant has been asked to perform a total of seven
tasks. The tasks were grouped in four groups, based on the
main functionalities of the application. For each task the
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time, number of errors and number of requested help were
measured. Between the tasks and at the end of the testing
participants were asked the set of questions to gain more
subjective and qualitative feedback regarding interface
design, general impressions regarding the application and it’s
usefulness and acceptance in their everyday health
management, and answers and comments were recorded. The
groups of tasks were designed as follows:

¢ Login to the application (task 1)

¢ Send the message to the nurse (task 2-3)

¢ Register specified problems (task 4)

¢ Find advices regarding previously selected and

specified problems (task 5-8).
2) Targeted respondents

All participants in the study were women between 30 and
60 years old and in treatment for a breast cancer. Only one
participant previously heard about the CONNECT project,
and participated in previous organized usability studies.
Average age of all participants was 46.5 years (average age
for first group that tested just the mobile application was 49
years, and the second group that tested the mobile and the
web version was 44 years). All of participants owned their
mobile phone, eight owned Nokia phones, one Sony
Ericsson phone and one HTC phone. According to their
subjective opinions the eight participants had average
previous experience with mobile phones usage and the
remaining two participants had above average user expertise
with a mobile phone.

V. RESULTS FROM USABILITY TESTING

In this section we present results recorded during the
usability testing.

A. Quantitative results

The task completion times for both user groups are
illustrated and compared in the Figure 2. We can see that for
the most of the tasks completion time vary by the small
values. The only higher variation in the task completion time
can be observed for the task four (registration task).

In the Tables I and II are presented numbers of errors
participants had while performing tasks and number of times
they requested assistance while performing tasks. Here we
also see the highest difference for the registration task.

TABLE L. NUMBER OF ERRORS
Task number 1/2|3|4|5|6/|7|8| Sum
Mobile version 0o/0(0 21200 5

Mobile and Web version r/o/o0/0/0/1/0/0 2

TABLE II. NUMBER OF REQUESTED ASSISTANCE
Task number 123 4 5/6/| 7| 8| Sum
Mobile version 370120121 (3[0(0 21

Mobile and Webversion | 4 | 0 | 1| 4 | 0| 1] 0|1 11
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Figure 2. Task completion time for both user groups.

B.  Qualitative results

Through the qualitative feedback we tried to identify
main usability problems.

1) Task analysis — Login to the application and main
menu

In general, participants did not have many complaints
and problems regarding login functionality. Participants that
owned Nokia phones managed to identify option for
changing a text input type very quickly, but others requested
help before completing the task. This problem was
previously identified so the key for changing the text input
type is assigned dynamically in the application dependent on
the type of the mobile phone the application is running on.
That was one of the limitations of the study because
participants did not test application on their own phone,
which would offer them probably more familiarity with the
standard mobile phone functionalities. One participant
suggested that it would be useful for her to have a dictionary
option while writing a text.

All of the participants understood the main menu. Some
of them commented that it is very simple, clear and easy to
understand. For the six participants size of the text was good
for reading, and four commented that they do not have
problems reading but they recommend little bigger text to
facilitate reading for them and for other potential users. All
of the participants were satisfied with used colors, and just
one complaint that the soft key menu is too dimmed.

In the main menu we used shortcuts (that are presented as
numbers in the brackets after the menu item names) and
enable more experience to move through the application
more quickly. Three participants understood the meaning of
numbers as shortcuts.

2) Task analysis — Send the message to the nurse

All participants understood the organization of this
functionality and they were satisfied how it is working. It
was very easy for them to find all the functions and perform
required tasks. Two participants that tested the web
application earlier stated that it is very good that the mobile
version is similar to the web version. One also stated that it is
very good that standard mobile phone functions are used, so
she was already familiar with key functions like text input.

Just two participants have stated that they would prefer
bigger letters while for others the size of the text was good
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for reading. Three participants had problems identifying an
option for writing a new message. One complained that the
soft key menu is dimmed and other suggested to make this
option more visible by emphasize it. All of participant also
stated that now when they know where this option is they
would not have problem using it.

3) Task analysis — Register specified problems

All of the participants were satisfied how organization of
the problems were implemented. One that used the web
version previously stated that it is very similar to how
registration is organized there, and “if one see it on the big
screen it is easier to recognize and understand it on the small
screen also”. Two of the participants stated that they were a
little confused, but if they will use this application regularly
it would be easier to perform this task.

All of the participants were satisfied with the text size,
and one just commented that it could be little bigger but then
there would be less space for the text on the screen and that
would be a bigger problem for her.

Just one participant stated that the task was little
complicated for her (she used the web version previously)
but the rest of them said that the task was not complicated.
Also they said that they would be able to perform it again.

Three participants had problems finding the option for
going to the next step in the registration process (two that
used just the mobile and one that used the web version also),
but this was more because they did not know and/or did not
remember the name of the next step. Other participants stated
that they did not have problems finding option for the next
step, and one said that “this way is very similar to an usual
use of mobile phones and very intuitive.”

4) Task analysis — Find advice regarding previously
selected and specified problems

None of the participants had major complaints and
problems performing tasks in this module. All of the
participants said that they think it is not difficult to perform
tasks. Four of them stated that they had little problems
understanding it for the first time, but still thought the tasks
was not difficult to perform. All of the participants said that
they would be able to perform the task again. One participant
said that “it looks much like the standard options on a
phone”, so she did not have problems finding the right
options.

In the application we implemented functionalities for
changing font size and orientation of the text when there is
much text on the screen, and seven participants stated that
they see these options very useful and that they would use
them. Two said that they personally would not use these
options, but still think that they are useful for others. One
said that she would not use it and she thinks it is not so
important.

5) Qualitative results — application usefulness and
acceptance

After testing the mobile application most of the
participants were very satisfied how it is working and seven
of them stated that they think the mobile application is useful
and that they would use it for monitoring their health
condition. One of them said that if she has a web application
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available she would prefer to use the web application instead,
but if not she would use the mobile application because she
finds it also useful. One stated that she would not use the
application because it is too slow for her, but if it was faster
she would probably use it. One stated that she is not sure if
she would use it and that she would have to try it and see.

When asked about usefulness of the application all the
participants stated that they think the application is useful.
Two participants said that today they use paper and pen to
note when they have some problems and questions, and
afterwards use this list as a reminder during consultation
with the doctor. In these situations they think this kind of
patient support system would be very useful because it will
help them not to forget questions for doctors and nurses.
Two participants stated that they do not want to call the
hospital when they have minor health related problems
because they are not sure how serious the problems really
are, and access to this system could provide them first
guidance and feedback if they need to make a trip to the
hospital. Two participants stated that they liked the fact that
the mobile application is always available, because they are
not often in situation to use a PC. They said that now they
have more free time, so for them using the mobile
application would be very convenient. One participant stated
that a positive side of the application is provision of a large
amount of good and quality information that could help her
monitoring her condition from one day to another, and not to
just focus on a current problem.

VL

From the previous results we can see that the majority of
participants are very positive regarding the mobile
application as part of patient support system, and most of
them think the application is very useful. After the first
contact with the application most of the participants thought
that if they are given the opportunity they would use it to
monitor their health condition in addition to the web version.
Most of the participants stated that they would prefer the web
version, but they would use the mobile version if they do not
have a PC with them. Also, they identified some advantages
of the mobile version and found possible scenarios and
situations where the mobile application could be more
usable. There is also a question, if they would use the mobile
application more if they were provided just mobile without
web access. To find acceptance of just a mobile version, a
new application should be developed that is optimized only
for mobile operation.

From our usability testing we saw that users were able to
use the application also when they did not have previous
experience with the web application, but previous knowledge
and experience help them in understanding functionalities
better and performing tasks in shorter time period. Based on
this, we do not recommend making a mobile application
similar to a web-based application, but the interface should
be familiar. We recommend to use the same colors,
command names, menu items and icons/logos, but the
presentation and interaction should be different, and leverage
the capabilities of the mobile terminal.

DISCUSSION
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From the qualitative feedback we gained participants
comments and thoughts regarding functionality modules, and
identified usability problems, additional requirements and
expectations that could influence acceptance of the system.
The module that had the biggest difference in quantitative
measurement was the registration module and we tried to use
qualitative feedback to identify the reasons for this. As we
saw that there were no major usability complaints, we
concluded from participants’ comments and video recording
that the major issue was that they did not understand the
registration process and they did not read the introduction
text that were given to them on the screen before the
registration process started. They stated that the interface for
each step is organized well, and the command for going to
the next step was not hard to find, but the problem was to
understand what is the next step that should be performed.
This explains also difference in completion time, because
participants that had performed the task before on the web
version knew which options to look for going to the next step
of registration. From this we saw that a more detailed
description is needed in the beginning of the tasks, so the
process is understood before registration is started.
Additionally, when creating instructions and support
documentation this module should be addressed carefully
and in more detail.

We saw that the functionalities provided in the mobile
application should be a subset of functionality offered by the
traditional web or pc/tablet application. In this way, the
application can be very simple, providing only the most
important functionalities that are suitable for mobile use.
One patient stated: “Basics were there. For me, as a not so
frequent user of a mobile phone, it is very important to keep
the application simple. Too many choices would probably
make it more complicated and I would get lost.”

From the participants’ feedback we saw that following
traditional design guidelines for development of mobile
applications is not sufficient when creating a user friendly
and intuitive application. General guidelines are often in
contradiction to each other (especially if they are from
different mobile OS or phone manufacturers) and it is
difficult to identify which guidelines are important. This is
why we have proposed a selection of general guidelines,
which has shown to be important to users during our patient-
based testing. We suggest balance of requirements such as
providing back options, consistency of command names,
feedback to user where they are in the application, and
organizations of menus. In addition, we have proposed new
guidelines for adaptation of a general mobile application
across terminals. This includes adapting size of the text
dependent of amount of content of the screen; avoid the use
of icons and text for additional descriptions, allowing users
to change font size and orientation of the text, and the use of
shortcuts. One issue that we specially addressed during
development of the application was finding the right balance
between size of the text on the screen and amount of
information on the screen. Most of the users were satisfied
with the selected text size. Some of them stated that having
little bigger font would be even better, but that would affect
readability of the text. From this feedback and the previous
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experience from the application development process we
conclude that in the situation where there is large amount of
text on the screen, it is better to use smaller text size and in
this manner make text easier to read and understand. On the
other hand, where there are just menus or small amount of
information, it is better to use bigger font size.

The platform developed in the project provides unique
support for adaptation to any mobile terminal, without
requirements for a particular screen size. New methods for
text manipulation has been developed, and as an example,
we support arbitrary fonts with arbitrary size scaling in the
application and the platform can adapt to most navigation
methods, as for example navigation buttons, stylus, soft-
keys, only numeric keys, and even touch screens in a
consistent way. Thus, all patients can use their own mobile
phone, and the application maintains an intuitive look and
feel across terminals.

We finally observe that the mobile application is more
suitable for younger people that are more acquainted with
mobile technologies. One participant suggested that this
application is most appropriate for the user group from 20 to
50 years. Our impression from this study where the mean age
of participants was 46,5 years with average experience with
mobile technology is that the application is very well
accepted, easily understood and not seen as too complicated
for everyday use.

VIL

In this paper our main goal was to show the main user’s
requirements, expectations, acceptance and usefulness of a
patient support tool that is accessible over mobile phone in
addition to a web version. For development of the mobile
application we used participatory design methods where we
involved patients, usability and design experts, and also
health providers that are well acquainted with patients needs.
We saw that the mobile application we developed has good
acceptance by a group of ten breast patients that participated
in our usability study. We saw that most users accept a
mobile application in addition to a web or tablet application.
We think this is a very important fact, because until now
mobile applications are often developed as a stand alone
patient support tool and all system functionalities are
provided through just one application. We recommend that a
mobile application should be just a part of a more complete
system including other types of terminals such as web or
tablet for home/hospital use, and identifying guidelines for
mobile application design and functionalities represent a new
area in development of patient support systems.

We see that there are certain limitations and
shortcomings in our usability study that can be addressed
through future work, such as performing usability testing
with a larger user group with different age ranges. Valuable
feedback could be also gained from potential users with
special needs, for example people with vision and motoric
problems. Our plan for the next stage in the project is to start
a pilot study where the group of patients will be offered both
the mobile and web version of the support tool, and study
differences in usability, usefulness and usage patterns.

CONCLUSION AND FUTURE WORK
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In [29] it is described results of a clinical trial that

showed “less symptom distress, depression, and better self-
efficacy for the patients that used Internet support system
through the WebChoice application”. We have proposed a
selection of design guidelines for mobile applications for
health care, and how the application should be aligned to
existing web and tablet applications to improve usability and
flexibility. We claim that an intuitive mobile application is
an important part of a health management system for
patients, and may result in faster recovery and better
flexibility for patients and higher efficiency of healthcare
providers.
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