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Abstract

This note describes the Welch-Lynch fault-tolerant algorithm for clock synchro-
nization. The original proof given by Welch and Lynch shows that the clocks of
non-faulty nodes are maintained in approximate agreement. The worst-case skew is
bounded by a constant which depends on network and algorithm parameters. We
give a simplified proof of correctness and obtain tight synchronization bounds.
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1 Introduction

In [2], Welch and Lynch present a fault-tolerant algorithm for clock synchronization
in distributed systems. The algorithm is intended for a fully connected network of
n processes, less than a third of which are faulty. Byzantine failures are tolerated,
that is, the behaviour of faulty processes is arbitrary.

The communication network is assumed to be reliable and the communication
delays are bounded. The minimal and maximsal transmission delay are specified
using two constants § and € such that 0 € ¢ < §: the delay for any message is
between § — ¢ and & + ¢.

Each process has a physical clock which can drift slowly from real time at a rate
bounded by a small constant p such that 0 < p < 1. If a clock € does npt fail
during a real time interval [¢;,12] then

{1 p}ta ~ 1} S Clte) — Clty) < (L4 p) (ke — &),

where C(t;) and C(tz) denote the value of clock C' at time ¢; and fs, respectively.
The elapsed clock time C(t2) — C(¢;) is within p(#; - t1) of the real time delay
ta — t;. During the same interval, the physical clocks of two processes can drift
apart by as much as 2p{ts ~ t1). Even for small values of p, the error may become
significant for large values of £5. In order to ensure that all the processes have a
consistent view of time, it is necessary to regularly resynchronize their clocks.

We assume that a process p has no control over its physical clock PC),. Instead,
the local time for p is given by a virtual clock V), obtained by adding a correction
to PC,. The correction is periodically computed by p and is stored in a local
variable CORR,. The virtual clock of process p is then defined by

VC,(t) = POt} +CORR,(®),

where CORR,(t) denotes the content of the correction variable at real time t.
The algorithm runs in successive rounds during which processes exchange infor-
mation about their clocks and perform a correction to their local clock. Initially,
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the virtual clocks of non-faulty processes are approximately synchronized: all the
non-faulty processes start the first round within a delay J of each other. Under this
assumption, the algorithm ensures the following properties:

o Agreement: The skew, that is, the difference between the virtual clocks of any
two non-faulty processes at any real time is bounded. There is a constant v
such that, for all real time ¢ and all non-faulty processes p and ¢,

fVGp{t} - ch(t)i L7

o Velidity: The clocks of non-faulty processes are within a linear envelope of
real-time.

The purpose of this note is to give a simplified proof ¢f correctness of the Welch-
Lynch algorithm and to provide tight synchronization bounds. The algorithm is
described in section 2 and the proof of correciness is given in section 3.

2 Algorithm

The algorithm of Welch and Lynch is similar to the interactive convergence algo-
rithm of Lamport and Melliar-Smith [1]. Every non-faulty process p reads the clocks
of all the other processes at regular intervals. From these readings, p obtains an
estitnate of the drift between its virtual clock and the clocks of the other processes.
A correction to p's local clock is then computed by applying a fault-tolerant aver-
aging function to the estimates. The two algorithms differ only in the methods of
reading clocks and in the averaging functions used. Both assume that the clocks
are synchronized initially.

5
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The processes are numbered from 1 to n. We denote by f the maximal number
of faults the algorithm can tolerate; by assumption, we have n = 3f + 1. The
averaging function used in the algorithm of Welch and Lynch is the fault-tolerant
midpoint! defined as follows. Given an array 4 of n real numbers, the fault-tolerant
midpoint of A, denoted by ¢fn(A), is obtained by discarding the f largest and the
[ smallest elements of A and by taking the arithmetic mean of the maximum and
minimum of the remaining elements. If A[1] < A[2] < ... € A[n], we then have

cofn(A) = Alf + 1};}1[1%— ]

For an arbitrary array, cfn(A} can be obtained by first sorting the elements in
increasing order and then applying the formula above.

Figure 1 gives an informal description of the algorithm. A process p exécutes
2 main program which consists of repeatedly broadeasting a message SYNC and
waiting for a delay A before computing a correction to the local clock. In parallel,
every process stores the arrival time of any SYNC message it receives in an array
ARR,. The arrival times and the delays are of course measured with respect to the
local clock V. Two local variables are used in addition to ARR, and CORR,,:
ADJ, is the clock adjustment and T indicates the time of the next broadcast.

The two parameters Ty and P determine when the broadcasts take place: the
first broadcast is executed at local time T3 and the subsequent ones at Ty + P,
Ty + 2P, ete. The parameter & determines how long a process has to wait after a
broadcast before performing the clock correction.

For simplicity, we assume that broadcasting & message, computing the adjust-
ment, and storing arrival times are instantaneous operations. If two SYNC messages

1We use the terminology of [3].



T .= To

repeat forever
wait until VO, = T4
broadcast SYNC;
wait for A time units;
ADJ, =T + 6 — cfn(ARR,);
CORRy, = CORR, + ADJp;
T:=T+PF

end of loop.

on reception of SYNC from ¢ do ARR,[q] := V).

Figure 1: Pseudo Code for Process p.

are received from two processes simultaneously, the corresponding elements of ARR,,
are then equal. Also, the clock adjustment operations are executed instantaneously
when the delay A has elapsed. The correction takes effect immediately after this
delay, that is, at the end of the loop. We also assume that broadcast messages are
received by every processes, including the sender,

For a correct execution of the algorithm, P and A have to satisfy several condi-
tions which depend on the network and clock parameters (i.e. d, €, and p) and on
the degree of synchronization required. These constraints are obtained by a formal
analysis of the algorithm and will be specified precisely in the sequel. &

Let "= Ty + 1P denote the starting time of an arbitrary round 7. All the non-
faulty processes broadeast SYNC when their local clocks reads T and wait until
T + A to compute the adjustment to their clock.

Assume p and g are two non-fauity processes. Let u, be the real-time when
» adjust its clock, that is, VCp(up) = T + A. Let z be the arrival time at p of
the message sent by ¢ at he start of the round. The constraints on A ensure that
VCp(z) < T + A, or equivalently that # < u,. Other assumptions on P imply
that the next message from g is received by p after up. This means that at time
ty, the element ARR,[q) is equal to VCy(z). The value ARR,[g) is used by p to
estimate the drift between its local clock and the clock of ¢: The message was sent
when VU, was equal to T and took a delay between § — ¢ and & + ¢ to reach p.
During the interval, V', has progressed to a value which is around T + 4, that is,
VCy(x} = T'+3. Therefore p can estimate that the difference between VI, (z) and
V(%) is approximately (T'-+8) — ARR,[q]. Since p is very small, the drift between
V(, and VO, remains sensibly constant until ’s clock is adjusted:

VO, (up) ~ VCyluy) ~ (T +6)— ARR,]q].

The accuracy of this estimate depends on the imprecision £ on transmission delays
and on the rate p of clock drift.

When p has received a SYNC message from all the non-faulty processes, it can
compute the correction to its clock. The adjustment ADJ, is the fault-tolerant

b

average of the estimated drifts: 2
ADJ, = T+ 6~ cfn(ARR,).

If efn{ARR,) is larger than T + ¢ then p’s clock is currently ahead of the average.
Conversely, if ¢fn(ARR,) is smaller than T' + & then V), is behind the average.



The variable CORR,; is then updated to cancel the average drift:
CORR, = CORR,+ ADJ,.

The virtual clock -V, is set back or forth by the amount |ADJ,|.

The function cfn is essential to the correctness of the algorithm. It ensures that
the clock adjustment AD.J, is fairly insensitive to the presence of faulty elements in
the array ARR,. Furthermore, ¢fn has an averaging effect which implies that after
the adjustments, the clocks VC, and VG, of two non-faulty processes are better
synchronized than they were at the start of the round.

Between two successive resynchronization, the virtual clocks can drzft “apart
form one another but adjusting the clocks sufficiently often ensure that the skew
is bounded. The algorithm assumes that all the non-faulty processes start the
first round within a reai-time delay 2 of one another. The values of A and P are
determined from S in order to ensure that the non-faulty processes also start the
other rounds within 8 of one another.

From the latter invariant, a2 bound on the worst case skew can be derived. The
clock adjustment computed during each round is small in comparison with the
length of each round and this ensures that the virtual clocks are within a linear
envelope of real-time.

3 Formal Analysis

3.1 Overview

We represent both real time and clock time by the reals. By convention, lowercase
letters are used to denote real time quantities and uppercase letters to denote clock
times. Clocks are defined as follows:

Definition 1 A clock C is ¢ mapping from the reals to the reals such that for all
f1 and £, if t1 < to then

(1-p)tz —t1) € Clta) ~Cty) < (L+p)tz ~t1)..

We agsume that every process p has a clock PC,, which satisfies the above constraint;
the rate of drift of PC), is no more than p over the interval [t1,,], whatever t; and
tz. This means that the physical clocks are assumed to be reliable; only processes
can fail. These is no loss of generality because the behaviour of faulty processes is
arbitrary and because a process cannot access another process’s clock directly.

The crucial part of the analysis is to examine the effect of a single resynchro-
nization round on the virtual clocks. Assume a non-faulty process p starts a round
at real-time ¢, such that VCy(ty) = T, performs the correction at real-time u,
such that VCp(up) = T + A, and starts the subsequent round at t;, such that
VCy{ty) = T+ P. Let corrp and corr,, denote the value of the variable CORR,
at time £, and t;, respectively, We have assumed that the clock adjustment takes
effect immediately after u,, so

PCL{E) +corr, Mt <t
t

VG () = .

PCy(t) + corry,  if uy <
The round can then be split in two parts. From £, to u,, p's local time is given by
the clock ), such that:

)

Cp(t) = PCL(t) + corry,

pan



and, from u, to ¢}, p's local time is given by C,, defined by:
Cpt) = PCy(t) + corr,.
The two successive clocks are related by the equation
CLt) = Cplt)+T + 6 ~ cfa(ARR,),

where the value of the array ARR,, is taken at time u,,.

Two non-faulty processes p and g switch then from old clocks Cp and C to new
clocks C}, and € during the round. Since C,(t,) = Cy(ty) = T, the distance [t, 1]
gives a measure of the degree of synchronization between C} and C,. Similarly, we
can evaluate the degree of synchronizatior of ¢, and ; by measuring the distance
lvp — gl for two points v, and v, such that Cp(vy) = Cy(v,). Since the clock
corrections are based on estimates for clock times which are close to T" + 4, it is
natural to choose v, and v, such that

Colvp) = Cylvy) = TH+34

In the first part of the proof, we establish the following fundamental result. If for a
given 8 and for all non-fauity processes p and ¢, we have

tp”'tq‘ "~<~ ﬁ

then we also have
B ‘
[vp —wq] < (1 +p)~é~ + 2¢,

for all non-faulty p and ¢g. This essential property shows that the new clocks are
more closely synchronized with each other than the old ones.

The following section lsts various lemmas about clocks which are used in the se-
guel. The essential synchronization property is proved in section 3.3. In section 3.4,
we derive constraints on the parameters A and P for the algorithm to execute prop-
erly and achieve a given synchronization bound B. If the conditions are satisfied
then the algorithm guarantees that all the non-faulty processes start each round
within a real-time delay @ of one another. The constraints on A and P have a
solution provided § is larger than an optimal Sni, which is equal to approximately
de. The worst-case skew is determined in Sect. 3.5, using the assumptions on A
and P. Section 3.6 shows that the virtual clocks of non—fa,ulty Processes are w1th1n
two linear functions of real-time.

3.2 Clock Properties

It is easy to see that a clock is strictly increasing, continuous, and not bounded.
For any real T', there is a unique ¢ such that C'(¢) = T. The lemme below is another
easy conseguence of the definition:

Lemma 1 For a clock C and two reals ty, 13 such that t) € to,

Cla) = Ch) oy ¢ Sl =Clt)
1+4p = iz 1 = 1-p i

The following lemma is important for proving the resynchronization praperty.
It shows that, if C'(v) is the mean of C(t) and C(u) then v is very close to {t+u)/2.



Lemma 2 Ift < u and C(v) = F{C(t) + C(u)) then

tu u®-—1 -+ u w1
P AL P S
g TP RV S gt

Proof: Let X = (C(u) — C{t))/2 so that C(v) - C{t) = C(u) - C(v) = X. Since C
is increasing, we have ¢ € v < v and Lemma 1 applied twice gives

t+X/(T+p) < v £ t+X/(1-p),
u—X/(1-p) € v< u—X/(1+p)
Two cases can be distinguished:
o If X < (1—p*}{u—1t)/2, we use
u—X/(1-p) € v <t+X/(1~p)
Since X/(1— p) < (1+ p)(u—1)/2, we get
u—(1+p)u—1/2 < v <t+(1+p)(u—1t)/2
which simplifies to R

(u+t)/2—plu—-8)/2 €< v € (u+8)/2+ plu—1t)/2. )

o IFX 2 (1-p"){u—1t)/2, we use
t+ X/(1+p) € v < u~X/(1+p)
and X/(1+p) 2 (1 - p)(u—1£)/2 to obtain
th (1= plu~1)/2 < v € u—{(1-p)u~—1t)/2

By an elementary calculation, this gives the same relation as previousty. The
expected bound holds for v in both cases. O

The bound is tight. X is comprised between (—-p}(u—1}/2 and (1+p)(u—1t)/2 and
it is possible to have X = (1 — p?)(u ~ £)/2. In such a case, the distance between v
and (¢ -+ u)/2 can be equal to p{u —t)/2.

e

In the following lemma, two clocks € and €' are considered together with two
reals ¢t and ' such that C(t) = C'(¥') = X. The lemma gives a bound on the delay
[u - '] for u and v’ such that C(u) =Cw) =X +7V.

Lemma 3 [fCt)=C'(tY =X and Clu) = C"(u") = X +Y where Y =20 then

2p
[u—u'l < §t~tf;+1wp2 Y

The following lemma will be used to evaluate the skew between two clocks C
and C". ¢

Lemma 4 Let X and Y be arbitrary reals. Givent and t' such that C(t) = C"{(¥') =
X then, for any @ such that X < C{z) £ X +Y end X < C'{z) < X + Y, wk have

: 2p ,
IClz) ~C'{z)| < 1+pY+(1 p) It =1,
This bound can be reached provided ¥ 2z (1+p)|t—#'}. The situation is iHlustrated in
Fig. 2. The two points of coordinates (z, C(z)} and (z,C'(z)) are contained within
the area delimited by the two oblique lines of slope (1 + p) and (1 - p). The bound
can be attained at the point wsuch that u — ¢t =Y/{1+p). UY < (1 - p} [t —#],
no z can satisfy the assumptions of the lemma and if V' is between (1 - p) [t — ¢']
and (1 -+ p} |t - t/|, the skew is no more than Y.
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Figure 2: Worst-case Skew (Lemma, 4)

3.3 Resynchronization Property
3.3.1 Assumptions

We assume that an arbitrary real 7" and a set G of m processes are fixed, where
m 2 n— f. With every p of & are associated a clock C, and a real t, which satisfy

Coltp) = T. u 1

We also assume that two arrays arr, and ARR, are given for every p of 7. ARR,
and grry, are two arrays of n reals and satisfy the two constraints below:

Vge G: ty+d—¢<arrplg] <ty +6+¢, o (2)

Vg € G: ARR,[q] = Cplarryig)). (3)
We denote by C}, the clock defined by
Ogja(t) = Gp(t) + ADJ,, 4)
where
ADJ, = T+ 6~ cfn(ARR,). (5)

Finally, we assume that a constant # gives a bound on the delay between £, and &,
for pend ¢ in G:

Y, g € Gt |ty —tg| < B. (6}

The intention is, of course, that these assumptions are satisfied if T is a clock
time corresponding to the start of a round, G the set,of processes which do not
fail during that round, and C, and C, are the virtual clocks of a process p at the
beginning and at the end of the round, respectively. The array arr, stores the
arrival time of SYNC messages received by p. If ¢ is not faulty, the message sent
by g to p at time i, is received at time arrplg] and the corresponding clock time is
given by ARRy[q]. For a faulty process r, arry[r] and ARR,[r] are arbitrary,

For every p of G, we denote by v, the time when C), reaches T'+ 6. The main
objective of this section is to estimate the distance |v, — v,| where p and ¢ are
arbitrary processes of G. We also bound the clock adjustment ADJ,,.



3.3.2 Bounding v,

Let p be an arbitrary element of G. We have Cy(v,) = T+ so, using equations {4)
and (5), '

Cplvp) = cfn(ARRy).

Let A = (Aq,...,A,) be the n-tuple formed by sorting the elements of ARR, in
increasing order. By definition of ¢fn, we have

Apsy + Apep
Coly) = —Frol (")

Similarly, let a = {ay,...,am) be the tuple obtained by sorting in ?ncreasing
order the m elements of arr, whose index belongs to G. We then have a; € a» €
.o+ € am, and each a; is equal to arry[g] for some element ¢ of G. i

Proposition 5

Proof: Since () is increasing, we have Cp{a;) € Craz) € ... € Cplan). By
construction, Cp(a:), ..., Cplam) is then a subsequence of 44,..., Ay, obtained by
removing fewer than f elements.

Cplas) is equal to A; for some index i. There are at least m elements among
Ay, ..., A, which are larger than or equal to 4; so ¢ must be smaller than or equal
to n -1 - m. By the assumptions on n and m, this implies that ¢ < f+ 1 and then

Cplar) = A < Apyas

Similarly, there are at least f -+ 1 elements among Ai,..., 4, which are smaller
than or equal to0 Cp(as4) 50

Apir € Cplagin)-
A symmetric reasoning proves the other part of the proposition. O g

Now, let k£ be any index between f + 1 and m — f; since m 2 2f + 1, sug;h ak
does exist. As a consequence of the previous proposition, we get

Gp(al) < Af—i—l < Op(ak} < An—-f < Cp{am)
because a1 € ar < am—g. Using (7}, we can then bound Cp(v,) as follows:

cp(al)”;“cp(ak) < Cplny) < Gp(ak)“gcp(am). (8)

From these two bounds and Lemma 2, we obtain:

Proposition 6

ap + G Qp — a3 ap + Ay A — O "
- < < .
. TP S S Tt

This proposition and relation (8} explain why the algorithm is fault-tolerant. The
midpoint efn{ARR,) is equal to Cp(v,) and is fairly insensitive to possibly wide
variation in f of the array’s elements. At worst, ¢fr(ARR,) can be shifted towards
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the lower or the upper ends of the interval given by relation (8). The two extremities
of the interval only depend on the values of ARR, for non-faulty processes.

If follows immediately from the fact that C, is increasing and from relation (8)
that a; € vp € am- The two reals ) and a,, are the smallest and largest of the
elements arrplr] for r € G. Let fmin and fmax be the smallest and largest of the
times ¢, for r € G. By (2),

a1 2 tmintd-¢
& tmax +8+¢,

G,
and then
bmin +0—¢ € Up € fpaxtd4e. (9)
By {6}, we also obtain for any non-faulty process ¢,

ty—B+d8—¢c € v, € t,+B8+d+e . (10)
This relation holds for arbitrary ¢, in particular, in the case ¢ = p. It will be used
o bound the clock adjustment and determine a lower bound on A. 5

3.3.3 Bounding |v, ~ 1]

Assume p, k, and @ = {ay,...,am) are defined as in the previous section. Let g be
another element of G and let b = (by,...,by) be formed by sorting in increasing
order the elements arry[r] for r € G. The tuple b is then obtaired from arr, in the
same way as a is obtained from arr,. Proposition 6 gives the following bounds for
vp and vy

ay + ag ap ~ ar -+ Gm G, — O
- < <
g Ty ST s Ty ey
bbby —b bi+bm | bm—by
- < < .
5 TP TR S U S Ty R e
These bounds imply that
oy, — ay — by
vp=vy < (L4p) gtk (L= p) St (11)
and, symmetrically,
b — by —
vmvp < (14p) o+ (1 p) A (12)

Irn order to evaluate the difference v, — v, we have t0 compare a; and by. We need
the following lemma.

Lemma 7 Let di,...,d; and ey,...,e; be twe finite sequences of reals, such that,
i €dy ... <drande; ey £... L e If there is a number © and a bijection h
Jrom {1,...,1} to {1,...,1} such that

|di —en| 2 fori=1,...,1

then we also have
]di~€i§ <z fori=1,...,L



Proof: We reason by induction on [. For the base case, | = 0, the property is
vacuously true. For the inductive case, assume dy, ..., di4q and e, ..., e are two
ordered sequences and h and x satisfy the assumption. Let r = A(l + 1) and s be
such that h(s) =1+ 1; we have

ldir ~erl S 2, |ds —epa] €2, ds Sdppr, and ey € e
From these four inequalities, it is easy to see that
|ds —erl £ 2 and |diz: — erps] S 20
Consider the mapping A’ defined fori=1,...,1 by
T ifim=3
K = {

h{i} otherwise.

It is clear that b is a bijection from {1,...,1} to {1,...,I}; in particuiar, ifr =I1+1,
h' is the restriction of h to {1,...,1}. We also have

|d; — enpy| €2 fori=1,...,1,

so we can apply the induction hypothesis. This gives |d; —e;| Sz fori=1,...,1
and the inequality also holds for ¢ =1+ 1 as shown above. O

As a consequence, we obtain the following property.
Proposition 8 For all i such that 1 < i< m, lo; — b < 26,

Proof: Since {a;,...,2) is & permutation of the elements arr,ir] for r € G *there
is & bijection g from {1,...,m} to G, such that

a; = arrplg{d)] fori=1,...,m.

Similarly, there is a bijection & from {1,...,m} to G such that

b; = arrg|h(d)] fori=1,...,m.
The composite ¢’ = h™" o g is a bijection from {1,...,m} to {1,...,m} and
fai —by| = |arrplg(@)] — arrglg(i)] | fori=1,...,m.

By assumption (2), | arrp[r] — arry(r] | € 2¢ for any 7 € G. It follows that
fa; — bg'('i)l £ 2 fori=1,...,m
and Lemma 7 gives

la;i — b £ 2 fOriml,...,'n.?;.D

We can now bound the difference |v, — v,| as follows,

i

Theorem 9

Up vy € (1%»p)§+2£.

10



Proof: Proposition 8 implies that {ax — by) < 2e. By relation {11), we then have
~b
vty < (1+p) B4 (1=
Now for any two elements r and s of ¢, the two assumptions (2) and (8) mean that

arrplr] — arrg[s] € tp —t; + 28 LG4+ 2

This holds for arbitrary r and s 50 g, — by < 5+ 2 and then

ﬁ;2e+(1—p)€ 5

< (1+p)§+2€.

Up ~ Vg K (1+p)

By symmetry, we can derive from relation (12) that

Vg~ Up & (i+p)§+2.€.a

3.3.4 Bounding the Clock Adjustment

For a process p, the clock adjustment ADJ, is the difference Cj(¢) — Cp(t), which

is constant for any ¢. For ¢ = vy, we have Cp(v,) = T+ d. As noted previously,
tp—B+6—e € v < lp+PB+0d+e,

then
Colty—B+8—6) € Cplvp) € Cpltp+B+6+¢).

The adjustment is then between the two limits below:
T+8~Cplty+8+d+e) < ADJ, € T+~ Chlty ~B+d—¢).
For the lower bound, we get "
Coltp +B+d+e) € Cplty) +{1+p3(B+6+2),
then, since Cp(tp) =T,
~(1+p)B+ey—pd < ADJ,.

The upper bound depends on whether 5 is smaller or larger than d—e. F 8 < 6 ~¢,
we obtain

Colty =B+6—2) = Cplty) 2 (1-p)(-B+8-eg)
then
ADJ, £ (1-p)(B+e}+pé.
In the other case,
Cpltp) = Cpltp —f+d—2) < (1+p(Bf-d+e),
and
ADJ, < (1+p)B+e)—~ pd
In both cases, we have
ADJ, < (B+e)+plB-3d+¢],

and the clock adjustment is between the two bounds given by the following property.
Proposition 10

—B+e)—p(B+d+e) € ADJ, € (BHe)+plB~0d+¢els
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Assumptions:
o |Fl=mandmzn-—f.
o Cplt,) =T.
* VP g EG: |ty — 1| <

3.
Vp,g e G: ty+d—eSarrpg] St +d+e.
s Vp,ge G : ARR,lg) = Cylarryigl).
ADJy =T + 5 — ¢fn(ARR,).
Vi Cp(t) = Cy(t) + ADJ,.
Cplup) =T + 6. 2

Results:
o Forany pe G and g € G,
jop gl < (14 ) 5 4 26,
ty—fB+6—¢ € v, € b+P+5+e.
e Forany p € G,

—(B+e)—p(B+ét+e) € ADJ, < (f+e)-+p|lB~16-+el

Figure 3: Results of Section 3.3

3.3.5 Summary

The main results obtained in this section are summarized in Fig. 3.

3.4 Algorithm Parameters
3.4.1 Constraints on A and P

i

From now on, a constant 5 is fixed which specify the degree of synchronization to
maintain. We assume that non-faulty processes start a round within a real-time
delay 5 of one another and we want to ensure that the non-faulty processes also
start the next round within 8 of one another. At the start of the first round, the
local time of each process is equal to T and the next round starts at local time
T+ P.

Using the same notations as previously, a process p can compute ¢fn{ARR,)
as soon as it knows Agyy and A,—p. In the worst case, p has to wait for the lagt
message coming from a process in G, that is, until time a;,,. Process p executes
the clock adjustment procedure a delay A after the start of a round, at real-time
u, such that Cpu,) = T + A. For the adjustment to be correctly computed, we
must make sure that a,, < up. As shown previously, ¢, < t, + 8+ +¢, and

12
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Coltp+B+6+e) <T+ {1+ p)(B+5+¢€) Itis sufficient to take A such that
A 2 (I+p)(B+5+e) , (13)

This ensures that u, = ¢, + 8-+ § + £ which also implies 4, > v, and 4, 2 8, + 6 +e
for any non-faulty process g.

At time wu,, p’s local clock is equal to T' + A and the adjustment ADJ, can be
at most (8 +2) + p|f — & + £|. For p not to miss the next round, T + P must be
larger than the new clock at the time of the correction. A lower bound for P is then

P 2 A+{B+e)+plB—5+gl (14)

Assuming this condition is satisfied, p starts the next round at time t;, such that
Cyp(t,) = T+ P. Let g be another non-faulty process and u, be such that Cg{ug) =
T + A. The clock correction computed by ¢ at time u, assumes that ARR,[p] is
the arrival time of the message broadcast by p at time £,. The message sent by p at
time t;, must not arrive af ¢ before time uy. P must then be large enough to ensure

ty,+td—e > ug
Since Cy(ug) — Cylte) = A, Lemma 1 yields:

Uy K tq+1—%—;
We also have C(t,) — Cl{vp,) = P — § which is positive by (14). Using Lemma 1
again, we obtain .
s .
t;; 2 Up'{"m.
By (10), vp 2 tg ~ B + & — £, therefore
P—§
ptd—g = 25— 2%+ ——.
tp+‘5 £ 2 ~B+25-2+ T+ 7

A sufficient condition to ensure ¢, + 3 — € > u, is then

P-4 A
. ) il
T+ o B+25—-2 > T,

or, equivalently,

1te £ (15)

P > (I+p)(B8+2)~ (142 )§~+~
Depending on the value of A, 8 and the network parameters, this bound may be
larger or smaller than the bound given by {14). :

If two non-faulty processes p and ¢ start a round at iocal time T as measured
by their respective clocks Cp and C; then the next round will start at réal-time ty
and t; such that

Cilty) = T+ P and Ci(t,) = T+ P. ’

By relations (13) and (14), P is lacger than §. We also have that C,(vp) = C{(vy) =
T + 4 then using Lemma 3 and Theorem 9, we obtain

-t < (1408

2+2€+(P 6)

pz
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Az 1+ p{B+44+2).

P2 A+(B+e)+plB—6-1el

P > (1+p)(ﬁ+2€)——(1+2p)5+%i_"~g—aﬁ. :

Pos < L [a-pl-e]. ;

Figure 4: Constraints on the Parameters.

For the invariant to be maintained, the delay [t - ;| must be smaller than 3. This
requires the following condition to be satisfied

2p 8
— < i A .
(P-0ls < (1-p -2 | (16)
The upper bound for P is then given by
1-p? B
P-4 g —ie —p)= —£|.
2 [a-p% -] (17

In summary, the lower bounds for A and F ensure that for all p of G, the value
of ARR, at time wu, satisfies assumptions (2) and (3). The message broadcast by
q at time t, is received by p before u, and no other message from ¢ is received by
p until after u,. The upper bound on P ensures that the clock resynchronizations
are performed sufficiently often.

The lower bounds for A and P also guarantee that uy, > u, for all non-faulty p
and ¢ because uj, > &, + 3+ F +¢ and u, < t, +§ — £. By Proposition 10 and the
constraint on A, we have C,(up) 2 T + 4. The clock correction can set p’s virtual
clock to a value smaller than T + A but more than T+ 6.

3.4.2 Optimal Synchronization

Figure 4 shows the necessary conditions on A and P to ensure that a synchronization
bound B is maintained. The constraints can be satisfied if the two lower bounds
for P obtained from relations {14) and {15) by setting A = (1 + p){(B+ J +¢) are
smaller than the upper bound given by (17). This requirement is equivalent to the
three following constraints

(1-11p+37° ~ A2 > (14 p)e—pl1 - 30)5 (18)
(1—9p—p2+p3)§ > (1420 - p2)e +20% fg<d—=c {19)
{1—10p+p2)§ > (1+pk f8>d6-c {(20)

For small values of p these constraints are satisfied in tfle following three cases:
(5-6p+p")e < (1-10p+p")8

4(1+2p — p¥le + 8p?F
1-9p—p%+p?

B =z

14



s F{(5-6p+p?)e € (1-10p+ p*)§ then

414 2p — pPle + 8p%
1-9p—p24p*

,Bmin =

o F(1L+p)(1~pYe = (1-3p){(1~ 10p+ p*)é then

4(1 + p)e — 4p(l ~ 3p}é
I—1lp+3p* —p3

ﬁmin =

e (Otherwise

4(1 + ple &

Figure 5: Optimal Synchronization Bound.

(5~6p+p%e = (1~ 10p+p")5
(1+p)(1—-p)’e < (1—3p)(1—10p+p*)d

4(1+ pje

> N
B2 1—10p+p* '

(I+p)(1=p)% = (1-3p)(1—10p+ 52)6

s > 41+ ple —4p{1 - 3p)d )
1—11p+3p2 — p®

These results are obtained by a routine but lengthy calculation and hold provided
p is small enough®. For a fixed p, the ratio §/¢ determines which of the three above
cases apply. Neglecting factors of degree 2 or more, the first case corresponds to
d/e 2 5+44p, the second to 1+12p < d/e < 5+44pand thelast to 1 < §/e € 1+12p.
The parameter 8 can be smaller than § ~ ¢ only in the first case.

The smallest synchronization bound Bumin which can be maintained by the algo-
rithm is defined in Fig. 5. In practice, the drift rate of hardware clocks is very small;
p is typically less than 10™% and factors such as pe, p?, p*d, etc. are negligible. The
optimal synchronization bound B, is approximately 4e in all three cases and the
corresponding resynchronization period P is approximately 10¢ -+ §.

Conversely, for a fixed resynchronization period P larger than 10e + 4, the syn-
chronization bound # given by {15) is very close to de+ 4p(P — §+¢). If P is large
and p{J —¢) is negligible in comparison to pP, the bound is approximately de+4pP.

*Requiring p £ 1077 is sufficient.
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Figure 6: Evolution of VC, and VC,

3.5 Agreement

In this section, we assume that the parameters satisfy the constraints given in
Fig. 4 and we examine the difference |V Cy(t) — VCy(t)| where p and g are non-
faulty. Figure 6 illustrates how VC, and VC, can evolve from the start of a round
until the clock correction of the subsequent round. Process p and g start the round
at real times ¢, and £, and adjust their respective clock at u, and u,. The next
clock adjustments are performed at times »!, and w!.

In the interval [£;,u,] the clock VO, is equal to Cp and in (up,uy] it is equal to
€. Similarly, the clock V€, is equal to Cy in [, u,] and to € in (ug, uy]. Lemma 4
yields the following result.

Proposition 11 1. Fort € [ty up) N ity uy],

2
G -Gl < T AT0-pB

2. For t € (up,up] N (ug, uy],

2
GO -Ci0l < T A+I-08
Proof. For t € [ty, u,) N[ty,ugl, both Cp(t) and C,(t) are in the interval [T, T + A].
Lemma 4 together with the fact that |t, — ¢,| < B gives the first part.
For the second part, we know that w, > v, and uy > vy, therefore ¢ is larger
than both v, and v;. This means that T+d < C,(f) S T+ A+ Pand T+ 46 <
Cet) T+ A+ P. Lemmma 4 can then be applied and we get

AR AR ﬁ%(p+ama)+(1mp) {(Hp)gwe}
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By assumption, P satisfies mequality (16) so

LP-5) < (-p) {(up)g—ze}.

The result follows from the last two relations. O

The first part of this lemma is only used to estimate the worst case skew at the
start of the algorithm, that is, for T = T,. TFor all other values of T, the interval
[tp, up) is included in [tup..1,u,]. Using (14) and (13), it is readily verified that

(P+A-8) = (1+p) {(1+p)§+26}.

This means that the skew between C}, and C) can be as large as the bound given
in case 2) above.

We now consider the transient phase which occurs during a round when some
processes have updated their clocks and others have not. For this intermediate
phase, the worst cage skew is given by the following proposition.

Praoposition 12 If u, < < u, then
2
G0 = GO € = A+ (L4 p)(f+e) = pd.

Proof: The lower bound on A ensures that u, = v, and u, = t; + § + . We then
have

(I-p)t~vp) € Colt) = Cplvp) < (L+p)(t~vy),
(I—-p)t—1y) < Colt) = Cylty) < (1+p){t~1y).
Since Cp{vp) = T' + 6 and Cy(t,) = T, it follows that
64 (1= Pt =) — (14 p)(t — t,)
6 —2p(t — tg) + (L - p){tg — vp)
§ = 2p{ug — tg) + {1 — p){ty — vp),

—

Co(t) = Cy 1)

WOW W

and

CLB) = Cylt) < S+ (L4 )t~ 1) — (1= p)(t —1,)
€ 0+ 2p( —ty) + (L4 p)(ty —vp)
S 04 2p(ug — 1) + (14 p)(tg — vp).

Since Cp(u,) = T+ A, we have

and by (10), we also get
~(B+d+e) € tg—vp < B-bte

As a consequence, the difference C}(t) — C, () satisfles the two inequalities helow

G0~ Colt) > == A= (1= p)(B+e)+ 50

%Aa»(1+p)(ﬁ+e)—pa.

GO - Col) < {2

17



o If up, <t Cuy and uy <t < uy then

, / 2
G0 - C0l < TS A+0-p6

o If uy < ¢ < uy then

GO =Cald < T A+ A+AE +e) - 90

Figure 7: Worst Case Skew.

The result follows by taking the absolute values of these bounds, 0

Proposition 11 and 12 cover the two possible cases. The parameter constraints
imply that u, < ug and v, < uj. When VG, = C, i.e. between u, and uj, the

virtual clock of ¢ is equal to either Cy or C;- In the worst case, the skew between

the clocks V', and V'C is then bounded as shown in Proposition 12:
2
V(1) =V, < {5 AT (+p)(B+e)~pé

The maximal skew can be attained if ¢ == t, + 3 and the physical clock of p and ¢
run at rate {1+ p) and (1 — p), respectively. In such a case, the skew at time v, is

VCplup) = VCylup) = Cplup) ~ Cqlup)

2p
e A {1~ . -
57 (1-p) 8
This is the maximal skew given by Proposition 11. Even though the virtual ¥locks
of non-faulty processes cannot be ahead of VC,, it is possible for p to further
advance its local clock at time w,. This may happen, for example, in the following
circumstances:

e f processes are faulty and send messages which arrive at p before ¢, + & — ¢.

¢ A majority of the non-faulty processes start the round at exactly the same
time as p (L.e. at time £,} and the messages from these non-faulty processes
all arrive at p at time £, + ¢ — ¢.

As a vesult, ¢fn(ARR,) = T+ (1 + p)(d ~ €) and ADJ, = (1 + p)e¢ — pd. For
realistic values of p and &, the correction is positive. Process p advances its local
clock and the difference between V), and VCy increases. The value of v, in this
case is fp -+ 6 ~ &. For the remainder of the interval (uy,u,] the two clocks continue
to drift apart and it can be shown that at time wu,,

VCplug) = VCylug) = Cylug) ~ Copluy)

= T%’%«A+{1+,5)(ﬁ+€)—p§.

s
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To+2R+4

To 4+ 2R

To+ R4§

To+ R

To+ &

Ty

Figure 8: Envelope of the Virtual Clocks

3.6 Validity

Assume p is not faulty and X is a clock time such that X > Tp and let { be such
that VC,(t) = X. The previous sections have shown that the local clocks of other
processes at time ¢ are close fo X. In this section, we examine how close the virtual
clocks are from real-time.

The non-fauity processes are assumed to be initially synchronized within a delay
 of one another. There are then two reals zp and yo such that yo < 2o -+ 2 and all
the non-faulty processes start the first round within the real-time interval [zq, ¥o).
From zq and yo, we construct four sequences (;)ien, (¥i)ien, (zi)ien ard (wi)ien
as follows.

2% = @+bd—¢
w;, = Y +d+e
1
z; = z+— (P-4
41 &4 1”{“,0( )
1
i = wy+ o (P —4).
Yi+1 w+1_p{ &)

The first round starts at clock time Ty and for ¢ > 1, we denote by Ty = Ty + 4P,
the clock time corresponding to the start of round i. In order to simplify the

analysis, we assume
€

§+e
This condition holds in practice and it implies p € /(6 ~ £). As a result, the two

IS

19



following inequalities are satisfied:

£ 1 1 e
_% o« < =.
1 5 S 1% and 1—-,0\1_'_6

Under these assumptions, the virtual clocks of all the non-faulty processes are within
the area delimited by the two curves Cy and Cp shown in Fig. 8. The first curve,
is the union of segments joining the points of coordinates (z;, T3} and (z;, T + &)
and the second curve, Cz, joins the points of coordinates (y;, T3} and (w;, T + §).

More precisely, Cy is the set of points of coordinates (¢, (X), X} where X > Tj
and ¢; is the mapping from clock time to real time defined as follows:

a(X) = m@-+(1-§)[an] T, <X <Ty+6

1
C;(X) = Z¢+m{XW(Ti"§"5)] L+ X < Ty

Similarly, Cp is the set of points {co(X}, X) where X > Tp and

(X)) = yi+(1+§)[X~Ti] T, < X <Ti+06

(X)) = wi+ 1—5—; (X = (Ts+58)] HTi+8<X < Top”
If p is a non-faulty process and VO, {t) = X where X > T then we show thht £ is
within the interval [e1 (X)), eo(X)].

Let T == T; = T3 + iP for an arbitrary round . For all non-faulty process ¢
the clocks Oy and C} and the reals t,, u, and v, are defined as previously. The
following lemnma. shows that the property holds for X such that T < X T+ P
provided the non-faulty processes start round 7 between z; and y;.

Lemma 13 Assuming x; < t; < y; for all non-faully process ¢, then
o fT <X KT+A and Cp(t) = X then ¢ (X) €t € (X)),
o T+ X KT+ P and Co(t) = X then ¢ (X) £t < eo(X).
Proof: For the first part, Lemma 1 yields: '
1 1
b+ — (X —T) € £ £ e (X =T,
b+ s X -T) ot g (X-T)

By assumption, £, is in the interval [z;,1;). It is easy to check that the left hand
side is smalier than ¢;(X) and the right hand side larger than ¢ (X).

For any non-faulty process g, the algorithm ensures that te — tq] < 8. The
minimal and maximal elements among the instants ¢, are between z; and y;. Using
relation (9), it follows that 5

Zi+d—e € v € yi+d+e,

e

that is, z; < vp < wy. As previously, Lemma 1 gives
1 1
T)p*l"mix—(T“}“é}} g_ t Q T)p‘*"mlmp {X—-(T'}'(S)],
for X = T + ¢ and this implies ¢1{X) €t < (X). O

Within the round starting at time 7", the clock VC, is either equal to ¢}, or to
Cy. Let ¢ be between t, and t;, and let X = VC,(t). We have either ¢, < ¢ < u,
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and VCy(t) = Cp(t) or up <t < 8y and VO, () = Cy(t)- In the first case, X must
be between T and T + A. In the other case, Cj{u,) < X < T'4+ P. We noted in
section 3.4 that Cp(up) 2 T+, therefore T'+6 < X T+ P. The previous lemma.
implies then that :

alX) €t € e(X)

for all ¢ such that &, <t < &, and X = VCy(f). Taking ¢ = ¢, we have VCp(t,) =
Ti_g.l and ‘

Tipl € by € Yigl

by definition of ¢y and ey, As a consequence, the assumption of Lemma 13 is satisfied
for round i + 1: the non-faulty processes start round 7 + I between ;4 and yiy1.
Since the assumption also holds for the first round, we obtain by induction the
following property.

Proposition 14 For all X 2 Tp and oll t such that VC(t) = X,
er{X) <€ ¢ <efX).

The curve {; can be approximated by the straight line passing through the
points of coordinates (z;, T; + &). These points are circled in Fig. 8 The slope of
this line is given by

P
o = o = (l+p) 3

Zigny ™ %3 -‘E+,0((5+€).
Similarly the curve Cp can be approximated by the line which passes th‘}ough the
points of coordinates (y;, T; -+ &) and the slope of this line is
¢

o= P a_y P
T Wi —wr “ P+e—pld+e)

It follows that the clock VY, of a non-faulty process p is within a linear envelope
of real time.

Proposition 15 For oll { 2 yg,
Ty + O:fz(t - 'yo) < ch(t) Iy + Ol1(t - :L'g).

From the assumption p < /(8 + &}, it is easy to see that the coefficients oy and oy
satisfy the two following inequalities

L l=p and T+p <o

In the worst case, the virtual clocks of non-faulty processes can then drift more
from real-time than their physical clocks. The extra drift is caused by the im-
precision & on communication. During each resynchronization, the virtual clocks
can be shifted from real-time by ¢ depending on the‘actual transmission delays
experienced during the round.

Unlike the worst case skew, the rate of virtual drift increases as P diminishes.
Smaller values of P ensures that the virtual clocks are better synchronized with one
another but may result in a faster drift from real-time.
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4 Conclusion

The main properties of the Welich-Lynch clock synchronization algorithms are given
by Propositions 11 and 12, and by Propositions 14 and 15. For parameters 3, A,
and P which satisfy the conditions of Fig 4, the algorithm maintains the clocks of
two non-faulty processes p and ¢ in approximate agreement and the virtual clocks
are limited by two linear functions of real-time as shown in Proposition 15.

In order to minimize the skew, A must be as small as possible. The minimal
value of & is (1 4 p)(B + 6 + &) and for this value, Proposition 11 and 12 give

pll+3p) 5

1 2
Vot -veel < S s+ B1EH

for all ¢ > =zp. As shown at the end of Sect. 3.5, this bound can be effectively
attained. Neglecting factors of degree at least two in p, the above relation gives the
worst skew:

v = (1+3p)(8 +&)+ pd.

This improves slightly over the bound below obtained in the original analysis of the
algorithm [2}:

v = (A+7p)(B+¢)+ 3p0.

This result is based on a slightly different model of clocks than ouis bui the two
are equivalent if factors of degree two or more in p are negligible.
To maintain a chosen synchronization level 3, it is reasonable to take P as large
as possible. According to relation (17), the maximal value of P is approximately:
P 2 & 8 + &

p p 477
As previously, this improves a little over the original bound given in (2]
B e g 52
p p

Despite these slight improvements, the results obtained in the preceding settions
are essentially the same as given in [2]. The difference between the two estimates for
v is not significant in practice unless pd is large. Similarly, the difference between
the two upper bounds for P is fairly small, except for large values of 4.

The new elements of the proof of correctness are developed in Sect. 3.3. In
particular Theorem 9 gives an accurate estimate of the effect of the clock resyn-
chronization procedure. As a result, the bounds on clock skew given in Sect. 3.5
are tight.

References

[1] L. Lamport and P. M. Melliar-Smith. Synchronizing Clocks in the Presence of
Faults. Journal of the ACM, 32{1):52-78, January 1985.

(2] J. Lundelius Welch and N. Lynch. A New Fault-Tolerant Algorithm for Clock
Synchronization. Information and Computaetion, 77:1-36, April 1988,

[3] P. Miner. Verification of Fault-Tolerant Clock Synchronization Systems. Tech-
nical Report TP-3349, NASA, 1993,

22



