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Abstract

The energy networks are undergoing a deep transformation, known as en-
ergy transition, towards the environmental sustainability of energy produc-
tion. The current wave of Smart Grid (SG) innovations aims to support this
transformation, by allowing a potentially huge number of small-scale energy
producers to provide diffused and decentralized control operations. Nec-
essary steps in this direction are the improvement of communication and
computing technologies integrated into energy networks, the opening of the
electricity markets, and the redistribution of liability of control operations.
The effort required to small-scale producers, e.g. Microgrid (MG) owners, is
to improve both reliability and automation of their power systems, in which
the information technology infrastructure plays a central role.

The aim of this thesis is to propose new communication and comput-
ing architectures that increase the reliability and automation of operations
of small-scale power systems. The focus is on wireless networking, which is
often utilized in this context, because of its easier deployment and lower cost.
On the other hand, wireless networks may procure communication outages,
e.g. due to Denial-of-Service (DoS) attacks. They also introduce communi-
cation bottlenecks that may impede the support of blockchain-based energy
applications. The thesis presents evidence of such problems, and proposes
architectural solutions to overcome them.

The contributions are divided in three parts. The first part presents the
"software-defined MG control" architecture that allows protecting a MG co-
operative secondary control scheme against communication outages. In the
second part, we propose applications of blockchain smart contracts to SG
scenarios, with emphasis on the decentralized coordination of small-scale
producers. The implementation of blockchain-based applications introduces
the problem of integrating blockchain software into existing wireless sys-
tems. Hence, the final part of this thesis is dedicated to the study of light-
weight blockchain synchronization protocols, and the communication traffic
that they generate. The interlink between the three parts is the provision of
trusted and reliable automation to small-scale power systems by means of
software upgrades of their components.
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Resumé

Elforsyningsnettet er under stor transformation imod en beeredygtig energipro-
duktion, omtalt som energiomstillingen. Den aktuelle bolge af Smart Grid
(SG) innovationer forsgger at stotte denne omstilling ved at tillade et po-
tentielt enormt antal af sma energiproducenter at bidrage med diffust og
decentrale kontroloperationer. Nedvendige skridt i denne retning inklud-
erer forbedringer af kommunikation og beregningsteknologier integreret i
energinettene, dbning af elektricitetsmarkederne og en omfordeling af det ju-
ridiske ansvar for kontroloperationerne. Indsatsen kreaevet af sma energipro-
ducenter, heriblandt ejere af mikrogrids (MG), er at forbedre bdde palide-
ligheden og automatiseringen af deres energisystemer, hvori informations-
teknologi infrastruktur spiller en central rolle.

Hensigten med denne afhandling er at foresla nye kommunikations- og
beregningsarkitekturer, der kan forbedre palideligheden og automatiseringen
af driften af sma energisystemer. Omdrejningspunktet er tradlose netveerk-
steknologier, der grundet deres simple udrulning og lave omkostninger ofte
benyttes til disse systemer. Til gengeeld kan tradlese netveerksteknologier
have udfald, f.eks. grundet Denial-of-Service (DoS) angreb. De introducerer
ogsa kommunikationsflaskehalse, der i seerdeleshed kan begraense understot-
telsen af blockchain-baserede energiapplikationer. Afhandlingen preesenterer
evidens for sddanne problemer og foreslar nye arkitekturer, der kan lose dem.

Bidragene i afhandlingen er opdelt i tre dele. Den forste del praesen-
terer "software-defineret MG-kontrol"-arkitekturen, der tillader beskyttelse
mod kommunikationsudfald i et MG samarbejdende sekundeert kontrolsys-
tem. I anden del foreslar vi anvendelser af blockchain smarte kontrakter
til SG-scenarier med fokus pa decentral koordination af sma energiprodu-
center. Implementeringen af blockchainbaserede applikationer introducerer
udfordringen med at integrere blockchainsoftware i eksisterende tradlese
teknologier. Sidste del af afhandlingen er derfor dedikeret til studiet af
letveegtssynkroniseringsprotokoller til blockchain samt den trafik, de generer,
nar de kommunikerer. Forbindelsen mellem de tre dele er udviklingen af
betroet og palidelig automatisering til sma energisystemer gennem software-
opgraderinger af deres komponenter.
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Chapter 1

Introduction

Many countries of the world are on the pathway of modernizing their power
networks to encourage the proliferation of renewable generation and sustain
the green energy transition. The change requires not only technical improve-
ments to the power grid infrastructures, but also social and political actions,
resulting in frequent interactions between different actors [1]. A major chal-
lenge, encountered by policy regulators and power system operators (SOs),
is the tackling of the growing complexity of the power networks [2]. In fact,
the role of SOs, that is ensuring stability of the grid operations, is made par-
ticularly difficult by the steady increase of installment of intermittent and
decentralized generation. In addition, we are assisting to the advent of new
types of consumption, e.g. electrical mobility, that challenge the current ca-
pabilities of the networks of balancing demand and offer of electricity. The
support of both small generation and new types of consumers requires to in-
crease the controllability, down to the low-voltage electrical feeders, located
at the "edge" of the power grid [3].

In this scenario, there is a large consensus about the potential of lever-
aging on the flexibility of Distributed Energy Resourced (DERs) to provide
ancillary services, e.g. voltage regulation, directly at the edge of the grid. This
approach has several benefits, with respect to the legacy large-scale genera-
tion, that include the reduction of the transmission losses and the increased
modularity of the network [3]. However, there are resistances in changing the
existing regulations, that limit the role of DERs in the control operations, due
to the risk of decreasing the power network reliability. A second problem is
the increased amount of information, handled by electricity markets, when
the number of active participants grows [2].

The Smart Grid (SG) innovations, i.e., the integration of advanced com-
munication and computation technologies into the existing power systems,
play a central role in supporting the energy transition. In recent years, we are
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assisting to large-scale investments in the direction of pervasive data collec-
tion and elaboration, in many cases done by Artificial Intelligence (AI), and
implementation of networked control schemes, that allow the SO to better
fulfil its role. A similar trend is observed in the context of small-scale power
systems, such as Microgrids (MGs), in which cooperative schemes are devel-
oped to foster the autonomous and decentralized operations of DERs that are
hereby installed [4].

In the state-of-art literature, the MG operations are often supported by
wireless communication technologies, that have the benefits of flexible con-
figuration and low costs [5]. In particular, the short-range technologies in the
unlicensed spectrum are especially attractive because of their decentralized
nature [6]. However, they also bring a lower transmission reliability and ex-
pose the networked control schemes, that they support, to Denial-of-Service
(DoS) attacks. For this reason, the MG control operations must include pro-
tections against such events [7].

The research on MG wireless systems does not only focus on overcoming
existing problems, but also aims to support new applications that are appear-
ing in the SG landscape. In the last few years, we have assisted to the rise
of blockchains and distributed ledgers, that promise to revolutionize the way
in which economic value and information are shared within networks. In
fact, their key features are the decentralized yet authenticated exchange of
data and the support of "smart contracts”. In light of these features, a large
number of blockchain-based applications is expected to appear in the SG do-
main in the upcoming period [8]. In blockchain-based applications, devices
exchange information via a blockchain network, with little involvement of
centralized authorities, such as the SO, in the case of energy networks. How-
ever, blockchains, at their inception, were conceived to be implemented by
database servers, rather than being integrated into wireless systems and con-
strained devices, such as Internet-of-Things (IoT). For this reason, the effec-
tive capability of wireless technologies of supporting blockchain information
exchange is a open question that deserves investigation.

In conclusion, the design of new communication and computing architec-
tures, that enable decentralized operations of small-size power systems, have
a central role in supporting the energy transition. The topic, that is the hub
of this thesis, is organized into more specific research objectives at the end of
this Chapter, that also provides a background on the related research areas.

1 Background and state-of-the-art

The interdisciplinarity that characterizes this project makes it necessary to
provide a basic introduction to the topics of MGs control, electricity markets
and blockchains. Along the presentation, we provide references that provide
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deeper coverage of the specific topics. A bird’s eye view of the interlinks
between the different concepts is given in Fig. 1.1.

1.1 Microgrids

Introduction. MGs are energy networks with limited extension, that in-
clude DERs, both of renewable and non-renewable nature, and loads. The
definition is general enough to include disparate scenarios, such as residen-
tial installations, data centers and ships [9]. The installation of DERs in prox-
imity of the loads increases the availability of power supply in case of discon-
nection from the rest of the network (operation called islanding) [4], that is
valuable for mission-critical systems. In addition, the presence of DERs may
increase the power quality and reduce the costs of electricity [10].

A MG is organized as a interconnection of electrical buses, eventually in-
terfaced to the power network via a point of common coupling (PCC), that
can include a transformer. The inner topology depends on the specific sce-
nario and ranges from simple configurations consisting of a single bus, to
multi-bus in the case of MGs with higher complexity. The electricity is deliv-
ered either under the form of direct current (DC) or alternating current (AC).
In this respect, DC MGs recently gained momentum thanks to their easier
integration with renewable energy resources, e.g., photovoltaic, that are of
the same nature [11]. The proximity with loads allows MG operators to keep
the voltage amplitude low, e.g., up to 1500 V for DC MGs according to IEC
60364 standard.

Control of Power Electronic Converters (PECs). Most types of DERs are
interfaced to the MG bus by means of a power electronic converter (PEC),
that acts as a power switch. The state of this switch is set via pulse width
modulation (PWM), based on the signal fed in by a local controller [3], see
the lower part of Fig. 1.1. There are several control modes for PECs, that can
be reconfigured in real-time in a seamless fashion [12]. They are introduced
in the following text.

In the simplest control method, the DER is used as a current source. The
local controller makes use of algorithms, such as power point tracking (PPT),
to maximize the use of the DER under the external conditions [13]. In this
configuration, also known as grid-feeding [3], the voltage regulation is dele-
gated to other controllers, that are installed in the external power network or
in the MG.

In alternative, the local PEC can actively support the grid by adapting the
power output of the DER to match the demand from loads. This functionality
is classified as a primary control objective in the well established hierarchical
architecture [14], and is generally implemented via a droop function [3]. The
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benefit of this implementation is that it does not rely on external communica-
tions. However, it causes deviation of voltage from its reference values, that
require the intervention of voltage regulators.

A PEC itself can be controlled as voltage source converter (VSC), to pro-
vide regulation of the voltage of the common bus to the reference levels, that
is especially important when the MG is islanded. This type of control, classi-
fied as secondary objective, is implemented by means of proportional-integral
(PI) loops that minimize the error respect to the reference level. The typical
control sampling rate ranges between tens and hundreds milliseconds, de-
pending on the specific protection requirements of the loads [15]. Finally,
in many MG scenarios, the secondary control is implemented by more than
one DER, to average among the local measurements and share the load. This
requires their coordination, hence the presence of a communication network
for the exchange of information.

The simplest approach is to collect local measurements from each VSC
DER in a single MG control center, that elaborates and sends back the control
commands. However, the presence of a control center constitutes a single
point of failure and reduces the reconfigurability of the MG. On the other
hand, distributed control schemes [16] make use of average consensus algo-
rithms to coordinate the DERs in a distributed fashion [6, 17].

In addition to primary and secondary control, there is a third class of
objectives that groups higher level optimizations. They are usually imple-
mented by a Power/Energy Management System (EMS) that collects infor-
mation from the MG on a larger time scale (tens of minutes) and, after its
elaboration, sends control commands to the DERs [4]. The EMS also takes
into account processes that are external to the MG, such as the price of elec-
tricity in the network [10].

Communications in MGs. The support of cooperative secondary control
schemes and tertiary control requires the installation of communication net-
works in MGs. The communication technologies that are currently employed
are diverse and range from cabled connections, power line communications
(PLCs), and wireless systems. The wireless communication technologies have
seen a widespread adoption in MGs, in scenarios where the operating cost
must be kept low and the grid topology is frequently modified [5]. The tech-
nologies are both cellular networks and low-range standards that work in
the unlicensed spectrum (notably IEEE 802.11, LoraWAN, ZigBee). Cellular
networks offer broadband and highly reliable connectivity, but come with
a higher cost. Also, they are not an option for MGs located remotely from
the network infrastructure. Low-range technologies better fit into the decen-
tralized and low-cost nature of MG. The pairing of different communication
technologies (cellular networks and Wi-Fi) increases the communication reli-
ability, and has been considered in previous works, but only for the support

5
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of tertiary control objectives [18].

In parts of this thesis, we also refer to a recent and non-standardized
power-line communication technique termed "power talk", introduced by our
research group [19]. Power talk makes use of perturbation of the state of a DC
power network to convoy information bits. Hence, it enables each PEC with
a bidirectional and broadcast communication channel. A key feature is that
the technique is modem-less, being implemented by a software modification
of the PEC’s primary control. Previous works investigated its performances
and design trade-offs [20].

1.2 Balancing of Electricity Networks

System Operator. A distribution network delivers electricity on a regional
scale and is supervised by a System Operator (SO). The SO is liable of en-
suring the equilibrium between generation and consumption and that the
power quality requirements are met in all the parts of the network. On the
other hand, the matching of electricity demand and offer is left to the electric-
ity markets. The electricity markets are only accessible by large companies,
that represent small producers and consumers, acting as Balance Responsible
Parties (BRPs) [21]. After completion of their market operations, but before
the delivery time, the BRPs provide their generation and consumption plans
to the SO, allowing the planning of the network operations. Deviations from
the plan (imbalances), e.g., due to erroneous forecasting or happening of un-
foreseen events, are compensated by the SO, in the real-time, by activating
assets controlled by Balance Service Providers (BSPs). The BSPs offer the
activation of their energy reserves (both for down and up regulations) in a
separate market, termed balancing market, that is only accessible by the SO
via one-side auction mechanisms. Among the requirements to be qualified
as a BRP and provide ancillary services, there are the provision of large ca-
pacities and high reliability. The cost of ancillary services is paid by the BRPs
by means of the imbalance settlement procedure, that follows articulated ac-
counting rules, that differ in each country [22]. The procedure is carried
out by trusted centralized authorities, that usually publish the information,
needed by BRPs and BSPs, to web services. The imbalance price is a key in-
dicator of the amount of imbalances generated in the overall network, within
a time period that is usually around 15 minutes. This price grows with the
amount of imbalances compensated by the SO, and can assume both signs,
depending if the SO activated up or down regulation offers of BSPs. The
BRPs take its value into account to modify their market strategy for the next
periods [22].

Integration of flexibile assets. The emergence of a large number of small-
scale flexible producers is transforming the role of SOs, compared to the
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legacy network. First, the installation of intermittent energy resources, such
as wind generators, is causing a steady increase of the system imbalances.
This complicates the operations of SO, as it has to control a more dynamic
system [23]. Secondly, the presence of DERs and new types of loads, e.g., elec-
tric vehicles (EVs), causes deterioration of the power quality on portions of
the power networks that are not directly controllable by the SO, e.g., residen-
tial networks [24]. The provision of localized ancillary services from small
flexible assets, such as MGs, can relieve the SO from the aforementioned
problems. For instance, a SO with control on the MG PECs can increase the
power quality in specific feeders [3]. In addition, the integration of flexible
assets may unleash new business models, such as local peer-to-peer energy
trading, generating a stream of revenue to the MG owners [10].

However, being the legacy system rather centralized, there are barriers in
providing timely and transparent access to all the information regarding the
power network, e.g., the imbalance price. This constitutes a problem for the
small providers of flexibility, that at the state-of-the-art are exposed to high
operational risks [2]. For this reason, regulators are seeking for new methods
to timely gather measurement data and deliver market information to all the
components of the system, allowing healthy competition.

1.3 Blockchains

We start by describing the common traits of Distributed Ledger Technologies
(DLTs), then we focus on the sub-family of blockchains, which is the only
DLT considered in this thesis.

Distributed Ledger Technologies. In modern information systems, the data
is collected and organized in databases. The DLTs, recently entered in this
landscape, provide a timestamped and ordered database (the "ledger") that
has the peculiar characteristics of being replicated by many nodes of a net-
work, see Fig. 1.1, without being uniquely controlled by any of them. This is
achieved by means of a consensus mechanism, that is a set of rules followed
by all nodes to update their local copy of the ledger and broadcast the update
to the rest of the network. For instance, in Proof-of-Authority consensus [25],
the time is divided in intervals and each node is entitled to modify the ledger
in the assigned interval. The rest of the network accepts the updates to the
ledger if and only if they are made by the entitled node.

The existing DLT networks span worldwide and rely on internet proto-
col for the dissemination of information among nodes. This happens in a
peer-to-peer fashion, to keep the network decentralized. Since each DLT is
characterized by its own consensus mechanism, a seamless exchange of in-
formation among different DLT networks is not supported yet.
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Blockchains. The blockchain protocols stem from the Bitcoin specification
[26] and are the most representative family of DLTs. The trait that character-
izes a blockchain is the organization of the updates to the ledger in a linked
list, in which each element that is appended is termed block [27]. A block in-
cludes meta-data (namely, the block header) and data fields, where the data
field contains a list of transactions. A transaction is a piece of information,
signed with asymmetric encryption algorithm. The signer of the transaction
sends it to the blockchain nodes, that include it in the ledger only after hav-
ing verified its validity. To verify the validity, they check that the content
of the transaction does not conflict with the information already included in
the blockchain. The verification processes transactions in batches, and out-
puts the blocks. The relative rate, at which new blocks are broadcast to the
network, is specified by the consensus mechanism and serves to avoid the
uncontrolled proliferation of new updates. In fact, it gives the time to receive
and process the blocks received from other nodes.

The primary use of blockchains is the storage of value, under the form
of digital money ("cryptocurrency"). This is the original idea promoted by
the Bitcoin network [26], that has been used for digital payments since 2009.
However, the absence of centralized control over the ledger, and the high
availability provided by its replication, inspired a new wave of protocols that
use the ledger to store the state of smart contracts [28].

Smart contracts. Smart contracts find their roots in the intersection of com-
puter protocols and legal disciplines [29]. In the context of blockchains, they
are implemented as a portion of the ledger that is controlled by a unique
owner by means of public key cryptography [28]. The portion of the ledger
is indicated as the state of the smart contract. Each node of the network runs
a state machine governed by a set of instructions, that are defined in the
blockchain specification. The instructions are used by the owner of a smart
contract to define how its portion of the ledger, i.e., the contract state, can be
modified. To modify it, any node can send transactions, containing instruc-
tions, to be executed in the state machine by the nodes of the network. If the
transaction fulfils the set of rules defined for the smart contract, its state is
successfully modified and the transaction is accepted as valid [28].

In blockchain-based applications, termed "dApps", the state of the smart
contract is used to exchange authenticated data in a decentralized fashion.
In fact, as long as the nodes of the network follow the consensus mechanism
specification, the state of the smart contract can only be modified according
to the rules pre-defined by its owner. For this reason, we have carried out re-
search in the emerging applications based on smart contracts, in the domains
of Internet of Things (IoT) [30] and Smart Grids [8, 31, 32].
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Research challenges. DLTs represent a cutting-edge research area that at-
tracts the efforts of computer scientists, economists and information technol-
ogy engineers, among the others.

In the field of engineering, a large share of the current research activi-
ties is focused into solving the scalability issues of DLTs [33]. In fact, the
decentralized nature of DLTs comes with a fundamental bottleneck in the
relative frequency at which transactions that can be included in the ledger by
the network. For instance, the Bitcoin network is capable of validating less
than ten transactions per second (worldwide) and Ethereum-based block-
chain networks few tens of transactions per second. The root causes of the
bottleneck are the communication delays caused by the broadcast of updates
to the ledger [34] and the burden of local computations, since every node
needs to verify every transaction. The second problem that affects scalability
is the monotonous growth of the size of the ledger, because it is a linked
list [27]. This hampers its local storage in devices with limited capabilities,
such as IoT.

Another challenge is represented by the low privacy that is guaranteed to
the senders of transactions. In fact, it is possible to analyze their activity, by
simple inspection of the content of the ledger, because the content of transac-
tions is not encrypted [35]. In addition, the peer-to-peer organization of the
networks allows the nodes to observe which ledger information is of interest
for the others [36].

2 Objectives of the thesis

The complexity of coordinating a large number of small producers, in a reli-
able fashion, retains the regulatory policy makers from relaxing the technical
requirements that hamper the energy transition. In addition, this change in-
volves the redistribution of the risks and liability of control operations, that
requires evidence of reliable communication and control architectures [2].
This motivates why is of interest for the small-size producers, e.g., MG own-
ers, to dispose of advanced and mature technology that allows them to com-
ply with the regulatory policies. At the same time, it is important to keep
their operational costs low, that can be achieved by introducing an high level
of automation in their systems.

In this context, the communication systems, that support the autonomous
control operations, certainly play a central role, especially when DERs are
involved in cooperative control schemes. Hence, the first objective of the
thesis is to extend the existing literature about protection mechanisms against
communication outages. The investigation will be restricted to state-of-art
MG distributed secondary control schemes, based on short-range wireless
communications. We seek for new communication architectures that increase
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the overall reliability of operations, without incurring additional costs.

The second objective is to introduce new architectures to enable the cap-
illary accountability of operations. At the state-of-the-art, small providers of
flexibility lack of means to exchange information and economic value without
the intervention of external trusted authorities, e.g., utility companies and fi-
nancial institutions, respectively. This poses barriers to the implementation of
flexibility applications, such as Demand Response (DR) [37] or peer-to-peer
energy trading [38], because utility companies lack of business opportuni-
ties to support such applications. A second issue is the lack of transparency
that a centralized management of information inherently involves. Finally,
there is a low inter-operability between different centralized providers, that
hampers the seamless exchange of information. These are the reasons why a
decentralized and trusted accounting system is a key feature for the modern
power networks. DLTs, and blockchains in particular, are gaining traction for
the implementation of decentralized accounting systems, thanks to their em-
bedded characteristics, see Sec. 1.3. However, at the moment of starting this
project, there is a limited literature on practical applications of DLTs to SG.
The existing papers use them to store financial value [39], but not as a smart
contract platform. We aim to find new applications and unveil the effective
potentiality of DLTs.

The third objective is to understand if the existing wireless communi-
cation technologies are capable of supporting the traffic generated by DLT-
based applications. In fact, at the "edge" of the power networks there are
millions of devices, such as 10T, that are exclusively provided with wireless
connectivity [40]. They may also be characterized by energy and memory
constrains, that may not fit with the requirements of DLT protocols. Hence,
the first step is to quantify such requirements by providing an accurate com-
munication model. This can be used, in a second phase, to propose improve-
ments to DLT protocols, to tailor them to wireless connectivity.

The technical solutions, that constitute the contribution of the thesis, are
presented in the following Chapter.
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Chapter 2

Contributions

The contributions of the thesis are organized in three parts. The first part
is devoted to the design and analysis of a new communication-control ar-
chitecture that we call "Software-Defined Microgrid". In the second part, we
propose applications of blockchain smart contracts to the realm of Smart Grid
(SG). Finally, in the third part, we study the problem of integrating blockchain
software into wireless systems. A special focus is on the communication re-
quirements for wireless devices with limited capabilities.

1 Software-Defined Microgrid

This section starts with the presentation of the limitations that we encoun-
tered in state-of-art microgrid (MG) distributed secondary control schemes.
We investigate the impact of communication outages, such as wireless jam-
ming attacks, on the cooperative secondary control schemes. The absence of
protection mechanisms, against the attacks that we consider, is the starting
point from which the Software-Defined MG architecture has been developed.

Paper A: "On the impact of wireless jamming on the distributed
secondary microgrid control"

Pietro Danzi, Cedomir Stefanovi¢, Lexuan Meng, Josep M. Guerrero, Petar
Popovski, published in 2016 IEEE Globecom Workshops (GC Wkshps), pp.
1-6, 2016.

Motivation. There is a vast literature on distributed secondary control sche-
mes for MGs, a large portion of which rely on wireless networks for the
exchange of information among DERs, see Sec. 1.1. However, we note that
in existing works the availability of the wireless channel is often taken for
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granted or, alternatively, is modelled in a very simple way. The non-ideality
of the communication channel is eventually modeled as a simple determin-
istic delay [1] or with a stationary packet loss [2]. This work investigates the
impact of intentional attacks against the availability of the wireless network,
carried out by means of jamming devices, located in proximity of the MG.
The scope of the paper is limited to demonstrate the impact of the attack in
a specific scenario, rather than proposing countermeasures.

Content. We consider a secondary control scheme found in literature [1],
in which the Power Electronic Converters (PECs), that interface Distributed
Energy Resources (DERs) with the MG, periodically transmit to the others
their local secondary control information. The system model assumes that
DERs are generators, but it can be extended with other types, e.g., batteries.
It also restricts the investigation to a direct-current (DC) low-voltage MG, in
which PECs are equipped with IEEE 802.11 wireless interfaces. An attacker
does not have a physical access to the MG but is equipped with a off-the-
shelf device used for the purpose of jamming the wireless channel. In fact,
it is capable of estimating the transmission period of PECs and keeping the
wireless channel occupied. This prevents the PECs, within its communication
range, to communicate with each other.

Main results. The jamming attack may start at any time, but we focus on
the scenario in which all PECs transition from primary to secondary control,
and are expected to converge to the reference level. In the paper, it is men-
tioned that a similar attack may carried out in the scenario of a load change,
that is the one considered in Paper B. The numerical simulation shows that,
since the traffic generated by the secondary control is periodic, it is easy for
the attacker to disturb. The outcome is that, when a subset of PECs are pre-
vented in communicating with the others, the secondary control objectives
are compromised. The reason is that, when a PEC does not receive the infor-
mation from the others, it computes the wrong set points. We acknowledge
that there are several solutions available in literature to protect wireless sys-
tems against jamming attacks. However, they only provide a mitigation that
may be insufficient or too complex to implement. Another solution, not men-
tioned in the paper, would be to physically disconnect the DER, excluded
from communication network, from the grid, or to configure its PEC as pri-
mary controller. This approach is only possible after having verified that
there are other VSCs that can provide the voltage regulation. However, the
absence of communication channel impedes this verification.
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Paper B: "Software-Defined Microgrid Control for Resilience
Against Denial-of-Service Attacks"

Pietro Danzi, Marko Angjelichinoski, Cedomir Stefanovi¢, Tomislav Dragice-
vi¢, Petar Popovski, published in IEEE Transactions on Smart Grid, pp. 1-1
(Early Access), 2018.

Motivation. The results of Paper A, although limited to a specific case, mo-
tivate the need of new methods to protect the MG distributed secondary con-
trol against communication outages. In addition, we consider the practical
problem of a MG in which the overall communication network is not strongly
connected, corresponding to a scenario encountered where short-range wire-
less technologies are employed. It is required to find a solution that does
not require the presence of external supervisor, and can be executed in a
decentralized manner.

Content. The scenario is an islanded MG in which there are stochastic load
variations and a set of DERs that cooperate in the secondary control. Com-
pared to Paper A, the system model is enriched with the possibility of utiliz-
ing a subset of DERs as current sources, which provides an additional degree
of freedom. The other difference is that the secondary control scheme is made
robust by providing the local measurement as an input, when there is com-
munication outage, instead of using the information from other DERs. The
result is that, compared to the scheme in Paper A, DERs always converge to
the reference voltage, because those prevented in communicating eventually
behave as primary controllers. The side effect is that we observe power im-
balances, that are not admitted by the secondary control objectives. Similarly
to Paper A, there is a malicious attacker, equipped with jamming device, that
splits the communication graph, causing a Denial-of-Service (DoS).

The key intuition behind the proposed solution is that the control mode
of the PEC (VSC or CSC) can be reconfigured based on the condition of the
wireless channel. Specifically, if a PEC is prevented in communicating with
the others, because of DoS attacks, or it is located in a remote location, it can
still be used as current source and excluded from the networked secondary
control. The control mode should be selected dynamically, based on the
current MG conditions. To do so, we make use of a side communication
channel, that carries the network plane information. To avoid the installment
of a second wireless interface, we use power-line communication (PLC) as a
side channel. For this paper, we adopt power talk, see Sec. 1.1, because is
a modem-less technology that offers a low communication rate. Hence, we
design a rule to select the PECs, that are involved in the secondary control,
that requires a little exchange of information. The remaining part of the paper
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is devoted to the design the algorithm for the information exchange, that is
termed "Decentralized Voltage Sources Set Selection" (DVSSS).

Main results. The first contribution of this paper is the design and evalu-
ation of a new channel access protocol for power talk. The difference with
previous literature is that we introduce a contention-based part, that serves to
decide the order in which DERs access to the successive contention-free part.
The latter serves for the actual exchange of data, that is the list of neighbors
on the wireless channel and the maximum power that each DER can provide.
We also find that the low communication rate of power talk constitutes an
obstacle to scale the number of DERs in the system. However, this is not a
concern for the typical values encountered in state-of-art MGs, reported in
the paper.

Secondly, we evaluate the benefit of using the proposed DVSSS algorithm
compared to state-of-art MG static deployments. The numerical results show
that, if the set of VSC DERs is selected dynamically in each tertiary control
period, then we are able to increase a control quality metric. In this paper,
this is defined as the probability that DERs have to absorb energy, but can be
easily replaced by other metrics.

2 Blockchain Applications in Smart Grids

In this section, we present the blockchain applications in SG that we have in-
vestigated. Their common trait is that they allow decentralized accounting of
control operations via blockchain smart contracts. The Ethereum blockchain
protocol has been selected for both applications, because of the accessibility
of documentation and maturity of the software at the moment of writing.

However, the applications are localized at different levels of the power
network architecture. The first one presents the novel service of authenti-
cated accounting in a small-scale power system, that removes the need of
centralized supervision to the tertiary control. The second application con-
siders the broader problem of providing authenticated and timely electricity
market information directly from SO to small producers.

Paper C: "Distributed proportional-fairness control in micro-
grids via blockchain smart contracts"

Pietro Danzi, Marko Angjelichinoski, Cedomir Stefanovi¢, Petar Popovski,
published in 2017 IEEE International Conference on Smart Grid Communi-
cations (SmartGridComm), 2017.

18



Contributions

Motivation. Small-scale power networks lack mechanisms that allow shar-
ing of data without the support of a centralized authority, trusted by all DERs.
As a result, distributed MG secondary schemes, such those considered in Pa-
pers A and B, shall rely on the assumptions that all components are trusted.
This is not the case of power systems in which DERs have different own-
ers, e.g., residential communities. The smart contracts represent a promising
technology to provide the distributed accounting that is missing. The scope
of this paper is to design a smart contract that provides control fairness and
unveil the potential issues of blockchain technology.

Content. The scenario is a MG in which there are several buses that are not
directly controllable by the SO. For this reason, DERs cooperate in the pro-
vision of the voltage regulation. Similarly to the system considered in Paper
B, only a subset of DERs are required to provide secondary control during
a period. However, here a single DER is sufficient to provide the regula-
tion, hence the secondary control is done locally. We consider a residential
alternate-current (AC) MG, but the concepts can be applied to DC MGs.

The proposed scheme aims to provide "fairness", that is, each DER serves
as voltage regulator for the same share of time. This scheme can be classified
as a tertiary control objective. The paper develops a two-steps methodol-
ogy for the implementation of coordination schemes into a smart contracts.
First, the scheme is formulated as a centralized coordination problem, and
secondly, its functionalities are mapped into a smart contract. By keeping the
amount of credit circulating in the smart contract fixed, we ensure fairness of
the operations.

Main results. The case study considered in this work, although simple,
shows the steps that are necessary to implement a tertiary control scheme
within a Ethereum smart contract. We identify the following positive fea-
tures. First, the seamless plug-and-play of DERs, because they just need
to connect to the blockchain network. Secondly, the availability of the ac-
counting information, and its trustworthiness, as the consensus mechanism
ensures that all DERs are storing the same copy of the ledger.

On the other hand, the study shows two potential limitations of blockchain-
based control schemes: the cost of mining and the increased communication
cost incurred by DERs. Fig. 5 of the paper shows that there is a clear dif-
ference in the amount of exchanged information, between centralized and
blockchain-based solution. The latter approach includes the exchange of the
overhead given by blockchain protocol.

Finally, there are some limitations in the assumptions of out model, the
first one of which is the absence of a networked secondary control. In the
paper, Fig. 7(b) shows that the voltage level may still slightly increase over
the allowed bound. Secondly, the curtailment is operated via reactive power
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control, instead of active one. Finally, we have assumed that DERs” PECs
have the capability of storing and validating the updates to the ledger, which
may not be the case for resource constrained devices.

Paper D: "Blockchain-Based and Multi-Layered Electricity Im-
balance Settlement Architecture"

Pietro Danzi, Sarah Hambridge, Cedomir Stefanovi¢, Petar Popovski, pub-
lished in 2018 IEEE International Conference on Smart Grid Communications
(SmartGridComm), 2018.

Motivation. Paper C shows that smart contracts can support tertiary con-
trol functionalities in MGs and motivates us to apply similar approaches at
the level of a distribution network. In this context, the requirement is to
simplify the transparent publication of accounting information, rather than
automating the control operations. We want to show the benefits that come
with the publishing the imbalance price and clearing the financial positions
of Balance Responsible Parties (BRPs) on a blockchain system.

Content. The characteristics of imbalance accounting systems are rather dif-
ferent in each country. We introduce a very simplified model that resembles
the German system. Then, we propose the application of blockchains to
tackle two specific problems that are present in legacy systems. The first one
is the operating cost of coordinating large numbers of small-scale flexible
systems, e.g., price-sensitive consumers. The second problem is the afore-
mentioned automation of imbalances accounting in large-scale networks.

For the first problem, the solution is technically similar to the one pro-
posed in Paper C. A smart contract is deployed by the SO, that is required of
a very limited intervention. In fact, each price-sensitive consumer exclusively
interacts with the smart contract. At the end of each time period, the financial
positions of each party is cleared out automatically by the smart contract.

The transposition of imbalances accounting mechanism into smart con-
tracts is an easy process, as it only requires the implementation of the imbal-
ance formulas. However, we can only provide a qualitative comparison with
current systems, as this process is done internally by the central accounting
authorities.

Main results. The main outcome of this paper is that blockchain can in-
deed facilitate the vertical sharing of trusted information, from SO to end
consumers, with a minimal intervention of BRPs. This can be seen in the
proposed architecture, in which two applications, residing at different layers,
are capable of sharing authenticated information, that is the imbalance price.
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The numerical simulation shows that a DR program can be implemented by a
smart contract. The benefit is that its operating cost is low, being only due to
the cost of using the blockchain system. A possible application is seen in local
communities that desire to cooperate in reducing the retail price of electric-
ity, without requiring the coordination of the SO. The paper also empirically
shows the benefit of publishing the imbalance price with a little delay, that
allows better decision making for the participants of the market.

3 Integration of Blockchains with Wireless Networks

The applications presented in Sec. 2 show that blockchain smart contracts
find application at different levels of power networks, but provide limited
insights about the actual integration of blockchain software into the infor-
mation technology infrastructure. In this Section, we investigate the issues
of integrating the blockchain software into the existing wireless communica-
tion networks, with an emphasis on the IoT networks where the devices are
resource-challenged. We found that there are two alternative architectures. In
the first one, that was adopted in Paper C, the devices act as full blockchain
nodes, i.e., they store a copy of the ledger and receive all the blocks. In the
second architecture, the ledger is stored and updated by a blockchain net-
work, reached via the Internet. The devices only fetch parts of it from nodes
of a blockchain network, without storing the entire ledger, e.g., because they
have limited capabilities. The communication requirements of both architec-
tures are covered in the following papers.

Paper E: "Analysis of the communication traffic for blockchain
synchronization of IoT devices"

Pietro Danzi, Anders Ellersgaard Kaler, Cedomir Stefanovi¢, Petar Popovski,
Published in 2018 IEEE International Conference on Communications (ICC),
pp- 1-7, 2018.

Motivation. This paper is the first attempt in modeling the information ex-
change between a device, executing a blockchain software, and a blockchain
network (BN). The nodes of a BN synchronize their local copy of the ledger
by means of synchronization protocols. At the state of art, such protocols are
not standardized, and continuously updated by open source communities.
This makes disadvantageous to focus on a specific one. Instead, we aim to
understand the underlying common traits of the protocols and characterize
the traffic that they generate when executed in different configurations. The
models should be rich enough to evaluate which are the communication tech-
nologies suitable to support blockchain synchronization protocols. We focus
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on IoT devices that have in common with the Power Electronic Converters
(PECs) the low storage and computation capabilities. However, in contrast
with PECs, IoT devices also present energy limitations, that constitute addi-
tional constrains.

Content. We start from the classification of the blockchain synchronization
protocols in two types. The first type (P1) allows the device to autonomously
verify the validity of the blockchain, i.e., be a full node. Protocols of type P1
find limited applicability to IoT and SG applications due to the prohibitive
storage memory requirements. Instead, protocols of type P2 are tailored for
IoT devices, but they require to outsource the verification of the blockchain to
trusted devices. In the paper, we introduce a Markov process that keeps track
of the synchronization state of the device, expressed by the number of blocks
of delay with respect to the rest of the blockchain network. We consider a
very general messages exchange, that will possibly make it easy to extend
the model to a large class of blockchain protocols.

Main results. The numerical results show that the proposed model is suffi-
ciently general to be applied to different wireless technologies for IoT, among
which we test Bluetooth Low Energy and LTE Cat M1. We also show the im-
pact of the sleeping time of the device and the wireless channel quality on the
blockchain synchronization state. The characteristics of the blockchain sys-
tem (the block synchronization frequency and its size) also have an impact
on the state.

For protocols of type P2, we introduce a parameter that takes into account
the probability of observing an event of interest for the device. This model is
rather simple and will be improved in Paper F. However, it allows us to show
that, compared to other applications for wireless IoT, the blockchain protocols
require to send a large amount of information to the endpoint devices. This
impacts on both their battery lifetime and the traffic load at the base station,
if a large number of devices are connected to the BN.

Paper F: "Delay and Communication Tradeoffs for Blockchain
Systems with Lightweight IoT Clients"

Pietro Danzi, Anders Ellersgaard Kaler, Cedomir Stefanovi¢, Petar Popovski,
Accepted to IEEE Internet of Things Journal, 2019.

Motivation. The understanding of the existing trade-offs of blockchain light-
weight synchronization protocols (class P2) plays a key role the integration
of IoT with blockchain systems. For instance, Paper E revealed that the com-
munication cost in downlink depends on the period at which new blocks are
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appended to the blockchain ledger. Moreover, the cost varies with the relative
frequency at which modifications of the ledger, that are of interest for the IoT
device, happen. The purpose of this work is to continue the investigation,
started in Paper E, by extending the model and capture more details of the
protocols.

The model of Paper E is enriched in three directions. The first one is
a better model of the wireless link, while the second one is a probabilistic
model for the updates of a blockchain ledger. The third improvement is the
modeling of the cost of communicating the Proof of Inclusion (Pol), that in
Ethereum is provided by Merkle-Patricia tree. This data structure resembles
the Patricia trees but introduces some variations that have not been investi-
gated before. The results done in Paper E consider a fixed size for the Pol,
but this is expected to depend on the depth of the tree.

Content. The paper is devoted to the analysis of a blockchain synchroniza-
tion protocol that leverages on the aggregation of several Pols in a single
proof of multiple inclusions. The gain provided by the aggregation depends
on the statistics of the updates of the ledger. Since a model for such statistics
is not present in literature, we opted for a measurement-based characteriza-
tion of Ethereum main network.

We also provide possible applications of the aggregation protocol. The
first one is in periodic schemes, e.g., SG applications. The second example
application shows that, by aggregating the messages, the device can increase
the number of observed accounts, while keeping the communication cost in
downlink constant. A straightforward application is for obfuscation of the
information in which it is actually interested in and thus preserves privacy.

Main results. The model is rich enough to show the existing trade-offs, e.g.
signal-to-noise-ratio vs. duty cycle and transmission rate vs. duty cycle. Sim-
ilar trade-offs are typically encountered in other IoT systems, however, the
value of this paper is given by their quantification in the context of block-
chain protocols.

Fig. 12 of the paper shows that the downlink traffic breaks up in two con-
current data streams. The first one consists of the block headers, that are sent
to the device in any case. The second data stream contains a variable amount
of information that depends on the quantity of information of interest, and
its relative frequency of updates.
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Discussion and Final
Remarks

1 Discussion

The works presented in the previous chapter contain several architectural
solutions for small-scale power system in which the communication is sup-
ported by a wireless system, as well as IoT systems. Their common trait is
the improvement of the self-sustainability of the control operation, achieved
by tailoring the communication network to the specific application.

Software Defined Microgrid. We started with the problem of protecting
the Microgrid (MG) control schemes against communication outages that are
inevitable in wireless systems. A large number of MG distributed secondary
control schemes, found in literature, are vulnerable to such events that ex-
poses them to malicious attacks. The jamming attacks can be mitigated by
employing the techniques that are mentioned in Paper A, e.g. frequency hop-
ping. This class of approaches, not considered in the thesis, requires the cus-
tomization of the system architecture to specific wireless technologies. An-
other approach is to replace the short-range wireless network with more cen-
tralized networking solutions, namely cellular networks, that provide better
monitoring of the status of the network. However, this requires the presence
of external wireless network infrastructure. Instead, we proposed to re-use
the existing hardware and increase the reliability of the system by means of
multi-interface communications. In contrast with other works, we pair wire-
less communications with PLC, a choice that provides high communication
diversity, compared to the pairing of two wireless technologies. It should
be noted that, for the applicability of the software-defined MG concept, PLC
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must provide a broadcast communication channel between Distributed En-
ergy Resources (DERs). This is required for the support of the network con-
trol plane, that provides each PEC with the information from the others, that
might not be reacheable over the wireless medium. In actual deployments,
the power talk interface may be replaced by standardized and more mature
PLC.

Blockchain Smart Contracts. The second architectural improvement is the
implementation of Smart Grid (S5G) applications via blockchain smart con-
tracts, that recently became a very popular topic. However, at the moment of
starting this project, the available information was limited to few industrial
pilot projects; the Ethereum main network, that is the first network using
the same protocol that we consider, was initiated few months before. Hence,
this thesis has the merit of proposing simple yet informative examples of
applications of this novel technology.

We have only focused on tertiary control applications, because their la-
tency requirements are not stringent. The capability of blockchain smart con-
tracts of supporting the secondary control remains unclear, due to the delays
introduced by the blockchain validation process, and left to future works.
Another problem, not considered in this thesis, is how to ensure that the in-
formation sent to the smart contracts is correct. In fact, the schemes of Papers
C and D lack of protection mechanisms against false data injection, that can
disrupt their functionality.

Finally, Paper D opens new questions about the best methodology for the
implementation of optimization problems supported by smart contracts. In
our solution, we store in the smart contract all the information necessary to
solve the problem, that can be done locally by each participant, i.e., flexible
consumer. This constitutes a threat for the privacy of participants, because
their preference (the utility price) is exposed to the rest of the system. A better
approach is to solve the problems in a distributed fashion, when possible,
and use the smart contract as simple information fusion point. However, this
requires several steps of message exchanges before reaching convergence. In
blockchain systems this translates to higher cost due to transactions fees, that
is mentioned in Paper D. Future works may help clarifying what is the best
approach for the interaction with smart contracts in terms of maximizing
privacy and minimizing the economic cost.

Blockchain and Wireless IoT Systems. The interaction of devices with smart
contracts requires their connection to blockchain networks that is the sub-
ject of the third part of the thesis. For the first time, we have classified
the synchronization protocols based on the messages that they need to ex-
change. However, the fact that blockchain specifications are in continuous
evolution motivated us to not restrict the investigation on a specific protocol.
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For instance, the Ethereum protocol is undergoing a major revision, known
as "Ethereum 2.0", that may result in different characteristics of the protocol
that we have analyzed, requiring the adaptation of the model that we have
proposed.

From our investigation, it clearly follows that the blockchain synchro-
nization protocols require frequent bidirectional interactions between devices
and BN. This may restrain certain wireless communication technologies, em-
ployed in IoT and SG applications, to support this type of traffic. On the
other hand, there is the possibility of re-designing blockchain synchroniza-
tion protocols tailored for IoT devices. The aggregation protocol, presented
in Paper F, is an example of such re-design. The development of lightweight
blockchain protocols is a promising research area, and can enlarge the classes
of devices capable of interacting with blockchain networks.

In conclusion, Paper E underlines the importance of having accurate mod-
els of the statistics of the modifications to the state of the ledger, namely the
rate at which blockchain accounts are updated. The availability of such mod-
els provides a more accurate prediction of the communication cost incurred
by devices involved in blockchain synchronization protocols. The model that
we adopted is based on the updates to the Ethereum main network, which is
the most popular smart contract platform. However, it should be noted that
the network is mainly used for trading of crypto-currencies, rather than IoT
and SG applications. There is need of more accurate models tailored for the
wide variety of IoT and SG applications.

2 Final remarks

The architectures that are presented in this thesis make clear that the software
upgrades of small-size power systems can increase their self-sustainability,
without incurring expensive hardware modifications. In particular, we have
observed a potential in using smart contracts for the provision of decentral-
ized coordination in scenarios where a centralized control is not possible or
not desirable. On the other hand, their adoption in real world applications
will only happen if the research community overcomes the existing technical
limitations of DLTs, namely their scalability. Another challenge presented by
DLTs is their integration with wireless technologies that are utilized in a large
share of small-size power systems.

The most promising continuation of the work, presented in this thesis,
is in the direction of blockchain lightweight protocols tailored for specific
wireless technologies and devices. DLTs may revolutionize the way in which
our devices communicate, coordinate, and exchange value among them. We
encourage the wireless communications research community to invest their
efforts into facilitating the integration of DLTs into the wireless systems.
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