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 The idea of monitoring several types of parameters in various environments has been 
motivating significant research works in Internet of Things (IoT). This paper presents the 
design and construction of iSensA, a system for integrating and collecting information 
from sensors. The solution implements a multi-sensor monitoring system and then 
expands the monitoring concept to an IoT solution, by employing multi-network access, 
Web services, database and web and mobile applications for user interaction. iSensA 
system is highly configurable, enabling several monitoring solutions with different types 
of sensors. Experiments have been performed on real application scenarios to validate 
and evaluate our proposition. 
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1. Introduction 

This paper is an extension of work originally presented in 
conference CISTI 2018 [1].  

Nowadays, industry faces new challenges and paradigms 
derived from the current industrial revolution, the 4th one, named 
as Industry 4.0. This new era of industrial development aims to 
provide an expedite answer to the fast and dynamic requirements 
of production, and promoting its operational effectiveness and 
efficiency, and thus contributing to higher productivity. As 
described by [2] and [3], the most relevant features of Industry 4.0 
are related with information and communication technologies & 
electronics (ICT&E), advanced algorithms, added value and 
knowledge management. These features can be summarized as: (1) 
digitization, optimization, and production customization; (2) 
automation and adaptation; (3) human machine interaction (HMI); 
(4) value-added services and businesses, and (5) automatic data 
exchange and communication. To accomplish these objective, 
Industry 4.0 relies on several technologies, being mobile 
computing, cloud computing, big data, and the Internet of Things 
(IoT) the key technologies of Industry 4.0 [3-7]. Among these 
concepts, the IoT paradigm has been extensively focused in the last 
years, since it covers a wide scope of applications in various fields. 
It brings ubiquitous intelligence through the interconnection of 
equipment (sensors, devices, etc.) to the Internet. 

Results from a market and literature survey of IoT-based 
monitoring show that some developments have been reported in 

implementation of such systems for example for monitoring: water 
level [8,9] and water quality [10,11], power consumption [12,13], 
smart agriculture [14,15], garbage [16,17], solar energy production 
[18], air quality [19], equipment working status [20]. Instead of 
focusing on a specific problem and its solution, the work presented 
in this paper proposes a generic IoT data acquisition solution, that 
can be widely applied to different scenarios. It addresses the 
following main challenges: 

• Applicable to different environments, with distinct 
requirements; 

• Send and receive data to and from remote servers over 
Ethernet, Wi-Fi or GSM/GPRS;  

• Configuration of operation and control rules based on 
parameters and specific requirements; 

• Statistical tools to support real-time or historical data 
management and analysis, trend analysis, and data 
correlation; 

• Configuration of reports, alarms/notifications, which can 
be sent by e-mail and/or SMS; 

• High scalability; 

• Online platform accessible via computer, tablet or 
smartphone; 
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• Complete and secure backup in the cloud; 

• Implemented using open source technology. 

The main contributions of this work are as follows. Firstly, an 
intelligent data acquisition system, called iSensA [31], is proposed. 
It is based on Arduino controllers and sensors, Web and mobile 
applications supported by a cloud architecture with a relational 
database and Web services. Secondly, the effectiveness of this 
system for monitoring, analyzing real-time or historical data and 
ensuring incident detection is tested. The proposed system is 
experimentally evaluated and validated in several real-world case 
studies of different sectors with specific requirements. Thirdly, it 
is assessed if the system facilitates resource management and 
contributes to reduce operational expenses. 

The remainder of this paper is organized as follows. Section 2 
introduces iSensA system for remote monitoring. Section 3 
presents the test and validation of iSensA in real scenarios, and 
discusses resource consumption. Section 4 concludes the paper and 
points further research directions. 

2. iSensA 
iSensA system was developed using a three-tier architecture 

[21] that comprises a presentation tier, a business tier, and a data 
tier. The three layers in the three-tier architecture are as follows. 
The client layer contains the user interface part of the application. 
Data is presented to the user or input is taken from the user. The 
business layer acts as an interface between the client layer and the 
data access layer. It is responsible for business logic like validation 
of data, calculations, data insertion, etc. Finally, the database is 
located in the data layer.  

Figure 1 presents the iSensA architecture. The Server #1 is 
responsible for data processing. It calculates indirect values such 
as total, average, minimum, and maximum values. These values 
are calculated from direct values sent by the controllers. Indirect 
values are used for charts and for reporting purposes. The Server 
#2 is also used due to the large amount of data potentially collected 
from the controllers. It allows dividing the load between web / 
mobile users and controllers. The platform architecture was 
conceived as a modular system suitable to be integrated into third-
party middleware.  

 
Figure 1. Overview of the iSensA system. 

iSensA development required: (1) the construction of a data 
acquisition and control module, performed through a controller, 
sensors and electronic circuits; (2) the implementation of a data 

acquisition and processing interface, Web and mobile applications, 
supported by a cloud architecture with a relational database and 
Web services. The following subsections present the controller, the 
Web application, and the mobile application.  

Due to space limitations it is not possible to present the features 
of the system and applications in detail. The interested reader may 
contact the authors for detailed information and request access to 
test it. 

2.1. Controller 
The iSensA controller is an Arduino-based hardware platform 

[22]. The adoption of this platform in development environments 
allows rapid prototyping of functional solutions. Characterized by 
the use of Atmel ARV microcontrollers, with intuitive 
programming based on the C programming language, this platform 
is becoming a true competitor to more complex control systems 
currently used by companies [23]. A great advantage of this type 
of platform is its flexibility. Providing multiple inputs and outputs, 
digital and analog, these platforms become adaptable to the 
acquisition of any type of signals. With the increasing success and 
the low-cost of these platforms, several sensors are available for 
measurement and collection of various parameters. Measuring 
sensors, which lately only existed for industrial controllers, are 
now available for use on low-cost platforms such as Arduino. 
Modularity is another great feature of these platforms, so they can 
be built according to the specific needs of a particular application. 

Taking advantage of all these features, the iSensA controller is 
based on an Arduino platform. Depending on the requirements of 
each application scenario, an iSensA controller can be coupled to 
a communication module using Ethernet, wireless (Wi-Fi) or 
mobile Global System for Mobile Communications (GSM). These 
modules are required for communication between the controller 
and the iSensA Server #2. Figure 2 presents the iSensA controller 
in several of its different configurations. 

The operation of iSensA controllers is based on collecting data 
from the attached sensors and sending them to the iSensA Server 
#2 (Figure 1). For that, the controller starts by trying to get Internet 
connection thru the DHCP service. After, it enters into an infinite 
loop divided into three main modules, “Register Control”, “Collect 
Data” and “Sensor Input”. The first module to be executed is 
“Register Control” and it is executed only once. This module is 
responsible for the registration of controllers with the iSensA 
Server #2. The registration procedure improves security to the 
system by only allowing pre-approved controllers to communicate 
with iSensA Server #2. Therefore, each controller before start 
sending data must be known by iSensA Server #2. After successful 
registration, the controller starts executing “Collect Data” and 
“Sensor Input” modules periodically. “Collect Data” reads the 
real-time values from the attached sensors while “Sensor Input” 
performs all the tasks needed to send the collected data to Server 
#2. Figure 3 presents the flowchart of the firmware executed by 
iSensA controllers. 
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Figure 2. iSensA controller: (a) Initial prototype of the controller with a GSM 
module; (b) Current version of the controller with an Ethernet module; (c) 

Controller with a Wi-Fi module. 

All data exchanged between iSensA controllers and the Server 
#2 is encrypted using a proprietary algorithm to ensure data 
integrity and privacy. iSensA Server #2 provides two secure Web 
services for controllers’ communication – “WSRegisterControl” 
and “WSSensorInput”. The first one is used by “Register Control” 
module. The information sent to this Web service is the following: 
MAC address of the controller; Time interval for sending data; 
Controller model; Sensor list with identification (ID) of each 
sensor and type. “WSSensorInput” is used by “Sensor Input” 
module. The information sent to this Web service is the following: 
MAC address of the controller; Sensor list with identification of 
each sensor and the corresponding value. These Web services 
ensure that all the data collected by controllers reaches the iSensA 
server with the proper context. The MAC address identifies the 
controller that sent the data and the sensor ID the sensor to which 
the value corresponds. 

To ensure continuous operation of the controllers some error 
recovery routines were included into the algorithm. If controllers 
cannot communicate with iSensA Server #2 within a number of 
attempts, then controllers reset themselves. This may occur 
whenever the Internet connection has been lost and must be 
restarted again. Besides that, all the firmware execution is shielded 
by a reset trigger associated to a timeout. If for some reason the 
firmware gets stuck at some point of its execution, beyond the 
timeout, then the reset trigger is activated and makes the controller 
to reset itself. These mechanisms guarantee robustness to the 
system, allowing it to recover from most uncontrolled situations. 

 

 

 

 
Figure 3. iSensA controller firmware flowchart. 

The first tests of the system in real-world deployments revealed 
several limitations and challenging issues. For example, there were 
lots of problems concerning network communications, in 
particular, GSM communication. It was observed that the 
controller would stop working after losing GSM connection, 
which occurred very often. An analysis of this problem revealed 
that the native Arduino library procedure responsible for getting a 
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link to the GSM network was blocking. Therefore, a timeout 
recovery algorithm was implemented in the GSM library to 
prevent the firmware to get infinitely stuck waiting for a GSM link. 
Another issue that occurred on some iSensA real-world 
deployments, was caused by the signal loss in cabling between 
sensors and controllers. After thorough electrical analysis and 
several tests, it was concluded that this problem resulted from two 
main reasons. The first one due to long cables. This was solved by 
decreasing the pullup resistors used in the sensors connections, 
thus allowing the controllers to receive the correct values from 
sensors. The second one resulted from cables that were installed in 
noisy environments, near to pumps, electrical links, etc. In such 
situations, the problem was solved by using shielded cables to 
connect sensors to controllers.  

2.2. Web Application and Relational Database 
Open-source technologies were used to develop an intuitive 

and user-friendly Web application that can be used at any time, 
from anywhere, in different electronic devices (computers, tablets, 
mobile phones, etc.). PHP runs on the server side, being embedded 
in HTML. JavaScript is a scripting language executed on the client 
side, interpreted by the web browser, and allows the creation of 
interactive pages. jQuery is a quick, small and feature rich 
Javascript API, making HTML and event handling, animations and 
Ajax much simpler and easier to use. On the client side Bootstrap 
was also used. It is a front-end framework that allows agile 
development in responsive web projects. It allows integration of 
jQuery with other technologies such as CSS and LESS, for the 
dynamism desired in the interaction with the user. Bootstrap is also 
used in the development of platform design. Google Charts 
framework is used to plot data into rich and interactive charts. 

Due to the characteristics of the Web application to be 
developed, the ICONIX methodology was selected. The analysis, 
design and implementation phases of the application were 
supported by its processes.  

The Web application shown in Figure 5 provides, among 
others, the following functionalities: 

• Secure Web access available anytime anywhere; 

• Accessible through any of the major Web browsers on any 
device; 

• Configurable dashboards; 

• Easy and intuitive navigation; 

• Centralized management of facilities; 

• Setting access levels for different users; 

• User defined alarms that can be received by email or cell 
phone text message; 

• User defined reports that can be received by email; 

• Real-time data visualization; 

• Historical data analysis; 

• Data export in various formats. 

The database presented in Figure 6, is implemented in a 
MySQL fully normalized schema that allows for rapid complex 

querying. HTTPS was set up to protect the integrity of the Web 
application, and the security of its users. It allows users to securely 
connect to the Web application.  

2.3. Mobile Application 
The mobile application named MobiSensA [1] aims to extend 

the range of features of iSensA system to mobile devices. It allows 
monitoring the installations, showing the status and information of 
controllers and sensors in real time, without having to depend on 
the Web application and email. Furthermore, it notifies users when 
alerts or anomalies occur. 

ICONIX methodology was also used for the development of 
the mobile application. MobiSensA was developed for 
smartphones with Android OS, using the Android Studio 
integrated development environment, and the SQLite Database 
Browser tool for database management. To implement the 
application and organize the interface, a set of specifications and 
guidelines of the Material Design language, referring to usability 
and accessibility was used. The Git tool was used to enforce 
versioning. Firebase technology was used to keep the application's 
local repository updated. A robust and secure Web Services API 
provides access to data from the iSensA database. Used protocols 
and technologies are illustrated in Figure 4. 

 
Figure 4. System’s architecture. 
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Figure 5. iSensA Web Application. 

Figure 6. iSensA Relational Database.  
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The following are the requirements for the mobile application. 

Non-functional requirements: 

• The application is developed for Android 4.4 or later. 

• The application limits size of stored data. 

• The application works without an internet connection 
(offline). 

Functional requirements: 

• The user must login to use the application;  

• The application shows the user’s installations, together 
with the status of the controllers; 

• The application allows visualizing the entire structure of 
the user data (installations, controllers and sensors); 

• The application allows visualizing a sensor details, 
readings and alert history; 

• The application icon must show the number of installation 
alerts and/or anomalies; 

• The user may control the update frequency of the 
controllers/sensors; 

• The user may decide the number of days the information 
is kept in history; 

• The application notifies the user when an anomaly or an 
alert occurs; 

• The application shows the number of anomalies and alerts 
that have occurred. 

Some screenshots of the mobile application are shown in 
Figures 7-9. Figure 7 a) shows the start interface with a login 
option; b)  displays the user’s installations and controllers. Figure 
8 a) shows detailed information of a controller; b) detailed 
information of a sensor that is connected to a controller. Figure 9 
a) shows the sensor alerts; b) notification of controller anomalies. 

a) b) 

Figure 7. Screenshots: a) login; b) user’s installations. 

a) b) 

Figure 8. Screenshots: a) detailed information of a controller; b) detailed 
information of a sensor. 

a) b) 
Figure 9. Screenshots: a) sensor alerts; b) controller anomalies. 

 

3. Application Scenarios and Resource Consumption  
This section presents two real application scenarios that were 

used for testing and validation of the iSensA system. The 
evaluation of the iSensA resource consumption is also discussed. 

3.1. Swimming Pool Monitoring and Control 
ALBIGEC  [24], a company responsible for the management 

of the swimming pool complex in the city of Castelo Branco, 
Portugal, wanted to monitor and remotely control the swimming 
pools water temperature, the bath waters temperature, and the 
female and male bathrooms temperature and humidity. iSensA’s 
first prototype was deployed there. After a detailed study of the site 
and the requirements meeting, it was concluded that it would be 
necessary to install two iSensA controllers. One of these 
controllers was installed next to the swimming pool. Using three 
temperature-humidity sensors it monitors the temperature and 
humidity of the bathrooms and the central building. In order to 
monitor the water temperature of the two swimming pools and the 
sanitary waters, another controller was installed in the technical 
zone, next to the water tanks.  

*Corresponding Author Name, Address, Contact No & Email 
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Figure 10. Sensors for swimming pool monitoring: (a) Sensing the bath waters 
temperature; (b) Sensing the temperature and humidity of the environment in the 

main pool; (c) Sensing the temperature and humidity in a bathroom. 

In this case, four temperature sensors were placed in the outlet 
pipes that go from the water tanks to the swimming pools, and from 
the sanitary water tanks to the bathrooms. Both controllers 
communicate with the iSensA Web services using the building’s 
Ethernet LAN.  

Following the initial success, ALBIGEC extended the use of 
iSensA to another swimming pool complex under its management, 
located in Alcains village, Portugal. This was a simpler scenario 
where only one controller was required. In this case, the parameters 
to be monitored were the temperature and humidity in two 
bathrooms (female and male), the temperature of the swimming 
pool water and the temperature of the bath waters. Since an 
Ethernet connection wasn’t available, a GSM modem was 
connected to the controller to allow the communication with the 
iSensA Web services. 

The Municipality of Pampilhosa da Serra, Portugal [25], has 
also successfully adopted iSensA for controlling their swimming 
pool complex. Figure 10 shows the installation of iSensA in this 
scenario. Figure 5 displays the iSensA Web platform showing the 
values collected in this installation. 

The functionalities provided by iSensA Web application 
allowed both companies to program alarms with upper and lower 
limits for all measured parameters. These alarms trigger alerts 
notified by e-mail and allow companies to react accordingly. These 
notifications can help prevent any downtime from the swimming 
pool complex due, for example, to low water temperatures. iSensA 
also provides automated statistical reports essential to effective 
management. Before using iSensA, only a limited amount of data 
was collected on paper forms by the maintenance staff and entered 
into the computer at a later date. Therefore it was difficult to sort 
through and analyze it in an efficient manner. 

3.2. Monitoring and Control of Sewer Pumping Stations 
SMAS [26], a company responsible for the municipal services 

in the city of Castelo Branco, Portugal, proposed as a challenge the 
use of iSensA to monitor a sewer pumping station. Sewer pumping 

stations are used to move wastewater to higher elevations in order 
to allow transport by gravity flow. Sewage is fed into and stored in 
a wet well. When the sewage level rises to a predetermined level, 
an electric pump is started automatically to lift the sewage upward 
through a pressurized pipe system from where it is discharged into 
a gravity manhole again. This process is repeated until the sewage 
reaches a treatment plant. No tool exists currently for remotely 
monitoring SMAS stations. Their workers visit each of the sewer 
pumping stations once a day, to check for problems or failures. If 
a fault occurs between visits, it will not be detected, and it will lead 
to overflows of wet wells that must be avoided due to potentially 
posing health and environment hazards. 

iSensA was deployed in one sewer pumping station to allow 
for control and remote monitoring of events that occurred there. 
Figure 11 shows the installation in this scenario. The deployed 
system was comprised of an iSensA controller connected to three 
amperometric clamps and a level sensor. The current clamps are 
used to measure the instantaneous current consumption of each 
phase of the electric pump (in this case a three-phase electric 
pump). The level sensor measures the height of the water in the 
wet well in real time. In addition, the controller has three relays 
connected. When the well float drops, an overflow will occur, and 
the first relay is triggered. When there is a malfunction in the 
electric pump soft-start, the second relay is triggered. Finally, a 
differential protection relay can also be triggered. The second and 
third relays can help detecting if the pump did not start. Figure 12 
presents the electric block diagram of the installed controller. 

An SMS notification is sent to the telephone numbers pre-
programmed on the controller, each time one of the relays is 
triggered. This allows workers to be notified immediately. Again 
the Web application allows to set alert values for both the values 
measured by the amperometric clamps and the water level in the 
well, and these alarms are then notified by e-mail. In the absence 
of a cabled network connection, a GPRS/GSM module was 
connected to the controller. This allows sending data to iSensA 
Web services and also sending SMS messages. SMAS workers can 
now react more quickly and resolve the problems sooner. 
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Figure 11. Monitoring a sewer pumping station: (a) Installation of the controller; 
(b) Wet well. 

 

 
Figure 12. Electric block diagram of the installed controller. 

 

3.3. Performance and Resource Usage 
The above-described scenario of the swimming pool complex 

of the Municipality of Pampilhosa da Serra was used for assessing 
iSensA system performance and resource consumption. The 
characterization of workload and resource consumption was 
performed based on server logs, including both data exchanged 
between iSensA controllers and the Server #2 (Figure 1) and 
resource consumption of the Web services requests, as well as the 
volume of data stored in the database. 

The two iSensA controllers deployed in this scenario, acquire 
sensor data and send it to the server every 15 minutes. For example, 
during the month of October 2017, 14233 data messages were sent 
from the controllers to the server. The average size observed for 
register and data messages was about 210.18 octets. The collected 

sensor data over this period of time required approximately 18.06 
MB of storage space in the database. Total bandwidth consumption 
by the Web services was 2995794 octets. These results allow to 
conclude about the effectiveness and efficiency of iSensA system. 

4. Conclusions 
It is predicted that Industry 4.0 will accelerate industry to 

achieve remarkable levels of operational efficiencies and thus 
largely increase productivity [27,28]. Among technologies, IoT is 
considered as a key enabler for the new-generation advanced 
manufacturing, Industry 4.0 [29]. IoT can be seen as a mean of 
connecting physical objects to the Internet as a ubiquitous network 
that enables objects to collect and exchange information. Thus, it 
blends and expands the traditional automation systems and 
industrial informatics systems into a much broader context [30]. 

In this paper, a system for reading and acquiring sensor data - 
iSensA - was presented. iSensA is based on Arduino controllers, 
web and mobile applications supported by a cloud architecture 
with a relational database and web services. iSensA enables the 
monitoring and analysis of data, environments and devices in a 
wide range of areas. The testing and validation of iSensA in real 
scenarios, show the soundness of the presented system to adapt to 
different application requirements. It contributes efficiently to 
incident detection, resource management, and cost reduction. 

Future work includes: (1) using the gathered historical data to 
develop predictive models to help anticipate potential future events 
/ incidents and to identify energy saving opportunities; (2) 
assessing iSensA system for safety critical applications; (3) testing 
and maintenance of the mobile application. 
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