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Resumo

Resumo

Aintroducao de tecnologias e sistemas de informacao na satde trouxeram melhorias signi-
ficativas para a vida dos pacientes, especialmente a pessoas com deficiéncias, idosos e doentes
cronicos. As tecnologias de informacéo e comunicacao tém evoluido rapidamente, juntamente
com o conceito de Internet movel e da ligacdo em qualquer lugar e a qualquer momento. Neste
contexto, surgem as tecnologias moveis para a salde (mobile health - m-Health) que se propéem
fornecer servicos de salde superando barreiras geograficas, temporais e até mesmo organiza-
cionais. M-Health tem como objectivo responder a varios problemas emergentes nos servicos
de saude, incluindo o aumento do nimero de doencas crénicas relacionadas com os estilos de
vida, os altos custos dos servicos de salde nacionais existentes, a necessidade de capacitar
os doentes e familias para o auto-cuidado e a necessidade de fornecer acesso direto a servi-
cos de saude independentemente do tempo e do lugar. Sistemas e servicos m-Health incluem
o uso de dispositivos moveis e aplicacdes que interagem com pacientes e cuidadores. No en-
tanto, estes dispositivos tém varias limitacées (como em termos de processador, energia e de
armazenamento), afetando a qualidade de servico e experiéncia do seu utilizador. Arquiteturas
baseadas em dispositivos moveis e em comunicacoes sem fios apresentam varios problemas e
constrangimentos, tais como a bateria e capacidade de armazenamento, limitacées de trans-
missao, interferéncias, falhas de rede, ruidos, larguras de banda limitada e atrasos na rede.
Neste sentido, estratégias de cooperacao sao apresentadas como uma solucéo para resolver es-
tas limitacGes focando-se no aumento da ligacao de rede, taxas de comunicacao e fiabilidade.
A cooperacao € um importante tema de investigacao que tem vindo a crescer nos Ultimos anos.
Com a evolucao das redes sem fios, estudos recentes apresentam os mecanismos e algoritmos
de cooperacao como uma solucao para melhorar o seu desempenho. Na auséncia de uma infra-
estrutura de rede estavel, os dispositivos moveis devem cooperar entre si realizando todas as
funcionalidades de rede. Por exemplo, um dispositivo (nd) intermédio pode suportar o encami-
nhamento de pacotes entre dois nos distantes.

A presente tese propde uma estratégia de cooperacao para servicos e aplicacées de m-
Health. Esta abordagem baseada em reputacao usa um servico Web para gerir todas as permis-
soes e reputacao dos nos da rede. O seu principal objetivo visa fornecer servicos de Internet
a dispositivos moveis sem ligacao de rede, através da cooperacdo com dispositivos vizinhos.
Assim, propde-se resolver os problemas de rede acima mencionados resultando nhuma melhoria
para arquiteturas de rede m-Health. Este trabalho apresenta igualmente a avaliacao do desem-
penho da proposta através de um protdtipo num cenario de real com o objectivo de demonstrar
e validar esta proposta utilizando uma aplicacao m-Health real. Uma solucao de criptografia
para aplicacées de m-Health em ambientes cooperativos, chamada DE4MHA, também é conside-
rada e avaliada usando o mesmo cenario de rede e a mesma aplicacdao m-Health. Por fim, este
trabalho prop6e uma framework de aplicacao cooperativa generalizada para qualquer aplicacao
movel, chamada MobiCoop, baseada na abordagem cooperativa para aplicacées m-Health. A
avaliacao do desempenho desta proposta também é apresentada por meio de um cenario real
de rede a fim de demonstrar e validar o MobiCoop utilizando diferentes aplicacdes moveis.
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Enquadramento da Tese

Na dltima década, os sistemas de informacao para a salude (e-Health) e a telemedicina
apresentaram inimeros servicos e solucées com enorme qualidade e confianca. Estes servicos
tém oferecido solucdes de salide mais acessiveis e disponiveis a pacientes que vivem em areas
rurais remotas, que viajam constantemente ou que sao fisicamente incapacitados [1,2]. Aintro-
ducéao de tecnologias de informacédo e comunicacao (TIC) como dispositivos médicos, medidores
de pressao arterial, glicosimetros, balancas electronicas e outros dispositivos que interagem
com o paciente e médicos, sao ja casos de sucesso entre os cidadaos comuns. Os médicos po-
dem facilmente fazer o download de registos médicos, resultados de laboratério, imagens e
informacdes sobre medicamentos para dispositivos portateis como assistentes pessoais digitais
(PDAs) e smartphones ou tablets. Os pacientes podem facilmente conhecer o seu diagnostico
de controlo ou de doenca e monitorizacao através de dispositivos moveis confortavelmente e
em mobilidade. Estima-se que em 2010-2016 o mercado global de telemedicina deve crescer
até cerca de 27,3 bilhdes de ddlares [3]. Um fator principal que contribui para este investi-
mento do mercado € o aumento da monitorizacdo remota de pacientes. Telemedicina consiste
basicamente no uso de informacao médica, também conhecido como registos electrénicos de
saude (EHR), trocados através de comunicacdes electrdonicas, melhorando o estado de saude dos
pacientes. Nos EUA, o uso de EHR ja é amplamente adotado. Estima-se que cerca de 150.000
profissionais de salde usam plataformas de EHR [4]. Com a evolucao das comunicacées moveis
suportadas em dispositivos moveis que usam as redes moéveis 3G e 4G (e estima-se, para breve,
0 5G) para o transporte de dados a computacao mavel tem sido a principal atracdo das comuni-
dades cientificas e de negocios. Assim, oferecendo inimeras oportunidades para criar solucoes
moveis eficientes para a salde (m-Health). M-Health propde-se a prestar e oferecer cuidados
de saude em qualquer lugar e a qualquer hora, superando barreiras geograficas, temporais e
até mesmo organizacionais [5, 6]. Sistemas m-Health, e as suas funcionalidades de mobilidade,
tém um forte impacto sobre a monitorizacao tipica de salide e os sistemas de alerta, recolha de
dados clinicos e administrativos, manutencao de registos, programas de prestacao de cuidados
de salde, sistemas de deteccao e prevencao de drogas, e até contrafacado e roubo [7].

Arquiteturas de rede para servicos e aplicacoes moveis para a saude utilizam os servicos
Web e a Internet para proporcionar uma interacao auténtica entre médicos e pacientes. Um
médico ou um paciente pode facilmente aceder ao mesmo registo médico a qualquer hora e em
qualquer lugar através do seu computador pessoal, tablet ou smartphone. O paciente pode en-
trar em contato com o médico em caso de emergéncia, ou mesmo ter acesso aos registos médicos
ou compromissos, independentemente de tempo e lugar. Arquiteturas baseadas em dispositivos
moveis e comunicacdes sem fios apresentam, no entanto, varios problemas e restricoes, como,
bateria e capacidade de armazenamento, as restricoes de transmissdo, interferéncias, desco-
nexoes, ruidos, larguras de banda limitada, e atrasos na rede. Neste sentido, as abordagens
baseadas em cooperacao sao apresentadas como uma solucao para resolver essas limitacoes,
com foco na optimizacao de energia, aumento de ligaces de rede, taxas de comunicacao e
fiabilidade.
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Definicao do Problema e Objectivos

O problema abordado nesta tese de doutoramento sao as falhas e constrangimentos de
redes sem fio e dos proprios dispositivos moveis (acima mencionados) que impedem e impossi-
bilitam uma utilizacao constante e fiavel de aplicacoes moveis para a saude quer por parte de
pacientes ou cuidadores. Aplicacdes mdveis carecem de uma enorme dependéncia de uma liga-
cao constante a Internet de forma a que consigam aceder a servicos especificos e a servidores.
No entanto essas ligacbes ndo sdo sempre possiveis impossibilitando a utilizacdo das mesmas
aplicacbes. Por exemplo, um médico ou paciente que queira aceder aos seus registos médicos
através do seu tablet necessita obrigatoriamente que este tenha ligacdo a uma rede.

Neste contexto, o objetivo principal deste trabalho é a construcao e avaliacao de uma
estratégia de cooperacao para servicos e aplicacdes moveis para a salde. Esta proposta baseada
em reputacao, incentiva os utilizadores de dispositivos moveis a cooperar com outros dispositi-
vos vizinhos, reencaminhando de pedidos e respostas e outros pedidos de servicos. Por exemplo,
um meédico ou paciente que queira aceder aos seus registos médicos através do seu tablet e nao
tenha ligacao de rede, pode através de dispositivos moveis vizinhos, pedindo esses registos.

Para alcancar este objetivo, foram definidos os seguintes objectivos parciais:

» Revisdo do estado da arte sobre tecnologias, servicos e aplicacdes mdveis para a salde
existentes e sobre as estratégias e mecanismos de cooperacdo existentes para sistemas
e-Health, redes sem fios, redes ad-hoc e redes com tolerancia a falhas.

» Construcao e avaliacdo do desempenho de uma aplicacdo movel para a salde que sera
usada para avaliar e validar a estratégia de cooperacado proposta.

» Proposta e construcao de uma nova estratégia de cooperacao para servicos e aplicacoes
moveis para a saude.

A avaliacdo do desempenho da estratégia de cooperacao para aplicacdes moveis para a
salde através de um cenario de rede real envolvendo utilizadores reais com uma aplicacao
m-Health nos seus dispositivos maveis.

» Desenvolvimento e construcao de uma solucao de criptografia de dados para aplicacoes
moveis para a salde em ambientes de cooperacao.

A avaliacdo do desempenho da solucédo de criptografia de dados para aplicacées moveis
para a saude em ambientes de cooperacao através de um cenario de rede real envolvendo
utilizadores reais.

» Proposta e avaliacao de uma framework de aplicacdes generalizada e inter-operavel ba-
seada na abordagem cooperativa de incentivos para aplicacées moveis.

Hipotese de investigacao

Esta tese propde uma estratégia de cooperacdo para aplicacdes mdveis para a saide com
enfoque na transmissdo e recepcao de dados de/para dispositivos que nao tém ligacdo direta
com a Internet. Neste sentido, dispositivos sem ligacdo a Internet podem usar aplicacoes e
servicos moveis para a salde, sem problemas. Este trabalho foi portanto o resultado da seguinte
hipétese de investigacao:
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Em primeiro lugar sao estudadas as arquiteturas de redes em que aplicacdes e servicos
moveis para a saude sao aplicadas, bem como os seus constrangimentos e limitacoes. De seguida
sao revistas e estudadas de forma detalhada as estratégias de cooperacdo que se enquadram
nas arquitecturas de rede para aplicacdes moveis para a saude. Apds esse estudo, sdao depois
analisados os desafios, limitacoes e problemas associados as estratégias de cooperacao.

Baseado nos estudos realizados e nas contribuicoes retiradas das ja existentes estratégias
de cooperacéo, € proposta uma nova estratégia de cooperacao para ambientes mdveis para a
salude. Esta estratégia baseada em reputacao, incentiva os utilizadores de dispositivos mdveis
a cooperar com outros dispositivos vizinhos, reencaminhando pedidos e respostas e outros pe-
didos de servicos. De forma a demonstrar a viabilidade e vantagens da proposta e a avaliar
o seu desempenho, é usado um cenario real através de uma aplicacdo para controlo de peso
e actividade fisica, chamada SapoFit [8]. Os resultados obtidos sdao usados para demonstrar a
viabilidade e vantagens da nova estratégia de cooperacao.

De seguida, a confidencialidade dos dados e informacdes pessoais e clinicas dos utilizado-
res de aplicacoes moveis para a salde em ambientes cooperativos é tida em consideracdo. As-
sim, uma solucdo de encriptacao de dados é construida e proposta especialmente para ser usada
com a nova estratégia de cooperacdo. Esta solucao criptografica garante a confidencialidade,
integridade e autenticidade dos dados trocados entre dispositivos moveis e em comunicacoes
com o servicos Web. A avaliacdo de desempenho desta proposta € igualmente realizada através
de um cenario real, usando a mesma aplicacdo movel, SapoFit.

Por fim, é proposta uma framework de aplicacdes cooperativa generalizada, baseada na
estratégia de cooperacao para servicos e aplicacdes moveis para a salde. Esta abordagem tem
como principal objectivo generalizar a estratégia de cooperacao para aplicagcbes mdveis para a
saude para quais queres aplicacoes moveis. A avaliacao desta framework de aplicacdes coope-
rativa é avaliada através de duas aplicacdes mdveis num cenario real. Os resultados obtidos sdo
usados para demonstrar a viabilidade e vantagens desta proposta de cooperacao.

Principais contribuicoes

A primeira contribuicdo desta tese é a revisdo detalhada do estado da arte sobre tec-
nologias e aplicacdes para a saude. Esta revisao analisa a fundo as arquiteturas e cenarios de
redes em que aplicacbes e servicos moveis para a salde sao aplicadas, bem como os seus cons-
trangimentos e problemas associados. Este estudo esta descrito com detalhe no capitulo 2, que
consiste num artigo submetido para publicacdo numa revista internacional [9].

A segunda contribuicao é o estudo exaustivo sobre estratégias de cooperacao em redes
sem fios, redes ad-hoc mdveis (mobile ad-hoc networks - MANETS) e redes intermitentes (delay-
tolerant networks - DTNs). Este estudo identifica as principais estratégias de cooperacao apli-
cadas a cenarios e constrangimentos de rede semelhantes aos identificados no estudo anterior.
Esta contribuicdo esta apresentada no capitulo 3 e consiste num artigo submetido para publica-
cao em revista internacional [10].

A terceira contribuicao é a proposta de uma nova estratégia de cooperacao para servicos
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e aplicacoes para a satde. Esta contribuicdo apresenta uma abordagem baseada em reputacao
que incentiva os utilizadores de dispositivos moveis a cooperar com outros dispositivos vizinhos
e, em funcao da sua disponibilidade para cooperar, ganham ou perdem reputacao. Esta pro-
posta veio resolver o problema identificado e o seu desempenho foi avaliado através de uma
aplicacao real para controlo de peso e actividade fisica, chamada SapoFit [8] que requer li-
gacdo a Internet. O cenario de testes envolveu 19 utilizadores todos com a aplicacdo SapoFit
instalada num dispositivo mével. Concluiu-se que através desta estratégia de cooperacao os
utilizadores sem acesso a Internet conseguiam aceder aos dados pedidos através de coopera-
cdo com dispositivos vizinhos. Esta contribuicao esta descrita com detalhe no capitulo 4, que
consiste num artigo publicado na revista IEEE Jornal of Selected Areas and Communications [11].

A quarta contribuicao inclui a proposta de uma solucao de criptografia de dados para
aplicacbes mdveis para a saiude em ambientes de cooperacao. Esta contribuicao apresenta uma
estratégia criptografica que garante a autenticidade, integridade e confidencialidade de todos
os pacotes trocados entre dispositivos durante os diversos procedimentos de cooperacao. Esta
solucdo de encriptacgao hibrida, usa algoritmos assincronos e sincronos e foi especialmente con-
cebida e pensada para aplicacdes moveis para a salde em cenarios cooperativos. Esta proposta
€ apresentada no capitulo 5, que consiste num artigo aceite para publicacao na revista Journal
of Electronic Commerce Research, Springer, num nimero especial intitulado ”Advances in Se-
curity and Privacy for Future Mobile Communications” [12].

A quinta contribuicao desta tese é um estudo do comportamento e desempenho da solu-
cao de criptografia de dados para aplicacdes moveis para a salde em ambientes de cooperacao.
Este estudo foi realizado através do uso da aplicacao SapoFit envolvendo 35 utilizadores. Os
testes e questionarios concluiram que o desempenho quer da aplicacdo, quer da estratégia de
cooperacao nao sao afectados e que os utilizadores tém mais confianca em utilizar a aplicacao
sabendo que tém os seus dados protegidos. Este estudo é apresentado em detalhe no capitulo
6, num artigo publicado na revista Journal of Medical Internet Research (JMIR) [13].

A sexta e Ultima contribuicdo desta tese, é a proposta de uma framework de aplicacoes
cooperativa generalizada, baseada na estratégia de incentivos para servicos e aplicagbes mo-
veis para a salde anteriormente apresentada. Esta proposta foi construida, demonstrada e
avaliada com duas aplicacées moveis envolvendo 11 utilizadores e dispositivos reais. O estudo
concluiu que os utilizadores sem acesso a Internet conseguiram utilizar com sucesso ambas as
aplicacdes e que o desempenho da estratégia de cooperacao se manteve positivo melhorando
o proprio desempenho da rede. Esta contribuicdo é descrita com detalhe no capitulo 7, num
artigo submetido para publicacao numa revista internacional [14].

Servicos e Aplicagcées MoOveis para a Saude (M-Health)

O trabalho de investigacao apresentado nesta tese inclui o estudo das tecnologias e apli-
cacdes moveis para a salde (m-Health) existentes. Este estudo, descrito no capitulo 2, analisa
a evolucao destas tecnologias bem como os cenarios aplicaveis e arquitecturas de rede, apon-
tando constrangimentos e problemas em aberto em termos de investigacao.

O termo m-Health (abreviatura de mobile health) foi definido por Laxminarayan e Iste-
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panian pela primeira vez, em 2000, como "unwired med-e” [15]. Em 2003, o mesmo termo
foi definido como comunicacbes moveis emergentes e tecnologias de rede para sistemas de
saude [16]. Em 2006, Laxminarayan et al. apresenta um estudo abrangente sobre o impacto
da mobilidade nos sistemas de salde ja existentes. Esse estudo serviu como base para futuras
tecnologias e servicos m-Health [17].

A 9 de janeiro de 2007, Steve Jobs, CEO da Apple Inc. [18], apresentou ao mundo o
iPhone 2G e o sistema operativo (50), iOS [19]. Este evento provocou uma evolucdo rapida dos
smartphones e aplicacdes mdveis, bem como o surgimento de novos sistemas operativos moveis.
Claramente, o Google Android e 0 i0OS da Apple dominam o mercado de sistemas operativos para
dispositivos moveis. A qualidade de ambos € inquestionavel e o sucesso das suas aplicagdes mo-
veis € sustentado pelos respectivos mercados e lojas de aplicagdes on-line. Estas lojas estao
abertas para programadores, permitindo-lhes desenvolver todo o tipo de aplicac6es para vender
ou oferecer gratuitamente. Estes mercados abrem novas e potenciais areas de investigacao e
desenvolvimento, tais como aplicacdes moveis para a salide. No final de 2010, mais de 200 mi-
lhoes de aplicacoes moveis para a saude foram adquiridas e cerca de 70% dos cidadaos em todo
o mundo tém interesse em ter acesso a pelo menos uma aplicacdo m-Health. Os navegadores
da Web de smartphones igualmente melhoraram, facilitando a procura de aplicacées gratuitas
e informacdes [20]. Prevé-se que em 2017, mais de 1.7 bilides de pessoas adquiriram aplicacoes
moveis relacionadas com a salde, com uma receita de um total de 26 bilhdes de délares no
mercado m-Health [21].

0 estudo e desenvolvimento de servicos e aplicacdes mdveis para a saude tem sido um
importante ponto de atencao por parte da comunidade cientifica. Varias areas de investigacao
relacionadas com a salide reuniram importantes descobertas e contribuicées, tais como, car-
diologia [22-26], diabetes [27-30], obesidade [31-34], tabagismo [35, 36], e cuidados a idosos
e doencas cronicas [37, 38]. Estas diferentes especialidades médicas usam aplicacdes e servi-
cos moveis para a salde essencialmente para monitorizacao, prevencao e deteccdo de doencas
e, em servicos mais avancados, apresentam diagndsticos basicos. Para além das aplicacoes
médicas, servicos de m-Health sdo igualmente aplicaveis em sistemas de salde em paises em
desenvolvimento onde as instalacdes e acesso a cuidados de salde séo dificeis e, por vezes, até
inacessiveis [39, 40].

Cooperacao entre servicos e aplicacdes mdveis para a salde apresenta-se como um desa-
fio que precisa de um estudo mais abrangente. Pacientes ou médicos que utilizam os mesmos ou
diferentes servicos devem cooperar a fim de alcancar objetivos comuns. Métodos de cooperacao
também visam uma melhor eficiéncia e desempenho de dispositivos mdveis (por exemplo, ba-
teria do dispositivo, armazenamento e rede). Numa arquitetura de rede tipica para m-Health,
dados sensiveis como os que sao relacionados com salde sao trocados através de redes sem fios.
A privacidade e seguranca desses dados é uma questdo importante na gestao da informacao para
as necessidades de saude publica.

Um estudo relacionado com o impacto das tecnologias mdveis para a salde em pacientes
e profissionais de salde precisa de ser realizado. Este estudo devera incluir questionarios para
recolha de dados relacionados com a influéncia de aplicagdes mdveis para a saide em utilizado-
res finais durante uma rotina diaria. Outro estudo que importa igualmente realizar diz respeito
ao modo como os servicos e aplicacdes mdveis para a saude podem reduzir os custos financeiros
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tanto aos utilizadores em geral como aos sistemas privados/pUblicos de saude.

Estratégias de Cooperacao em Redes sem Fios, Redes Ad-hoc Mé6-

veis e Redes Intermitentes

Uma das fases iniciais do trabalho de investigacao descrito nesta tese consistiu no estudo
de mecanismos de cooperacao em redes sem fios, redes ad-hoc moéveis (MANETS) e redes intermi-
tentes (DTNs). Os resultados desse estudo estao descritos no capitulo 3 e permitiram identificar
abordagens e estratégias cooperativas que nao resolvendo o problema abordado nesta tese, po-
deriam mesmo assim oferecer alguns contributos conceptuais.

A enorme evolucao de redes sem fios com base em multiplas, imprevisiveis e complexas in-
teragoes exige que os nds da rede cooperem entre si para melhorar o desempenho geral da rede.
Estratégias de cooperacao em redes sem fios focam-se no aumento da eficiéncia energética, co-
bertura de rede, reducao de probabilidade de falhas e outras restricoes destas redes [41-44].
Além disso, os n6s podem otimizar os seus recursos (por exemplo, a duracao da bateria) e obter
uma qualidade de servico (quaility of service - QoS) equilibrada. Os mecanismos de cooperacao
diminuem igualmente a dependéncia das infra-estruturas de rede reduzindo os custos [45, 46].

Em redes moveis ad-hoc (MANETSs) as abordagens de cooperacdo baseadas em incenti-
vos estao divididas em dois grupos principais: sistemas baseados em moeda virtual e sistemas
baseados em reputacao [47,48]. Sistemas de moeda virtual usam incentivos para estimular a
cooperacao entre dispositivos (os nés da rede), abordando o encaminhamento de pacotes como
transacdes com precos e utilizando créditos virtuais como pagamentos. Estes pagamentos virtu-
ais sdo normalmente atribuidos a nos de rede que cooperam ou executam outras operacoes de
rede especificas. Varios sistemas baseados em moeda virtual tém sido apresentados e propos-
tos [49-55]. Mecanismos de cooperacao baseados em reputacao observam os comportamentos
dos nos da rede e utilizam a reputacao para diminuir os comportamentos nao cooperativos. Ti-
picamente, a reputacdo dos nos é obtida através de observacao direta por nos vizinhos e todos
os nos da rede conhecem a reputacao dos outros nds. Estas estratégias de cooperacao usam a
reputacdo como um incentivo para motivar os nds a cooperar e assim, mitigar comportamentos
egoistas. Varias importantes propostas baseadas em reputacao foram apresentadas nos Ultimos
anos [56-62].

Em redes intermitentes (DTN) [63], as restricoes de rede (como a capacidade limitada
de armazenamento, largura de banda e energia) afetam gravemente o seu desempenho. Além
disso, o desempenho de uma DTN também é afetado por atrasos ou falhas, baixa densidade
de nos, baixa fiabilidade de transmissao e mobilidade dos nos. Protocolos de encaminhamento
para DTNs assumem geralmente um cenario de cooperacdo, no entanto, esta € uma assuncao
irrealista. Os nés podem nao ser capazes de cooperar sempre, devido a limitacdes de recursos
ou mesmo a comportamentos egoistas [64]. Por isso, na Ultima década, varios estudos de coo-
peracao e propostas para DTNs foram apresentados [65-70].
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Estratégia de Cooperacéao para Servicos e Aplicacdes Moveis para
a Saude (M-Health)

A proposta de cooperacao para servicos e aplicacées moveis para a saude, descrita no
capitulo 4, vem responder aos problemas de rede estudados e ao problema identificado. Esta
proposta € baseada em mecanismos de cooperacao utilizando um sistema de reputacao que con-
siste em trés modulos: 1) a mensagem de controlo que é enviada (através de Bluetooth) para
o dispositivo que pretende cooperacédo e contém o estado dos dispositivos vizinhos descobertos
(identificacao, estado da bateria, estado da ligacao e estado da cooperacao); 2) mensagem de
controlo de acesso que contém a lista de todos os dispositivos que podem ou merecem cooperar
através da sua reputacao; 3) um servico Web de cooperacao que faz a gestdo da cooperacao
entre dispositivos calculando e atribuindo a reputacao a cada um deles.

1) A mensagem de controlo vai permitir que todos os dispositivos moveis conhecam o es-
tado dos seus vizinhos. Desta forma, um dispositivo sabe qual o seu vizinho ou vizinhos que
podem cooperar com ele. A mensagem de controlo, para além da identificacao do dispositivo,
estado da bateria e estado da ligacdo (se tem acesso a rede) contém também o estado da coo-
peracao. Este estado informa se o dispositivo € cooperante ou nao.

2) A mensagem de controlo de acesso é enviada sempre que a cooperacao € estabelecida
com outro dispositivo. Ela contém a identificacao do dispositivo, o pedido de acesso (a que ser-
vico de rede o dispositivo pretende aceder), uma lista atualizada de vizinhos ao seu alcance, a
lista de reputacao dos dispositivos na rede atualizada e o tempo de cooperacao alcancado, que
vai determinar quanto tempo o dispositivo demorou a conseguir o acesso a rede, determinando
assim qual o melhor caminho para futuros acessos por cooperacdo. Este tempo serve também
para terminar todos os pedidos de cooperacao que alcancem o maior tempo determinado para
cooperar (definido em 30 segundos).

3) O servico Web de cooperacao controla e gere toda a cooperacao de rede. Através deste
servico é atribuida a reputacao de cada dispositivo na rede. Este servico avalia a condicao do
dispositivo (ex.: estado da bateria, ligacao a Internet, etc.), se foi cooperativo ou nao, e atri-
bui um valor de reputacao. Na Tabela | do artigo apresentado no capitulo 4 é apresentada a
representacao esquematica de como o servico Web de cooperacao calcula o valor de reputa-
cao considerando o estado da bateria do dispositivo que tem uma classificacao que se distingue
entre ‘critico’, ‘pobre’, ‘regular’ e ‘excelente’; a percentagem de bateria remanescente do
dispositivo; a indicacdo se o dispositivo tem ligacdo a Internet; e se o dispositivo € cooperante
ou nao. Este valor de reputacao dos dispositivos varia de -co a +oo, sendo que, de -co até -1 é
considerado egoista; de -1 a 1, é considerado neutro; e de 1 a +co é considerado cooperativo.
Esta atribuicdo de reputacao por parte de servico Web determina os privilégios de acesso a rede.
O facto de ser um servico Web a gerir toda a cooperacao da rede liberta e poupa recursos aos
dispositivos e, igualmente, consegue que todos tenham acesso a lista de dispositivos na rede
bem como a sua respectiva lista de reputacao de uma forma mais rapida.

A avaliacao do desempenho da proposta foi realizado e esta descrito em detalhe na seccao
4 do artigo apresentado no capitulo 4. Esta avaliagcao conclui que dispositivos sem ligacao a
rede, conseguiram aceder a servicos Web e receber dados através de cooperacao com outros
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dispositivos sem afectar o desempenho do proprio dispositivo e melhorando o desempenho do
cenario de rede.

Solucdo de Criptografia para Aplicacées Moveis para a Saude: DE4MHA

A seguranca foi considerada neste estudo sendo proposta uma solucdo criptografica e
adaptada especialmente a proposta de cooperacao para servicos e aplicacdes moveis para a
salude. Esta solucdo, descrita detalhadamente no capitulo 5, intitulada como Data Encryption
Solution for M-Health Applications (DE4MHA). Esta proposta usa o algoritmo Rivest, Shamir,
Adleman (RSA) [71] para a encriptacdo e decriptacao assimétrica das chaves criptograficas e
usa o algoritmo Advanced Encryption Standard (AES) [72] para encriptacao e decriptacdo simé-
trica dos dados. Para além de garantir confidencialidade, este método garante a integridade
e autenticidade dos dados através da criacao de um resumo da mensagem e de uma assinatura
digital. O resumo da mensagem ¢é igualmente encriptado usando a chave privada RSA. Para a
seguranca da comunicacao entre dispositivos e o servico Web, foi usado o protocolo Hypertext
Transfer Protocol Secure (HTTPS) [73].

A avaliacao do desempenho da solucao de criptografia DE4MHA esta descrita em detalhe
no capitulo 6. Este estudo envolveu 35 utilizadores e os resultados apresentados na figura 6
do capitulo 6 mostram que a solucao criptografica ndao tem efeitos negativos no desempenho
dos mecanismos de cooperacao. Foi igualmente administrado um questionario aos utilizadores
(apresentado na figura 4 do capitulo 6). Os utilizadores mostraram-se satisfeitos com o de-
sempenho geral da aplicacao e mais confiantes com o facto dos seus dados estarem protegidos
durante a comunicacao com outros dispositivos.

Framework de Aplicacdes Cooperativa Generalizada e Inter-operavel
para Aplicacées Méveis: MobiCoop

O trabalho final de investigacao desta tese foi a proposta de uma framework de apli-
cacoOes cooperativa generalizada e inter-operavel para aplicaces moveis, chamada MobiCoop.
Esta proposta esta apresentada no capitulo 7 e consiste numa framework de aplicacoes baseada
na estratégia de cooperacao para aplicacbes mdveis para a saude apresentada no capitulo 4. O
objectivo principal do MobiCoop é apresentar uma framework para qualquer aplicacao ofere-
cendo uma biblioteca para que criadores de aplicacoes moveis possam facilmente incorporar e
usufruir da estratégia de cooperacao proposta.

Foram efectuadas diversas alteracées conceptuais de forma a tornar o MobiCoop bastante
facil de incorporar e utilizar por parte dos criadores de aplicacdes. Além disso, pretende-se que
seja o mais transparente possivel para os utilizadores. A figura 1 do capitulo 7 apresenta a
arquitetura do sistema onde sao apresentados os 3 modulos principais do MobiCoop: 1) Modulo
de tratamento de pedidos. Este mddulo, atua quando o dispositivo ndo tem ligacao a rede
recebendo e tratando todos os pedidos realizados. E igualmente responsavel pela gestdo da
ligacao Bluetooth entre dispositivos e pelo envio da mensagem de controlo (conforme ilustrado
na figura 2 do capitulo 7). Tal como é apresentado no algoritmo 1 (do capitulo 7), os criadores
de aplicacbes tém apenas que incorporar um método de chamada ao médulo de tratamento de
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pedidos; 2) Modulo de Cooperacdo. Este mddulo é responsavel pelos mecanismos e algoritmos
de cooperacao, tais como o envio da mensagem de controlo de acesso e o calculo da reputacao
dos nds, conforme é apresentado na figura 3 do capitulo 7; e 3) Mddulo de servico Web coopera-
tivo. E responsavel por gerir um acesso justo aos servicos/dados pedidos (de forma inteligente)
em funcao da reputacao dos respectivos utilizadores/nés. As suas decisdes tém como base as
observacoes diretas e indiretas que recebe através das mensagem de controlo de acesso e da
lista de reputacado dos nos da rede.

A avaliacao do desempenho desta proposta descreve-se em detalhe na seccao 4 do artigo
apresentado no capitulo 7. Esta avaliacao envolveu 11 utilizadores reais e 2 aplicacées moveis
diferentes e o cenario esta ilustrado na figura 4 do capitulo 7. Os resultados desta avaliacao
apresentados nas figuras 5 e 6 mostram que em comparacao com a proposta anterior os objec-
tivos cooperativos foram igualmente alcancados sem deteriorar o desempenho dos dispositivos
e da rede.

Principais Conclusdes

A presente tese propde uma nova estratégia de cooperacdo baseada em incentivos para
servicos e aplicacoes moveis para a salde. Para alcancar este objectivo o trabalho de investi-
gacao foi divido em quatro partes. Estas partes podem ser resumidas como se segue: a primeira
foi dedicada ao estudo do tema da tese e a revisao do estado da arte para se identificar as
principais tecnologias disponiveis e principais desafios de investigacdo em aberto; a segunda
parte foi dedicada a proposta, construcdo e avaliacao do desempenho de uma nova estratégia
de cooperacéao para sistemas e aplicacoes moveis para a saude; a terceira parte descreve e apre-
senta uma proposta de seguranca através de criptografia de dados para aplicacdes méveis para
a salde em ambientes de cooperacao; e, finalmente, a quarta parte foi dedicada a proposta
e avaliacdo do desempenho de uma solucédo de cooperacdo generalizada e inter-operavel para
qualquer a aplicacao movel.

A primeira parte deste trabalho é descrita de forma detalhada nos capitulos 2 e 3 do pre-
sente documento. Foi realizado o estudo detalhado do tema da tese com o objectivo de com-
preender e analisar em profundidade o estado da arte. Em seguida, foi definido e delimitado o
enfoque deste trabalho de investigacao e foram descritos os principais objetivos. No capitulo 2
€ apresentado um estudo abrangente sobre a evolucédo das tecnologias para a saude, sobretudo,
na area movel. Através deste estudo foi possivel identificar os principais constrangimentos e
problemas em aberto neste tipo de arquiteturas de rede e aplicacées. Foram igualmente iden-
tificados mecanismos de cooperacao que apoiaram a proposta de uma solucao viavel para os
problemas analisados. O capitulo 3 apresentou um estudo sobre o estado da arte em meca-
nismos e estratégias de cooperacdo em redes sem fios, redes mdveis ad-hoc (MANETSs) e redes
intermitentes (DTNs). Através deste estudo foi possivel recolher contribuicées importantes para
a concepcao da nossa proposta. Depois de analisar e identificar as principais limitacées das so-
lucdes existentes forma identificadas e discutidas algumas questoes em aberto.

A segunda parte deste trabalho é apresentada no capitulo 4 e diz respeito ao objectivo
principal desta tese, a proposta de uma nova estratégia de cooperacdo para servicos e aplica-
coes moveis para a saude. Esta proposta, baseada em mecanismos de reputacao, incentiva os
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utilizadores de dispositivos moveis a cooperar com outros dispositivos vizinhos, reencaminhando
pedidos e respostas de informacdes médicas e outros pedidos de servicos sem aceder aos con-
teldos das mensagens trocadas entre dispositivos. Esta estratégia de cooperagao utiliza um
servico Web cooperativo para gerir o acesso a pedidos e a reputacao de todos os noés de rede.
Esta proposta foi integrada numa aplicacdo movel chamada SapoFit. A avaliacdo do desempenho
da proposta foi realizada através desta aplicacao que requer ligacdo constante a Internet e a
servicos Web envolvendo 19 utilizadores diferentes. As métricas utilizadas para a avaliacao do
desempenho dos mecanismos de cooperacao foram a probabilidade de entrega de um pedido e o
tempo médio de entrega de um pedido. O nimero de nds nao cooperativos foi aumentando du-
rante as experimentacoes, assumindo como pior caso um cenario com 9 nos nao cooperativos.
Os resultados foram bastante satisfatorios. Como resultado observou-se que dispositivos sem
acesso a rede conseguiram aceder aos dados e ao respectivo servico Web da aplicacao através
de cooperacao com outros dispositivos. Para o pior caso, a probabilidade média de entrega de
pedidos foi de 19% e o atraso maximo de entrega de um pedido foi de 83,7 segundos. De realcar
que em numeros médios de nos ndo cooperativos (4 a 5) a probabilidade de entrega de pedidos
ronda os 60% e a média de atraso de entrega de um pedido varia entre os 60 e os 70 segundos.
Estes valores sao todos influenciados por variacoes que resultam de perdas de ligacao Bluetooth,
variagbes de distancias e diferentes especificacdes de hardware dos dispositivos moveis.

A terceira parte deste trabalho é descrita de forma detalhada nos capitulos 5 e 6 e diz
respeito a construcao e avaliacao do desempenho de uma solucao utilizando criptografia de da-
dos para aplicacbes moveis para a salde em ambientes de cooperacdo. O capitulo 5 apresenta
a proposta utilizando criptografia hibrida que faz uso de algoritmos de encriptacdo simétricos e
assimétricos para garantir a confidencialidade, integridade e autenticidade dos dados e infor-
macdes trocadas durante a cooperacdo. O capitulo 6 apresenta a avaliacdo do desempenho da
solucao de criptografia DEAMHA. Esta avaliacao envolveu 35 utilizadores que experimentaram a
proposta através da aplicacao SapoFit e no fim realizaram um breve questionario de satisfacao.
A avaliacao do desempenho concluiu que a solucao criptografica nao tem efeitos negativos no
desempenho dos mecanismos de cooperacao e na aplicacao em si. A inclusao do DE4MHA na
estratégia de cooperacdo tem um acréscimo quase insignificante nos tempos de entrega de da-
dos, que ronda, em média, os 2% traduzindo-se em cerca de 0,003557 segundos. O questionario
mostrou que os utilizadores ficaram satisfeitos, em geral, com o desempenho da aplicacao e
mais confiantes com o facto dos seus dados estarem protegidos durante a comunicacao com
outros dispositivos.

A quarta e Ultima parte dos trabalhos desta tese é apresentada no capitulo 7 e diz respeito
a uma proposta de uma framework de aplicacdes cooperativa generalizada e inter-operavel para
aplicacbes moveis, chamada MobiCoop. Esta proposta tem como principal objectivo oferecer
uma framework para qualquer aplicacao para que criadores/programadores de aplicacdes mo-
veis possam facilmente incorporar e usufruir da estratégia de cooperacdo proposta. MobiCoop
foi incorporado em duas aplicacées moveis distintas: uma aplicacdo de mensagens instantaneas
via Internet e uma aplicacdo de envio e recepcdo de mensagens de correio electronico. Para
a avaliacdo do desempenho desta proposta foram utilizadas as mesmas métricas num cenario
real envolvendo 11 utilizadores. Porém e de forma a emular um cenario ainda mais real foram
considerados dois tipos diferentes de utilizadores: utilizadores em mobilidade e utilizadores
estaticos. O numero de utilizadores nao cooperativos variou e o pior caso foi assumido com 6
dispositivos ndo cooperantes (3 estaticos e 3 em mobilidade). Os resultados foram muito posi-
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tivos, com o pior caso a apresentar 78.8 segundos como média de atraso de entrega de pedidos
e 36% de probabilidade de entrega de pedidos.

O objectivo principal desta tese e todos os objectivos parciais foram totalmente cum-
pridos. A proposta de cooperacao para servicos e aplicacdes méveis para a saude possibilita a
utilizadores com dispositivos sem acesso a rede que possam aceder a dados de um servidor e
outros servicos Web, através da cooperacdo com outros dispositivos na vizinhanca. Dada a sen-
sibilidade dos dados e informacao médica trocada em ambientes de cooperacao, uma solucao
utilizando criptografia, chamada DE4MHA, foi proposta e avaliada com sucesso. Como extensao
do trabalho realizado foi proposta uma framework de aplicacdes cooperativa generalizada para
qualquer aplicacao moével. Essa proposta, chamada MobiCoop, foi construida e avaliada com
sucesso.

Perspectivas de Trabalho Futuro

Uma das linhas de investigacao que podera ser abordada no futuro sera o efeito da pro-
posta de cooperacao apresentada nesta tese em nos ndo cooperativos. Nesta tese, nos nao
cooperativos sdo incentivados a cooperar sob pena de perder reputacdo e como consequéncia
nao tém acesso a futuros pedidos. Mas pode-se questionar de que forma esses nds nao coope-
rativos podem recuperar esse acesso. E de que forma é que a reputacao dos nos vizinhos pode
ser um estimulo para nds com baixa reputacao tenham interesse em cooperar?

Outra analise futura pode considerar os dois tipos diferentes de utilizadores, com e sem
mobilidade. Apos a avaliacdo do desempenho do MobiCoop, apresentada no capitulo 7, foi claro
que nds nao cooperativos estaticos tém menos impacto que nos nao cooperativos em mobilidade.
Um estudo avaliando o impacto da mobilidade deve ser realizado com o objectivo de influenciar
as pontuacdes de reputacao a estes utilizadores conseguindo distinguir de forma ubiqua quais
0s que estdo em mobilidade e quais os que sao estaticos.

Uma outra abordagem futura podera explorar o facto de que todos os dispositivos co-
nhecem o estado dos dispositivos vizinhos, através da troca de mensagens de controlo. Assim,
uma nova abordagem de cooperacao pode explorar este facto e dispositivos com melhores con-
dicoes de energia e processamento podem aceder a rede e servir de nés de encaminhamento
para outros dispositivos em condicoes inferiores. Dispositivos podem-se organizar em grupos e
alternadamente, consoante as suas disponibilidades, partilharem recursos e assim optimizar o
desempenho da rede.
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Abstract

Abstract

Health telematics are becoming a major improvement for patients’ lives, especially for
disabled, elderly, and chronically ill people. Information and communication technologies have
rapidly grown along with the mobile Internet concept of anywhere and anytime connection.
In this context, Mobile Health (m-Health) proposes healthcare services delivering, overcoming
geographical, temporal and even organizational barriers. Pervasive and m-Health services aim
to respond several emerging problems in health services, including the increasing number of
chronic diseases related to lifestyle, high costs in existing national health services, the need
to empower patients and families to self-care and manage their own healthcare, and the need
to provide direct access to health services, regardless the time and place. Mobile Health (m-
Health) systems include the use of mobile devices and applications that interact with patients
and caretakers. However, mobile devices have several constraints (such as, processor, energy,
and storage resource limitations), affecting the quality of service and user experience. Architec-
tures based on mobile devices and wireless communications presents several challenged issues
and constraints, such as, battery and storage capacity, broadcast constraints, interferences, dis-
connections, noises, limited bandwidths, and network delays. In this sense, cooperation-based
approaches are presented as a solution to solve such limitations, focusing on increasing network
connectivity, communication rates, and reliability. Cooperation is an important research topic
that has been growing in recent years. With the advent of wireless networks, several recent
studies present cooperation mechanisms and algorithms as a solution to improve wireless net-
works performance. In the absence of a stable network infrastructure, mobile nodes cooperate
with each other performing all networking functionalities. For example, it can support inter-
mediate nodes forwarding packets between two distant nodes.

This Thesis proposes a novel cooperation strategy for m-Health services and applications.
This reputation-based scheme uses a Web-service to handle all the nodes reputation and net-
working permissions. Its main goal is to provide Internet services to mobile devices without
network connectivity through cooperation with neighbor devices. Therefore resolving the above
mentioned network problems and resulting in a major improvement for m-Health network ar-
chitectures performances. A performance evaluation of this proposal through a real network
scenario demonstrating and validating this cooperative scheme using a real m-Health applica-
tion is presented. A cryptography solution for m-Health applications under cooperative environ-
ments, called DE4MHA, is also proposed and evaluated using the same real network scenario and
the same m-Health application. Finally, this work proposes, a generalized cooperative appli-
cation framework, called MobiCoop, that extends the incentive-based cooperative scheme for
m-Health applications for all mobile applications. Its performance evaluation is also presented
through a real network scenario demonstrating and validating MobiCoop using different mobile
applications.
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Chapter 1

Introduction

1.1 Motivation

In the last decade health telematics, also known as Electronic Health (e-Health), have
presented a pletora of reliable health services. These services have offered patients that live in
remote rural areas, that travel constantly or that are physically incapacitated, more accessible
and affordable healthcare solutions [1,2]. The introduction of information and communica-
tion technologies (ICTs) as home medical devices, such as blood pressure monitors, glucome-
ters, scales and other devices that interact both with patient and their doctors, are already a
success among common citizens. Physicians can easily download medical records, lab results,
images, and drug information to handheld devices like personal digital assistants (PDAs) and
smartphones. Patients could be aware of their diagnhostic, disease control, and monitoring with
comfortable mobile devices that accompany them everywhere. According to [3], from 2010 to
2016 the global telemedicine market is expected to grow from to nearly 27.3 billion dollars. One
main factor that contributes to this market investment is the increased remote monitoring of
patients. Telemedicine basically assents on the use of medical information, also known as Elec-
tronic Health Records (EHR), exchanged via electronic communications improving the patientso
health status. In the United States, the use of EHR technology is already widely adopted. It is
estimated that 150.000 Medical professionals are using EHR platforms [4]. With the advent of
mobile communications based on smart mobile devices that support 3G and 4G mobile networks
for data transport, mobile computing has been the main attraction of research and business
communities. Thus, offering innumerous opportunities to create efficient mobile health solu-
tions. Mobile health (m-Health) is the new edge on healthcare innovation. It proposes to deliver
healthcare anywhere and anytime, surpassing geographical, temporal, and even organizational
barriers [5,6]. M-Health systems and its inherent mobility functionalities have a strong impact on
typical healthcare monitoring and alerting systems, clinical and administrative data collection,
record maintenance, healthcare delivery programs, medical information awareness, detection
and prevention systems, drug-counterfeiting, and theft [7].

Typical m-Health services architectures (presented in Figure 1.1) use the Internet and
Web services to provide an authentic pervasive interaction among doctors and patients. A physi-
cian or a patient can easily access the same medical record anytime and anywhere through his
personal computer, tablet, or smartphone. A patient can contact a physician in case of an
emergency, or even have access to medical registers or appointments regardless of time and
place. Architectures based on mobile devices and wireless communications presents several
challenged issues and constraints, such as, battery and storage capacity, broadcast constraints,
interferences, disconnections, noises, limited bandwidths, and network delays. In this sense,
cooperation-based approaches are presented as a solution to solve such limitations, focusing on
increasing network connectivity, communication rates, and reliability.
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Figure 1.1: m-Health services typical arquitecture.

This research work presented on this thesis is focused in the challenges raised from wire-
less networks architectures based on Web services access and mobile devices that directly af-
fects the quality of use of m-Health applications. Thus, this research work is dedicated to
searching for solutions that can provide continuous use of m-Health services and applications to
mobile devices under challenged wireless environments. The mechanisms studied and proposed
in this thesis plays special attention to m-Health services and applications availability, mobile
devices energy consumption and security of all forwarded health data.

1.2 Problem Definition and Research Objectives

Typical m-Health services and applications network architectures assent on mobile de-
vices using the Internet and Web services. These architectures and wireless communications
presents several challenged issues and constraints. Issues such as battery and storage capacity,
broadcast constraints, interferences, disconnections, noises, limited bandwidths, and network
delays, are often a limitation to m-Health applications that typically depends of Internet con-
nection to have access to a data/information cloud storage or Web services. For example, a
patient or a doctor that wants to have access to a patient EHR through a mobile device must
have Internet or network connectivity. The research problem studied in this thesis addresses
the constraints and issues of wireless networks architectures based on Web services access and
mobile devices that directly affects the quality of use of m-Health applications.

Cooperation is an important research topic that has been growing in recent years. With
the advent of wireless networks and mobile technologies, several recent proposals presented
cooperative based schemes as a solution to improve wireless networks overall performance [74].
These cooperative strategies mainly focuses on increasing network connectivity, communication
rates, reliability and energy efficiency. Therefore improving both network devices and network
overall performance.
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In this context, the main objective of this thesis is the proposal and performance eval-
uation of a novel cooperation strategy for mobile health services and applications. This pro-
posal will enable mobile devices without Internet connectivity to access Web services requests
through cooperation with neighbor mobile devices. This reputation based approach punishes
un-cooperative behaviors focusing on forwarding and retrieving data to/from neighbor devices
that have no direct connection to a m-Health application.

To reach this main goal, the following partial objectives were defined:

» Review the state of the art on available m-Health technologies, services, and applications
and on existing cooperation strategies and mechanisms on e-Health, wireless networks, ad-
hoc networks, and delay-tolerant networks. A comprehensive and meaningful study of the
e-Health technologies and mobile health (m-Health) services and applications should be
performed to understand in detail their characteristics, limitations, and challenges. More-
over, a detailed study on cooperation strategies and mechanisms should be performed in
order to identify open issues and gathered contributions from the already existing coop-
erative approaches.

» Design and construction of a new cooperation strategy for m-Health services and applica-
tions. Based on the previous studies and the identified problems and open issues a novel
cooperative-based strategy is proposed for m-Health services and applications. This pro-
posal will focuses on enabling m-Health applications that are being used on mobile devices
without Internet connectivity to access Web services requests through cooperation with
neighbor mobile devices .

» Performance assessment of the cooperation solution for m-Health applications over a real
testbed involving real users with an m-Health application on their mobile devices.

» Design and construction of a data encryption solution for mobile health applications un-
der a cooperation environment. A cryptography proposal for the m-Health cooperation
strategy that guaranties the health data/information confidentiality, integrity, and au-
thenticity during cooperative processes.

» Performance assessment of the data encryption solution for mobile health applications
under a cooperation environment involving real users with an m-Health application on
their mobile devices.

» Proposal and performance evaluation of a generalized and interoperable incentive-based
cooperative application framework for mobile applications. This proposal consists in a co-
operative application framework for mobile applications, based on the cooperative strat-
egy for m-Health services and applications. Its performance evaluation and demonstrations
will be preformed though a real scenario using real mobile applications.

1.3 Research hypothesis

This thesis proposes a novel cooperation strategy for m-Health applications focusing on
forwarding and retrieving data to/from nodes that have no direct connection to a m-Health
application. In this sense, devices without Internet connection can use m-Health applications
without problems. This cooperation approach presents a reputation-based strategy where a

3
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Web service manages the access control and the cooperation among nodes along with their rep-
utation. This work was the result of the following research hypothesis:

The evolution of e-Health technologies and mobile health (m-Health) services and appli-
cations is carefully studied. Through this study typical m-Health network architectures and their
limitations and challenges are identified. Moreover, a detailed study on cooperative schemes
applied to similar m-Health network scenarios is performed. This study presents several contri-
butions that are used to the novel cooperation proposal for m-Health services and applications.

Based on the identified m-Health services and applications challenges and limitations and
with the gathered contributions from the already existing cooperative approaches, a novel coop-
erative strategy for m-Health applications is proposed. This proposal is a cooperative reputation
based approach that punishes un-cooperative behaviors focusing on forwarding and retrieving
data to/from neighbor devices that have no direct connection to a m-Health application. This
cooperation strategy assents on two main mechanisms: i) the direct observation of neighbor
nodes, to detect un-cooperative behaviors; ii) a cooperative Web service that manages the ac-
cess control and the cooperation among nodes along with their reputation. To demonstrate the
advantages of this proposal and its performance evaluation a real scenario is used with a real
m-Health application, called SapoFit [8].

The confidentiality of the user Health sensitive and personal information was also taken
under consideration. A cryptography solution for m-Health applications under cooperative en-
vironments is constructed especially for m-Health applications that uses the proposed cooper-
ative strategy. This proposal presents an encryption strategy that guaranties the confidential-
ity, integrity, and authenticity of health data/information during cooperative processes. To
demonstrate de feasibility and performance evaluation a real scenario is used with the SapoFit
m-Health application. Furthermore, a field survey was conducted with the application users,
evaluating the experience satisfaction.

A generalized cooperative application framework for mobile applications, based on the
cooperative strategy for m-Health services and applications is also presented. This proposal
main goal is that developers can easily incorporate in their applications the early proposed
cooperative strategy so that any user could easily use. The evaluation of this proposal was
preformed through a real network scenario with two different mobile applications. The results
obtained are used to demonstrate the feasibility and the advantages of using the proposed co-
operative application framework.

The challenge in using real scenarios and real mobile applications in performance eval-
uations and demonstrations is that we must have in consideration that results may variate in
unpredictable ways. This is in fact an advantage of real scenarios where mobile devices con-
strains, such as, mobility, loss of Bluetooth connection, distance variation, and different devices
hardware specifications may cause unpredictable but more accurate results.

4
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1.4 Main Contributions

This section briefly describes the main scientific contributions resulting from the research
work presented in this thesis.

The first contribution of this thesis is the detailed survey of the state of the art on the
evolution of e-Health technologies and mobile health (m-Health) services and applications. This
study analyses the different scenarios and network architectures that sustain m-Health appli-
cations and services. Furthermore, it presents its typical network and devices constraints and
open issues. This study is described in Chapter 2, which consists of a article submitted for pub-
lication in an international journal [9].

The second contribution is a comprehensive review of the state of the art on the avail-
able cooperation strategies on e-Health, wireless networks, ad-hoc networks, and delay-tolerant
networks. This study identifies the main cooperative schemes and strategies applied to similar
m-Health network scenarios. Furthermore, it points and describes several open issues and gath-
ers important contributions for the upcoming cooperation proposal for m-Health services and
applications. This contribution is presented in Chapter 3 as a article submitted for publication
in an international journal [10]

The third contribution of this thesis includes the proposal and performance evaluation
of the novel cooperation strategy for m-Health services and applications. It presents a coop-
erative reputation-based scheme that punishes un-cooperative behaviors promoting unselfish
behaviors through reputation incentives. This cooperative strategy makes use of direct neigh-
bor observation to detect and record un-cooperative behaviors and a a cooperative Web service
that manages the access control and the cooperation among nodes along with their reputation.
This proposal solved the early identified problem and it was evaluated through a real network
scenario involving 19 users with a real m-Health application that requires constant network con-
nection, called SapoFit [8]. This proposal is presented and described, in detail, in chapter 4 as
an article published in IEEE Jornal of Selected Areas and Communications [11].

The next contribution of this thesis is the proposal of a cryptography solution for m-
Health applications under cooperative environments, called, DE4MHA (Data Encryption Solution
for M-Health Applications). This proposal presents an encryption strategy that guaranties the
confidentiality, integrity, and authenticity of health data/information during cooperative pro-
cesses. This solution uses both synchronous and asynchronous encryption algorithms and was
especially design and implemented for the cooperative strategy for m-Health applications and
services. This proposal is available in an article in press in Springer, Journal of Electronic Com-
merce Research [12]. This article composes the chapter 5 of this thesis.

The fifth contribution is the performance evaluation study and survey of the DE4MHA. This
study was performed through a real network scenario involving 35 real users with the SapoFit
application. The evaluation results prove that DE4MHA does not have negative impact on the
performance of the cooperation strategy. Furthermore, a survey with the 35 users was con-
ducted and concludes that users are more confidant in using m-Health applications knowing
that their data/information is protected. This study is presented in chapter 6 and in a article
published on Journal of Medical Internet Research [13].
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The sixth and final contribution of this thesis is the proposal and performance evalua-
tion of a generalized and interoperable incentive-based cooperative application framework for
mobile applications, called MobiCoop. This proposal follows an incentive based approach for
m-Health applications and it intends to be an application framework that developers can easily
incorporate in their applications and users can easily use. The evaluation of this proposal was
preformed through a real network scenario involving 11 users and two different mobile applica-
tions: an instant messaging application and a mail send/receiver application. This contribution
is presented and described in chapter 7 as an article submitted for publication in an international
journal [14].

1.5 Thesis Organization

This thesis is organized in eight chapters. Apart de current chapter, the Introduction,
and the chapter with the conclusions and future work (Chapter 8), all the other chapters are
composed by an article published in or submitted to an international journal. The rest of this
document is organized as follows.

Chapter one describes the focus and the scope of this thesis as well as the problem def-
inition and identification of the objectives to be accomplished. This chapter also includes the
research hypothesis adopted in this thesis and summarizes its main contributions. Finally the
organization and structure of the thesis is presented.

The second chapter presents a survey on the state of the art on m-Health technologies,
services, and applications, entitled: Mobile Health: The Last Frontier on Healthcare Services
and Applications. This study describes the evolution of e-Health technologies and mobile health
(m-Health) services and applications and analyses the existing m-Health scenarios and network
architectures.

Chapter three consist of an article that surveys the existing cooperation strategies and
mechanisms on e-Health, wireless networks, ad-Hoc networks, and Delay Tolerant Networks,
entitled: Cooperative Strategies for Challenged Networks and Applications: A Survey. This
article identifies and gather contributions from the main cooperative schemes and strategies
applied to similar m-Health network scenarios.

Chapter four presents the proposal for a novel cooperation strategy for m-Health services
and applications, entitled: A Novel Cooperation Strategy for Mobile Health Applications. This
chapter presents a cooperative reputation-based scheme that punishes un-cooperative behav-
iors promoting unselfish behaviors through reputation incentives. This reputation rating and fair
access to requested services are controlled and managed by a cooperative Web service.

Chapter five consists of article that proposes a new cryptography strategy mobile health
applications under cooperation environment, called DE4MHA. This article is entitled: Towards
a Cooperative Security System for Mobile-Health Applications. Under cooperative environment,
this proposal guaranties the confidentiality, integrity, and authenticity of health data/information.
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Chapter six presents the performance evaluation of DE4MHA and a field survey of the
proposed cryptography proposal, with real users. This article is entitled: A Data Encryption
Solution for Mobile Health Applications in Cooperation Environments: DE4AMHA.

Chapter seven describes the proposal and performance evaluation of a generalized and
interoperable cooperative strategy, entitled: MobiCoop: An incentive-based cooperation so-
lution for mobile applications. This strategy consists in a cooperative application framework,
based on the cooperation strategy for m-Health applications. Its main goal is to be an frame-
work for developers easily incorporate in their applications so that users can easily use.

Finally, chapter eight summarizes the main conclusions of the thesis drawn throughout
the document and proposes several insights and suggestions for future work.

References

[1] B. L. Moullee and P. Ray, "Issues in e-health cost impact assessment”, in World Congress on
Medical Physics and Biomedical Engineering, vol. 25, no. 12. Munich, Germany: Springer,
September 2009, pp. 223-226.

[2] S. Akter, J. DoAmbra, and P. Ray, "User perceived service quality of mhealth services in
developing countries,” in European Conference on Information Systems, Pretoria, Shouth
Africa, June 2010, pp. 1-12.

[3] B. research, ”Global markets for telemedicine technologies,” 2012. [Online]. Available:
http://www.bccresearch.com/market-research/healthcare/telemedicine-technologies-
global-markets-hlcO14e.html.

[4] P. fusion, 150,000 medical professionals stay paperless with practice fusion,” June 2013.
[Online]. Available: http://www.practicefusion.com/pages/pr/practice-fusion-celebrates-
earth-day-2013.html.

[5] S. Akter and P. Ray, "mhealth - an ultimate platform to serve the unserved.” Yearb Med
Inform, pp. 94-100, 2010.

[6] S. Tachakra, X. Wang, R. S. Istepanian, and Y. Song, ”Mobile e-health: The unwired evolution
of telemedicine,” Telemedicine Journal and e-Health, vol. 9, no. 3, pp. 247-257, 2003.

[7] P. Zuehlke, J. Li, A. Talaei-Khoei, and P.Ray, ”A functional specification for mobile ehealth
(mhealth) systems,” in 11th International Conference on e-Health Networking, Applications
and Services, Healthcom 2009., 2009, pp. 74-78.

[8] G. Kramer, I. Mari¢, and R. D. Yates, ”Cooperative communications,” Found.
Trends Netw., vol. 1, no. 3, pp. 271-425, Aug. 2006. [Online]. Available:
http://dx.doi.org/10.1561/1300000004.

[9] L. Buttyan and J. P. Hubaux, ”Stimulating cooperation in self-organizing mobile ad hoc
networks,” ACM/Kluwer Mobile Networks and Applications (MONET), vol. 8, pp. 579-592,
2001.

[10] L. Bannon and J. Hughes, “The context of cscw,” Riso National Laboratory, Tech. Rep.,
1993.



Introduction

[11] V. Chan, P. Ray, and N. Parameswaran, "Mobile e-health monitoring: an agent-based ap-
proach,” IET Communications, vol. 2, no. 2, pp. 223-230, 2008.

[12] Pradeep Ray, N. Parameswaran, V. Chan and W. Yu. ”Awareness modelling in collaborative
mobile e-health,” Journal of Telemedine and Telecare, vol. 14, no. 7, pp. 381-5, 2008.

[13] B. M. C. Silva, I. M. Lopes, P. Ray, and J. Rodrigues, ”SapoFitness: A Mobile Health Appli-
cation for Dietary Evaluation,” in 13th International Conference on e-Health Networking,
Applications and Services (IEEE HealthCom 20011), Columbia, MO, USA, June 13-15, 2011.

[14] B. Silva, T. Machado, I. Lopes, J. Rodrigues, and L.Zhou, ”A novel cooperation strategy for
mobile health applications,”lIEEE Journal of Selected Areas in Communications, vol. 31, no.
9, pp. 28-36, September 2013.

[15] B. Silva, J. R. Rodrigues, F. C. Canelo, I. L. Lopes, and J. Lloret, "Towards a coopera-
tive security system for mobile-health applications,” Journal of Electronic Commerce Re-
search, Special Issue on Advances in Security and Privacy for Future Mobile Communications,
Springer (in press), 2014.

[16] B. Silva, J. R. Rodrigues, F. C. Canelo, I. L. Lopes, and L. Z. Zhou, ”A data encryption
solution for mobile health applications in cooperation environments: DE4MHA,” Journal of
Medical Internet Research (JMIR), vol. 15, no. 4, pp. 1-11, April 2013.

[17] Bruno M.C. Silva, Joel J. P. C. Rodrigues, Isabel de la Torre Diez, and Miguel Lopez-
Coronado, ”"Mobile Health: The Last Frontier on Healthcare Services and Applications,”
Paper submitted for publication in an international journal, 2013.

[18] Bruno M.C. Silva, Joel J. P. C. Rodrigues, Neeraj Kumar and Guangjie Han, ”Cooperative
Strategies for Challenged Networks and Applications: A Survey,” Paper submitted for pub-
lication in an international journal, 2014.

[19] Bruno M.C. Silva, Joel J. P. C. Rodrigues, Mario L. P. Junior and Guangjie Han, ”Mobi-
Coop: An incentive-based cooperation solution for mobile applications,” Paper submitted
for publication in an international journal, 2014.



Mobile Health: The Last Frontier on Healthcare Services and Applications

Chapter 2

Mobile Health: The Last Frontier on Healthcare
Services and Applications

This chapter consists of the following article:

Mobile Health: The Last Frontier on Healthcare Services and Applications
Bruno M. C. Silva, Joel J. P. C. Rodrigues, Isabel de la Torre Diez, and Miguel Lopez-Coronado.

Article submitted for publication in an international journal.



10

Mobile Health: The Last Frontier on Healthcare Services and Applications

Mobile Health: The Last Frontier on
Healthcare Services and Applications

Bruno M.C. Silva?, Joel J. P. C. Rodrigues®P, Isabel de la Torre Diez®,
Miguel Lépez-Coronado®

@Instituto de Telecomunicagdes, University of Beira Interior, Portugal, Rua Marqués
d’Avila e Bolama, 6201-001 Covilha, Portugal, Phone: +351 275 242 081; Fax: +351 275
319 899
YITMO University, St. Petersburg, Russia, Kronverkskiy pr, 49; 197101, St.Petersburg,
Russia, phone: +7 (812) 232-97-04, fax: +7 (812) 252-253-07
¢Department of Signal Theory and Communications, University of Valladolid, Paseo de
Belén, 15, 47011 - Valladolid, Spain Phone: +34 983423000 Ext. 3703; Fax: +34
983423667

Abstract

Health telematics is a growing up issue that is becoming a major improvement
on patient lives, especially in elderly, disabled, and chronically ill. In recent
years, information and communication technologies improvements, along with
mobile Internet, offering anywhere and anytime connectivity, play a key role on
modern healthcare solutions. In this context, mobile health (m-Health) delivers
healthcare services,overcoming geographical, temporal, and even organizational
barriers. M-Health solutions address emerging problems on health services,
including, the increasing number of chronic diseases related to lifestyle, high
costs of existing national health services, the need to empower patients and
families to self-care and handle their own healthcare, and the need to provide
direct access to health services, regardless of time and place. Then, this paper
presents a comprehensive review of the state of the art on m-Health services
and applications. It surveys the most significant research work and presents a
deep analysis of the top and novel m-Health services and applications proposed

by industry. A discussion considering the European Union and United States

Email addresses: bruno.silva@it.ubi.pt (Bruno M.C. Silva), joeljr@ieee.org (Joel J.
P. C. Rodrigues), isator@tel.uva.es (Isabel de la Torre Diez), miglop@tel.uva.es (
Miguel Lépez-Coronado)



Mobile Health: The Last Frontier on Healthcare Services and Applications

10

15

20

approaches addressing the m-Health paradigm and directives already published
is also considered. Open and challenging issues on emerging m-Health solutions
are proposed for further works.

Keywords: e-Health; Health telematics; Healthcare; m-Health; Mobile Health;

Telemedicine

1. Introduction

Last decade, health telematics, also known as Electronic Health (e-Health),
have presented numerous and reliable health services. These services have of-
fered patients that live in remote rural areas, that travel constantly or that are
physically incapacitated, more accessible and affordable healthcare solutions
[1, 2]. The introduction and interconnection of medical devices on informa-
tion and communication technologies (ICTs), such as, blood pressure moni-
tors, glucometers, scales, and other devices that interact both with patient and
their medical doctors, are already a success among common citizens. Physi-
cians can easily download medical records, lab results, medical images, and
drug information to handheld devices like personal digital assistants (PDAs)
and smartphones. Patients could be aware of their diagnostic, disease control,
and monitoring with comfortable mobile devices that accompany them every-
where. According to [3], from 2010 to 2016 the global telemedicine market is
expected to grow up to nearly 27.3 billion dollars. A key factor that contributes
to this market investment is the increased remote monitoring of patients. Ba-
sically, telemedicine is based on the use of medical information, also known as
Electronic Health Records (EHRs)[4], exchanged via electronic communications
improving the patients health status. In United States, the use of EHR technol-
ogy is already widely adopted. It is estimated that 55% of medical professionals
are using EHR platforms [5].

With the advent of mobile communications using smart mobile devices that
support 3G and 4G mobile networks for data transport, mobile computing has

been the main attraction of research and business communities. It offers nu-

11



12

25

30

35

40

45

50

Mobile Health: The Last Frontier on Healthcare Services and Applications

merous opportunities to create efficient mobile health (m-Health) solutions. M-
Health is the new edge on healthcare innovation. It proposes to deliver health-
care anytime and anywhere, surpassing geographical, temporal, and even or-
ganizational barriers [6, 7]. M-Health systems and its corresponding mobility
functionalities have a strong impact on typical healthcare monitoring and alert-
ing systems, clinical and administrative data collection, record maintenance,
healthcare delivery programs, medical information awareness, detection and
prevention systems, drug-counterfeiting, and theft [8]. Typical m-Health ser-
vices architectures (presented in Figure 1) use the Internet and Web services
to provide an authentic pervasive interaction among doctors and patients. A
physician or a patient can easily access the same medical record anytime and
anywhere through his/her personal computer, tablet, or smartphone. The pa-
tient can contact the physician in case of an emergency, or even, have access to
medical registers or appointments regardless of time and place.

This paper presents a comprehensive review of the state of the art on m-
Health services and applications. It surveys the most significant research work
and presents a deep analysis of the top and novel m-Health services and appli-
cations available in mobile markets and healthcare industry.

The main contributions of this paper are the following:

An extensive review of the state of the art on m-Health and related ap-

proaches;

A study of the scientific developments/break-through on m-Health;

An analysis of the top mobile health applications in the top mobile mar-

kets;

e A discussion about current and open issues on m-Health services and
technologies.

The reminder of this paper is organized as follows. Section II elaborates on

the current state of the art on e-Health systems and how health institutions and

agents are embracing the information and communication technologies. Section
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Figure 1: Illustration of a typical architecture of m-Health services.

IIT focuses on m-Health awareness and the use of m-Health services and appli-
cations. A discussion about current and open issues on m-Health technologies

is presented in Section IV. Finally, the paper is concluded on Section V.

2. Healthcare and e-Health systems: The road so far

Health telematics had becoming a great topic in terms of medical informatics
and healthcare. Currently, hospitals and health systems are relying on infor-
mation and communication technology (ICT) as a mean for improving quality,
safety, and productivity of health care services. E-Health connects medical in-
formatics, public health, and business through associated technologies, such as
the Internet. However, it has been suffered from a slow start due to the low
priority given by Hospitals and health systems to ICT in the 90s. Nonetheless,
the need to produce a standard for hospital information systems was crucial. In
1987, the International Health Level Seven (HL7) organization [9] was founded
and, in 1994, it was accredited by the American National Standards Institute
(ANSI). Its name is a reference to the seventh layer of the ISO Open Systems

Interconnection (OSI) Reference model also known as the application layer.
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Currently, the HL7 is adopted by ISO as a reference in terms of international
standardization, publishing together several frameworks and related standards
for exchange, integration, sharing, and retrieval of electronic health records
(EHRs). In the beginning of the new century, between 1999 and 2002, e-Health
services have finally awakened and rapidly increased. This growing was ana-
logue to the rapid evolution of ICT infrastructures and access to patient data.
The Web 2.0 concept and the emerging Web 3.0 have offered to healthcare pro-
fessionals conditions that never had been given before [10]. They also enabled a
key element in healthcare systems, the emergence of EHRs or Personal Health
Records (PHRs). Usually, healthcare providers keep and handle patient health
records. However, it is becoming more common that patients also request access
to those data. Medical records (or health records) allow medical doctors to eas-
ily access a patient information without needing to ask them in person. E-health
systems are typically sustained on EHRs [11]. An EHR-system is basically a
repository of information regarding the health records of patient/consumer in a
computer form [12]. The deployment of a public EHR-system can offer several
advantages to a public healthcare system, for example, lower and more efficient
management costs, more efficient management of high-volume patient data, and
centralized medical patient records [13].

Public and private entities are embracing e-Health and the research com-
munity is continuously contributing with new better ICT solutions that can be
applied to health services. Multimedia services, tools, and technologies offer
new healthcare services. Healthcare professionals can now remotely monitoring
patients more efficiently and with more affordable costs than never before.

A large number of telemedicine and e-Health systems are being widely and
successfully produced delivering health care through different communication
technologies. The World Health Organization (WHO) has identified a com-
pendium of emerging health technologies, under development and already com-
mercialized [14]. This report presents several health technologies that present
the potential for being low-recourse solutions for unmet medical needs. Among

these technologies, e-Health solutions are the dominant. Currently, the com-
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mercialized and most relevant e-Health technologies include a fetal heart rate
monitor, portable hemoglobin meter, self-powered pulse oximeter, medical data
communication system, mobile technology to connect patients to remote doctors
[15], and treatment response software application [14]. Considering the technolo-
gies under development, the authors identified, to the best of their knowledge,
the most relevant ones.

Fetal heart rate monitor using a mobile phone [16]: A mobile application
that analyses the fetal heartbeat and calculates the heart rate using a beat-to-
beat accuracy algorithm. These data are sent and stored in a server, then a
midwife can examine it through a Web browser.

Mobile health record system for pediatric HIV [14]: A Web based EHR
system that uses an embedded comprehensive pediatric HIV knowledge base
and clinical decision system. This system allows physicians to integrate clinical
information to manage pediatric HIV at the point of care.

Mobile phone image transmission for diagnosis [17]: A mobile phone with
camera functions as image transmission unit. This system allows a basic con-
nection to more specialized health care facilities in remote areas in the field of
medical image diagnostics. The images are sent as Multimedia Message system
(MMS) via mobile phones. Mobile phone pulse oximeter [14]: A mobile phone
combined with a pulse oximeter sensor analyses and displays the information
received from a sensor placed on a finger. It can aid physicians to detecte clin-
ical events and taking decisions. Portable telemedicine unit [18]: A portable
telemedicine unit that combines a mobile telemedicine system with a computer
server. Both can communicate among them via GSM, CDMA, Internet, and
satellite. This device addresses healthcare services in rural or remote regions
and can be used for several health services, such as recording and reporting,
and tele-consultation.

Hossain et al. [19] present recent advancements and developments of multi-
media services and technologies for e-Health, such as, health monitoring, ubiqui-
tous solutions for healthcare, serious games for health, real-time access of med-

ical services, medical assisted systems for elderly people, and medical data over
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wireless body sensor networks (WBSN). For these topics the authors present the
following studies and proposals. Two proposals considering the serious game
paradigm are presented. The first, introduced by Chan et al. [20], is based
on a serious game approach for learning ultrasound-guided needle placement
skills. The ultrasound-guided needle placement techniques are often used for
several radiological intervention procedures. The second serious game proposal,
by Maamar et al. [21], discusses collaborative exergaming applications for child
obesity epidemic. The authors present a new paradigm for mobile collabora-
tive exergaming applications that are based on peer-to-peer (P2P) architectures.
The main goal is that children can exercise as a team through the mobile applica-
tion with more quality of 3-D streaming with low delays. Concerning bioelectric
signal technology (e.g., electrocardiogram - ECG and electromyogram - EMG),
Yang et al. [22] presents a hybrid solution of a biopatch for e-Health using low-
power system-on-chip (SoC) sensor and paper-based inkjet printing technology.
Regarding patient monitoring and localization technologies, an RFID-based sys-
tem is presented by Shirehjini et al. [23]. This system aims to track the location
of a mobile hospital equipment, minimizing positioning and orientation errors.
Therefore, it improves the quality of care and reducing costs. Cognitive stimula-
tion therapy through digital TV was also considered. A design, implementation,
and validation of a cognitive stimulation system over interactive T'V is presented
in [24]. This service improves and provides better healthcare services to patients
with cognitive disorders, such as, Alzheimer or mild cognitive impairment. Re-
garding the elderly people that constantly need support end health services,
Hossain and Ahmed proposed a support system for caregivers in a assisted liv-
ing environment [25]. This context-aware system, called ViCare, interprets the
elderly activities based on data captured by several sensors placed in their envi-
ronment and decides what health or other services should be provided. Zhang
et al. [26] proposed a solution for WBSNs to preserve integrity, safety, and
privacy of medical data over the network. The authors present a key agreement
scheme in which neighbor nodes of wireless body sensor networks (WBSNs)

share a common key generated by ECG signals. Efficient management of med-
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ical multimedia data from various heterogeneous sources is addressed in [27].
Furthermore, a prototype for knowledge editing service (KES) is presented in
[28]. This solution enables clinicians through an ICT platform to insert new
knowledge for multisource data management in remote health monitoring. In
[29], a cross layer design for a Wi-Max in order to deliver ultrasound video
data through mobile devices is presented. Finally, a virtual reality-based surgi-
cal simulator for the mandibular angle reduction on a CUD-based platform is
presented in [30]. This simulator provides stimulus and sensations for surgeons
controlling instruments under different surgical situations and environments.
These recent advances on e-Health services provide and improve patient care.
However, the use of ICT solutions in healthcare services creates new potential
health hazards [31].

A long road is still a head in many countries that continue adopting typical
and old healthcare models based on the early 20th century. Nevertheless, the
proportion of hospital income that is invested in ICT has doubled in recent years.
Since the 1980s, investments in healthcare technologies and its growth have been
a key factor, among others, for increasing healthcare spending among countries
[32]. Currently, this spending growth is declining and technology is becoming
an important factor to decrease healthcare costs. However, a new paradigm
rises. Both patients and healthcare professionals are everyday embracing mobile
technologies and mobile healthcare services. These services are having a great
impact on healthcare industry and truly revolutionizing the healthcare delivery

[33).

3. M-Health: The Healthcare Revolution

Laxminarayan and Istepanian [34] defined mobile health for the first time
in the year 2000 as unwired e-med. In 2003, the term m-Health was defined
as emerging mobile communications and network technologies for healthcare
systems [35]. In 2006, Laxminarayan et al. present a comprehensive study

about the impact of mobility on the existing e-Health commercial telemedical
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Figure 2: Worldwide smartphone sales to end users by operating systems in 2013 (Source:

Gartner [39], 2013).

systems. Furthermore, it served as a basis for future m-Health technologies and

services [36].

3.1. Mobile Health Awareness

In January 9, 2007, Steve Jobs, the CEO of Apple Inc. [37], presented to
the world the iPhone 2G and its operating system (OS), the i0OS [38]. This
event triggered a rapidly evolution of smartphones and applications and also
the emergence of new mobile platforms. Figure 2 presents the worldwide smart-
phone sales to end-users by operating systems in 2013.

Clearly, Google Android and Apple iOS dominate the OS market. The qual-
ity of both operating systems is unquestionable and both companies success in
the mobile applications market is sustained by their online application markets
(the Apps store). These online markets are open to developers allowing them
to develop all kind off applications to sell or offer them for free. These markets
open new and potential areas of research and development, such as, m-Health
applications. At the end of 2010, more than 200 million m-Health applications
were downloaded and about 70% of worldwide citizens were interested to ac-

cess to, at least, one m-Health application. Overall, smartphone Web browsers
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were improved becoming easier to find free applications and information [40].
It is predicted that, in 2017, more than 1.7 billion people will have downloaded
health Apps with m-Health market revenue of a total of 26 billion dollars [41].
The market of mobile health applications is directed toward patients, clinicians,
and healthcare professionals. These applications are mainly suited for diseases
management, self-monitoring, and drug control as well as other clinical and
educational applications. This raises several important and complex questions
about these medical applications, such as, security, reliability, efficiency, and
quality of service. Then, the following question should be raised: can they
really perform a complete, secure, reliable, and efficient diagnosis? There are
concerns related with this issue because several m-Health applications states
claims, such as, this app will lower your blood pressure” or this app will help
you to lose weight”. Are these claims trustworthy? To protect users, the U.S.
Food and Drug Administration (FDA), from the Department of Health & Hu-
man Services [42] enforces regulations on medical device approval and clearance.
Devices manufacture must first register and notify FDA about their intent to
market a medical device. This is known as 510(k) clearance and allows the
FDA to determine if the device is valid and if it is equivalent to a device al-
ready placed in the market. The next step is the premarket approval (PMA).
The PMA is the most rigorous approval of a request submitted to the FDA to
market. This approval is based on the valid scientific evidence that assures that
the proposed device is safe and effective for its intended use. FDA regulation
also allows the submission of a Humanitarian Use Exception (HDE) approval.
It applies to Humanitarian Use Devices (HUDs). HUDs are intended to care
patients by treating or diagnosing a disease that affects less than 4,000 people
in the U.S., per year. The HDE approval is very similar to the PMA, except the
effectiveness requirements [42]. FDA also defines in the section 201(h) the term
device as an instrument, apparatus, implement, machine, contrivance, implant,
in vitro reagent, or other similar or related article, including any component,
part, or accessory, which is [either] intended for use in the diagnosis of disease or

other conditions, or in the cure, mitigation, treatment, or prevention of disease,
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in man or other animals [or] intended to affect the structure or any function of
the body of man... The FDA regulations on devices are very clear. Analogously,
the European Commission (EC) Medical Devices Directive (MDD) covers the
regulatory requirements of the European Union for Medical Devices [43]. The
MDD clears and places medical devices into one of four classes (I, IIa, IIb and
III). These classes concern the device increasing risk to the patient according to
their characteristics, functions, and intended purposes. The MDD includes 23
articles, 12 annexes, 18 classification rules, and it is considerably more complex
to read and understand than the FDA regulation. For example, in 2010, an
Ericsson m-Health framework [44] was certified in accordance to a Medical De-
vice of Class ITa. Although several medical devices have already been certified,
both FDA and EC regulations on m-Health software is yet to be well defined.
Another important question that must be approved is the definition of medical
device. A device plus a health-related application results in a medical device?
If yes, it seems that smartphones can be considered medical devices because
physicians already use them for numerous health purposes. Can they be classi-
fied as medical devices? To simplify the answer and the classification process,
FDA recently proposes to amend its regulations governing classification and re-
classification of medical devices to conform to provisions in the FDA Safety and

Innovation Act (FDASIA) [45].

3.2. Mobile Health Applications and Services

The study and development of M-Health services and applications have been
an important point of attention by the research community. Several research
topics related to health have gathered important findings and contributions
from m-Health, such as, cardiology [13], [46, 47, 48], diabetes [49, 50, 51], obe-
sity [52, 53, 54], smoking cessation [55, 56], and elderly care and chronic diseases
[57, 58]. These different medical specialties make use of m-Health essentially for
monitoring, prevention, and detection of diseases, and in more advanced services
present basic diagnosis. Besides all medical applications, m-Health services are

even becoming popular in developing countries [59, 60] where healthcare facili-
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ties are frequently remote and inaccessible. Mobile applications for healthcare
systems are rapidly growing and evolving. Research interest in this topic is ex-
panding every day, as well as the diversification of the impact areas. Fiordelli et
al. [61] present a comprehensive view of the impact of mobile phones on health,
in the last decade. The authors conducted a literature review of 117 articles
published between 2002 and 2012, in 77 different journals. The results shown
that between 2007 and 2008, the number of research articles almost doubled, ex-
ponentially growing every year. According to [62], only in the U.S. Apple iTunes
store, there are available over 40.000 healthcare apps. Furthermore, this study
presents the top healthcare apps categorized by therapy area and demograph-
ically: prevention/healthy lifestyles; finding a healthcare professional/facility;
diagnosis/education; filling prescription; compliance; diabetes; mental health &
behavioral disorders; musculoskeletal system and connective tissue; oncology;
nervous system; womens health; childrens health. The IMS Health Appscore
[62] was used to define which are the best applications based on functionality,
patient reviews, and their potential to lower the cost of care services. The top

m-Health applications in each therapy areas are presented in Table 1.

Table 1: Top m-Health applications by therapy area in 2013.

M-Health Area Description

Applica-

tions

Calorie Prevention/ Diet application for calories counting, food

Counter and | Healthy tracking, exercise, and weight goals. Further-

Diet Tracker | Lifestyles more, it explores social aspects including links
[63] to friends as a motivation feature.

Calorie Prevention/ Diet application for calorie counting, food
Counter Healthy tracking, and exercise using weight goals as
PRO [64] Lifestyles a motivation aspect.

Continued on next page
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Table 1 — Top m-Health

applications by therapy area in 2013.

M-Health Area Description

Applica-

tions

Chest Prevention/ Weight training and fitness application that

Trainer Healthy intents and claims to replace a personal

[65] Lifestyles trainer.

Healow [66] Finding a | An application that allows patients commu-
healthcare nicating with their physicians office and also
professional/ have access up-to-date health records. Fur-
facility thermore, it also includes visit summaries and

appointment reminders.

Vitals-Your Finding a | This application provides a lists of local doc-

top 10 doc- | healthcare tors rated by previous patients that also use

tors [67] professional / this App. The search can be performed
facility through symptom, condition, or medical spe-
cialty.

ZocDoc - | Finding a | An application that uses zip code searches to

Doctor Ap- | healthcare find and book doctors appointments.

pointments professional/

Online! [68] | facility

HealthTap Diagnosis/ Ed- | An application that contains health answers

- free doc- | ucation and healthy tips on any symptom, condition,

tor answers medication, health concern, or even wellness

to  medical topics from 47,000 U.S. medical doctors.

and  health

questions

[69)]

Continued on next page

13




Mobile Health: The Last Frontier on Healthcare Services and Applications

Table 1 — Top m-Health applications by therapy area in 20183.
M-Health Area Description
Applica-
tions
iTriage [70] Diagnosis/ Ed- | An application that contains information of
ucation several medical symptoms, diseases, condi-
tions, procedures, medications, and drugs.
WebMD for | Diagnosis/ Ed- | An application that contains information of
iPad [71] ucation several medical symptoms, diseases, condi-
tions, procedures, medications, and drugs. It
includes WebMDs Symptom Checker.
GoodRx [72] | Filling Pre- | This application compares and provides prices
scription for prescription drugs. Furthermore, it also
provides coupons and savings tips for more
than 6,000 drugs in several pharmacies in the
U.sS.
MyRefill Rx | Filling Pre- | This application allows to order medications
(73] scription and get them delivered to a defined location.
Moreover, it includes also medication and ap-
pointment reminders.
Walgreens Filling Pre- | An application that features medication pre-
[74] scription scriptions refill by Scan function, points for
refills, pill reminders, transfer prescription fea-
ture and health references encyclopedia.
Dosecast [75] | Compliance A medication reminder featuring a large drug
database and the ability to support multiple
users.
Continued on next page
14
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Table 1 — Top m-Health applications by therapy area in 20183.
M-Health Area Description
Applica-
tions
Pill Mon- | Compliance A prescription reminder that features pre-
itor Free scription alarms, reminder scheduling, setup
Medication reminders, and medication intake tracking.
Reminders
and Logs
[76]
RxmindMe Compliance A prescription reminder that features pre-
Prescription scription alarms, reminder scheduling, setup

/  Medicine

reminders, and medication intake tracking.

Reminder

and Pill

Tracker [77]

Daily Carb | Diabetes An application that tracks daily nutrition in-
- Carbo- take of food, carbs, fiber, fat, tracks quantity
hydrate, of water intake, readings of glucose, HbAlc,
Glucose, blood pressure, heart rate, weight, exercise,
Medication, medications, and insulin.

Blood Pres-

sure and

Exercise

Tracker [78]

Continued on next page
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Table 1 — Top m-Health applications by therapy area in 20183.
M-Health Area Description
Applica-
tions
Glucose Diabetes This application allows users to manually in-
Buddy - put glucose numbers, carbohydrate consump-
Diabetes tion, insulin dosages, and among other activi-
Logbook ties.
Manager
w/syncing,
Blood Pres-

sure, Weight
Tracking [79]

GoMeals [80]

Diabetes

This application is designed to aid the user in
healthy lifestyle choices featuring food, activ-

ity, and glucose tracker.

ADHD An-
gel [81]

Mental health
&  behavioral

disorders

An application that features reminders for
medication intake, an updated health reports
for physician visits, and advice on the 8 main

ADHD ’Tipping Points’.

Live  OCD
Free [82]

Mental health
&  behavioral

disorders

This application claims to reduce obsessive-
compulsive disorder (OCD) symptoms by 34%
in 8 weeks. It features video tutorials and ex-

tensive user guide.

T2 Mood
Tracker [83]

Mental health
&  behavioral

disorders

This application uses six pre-loaded mood
scales (anxiety, stress, depression, brain in-
jury, post-traumatic stress, general wellbeing)
or custom scales to monitor and track a user

mood.

Continued on next page
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Table 1 — Top m-Health

applications by therapy area in 2013.

M-Health Area Description
Applica-
tions
Office-Fit Musculoskeletal | An application that contains and offers sev-
(84] system  and | eral exercises against work-related pains and
connective stress.
tissue
WebMD Musculoskeletal | This application provides a complete approach
Pain  Coach | system and | to balancing lifestyle with chronic pain con-
[85] connective ditions, such as, back pain, neck pain, nerve
tissue pain, fibromyalgia, migraine, osteoarthritis,
and rheumatoid arthritis.
Zimmer Musculoskeletal | An application for people who suffer from os-
Arthritis 411 | system and | teoarthritis. It is an education tool that can
(86] connective be used at home to learn more about arthritis
tissue pain and treatment options.
Dr K’s | Oncology An application designed to aid women keep
Breast track of change in breasts. Furthermore,
Checker [87] it provides education information and re-
minders.
PCR Tracker | Oncology An application for Chronic myeloid leukemia
(88] (CML) patients that includes lab tests re-
sults tracking, treatment reminders, under-
stand treatment milestones, and also features
educational tools and videos.

Continued on next page
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Table 1 — Top m-Health applications by therapy area in 20183.

M-Health Area Description

Applica-

tions

SkinKeeper Oncology This application allows users to monitor

[89] moles, capture important personal, and fam-
ily skin cancer risk factors. Moreover, it allows
a patient to share this information with their
doctor.

Noteness Nervous  sys- | A multiple sclerosis diary application that al-

(Multiple tem lows a user to track and monitor injections and

Sclerosis) symptoms.

[90]

Parkinson Nervous sys- | An application for Parkinson patients and

Diary [91] tem caregivers to record, reports, and reviews
Parkinson symptoms.

Young Nervous sys- | An application for young people with epilepsy

Epilepsy [92] | tem and also for their parents or carers. Contains
a education portal, video, and a diary.

Ovulation ‘Womens An application to track and predict menstrual

Calendar Health cycle days. It aids women to become pregnant

Ladytimer or avoid pregnancy.

Free [93]

Period Diary | Womens An application that monitors menstrual symp-

(Period, Fer- | Health toms, body weight, temperature through a

tile & Ovula-
tion Tracker)

[94]

fully animated period, and ovulation tracker.

Continued on next page
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Table 1 — Top m-Health applications by therapy area in 20183.

M-Health Area Description

Applica-

tions

Pregnancy Womens An application to aid women through preg-

Tracker [95] | Health nancy day-by-day. The women has access to
personalized content and the latest parenting
news and health information.

Baby  Con- | Childrens A baby tracking application featuring graph-

nect (Activ- | Health ical reports and trending charts, weekly aver-

ity Logger) ages, medicine, vaccine and growth tracking,

[96] timers, notifications, reminder alarms.

Baby Food | Childrens An application that features a baby log-

Pee Poo Free | Health ger/tracker, reminders (feeding, diaper

[97] change, and sleep), and a white noise
recorder /player.

Total Baby | Childrens A complete baby tracking application that

(98] Health covers: Diapers, Nursing, Pumping, Bottles,

Solids, Sleeping, Bath, and Other (timing and
tracking), Diary, Milestones, Doctor Visits,
Growth, Vaccines, and Allergies (logging).

4. Discussion and Open Issues

The advent of mobile technology and applications are transforming the way

health information is accessed, delivered, and managed. Cloud computing is

providing numerous benefits to healthcare industry distributing and accelerat-

ing deliverance of healthcare services. Healthcare industry’s adherence to cloud

computing is inevitable and it is already happening [99]. The fourth-generation
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295

300

305

310

315

320

(4G) mobile communications system is the main responsible for enabling these
advents. 4G technologies and networks empower new services and consumer us-
age models, reflected in corresponding m-Health services and applications [100].
These authors believe the future of this topic will pass by the transposition of
services and applications based on the individual to services that involved groups
and social networks. Nowadays, social networks are playing an important role
on the people daily lives. M-Health solutions may enable social networking to
promote healthy behaviors and awareness among patients involved in network
groups and communities. Based on the above review of the state-of-the-art and
market research on m-Health services and applications, mobile and ubiquitous
paradigms raises important open issues. Cooperation between m-Health appli-
cations is a challenge that needs a more comprehensive study. Either patients
or physicians that use the same or different services should cooperate in or-
der to accomplish common objectives. Cooperation methods also aim a better
efficiency and performance of mobile devices (for example, device battery, stor-
age, and network). In an m-Health typical system architecture, sensitive health
data is exchanged through wireless networks. Then, data privacy and security
is a major issue on information management for public health needs. A study
related with the impact of mobile communication technologies for health on pa-
tients and health professionals must be performed. This study should include
questionnaires to collect data related to the influence of m-Health applications
on end-users/patients daily routine. A study on how m-Health applications can
reduce financial costs to end-users/patients and how the healthcare public and

private systems are affected by m-Health.

5. Conclusion

M-Health services and applications propose healthcare delivery anytime and
anywhere overcoming geographical, temporal, and even organizational barri-
ers with low and affordable costs. This study reviewed the state-of-the-art on

m-Health services and technologies. Furthermore, it presented the m-Health
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technologies growth, its regulation, and legislation issues. Based on this com-
pressive review, the authors believe that m-Health services and applications has
already a very important and determinant role in restructuring the old health-
care services and systems that still based on the physical relationship between
patient and physician. Moreover, m-Health applications have a strong impact
on all healthcare services, such as, hospitals, care centers, and emergency atten-
dance. Therefore, it aims to be a major improvement on patient lives, especially

in elderly, disabled, and chronically ills.
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Abstract—Wireless ad-hoc networks use mobile devices to
deliver services supported by high-speed network connections
and high-speed data transmissions, in real time. These devices
(network nodes) typically act as the network infrastructure to
forward data to other nodes from a source to the destination.
However, several constraints (e.g., processor, energy consump-
tion, bandwidth, etc.) affect the overall network performance.
Cooperation strategies have been considered as a solution to
such network limitations and constraints. Recent studies present
cooperation mechanisms as a solution to unstable network infras-
tructures where mobile nodes cooperate with each other forward-
ing data and performing all the networking functionalities. This
paper presents a comprehensive review of the state of the art on
cooperation strategies and algorithms for mobile ad-hoc networks
(MANETs) and delay tolerant networks (DTNs). These chal-
lenged networks frequently comprise situations where traditional
Internet protocols fail to provide effectively a desired or expected
communication. This study focuses on cooperation incentive-
based approaches for network architectures that support mobile
devices and that are challenged by mobility constraints, such as,
battery and storage capacity, broadcast constraints, interferences,
disconnections, noises, limited bandwidths, and network delays.
The surveyed approaches merits and weaknesses are discussed
and open issues are identified. Finally, conclusions are detailed.

Index Terms—Cooperation; Cooperation Mechanisms; Wire-
less networks, MANET, DTN, Mobile computing.

I. INTRODUCTION

ITH the rapid proliferation of mobile devices and

the evolution of wireless networks technologies, the
mobile Internet has experienced exponential growth in recent
years [1]. With mobile Internet, mobile devices have migrated
to data transfer and Internet services through several wireless
communication technologies such as third-generation (3G) and
fourth-generation (4G) services. Currently, 5G is a research
topic under intensive research. This technological evolution
triggers a new era of anytime/anywhere access to informa-
tion, multimedia applications, and multiple mobile services[2].
Mobile devices frequently use wireless networks, especially
local area networks (LANSs), to access Internet services and
communicate directly among them. However, in the absence
of an access point (AP), mobile devices can create a mobile ad-
hoc network (MANETS) [3], creating a group or several groups
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of wireless network nodes in a temporary network without
centralized infrastructure [4] where the devices perform all the
network tasks to provide connectivity. Furthermore, for net-
work scenarios characterized by long and variable propagation
delays, low node density, low transmission reliability, node
mobility, and disruption, the delay tolerant networking (DTN)
[5] paradigm is also considered to solve such network issues.
DTN routing protocols assume that network nodes store-and-
forward data to other nodes until the communication reaches
the destination node.

These network architectures based on mobile devices and
wireless communications present several challenged issues
and constraints, such as, battery and storage capacity, broad-
cast constraints, interferences, disconnections, noises, limited
bandwidths, and network delays. The mobility paradigm of
anytime/anywhere access to Internet services is constantly
challenged by network and communication limitations, and
the experience expected by users it is far to be perfect. In
this sense, cooperative strategies appeared as a solution that
focuses on increasing network connectivity, communication
rates, reliability, and energy optimization. For instance, coop-
eration strategies are a key aspect in User-Centric Networks
(UCN) to motivate users to share their resources and to avoid
uncooperative nodes to prevent the usability of the entire
system. These networks uses an high cooperative environment
to enable Internet access to end-users, providing a better
Internet connectivity or allowing the access to services without
a reliable Internet connection [6], [7]. UCNs use cooperation
incentive based approaches to promote cooperation between
network agents [8]. Incentives, such as credit based mech-
anisms or reputation based mechanisms enforce cooperation
and also to promote a trust management system and assure a
fair network access [9], [10], [11].

Cooperation is a hot research topic that has been growing in
recent years with the advent of wireless networks. Basically,
in a challenged network scenario, in the presence of a situation
where traditional Internet protocols fail, nodes cooperate with
each other performing all the networking functionalities, such
as, support intermediate nodes by forwarding packets between
two distant nodes [12]. Recent studies propose cooperation
mechanisms and algorithms as a solution to improve wireless
networks performance [13].

This paper elaborates on an extensive review of the state of
the art on cooperative strategies for wireless ad-hoc networks
focusing on MANETSs and DTNs. It considers the most sig-
nificant cooperative based-approaches that present significant
improvements to the most simple cooperation solutions. The
main contributions of this paper are the following:
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« A comprehensive review on cooperative game theoretical
based approaches.
e A description of the most significant cooperative
incentive-based approaches.
¢ A discussion and comparison of the most relevant coop-
erative approaches, pointing their most significant char-
acteristics and open issues.
The reminder of this paper is organized as follows. Section
II elaborates on the current state of the art on cooperative
strategies for wireless networks while Section III focuses on
the most recent cooperation-based approaches for MANETs.
Section IV describes the most recent cooperation-based ap-
proaches for DTNs. A discussion on cooperative strategies and
open issues are presented in Section V. Finally, the paper is
concluded on Section VI.

II. COOPERATIVE STRATEGIES AND COMMUNICATION ON
WIRELESS NETWORKS

The overwhelming evolution of the available wireless net-
works based on multiple, unpredictable, and complex interac-
tions demands that network nodes cooperate with one another
to improve the overall network performance (as illustrated in
Figure 1). Cooperation strategies on wireless networks mainly
focuses on increasing power efficiency, network coverage,
outage probability reduction, and other wireless network con-
straints [14], [15], [16], [17]. Through cooperation, wireless
networks increase the overall performance increasing data
rates and network throughput. Furthermore, through relaying
schemes nodes can optimize their resources (e.g. battery life)
obtaining a balanced quality of service (QoS). Moreover, it
decreases network infrastructure dependency reducing costs
[18], [19].

Cooperative coding or relaying strategies, such as,
amplify-and-forward (AF), classic multi-hop, compress-and-
forward (CF), decode-and-forward (DF), multipath decode-
and-forward (MDF), among others, have been presented as
a solution to promote cooperative communication in wireless
networks. These cooperative relaying schemes can be applied
in both wired and wireless networks [20] and, in the last
decade, have been served as basis to several proposals for
cooperative strategies. This section considers the most relevant
cooperation strategies proposals for wireless networks.
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Fig. 1. Illustration of a cooperative network scenario.

Cooperative Network

Game theory techniques have been widely applied in coop-
eration strategies. Originally, these techniques were developed

for economic issues. Game theory aims to model scenarios
where several agents present mutual or may have conflict of in-
terests. Therefore, wireless networks architectures fit perfectly
in the game theory formulation [21]. In a typical cooperative
game scheme, network agents cooperate to achieve network
privileges/agreements so they can gain maximum benefits that
would not be obtained without cooperation through selfish
behaviors [22].

Wen et al. [23] present a game theory based approach
for wireless cellular networks that promotes user cooperation
to improve energy efficiency. The authors present a network
scenario that considers a cellular framework where two mobile
users request communication with a base station assuming
a DF relaying scheme. The cooperative game approach is
applied to solve decision problems (whether to cooperate or
not) improving and maximizing, therefore, the overall network
performance, mainly, the system payoff.

In [24], the authors present a cooperative strategy for wire-
less networks considering multi-user symmetrical cooperative
communications networks. The paper presents an admission
control algorithm to obtain maximum cooperation feasibility.
The authors use the Nash bargain solution (NBS) from game
theory approaches to optimize the bandwidth allocation during
cooperation. Through the presented simulation results, the au-
thors demonstrate this cooperation strategy improves the trans-
mission rates effectively in comparison to non-cooperative
strategies.

Gyarmati and Trinh [25] present an analysis and modeling
of the access method selection on mobile devices under
cooperation scenarios. The authors propose a model applying
game theory analysis to obtain optimal cooperation in wireless
technologies. Nash equilibrium strategies are presented for
mobile devices using multiple access technologies to deter-
mine the devices optimal access method. The performance
of the proposal was evaluated through simulation where the
results were obtained for a case study quantifying the impact
of the proposed model on payoff and energy usage.

Zetterberg et al. describe experimental results of an in-
vestigation on cooperative relaying schemes including AF,
DF, cooperative maximum ratio combining (CMRC), and
distributed space-time coding (DSTC) [26]. Furthermore, the
authors include a novel relaying strategy called selection
relaying (SR). SR considers that one of two relay nodes is
selected based on path-loss. Results show that all cooperative
schemes increase the coverage area compared with direct
transmission and that antenna diversity improve the overall
system performance.

In [27] the authors present a novel cooperative communica-
tion system that operates over wireless networks in real-time.
The authors demonstrate through a performance evaluation
study that using AF relays clearly benefits and improves the
conditions of a realistic wireless network.

Korakis et al. [28] present an implementation of the above-
described cooperative MAC protocol called CoopMAC [29].
It is based on two different approaches, one based on open
source drivers and another based on software defined radio
platform. Furthermore, the study compares and confirms that
the cooperative MAC protocol outperforms the legacy (IEEE
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802.11) MAC protocol, improving the overall network perfor-
mance.

Laura Cottatellucci et al. [30] refer four articles that focus
on cooperative transmission and analysis and optimization
of cooperative protocols. These articles are presented and
described bellow.

In [31] the authors propose a novel end-to-end outage
probability approach of a cooperative diversity system based
on exact integral expressions. In this proposal, a relay node
assists in the communication between source and destination
nodes. This paper also introduces insights and advantages on
the impact of the multiple-access protocol on cooperation, pre-
senting comparison results with non-cooperative approaches.

Vandendorpe et al. present a proposal for the optimization
and minimization of the transmit-power for throughputs and
link performances [32]. The authors consider a relay node
that operates in a DF mode to assist between source and
destination. Furthermore, the paper considers the use of two
different protocols to compare and investigate the power
allocation problem using two types of power constraints.

In [33] a proposal for cooperative systems that considers
two-user coordination interleaved coded cooperation (CICC)
scheme is presented. This proposal combines cooperative
and modulation schemes whether users know the cooperation
status or not. The CICC was proposed mainly to increase both
bandwidth efficiency and diversity gains. The authors claim
through a performance evaluation and comparison that this
proposal outperforms the best space-time approaches used in
cooperation systems.

In [34] the authors propose an end-to-end antenna selection
(EEAS) strategy to maximize end-to-end mutual information
and diversity gains for multiplexing gains in a multi-hop
relay channel. This proposal considers the use of a subset
of end-to-end joint antenas of each relay stage for source
signal transmission to the destination. Therefore, amplifying
and forwarding at each relay stage achieve maximum mutual
information at the destination.

Cooperative strategies on wireless network commonly aim
network efficiency improving the overall performance increas-
ing data rates and network throughput. However, mobility
scenarios are constantly challenged and unstable forcing net-
work nodes to self-adapt to the network characteristics. Next
section overviews the most important techniques to enforce
cooperation in MANETs.

III. COOPERATION STRATEGIES FOR MOBILE AD-HOC
NETWORKS

In a mobile ad-hoc network (MANET) mobile devices
(network nodes) are continuously self-adapting/configuring
to the network characteristics to receive and forward data
[35]. Therefore, it is assumed that all network nodes must
cooperate so that data can be forwarded or routed. However,
this cooperative behavior is not followed by all the nodes that
are called un-cooperative nodes. These nodes can be faulty or
malicious, or/and selfish and may not always forward other
nodes data or refuse to perform specific network operations
[36]. Several cooperation strategies have been proposed to
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stimulate cooperative nodes and mitigate the detrimental effect
of non-cooperative nodes. This section presents the most
significant cooperation strategies and mechanisms proposed
for MANET:.

A. Incentive-based cooperation strategies

Cooperative incentive-based approaches are divided in two
main groups: virtual currency based schemes and reputation
based schemes [37] [38]. Virtual currency schemes use in-
centives to enforce nodes cooperation by addressing packet
forwarding services as priced transactions using virtual credits.
These virtual payments are often given to nodes that coop-
erate and perform other specific network operations. Virtual
currency schemes also assume that forwarding services have
an inherent cost to network nodes. Therefore, non-cooperative
nodes need incentives to forward packets of other nodes.

Nuglets [39] is a popular system that uses virtual currency
schemes that address the problem of non-cooperative nodes in
large MANETS for civilian applications. This system uses a
virtual currency, called nuglets, to stimulate packet forwarding
decreasing, therefore, node selfish behaviors without negative
effects on the network overall performance.

Another popular credit-based system, called Sprite, is pre-
sented in [40]. This virtual currency approach consists in a
cheat-proof system that stimulates cooperation among selfish
nodes. Sprite does not need any tamper-proof hardware at any
node and it uses a received/forwarded message receipts to
validate and determine the charge and credit to each node
involved in a transmission. Furthermore, Sprite includes a
central credit clearance service (CCS) to manage the credit
payments to cooperative nodes. Therefore, selfish nodes are
motivated to cooperate and to report their actions (selfish or
not) honestly using a game theory perspective.

Jakobsson et al. propose a micro-payment scheme to stimu-
late cooperation in multi-hop cellular networks [41]. This pro-
posal uses micro-payments as a reward for packet forwarding
and punishes selfish behaviors or other forms of abuse. In
this proposal, the authors include a technique to determine
the package forwarding destination, a mechanism for base
stations to verify and validate if packets are accompanied by
their respective payments, the aggregation of payments, and a
method to detect and identify cheating behaviors.

In [42] the authors propose a mechanism to stimulate node
cooperation and prevent network congestion addressing the
problem of service availability in MANETs. They use the
concept of money and service charges to motivate users to
keep their devices turned on. For this purpose, the authors
introduce a virtual-currency called nuggets. Nuggets have no
monetary value and can only be used within the network.
Basically, every time a node wants to send a message, it must
pay in nuggets for this service. Therefore, it motivates nodes
to perform cooperative behaviors to gain more nuggets.

Buttydn and Hubaux present a cooperation mechanism
to stimulate nodes to perform packet forwarding [43]. The
authors consider a scenario where users can modify the node
behavior tampering with its software or hardware for selfish
purposes (e.g., save battery power). This proposal includes
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a nuglet (virtual currency) counter in each network node
that must remain positive. This counter decreases when a
node wants to send a packet and increases when a node
forwards a packet. Furthermore, this mechanism is protected
by a security module detecting and preventing fraud behaviors.
This cooperation mechanism motivates users to maintain their
devices turned on and, therefore, increasing packet forwarding.

In [44] Crocraft et al. propose a model to stimulate co-
operation in MANETSs that uses incentives to rewards users
that act as relaying nodes on multi-hop paths. The proposed
pricing mechanism uses a dual algorithm for traffic and
pricing management within the network. Node resources used
when forwarding traffic along multi-hop routes is rewarded
and prices are based on their bandwidth and power usage.
Furthermore, traffic routes are calculated and chosen to obtain
minimal routing price. The authors demonstrate that motivat-
ing users to act as relaying nodes, cooperation is a natural
consequence of this pricing mechanism proposal.

Anderegg and S. Eidenbenz present a network scenario
with game-theoretic routing where nodes that are assumed
to be selfish only forward packets if payments cover their
communication costs [45]. The authors propose a routing
protocol, called ad-hoc-VCG, for MANETS to mitigate selfish
behaviors achieving cost-efficiency and truthfulness. This pro-
posal guarantees that network agents reveal their true cost for
forwarding data and that routing is performed along the most
cost-efficient path.

In [46] the authors propose a credit-based cooperation
mechanism, called Express, that makes use of hash chains on
messages to avoid node cheating behaviors. Express does not
rely on any tamper-proof hardware and makes use of several
Sprite [40] main strengths, such as the above-mentioned CCS.
This proposal uses hash chains instead of digital signatures re-
ducing significantly operation processes and identifying more
clearly cheating behaviors. Authors demonstrate that Express
guarantees secure and rational cooperation providing rational
incentives for packet forwarding.

Raghavan and Snoeren presented an incentive-based scheme
that provides priority for packet forwarding to un-selfish nodes
[47]. This pricing forwarding scheme assumes that a MANET
provides two types of traffic: best-effort and priority. Network
nodes are rewarded with priority to access the best-effort
service. Selfish nodes are punished and deprived to access the
best-effort service.

Cooperative reputation-based mechanisms monitor the net-
work nodes behaviors using reputation to diminish selfishness
and even to isolate misbehaving nodes. These cooperation
strategies use reputation as an incentive to motivate nodes to
cooperate and, therefore, mitigate selfish behaviors. Usually,
in theses schemes, nodes reputation is obtained by neighbor
monitoring/observation and all the network nodes know the
reputation of the other nodes. This is the opposite of trust
based systems that often produce a rating that let parties to
rate each other. It goals that other parties decide in the future if
they want to cooperate with un-trusty parties. Trust systems are
also incentive-based systems and sometimes can be included
in reputation systems, or vice-versa [48].

One of the early studies in the area of reputation-based

schemes and, to the best of the authors knowledge, the first
one, was presented in [49] by Marti et al.. The authors studied
a reputation-based cooperation mechanism that used Watchdog
and Pathrater, that are extensions of the Dynamic Source
Routing algorithm (DSR) [50]. Its goal is to use Watchdog to
identify misbehaving nodes and Pathrater to manage routing
protocols to avoid these nodes. The authors shown through
simulation results that with these techniques, in the presence
of misbehaving nodes, the network ratio of overhead transmis-
sions increase as well as the network throughput.

CONFIDANT [51] aims to detect and isolate selfish nodes
compelling them to cooperate. These cooperative scheme as-
sent on four components per node: i) the monitor, where nodes
locally detect deviating behavior of other nodes by listening
the transmission of the next node or observing route protocol
behavior. This component sends ALARMs of misbehaving
actions to the trust manager component; ii) The trust manager
component receives these ALARMs and makes decisions
about to whom must provide or accept route information; iii)
The reputation system rates node reputation based on their
behavior; and iv) The path manager that based the reputation
rating defines the path ranking in order to avoid malicious
nodes.

CORE [52] scheme uses collaborative monitoring and a
reputation table to stimulate cooperation among nodes. In this
reputation table, nodes that have a good reputation can use
network services (i. e., packet forwarding or other specific
network operation) while nodes with a bad reputation are
deprived of network services. Basically, when a node forwards
a packet, its table reputation value increases. Otherwise, if the
node refuses to forward a packet, its reputation table value
decreases. Furthermore, to calculate this node reputation value,
CORE defines three types of reputation: subjective reputation,
calculated based on direct observation; indirect reputation,
calculated based on second hand information given by other
nodes; and functional reputation, calculated by a function that
uses a packet forwarding weight in function of its importance.

OCEAN [53] aims to detect and mitigate misleading routing
behaviors in MANETSs. This cooperation scheme focuses on
trust-management issues by avoiding second-hand reputation
information using only direct first-hand observations of nodes’
behaviors. Furthermore, OCEAN is an hybrid solution that
uses both reputation and incentives through micro-payments
to enforce cooperation. These payments are given to only
cooperative neighbor nodes and cannot be earned on other
packets in different routing paths.

In [54] He et al. present a cooperation scheme called Secure
and Objective Reputation-based Incentive Scheme for Ad-
Hoc Networks (SORI). SORI addresses problems of non-
cooperative ad-hoc networks were node’s selfish behaviors
degrades the overall network performance. Therefore, this
scheme aims to encourage nodes to forward packets and so de-
creasing selfish actions. SORI reputation mechanism quantifies
the node reputation in objective measures and its propagation
is only performed by neighbor nodes through an one-way-
hash chain based authentication scheme. Furthermore, SORI
includes also a punishment scheme that penalizes selfish nodes
that refuse packets forwarding.
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DARWIN (Distributed and Adaptive Reputation mechanism
for Wireless Networks) [55] is a cooperative scheme that
detects and punishes selfish behaviors with collision resistance
avoiding retaliation scenarios of nodes being wrongly per-
ceived as selfish nodes. Therefore, DARWIN guarantees full
cooperation among nodes solving with robustness imperfect
behaviors measurements.

Milan et al. present a research on negative impact of packets
collisions on hop-by-hop reputation-based mechanisms for
networks with uniform random traffic [56]. The authors pro-
pose a game theory model based on the classic Prisoner’s
Dilemma [57] to perform this study characterizing the impact
of selfish behaviors on the network capacity. Furthermore, this
study also includes the proposal of two more severe punish-
ment schemes, called, One-step Trigger and Grim Trigger.

In [58] the authors present a reputation scheme called
LARS (Locally Aware Reputation System). This proposal
deals with two types of node selfishness: selective selfishness
and extreme selfishness. Node reputation is calculated only
through direct observation. In selective selfishness, if a selfish
node or selfish behavior is identified by its direct neighbors,
the node reputation degrades. In case of extreme selfishness
the routes that contain these selfish nodes are deleted and new
routes are created excluding these nodes. Without being able
to improve their reputation, these nodes may be eventually
excluded from the network.

Liu et al. propose a solution for routing schemes to detect
node misbehaviors, called 2ACK [59]. This proposal can be
used as an add-on for routing protocols, such as, DSR for
MANETs. This scheme basically proposes to send two-hop
acknowledgment packets always in the routing path opposite
direction. These packets are sent back by the receiver of the
next-hop link. This way, 2ACK detects successfully, not the
misbehaving single node, but misbehaving links. Therefore,
it overcomes several issues, such as, ambiguous collisions,
receiver collisions, and limited transmission powers.

B. Cooperation-based Approaches

This sub-section addresses cooperation-based approaches
regardless of their incentive methods. These proposals im-
proved the typical cooperative schemes, introducing innovative
and single cooperation techniques, such as, the use of location
aware services, cloud services, and clustering techniques.

Luo and Deters present a study on how cooperation schemes
can improve the experience of mobile Web services consumers
[60]. This study focuses on the use of cooperation between
consumers and providers as an effective mean to improve
the consumer experience and the QoS in a scenario where
mobile devices (e.g., phones, smartphones, tablets) regularly
request services from the Web. This cooperation model is
based on a task prediction and uses two proxies, one in the
server side and another in the client side (software model
in the mobile device). The server proxy pre-fetches and pre-
processes, pre-requests made by the client to the Web service.
This way, through a task prediction, the system provides a
client with choices and decisions rather than just provide
stored information, therefore, improving the overall network
performance.
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In [61] the authors propose a distributed clustering protocol,
called Cooperative Networking protocol (CONET) for energy
saving in mobile devices with WLAN and Bluetooth inter-
faces. Figure 2 illustrates the CONET model presenting nodes
organized by clusters. It dynamically auto-configures clusters
of network nodes depending on their bandwidth requirements
and their common activities. These clusters are arranged in
Bluetooth personal area networks (PANs) and a cluster head
node is elected to act as a gateway between the PAN and the
WLAN access point. Therefore, enabling the clusters to access
the WLAN infrastructure and also save energy since that they
do not need to enable Wi-Fi in their devices.

. Cluster Head

——  WLAN Link

Bluetooth Link

Fig. 2. Tlustration of CONET protocol with nodes organized in clusters.

Khalek and Dawy present a cooperative-based solution for
video distribution over multi-hop networks to minimize the
total of energy consumption in a real-time video broadcast
scenario [62]. The proposed model includes a base station
capable to transmit and relaying the video bit stream for
mobile devices. The authors implemented two low complexity
approximation algorithms achieving great energy consumption
gains.

In [63] the authors proposed a cooperation-based strategy
for wireless networks using relay stations to improve the
throughput of the network balancing user traffic demand. This
proposal, illustrated in Figure 3, uses a main base station for
coordination instead of mobile relay nodes. Basically, it uses
static relay stations (RSs) to optimize the network perfor-
mance. The main base station distributes the requested content
to the RSs forming a virtual antenna array and cooperatively
transmitting the content to the mobile devices.

Main base station
/N

. RSs RSs
\\\ : Y N

Fig. 3. Tllustration of cooperation through relay stations.

Cooperation mechanisms have recently gained great rel-
evance in localization and navigation systems especially in
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wireless mobile networks. Several proposals have been elab-
orated where network agents estimate their positions through
cooperative-based approaches [64] [65] [66]. Win et al. pro-
pose a research and description of cooperative-based ap-
proaches for localization and navigation from a theoretical per-
spective to applications covering used technologies, schemes,
and algorithms [67].

Sammarco et al. present a location aware cooperation-based
approach to improve localization tracking among mobile nodes
through the information retrieved from a cellular network [68].
Each network node retrieves the location area code and the
local network base station cell ID. Cooperative nodes within
short links range (i.e., Bluetooth) request this information and
send it to a server. The server compares the retrieved infor-
mation and, through the Google Maps API [69], calculates
a more accurate location position, retrieving it back to the
mobile device.

In [70] authors overview cooperative localization ap-
proaches on wireless networks and study their performance
on ultrawide bandwidth (UWB) wireless networks. Further-
more, the authors also present a novel localization algorithm,
called SPAWN, that maps a graphical model directly onto
the network topology. SPAWN can be deployed in several
network scenarios requiring a minor communication overhead
and achieves an accurate and robust localization.

IV. COOPERATION STRATEGIES FOR DELAY TOLERANT
NETWORKS

In a delay tolerant network (DTN) [71] scenario, net-
work constraints (such as, limited storage capacity, limited
network bandwidth, and limited energy) affect the network
performance. Furthermore, the performance of a DTN is
also affected by long or variable propagation delays, low
node density, low transmission reliability, node mobility, and
disruption. Several routing protocols were proposed for DTN
[72], [73], [741, [75], [76], [77], however, most of them only
consider nodes mobility and no other behavior. DTN routing
protocols usually assume a cooperative scenario, however, this
is an unrealistic assumption. Nodes may not be able to always
cooperate due to resources limitations or even to selfish be-
haviors [78]. Therefore, in the last decade, several cooperation
studies and proposals for DTNs have been proposed in the
literature.

A study on the impact of node misbehavior in DTN net-
works is presented in [79]. This work evaluates the impact o
selfish nodes in several DTN routing protocols evaluating the
delivery ratio, buffer time, hop count, latency, and overhead
ratio. Results shown that different protocols are more resilient
according to the number and type of misbehaviors. The authors
main goal is to identify the best performance and select DTN
routing protocols in the presence of misbehaving nodes.

In [80] a study that focuses on the performance of a
DTN non-cooperative approach using three well known DTN
routing protocols (Epidemic [74], Two-Hop, and Spray-and-
Wait [75]) is presented. This performance evaluation study
focuses on message delivery delay and the transmission
overhead incurred until message delivery. Then, the authors

modeled cooperation as a node probability to drop a message
upon its reception or to forward it when encounters another
node. Results shown that introducing a simple cooperation
mechanism, the network performance considerably improved
with all applied routing protocols.

Shevade et al. [81] present a study and demonstration of a
DTN network overall performance degradation in the presence
of nodes selfish behaviors. Furthermore, the authors propose
an incentive-based strategy including the use of a simple
Tit-for-Tat (TFT) mechanism to stimulate cooperation and
mitigate node selfishness. This cooperative strategy assures
through the TFT mechanism that every node forwards as much
traffic as possible for a neighbor node as the neighbor also
forwards traffic to it.

A cooperation scheme for Delay-Tolerant Vehicular Net-
works based on the cooperative ARQ (C-ARQ) is considered
in [82]. This cooperation proposal reduces data losses in
transmissions between fixed access points placed along the
roads and passing by vehicles that buffer all the data. Basically,
in areas that vehicles have no connectivity to access points,
vehicles cooperate between them to increase the data delivery
rate. Figure 4 illustrates a network scenario where nodes that
failed to receive packets from an AP in their range, will
eventually receive the same packets through cooperation with
other vehicles in an area with no AP coverage.

Access
Point

I
=) ——
>

Fig. 4. Illustration of a network scenario for cooperation on DTNs.

A cooperative model, named Pay-for-Gain (PFG), is pro-
posed in [83]. This proposal is based on game theory and
loan-credit theory aiming to study the equilibrium point that
maximizes the nodes own interests in cooperating with others.
Furthermore, the authors present comparison results between
a TFT strategy and PFG using Prophet [84] routing protocol
using the ONE simulator [85]. Results shown that PFG mecha-
nism is more effective than TFT algorithm in mitigating selfish
node behaviors.

A game theoretical incentive scheme for DTN routing,
called Multicent, is presented in [86]. This proposal encour-
ages nodes to follow desired performance objectives, such as,
minimal average delay, maximal hit rate, and minimal maximal
delay by performing packet storage or forwarding. Further-
more, Multicent considers QoS of packet routing adjustable
to specific sources, destinations, or source-destination pairs.

In [87] authors address the problem of cooperation addi-
tional costs on DTN multiple heterogeneous groups of nodes.
The paper proposes a coalition game model for analyzing
cooperation decisions within groups of nodes based on a
tradeoff between performance gains and costs. This model
was developed based on multidimensional absorbing Markov
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chain. Basically, this cooperative model infers that none of the
node communities can improve their payoffs while forming
new coalitions.

Helgason et al. present a study on the performance of
opportunistic content distribution under different levels of
cooperation [88]. Authors consider three levels of coopera-
tion: ) no cooperation; ii) un-limited cooperation; and iif)
limited cooperation. In i) nodes do not cooperate and do not
forward other nodes content. In ii) nodes cooperate without
any restriction forwarding all desired contents and, in iii)
nodes cooperate but contents are forwarding within a limit of
time in order to save node resources (i.e., battery, CPU, link
load). Performance results showed that cooperative approaches
improve significantly the network performance.

MobiCent [89] is a credit-based incentive cooperative mech-
anism for DTNs to encourage cooperation among mobile
nodes. This solution enables routing protocols to discover the
most efficient paths minimizing the waste of transfer opportu-
nities. Moreover, MobiCent detects and deters cheating nodes
that create non-existing contacts to increase their rewards.
It also provides different payment mechanisms that adapt to
clients who want to minimize either payment or data delivery
delay.

In [90] authors present a cooperative peer-to-peer file shar-
ing technique for DTNs that aims to improve the accessibility
of media contents from mobile devices. This technique dis-
tributes files taking advantage of the mobility of mobile device
users or vehicles. As shown in Figure 5, the authors consider
the DTN as an extension of the Internet, calling it as hybrid
DTN. In this proposal, a single node downloads a file and
afterwards shares it with other nodes.

~ Internet

‘ Cooperative file
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Fig. 5. Illustration of a hybrid DTN network architecture.

An incentive-based scheme for DTNs to stimulate bundle
forwarding and cooperation among nodes, called SMART, is
presented in [91]. SMART uses credits to encourage selfish
nodes, charges and rewards DTN bundle forwarding. This
scheme enables intermediate nodes to transfer/distribute cred-
its without the involvement of the sender node. This feature is
very important in a DTN network scenario since those sender
nodes can predict forwarding paths and also due to possi-
ble delays that intermediate nodes may suffer from network
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constraints. Authors tested SMART compatibility with several
DTN routing protocols and also proposed two efficiency-
optimization methods for transmission and computation over-
head.

In [92] the authors propose simple strategies that moti-
vate data forwarding based on several cooperative incentive-
based models for DTNs in publish-subscribe frameworks.
These strategies are pull-based and discourage aggressive push
framework. Therefore, they allow receivers to choose what
messages they are willing to carry and forward. The pro-
posed strategies encourage data forwarding mitigating selfish
behaviors. Moreover, the authors demonstrate and study the
performance of the deployed schemes through a real mobile
platform testbed.

A cooperative reputation-based enforcement scheme for
DTNs is proposed in [93]. This approach includes a protocol
bundle propagation to detect and identify misbehaving nodes.
This protocol is compatible with both single-copy and multi-
copy DTN routing protocols. The reputation strategy features a
reputation manager that motivates nodes to forward bundles in
order to avoid punishments or even exclusion from the DTN.

Karaliopoulos presents a performance assessment of DTN
unrestricted and two-hop relaying schemes in the presence
of selfish nodes [94]. The author considers two types of
selfishness, one when a node refuses to copy and store a
third node data, and other when a node refuses to relay data
to other nodes. Results shown that unrestricted routing has
performance advantages over two-hop routing, decreasing the
number of selfish nodes.

MobilD [95] is a user-centric and social-aware cooperative
reputation-based scheme for DTNs. This scheme differs from
the traditional reputation schemes that are based on neigh-
bor direct observation. In MobilD, nodes are responsible to
manage and update their reputation and only showing it for
verification. The concept of self-check is included so that a
node keeps its bundle forwarding evidence. The community-
check concept is also included so that social-awareness of
forwarding evidence is collected and checked by other network
nodes.

Mei et al. present two forwarding protocols for DTN mo-
bile wireless networks of selfish individuals called Give2Get
Epidemic Forwarding and Give2Get Delegation Forwarding
[96]. Authors assume that all network nodes are selfish and
both protocols are Nash equilibria, which means that no node
has interest to deviate. Through simulation, authors shown that
both protocols improve the network performance by reducing
the number of messages. In terms of delay both protocols
introduce a small overhead.

V. DISCUSSION AND OPEN ISSUES

This section, presents a discussion on the above-surveyed
cooperation techniques and describes the identified open is-
sues. Table I and Table Il provide a summary and offer a
comparison analysis between the most significant cooperative
solutions for MANETs and DTNs. Moreover, these tables
highlight the classification of each solution into specific cate-
gories and cooperative approaches.
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TABLE I: Summary of cooperation proposals for MANETSs

Cooperation Cooperative | Conceptual Characteristics Proposal objectives/ | Key Aspects

Strategy / | based- Main goals

Author’s Name | aproach

Nuglets [39] Virtual Uses virtual currency, called | Addresses the | Payments/rewards to
currency nuglets, to stimulate packet for- | problem of non- | nodes  cooperative
based- warding cooperative nodes in | behaviors in  the
approach large MANETs for | form of a virtual

civilian applications | currency, called
nuglets

Sprite [40] Virtual Uses a received/forwarded mes- | Stimulates coopera- | Charge and/or credit
currency sage receipts to validate and | tion among selfish | virtual credits to a
based- determine the charge and credit | nodes node depending on
approach to each node. Includes a CCS its behavior

to manage the credit payments

Jakobsson et al. | Virtual Uses micro-payments as a re- | Stimulates coopera- | Micro-payments to

[41] currency ward for packet forwarding. | tion in multi-hop cel- | nodes that forward
based- Punishes selfish behaviors or | lular networks packets
approach other forms of abuse

L. Buttyan and | Virtual Uses virtual currency, called | Prevent network con- | Payments/rewards to

J.-P. Hubaux [42] | currency nuggets and service charges to | gestion through co- | users in the form
based- motivate users to keep their de- | operation, addressing | of a virtual currency,
approach vices turned on and to cooper- | the problem of ser- | called nuggets

ate vice availability in
MANETs

L. Buttyan and | Virtual Scenario where users can mod- | Stimulate nodes to | Uses a nuglet

J.-P. Hubaux [43] | currency ify the node behavior tampering | cooperate increasing | counter, that must
based- with its software or hardware | the network packet | be positive, that
approach for selfish proposes (e.g., save | forwarding motives  users to

battery power). Uses a nuglet cooperate
counter to motivate users to
maintain their devices turned on

Crocraft et al | Virtual Introduce incentives to rewards | Stimulate Rewards users that

[44] currency users that act as relaying nodes | cooperation in | act as relaying nodes
based- on multi-hop paths. Traffic | MANETS and forward traffic.
approach routes are calculated and cho- Rewards are based

sen to obtain minimal routing on their bandwidth
price and power usage

Anderegg and S. | Virtual Proposes a routing protocol, | Network agents re- | Routing protocol to

Eidenbenz [45] currency called ad-hoc -VCG, for | veal their true cost | mitigate selfish be-
based- MANETs to mitigate selfish | for forwarding data. | haviors on a network
approach behaviors  achieving  cost- | Routing is performed | scenario of only self-

efficiency and truthfulness along the most cost- | ish nodes
efficient path.

Express [46] Virtual Makes use of hash chains on | Guarantees secure | Hash chains on mes-
currency messages to avoid node cheat- | and rational | sages has a security
based- ing behaviors cooperation mechanism to pre-
approach providing  rational | vent nodes cheating

incentives for packet | behaviors
forwarding
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TABLE 1 — Summary of cooperation proposals for MANETs

Cooperation Cooperative | Conceptual Characteristics Proposal objectives/ | Key Aspects
Strategy / | based- Main goals
Author’s Name | aproach
Raghavan  and | Virtual Cooperative nodes are rewarded | Provides priority for | Service access
Snoeren [47] currency with priority to access network | packet forwarding to | manager, that allows
based- services. Selfish nodes are pun- | un-selfish nodes a fair access to a
approach ished and deprived to access network service
network services depending if the
node is cooperative
or not
CONFIDANT Reputation Four components per node: i) | Aims to detect and | A reputation system
[51] based- the monitor ; ii) The trust man- | isolate selfish nodes | that rates node repu-
approach ager; iii) The reputation system; | compelling them to | tation based on their
and iv) the path manager cooperate behavior
CORE [52] Reputation Uses collaborative monitoring | Stimulate Reputation table
based- and reputation table to stimu- | cooperation in | to stimulate
approach late cooperation among nodes. | MANETSs cooperation among
When a node forwards a packet, nodes
its table reputation value in-
creases. Otherwise, if the node
refuses to forward a packet, its
reputation table value decreases
OCEAN [53] Reputation Focuses on trust-management | Aims to detect and | Hybrid solution that
based- issues using only direct first- | mitigate misleading | uses both reputation
approach hand observations of nodes’ be- | routing behaviors in | and incentives
haviors MANETSs through micro-
payments to enforce
cooperation
SORI [54] Reputation Quantifies the node reputation | The main goal is to | Includes a punish-
based- in objective measures and its | encourage nodes to | ment scheme that pe-
approach propagation is only performed | forward packets and | nalizes selfish nodes,
by neighbor nodes through an | so decreasing selfish | compelling them to
one-way-hash chain based au- | actions cooperate
thentication scheme
DARWIN [55] Reputation Detects and punishes selfish be- | Guarantees full | Detects and punishes
based- haviors with collision resistance | cooperation among | selfish behaviors
approach avoiding retaliation scenarios of | nodes guaranteeing full
nodes being wrongly perceived cooperation
as selfish nodes
LARS [58] Reputation Every-time that a selfish node | Stimulate Node reputation
based- or selfish behavior is identified | cooperation in | is calculated only
approach by its direct neighbors, the node | MANETS through direct
reputation degrades observation
2ACK [59] Reputation Sends two-hop acknowledg- | Detects node | Can be used as an
based- ment packets always in the | misbehaviors add-on for typical
approach routing path opposite direction | and overcomes | MANET routing
sent back by the receiver of | ambiguous protocols
the next-hop link. This way, | collisions, receiver
2ACK detects successfully, not | collisions, and

the misbehaving single node,
but misbehaving links

limited transmission
powers
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TABLE II: Summary of cooperation proposals for DTNs

Cooperation Cooperative | Conceptual Characteristics Proposal objectives/ | Key Aspects
Strategy / | based- Main goals
Author’s Name | aproach
J. Pozo et al. [82] | Packet Based on the C-ARQ. Vehicles | Reduces data losses | Based on the cooper-
storage and | have no connectivity to access | in transmissions be- | ative ARQ (C-ARQ)
forwarding points, vehicles cooperate be- | tween fixed access
cooperative tween them to increase the data | points placed along
approach delivery rate the roads and pass-
ing by vehicles that
buffer all the data
Liu et al. [90] Packet Distributes files taking advan- | Aims to improve | Cooperative nodes
storage and | tage of the mobility of mobile | the accessibility of | download contents
forwarding device users or vehicles media contents from | to share it with other
cooperative mobile devices nodes later
approach
Pay-for-Gain Game Use game theory and loan- | Study the equilib- | Game theory and
(PFG) [83]. theoretical credit theory presenting a com- | rium point that maxi- | loan-credit  theory
approach parison results between a TFT | mizes the nodes own | based approach for
strategy and PFG interests in cooper- | DTNs
ate. Comparison re-
sults shown that PFG
mechanism is more
effective than TFT
Multicent [86] Game Based on packet storage or | Aims to improve | Encourages nodes to
theoretical forwarding. Considers QoS of | nodes minimal | follow desired
approach packet routing average delay, | performance
maximal hit rate, and | objectives by
minimal  maximal | performing
delay packet storage
or forwarding
Niyato et al. [87] | Game Proposes a coalition | Addresses the | Based on multidi-
theoretical game model for analyzing | problem of | mensional absorbing
approach cooperation decisions based on | cooperation Markov chain. Infers
tradeoff between performance | additional costs | that none of the node
gains and costs on DTN multiple | communities can im-
heterogeneous prove their payoffs
groups of nodes while forming new
coalitions
Shevade et al | Incentive- Includes a TFT mechanism to | Assures that every | Study and demon-

[81]

based strategy

stimulate cooperation and miti-
gate node selfishness

neighbor nodes
forwards the same
amount of network
traffic as possible

stration of degrada-
tion of a DTN net-
work overall perfor-
mance

MobiCent [89] Virtual Enables routing protocols to | Encourage coopera- | Detects and deters
currency discover the most efficient | tion among mobile | cheating nodes that
based- paths minimizing the waste of | nodes in DTNs create  non-existing
approach transfer opportunities. Detects contacts to increase

and deters cheating nodes their rewards

SMART [91] Virtual Enables intermediates nodes to | Stimulate bundle for- | Uses  credits  to
currency transfer/distribute credits with- | warding and cooper- | incentive selfish
based- out the involvement of the | ation among nodesin | nodes, charges and
approach sender node a DTN rewards DTN bundle

forwarding
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TABLE 11 — Summary of cooperation proposals for DTNs

Cooperation Cooperative | Conceptual Characteristics Proposal objectives/ | Key Aspects

Strategy / | based- Main goals

Author’s Name | aproach

Zhang et al. [93] | Reputation Includes and use a protocol | Stimulate bundle for- | Features a reputation
based- bundle propagation to detect | warding and cooper- | manager that moti-
approach and identify misbehaving nodes | ation among nodes in | vates nodes to for-

a DTN ward bundles

MobilD [95] Reputation Nodes are responsible to man- | Stimulate bundle for- | Differs from the
based- age and update their reputation | warding and cooper- | traditional reputation
approach and only showing it when ever | ation among nodes in | schemes that are

its necessary for verification.
The community-check concept
is also included so that social-
awareness of forwarding evi-
dence is collected and checked
by other network nodes

a DTN

based on neighbor
direct observation
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After a detailed analysis of the above-presented cooperation
techniques, cooperation design for mobile or wireless environ-
ments still presents several challenges and is considered an hot
research topic [97]. These network environments often lack of
standards that ensure all the devices have similar specifica-
tions. Furthermore, the fact that is impossible to guarantee the
network homogeneity and guarantee its quality and stability
creates unstable scenarios for cooperative schemes.

Mobile networks present several constraints, such as, mo-
bile devices resources (e.g. processor power, storage capac-
ity, battery life, network connections with limited bandwidth
and/or with high latency) that turns cooperation mechanisms
deployment in mobile environments a challenging task. In the
above sections, these potential and open issues in cooperative
schemes were presented. Moreover, they are inumered in [97],
[98], [99] and can be summarized as follows:

o Network low bandwidth and high latency issues.
Although cooperation mechanisms aim to solve such
issues, they can also jeopardize network efficiency and
effectiveness.

« Synchronization, security, and trustfulness. Often, co-
operation systems require extra trust, security, and syn-
chronization add-ons or systems. These extra cooperation
efforts are often software/hardware based add-ons that are
implemented and can be a difficult task to perform.

« Complex relaying schedulers. Networks with multiple
nodes relaying information between each other often re-
quires more sophisticated schedulers, adding complexity
to the system.

« Node discover/choice and routing paths. Cooperation
systems typically assume selfish nodes discovery in order
to determinate the best node to cooperate and to achieve
an optimum routing path. This might be the biggest
contribution of cooperative schemes, however, it also
can be the hardest one in the presence of unpredictable
uncooperative nodes.

« Mobile devices resources. Low processor power, short
amount of Random Access Memory (RAM), short battery
life, and devices storage can present limitations to nodes
cooperation. These issues definitively affect the node
behavior and can induce selfishness.

« Node heterogeneity. Network nodes can have different
hardware and/or software specifications. Therefore, co-
operation schemes must assume the need to adapt and
normalize node communication to achieve an optimal
cooperation.

« Fault-tolerance disconnection. In mobility environ-
ments, communication fault/disconnections often occur
during a relay situation. Therefore, it is necessary to
identify the fault, recover the original message, and
retransmit from the original node to the destination node.
However, this assumption might not be always possible
in a mobile scenario, being required to decide a new route
for the request.

The creation and deployment of cooperation systems taking
into account all the above-mentioned aspects is a key issue.
Cooperation-based approaches should always consider an op-

timal quality of service (QoS) and quality of experience (QoE)
with potential gains or without compromising or deteriorating
the network performance.

Cooperative schemes in MANETs are usually divided
in two types of approaches: credit based approaches and
reputation-based approaches. As above-presented, reputation-
based schemes have additional worrying issues in com-
parison with credit-based approaches [40], [46], [100]. In
reputation-based systems nodes can more easily form com-
munities/groups with faulty intentions to maximize their utility
and, therefore, gain more reputation. Furthermore, the reliance
of these schemes on wireless broadcast approaches is another
weakness. Credit-based schemes are more reliable in these
aspects, however, these schemes are always confronted with
node’s faulty or cheating behaviors. One weakness of these
approaches comes from the fact that they often rely on tamper-
proof hardware to assure security payments adding more
complexity to the cooperative system. Although, several works
tried to discard the hardware and credit-based approaches
have more security complexity and issues in comparison to
reputation-based approaches.

In DTNSs, cooperative incentive based approaches are ex-
traordinarily challenging due to these networks characteristics.
Typical MANETS cooperation incentive-based schemes are not
suitable for DTNs, mainly for two reasons: in DTNs the end-
to-end path between source and the destination is unknown
before data forwarding; and flooding or multi-copy forwarding
is adopted often. Moreover, DTN reputation-based schemes
face the fact that data forwarding cannot be observed during
the store-carry-and-forward process. Efficiently node reputa-
tion propagation through the network is also another chal-
lenging issue. DTN credit-based incentive schemes regulate
the store-carry-and-forward process and packet-forwarding
through some form of virtual currency. However, the above-
mentioned security issues are the same and in a DTN scenario
it is more complex to solve due to the big lack of network
infrastructures and device resources.

Cooperation based-approaches also aims a better efficiency
and performance of mobile devices (for example, device
battery, storage, and network). There are several network
architectures that are supported by mobile devices, such as,
general industry services where agents must cooperate and
share information through mobile devices and Healthcare
services where mobile health (m-Health) apps share medical
information with patients and physicians. In these scenarios,
especially in healthcare, cooperation between applications is a
challenge that needs a more comprehensive study.

VI. CONCLUSION

Cooperation strategies have been proposed as a solution
to unstable network infrastructures where mobile nodes co-
operate with each other forwarding data and performing all
networking functions. This paper elaborates a deep literature
review on cooperation based approaches focusing on MANETS
and DTNs. This study considered cooperative incentive-based
schemes but also includes significant and important proposals
on cooperative game theory based approaches. Furthermore,
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this paper presented a discussion and open-issues of the above
surveyed works presenting and discussing the main challenges,
merits and weaknesses in the construction and design of
cooperative solutions for MANETSs and DTNs.

ACKNOWLEDGMENTS

This work has been partially supported by Instituto de
Telecomunicagdes, Next Generation Networks and Applica-
tions Group (NetGNA), Covilhd Delegation, by Government
of Russian Federation, Grant 074-U01, by National Funding
from the FCT - Fundagdo para a Ciéncia e a Tecnologia in
the scope of R&D Unit 50008, financed by the applicable
financial framework (FCT/MEC through national funds and
when applicable co- funded by FEDER - PT2020 partner-

ship

agreement), and by the AAL4ALL Project (Ambient

Assisted Living for All), project co-financed by the European
Community Fund (FEDER) through COMPETE - Programa
Operacional Factores de Competitividade.

(11

[2]

[3]

[4]

[51

[6]

[71
[8]

[9

[10]

[11]

[12]

[13]

[14]

58

REFERENCES

W. Jianping, L. Hewu, S. Wenqi, W. Qian, J. Zhuo, and Z. Wei, “Tech-
nology trends and architecture research for future mobile internet,”
IEEE China Communications, vol. 10, no. 6, pp. 14-27, June 2013.
D. Raychaudhuri and N. B. Mandayam, “Frontiers of wireless and
mobile communications,” Proceedings of the IEEE, vol. 100, no. 4,
pp. 824-840, April 2012.

S. Corson and J. Macker, “Mobile Ad-hoc Networking (MANET):
Routing Protocol Performance Issues and Evaluation Considerations,”
RFC: 2501, 1999.

N. Rama Suri, Y. Narahari, and D. Manjunath, “An efficient pricing
based protocol for broadcasting in wireless ad hoc networks,” in
Communication System Software and Middleware, 2006. Comsware
2006. First International Conference on, 2006, pp. 1-7.

V. Cerf, S. Burleigh, A. Hooke, L. Torgerson, R. Durst, K. Scott,
K. Fall, and H. Weiss, “Delay-Tolerant Networking Architecture,” RFC
4838, April 2007.

A. Bogliolo, P. Polidori, A. Aldini, W. Moreira, P. Mendes, M. Yildiz,
C. Ballester, and J. Seigneur, “Virtual currency and reputation-based
cooperation incentives in user-centric networks,” in Wireless Com-
munications and Mobile Computing Conference (IWCMC), 2012 8th
International, Aug 2012, pp. 895-900.

A. Aldini and A. Bogliolo, User-Centric Networking: Future Perspec-
tives. Springer Publishing Company, Incorporated, 2014.

M. Yildiz, M. Khan, F. Sivrikaya, and S. Albayrak, “Cooperation
incentives based load balancing in ucn: A probabilistic approach,” in
Global Communications Conference (GLOBECOM), 2012 IEEE, Dec
2012, pp. 2746-2752.

A. Fernandes, E. Kotsovinos, S. string, and B. Dragovic, “Pinocchio:
Incentives for honest participation in distributed trust management,” in
Trust Management, ser. Lecture Notes in Computer Science, C. Jensen,
S. Poslad, and T. Dimitrakos, Eds. Springer Berlin Heidelberg, 2004,
vol. 2995, pp. 63-77.

Y. Zhang, L. Lin, and J. Huai, “Balancing trust and incentive in peer-
to-peer collaborative system.” I. J. Network Security, vol. 5, no. 1, pp.
73-81, 2007.

M. Yang, Q. Feng, Y. Dai, and Z. Zhang, “A multi-dimensional
reputation system combined with trust and incentive mechanisms in
p2p file sharing systems.” in ICDCS Workshops. ~IEEE Computer
Society, 2007, p. 29.

L. Buttydn and J.-P. Hubaux, “Stimulating Cooperation in Self-
Organizing Mobile Ad hoc Networks,” Mobile Networks and Appli-
cations, vol. 8, pp. 579-592, 2003.

G. Kramer, 1. Maric, and R. D. Yates, Cooperative communications
(Foundations and Trends in Networking). Now Publishers Inc., June
2007.

Y. Li, X. Zhu, and W. Zhao, “Cooperation mode selection for maxi-
mizing throughput in wireless networks,” in Wireless and Optical Com-
munications Networks (WOCN), 2011 Eighth International Conference
on, May 2011, pp. 1-5.

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[33]

L. Al-Kanj and Z. Dawy, “Optimized energy efficient content distri-
bution over wireless networks with mobile-to-mobile cooperation,” in
Telecommunications (ICT), 2010 IEEE 17th International Conference
on, April 2010, pp. 471-475.

L. Lai, K. Liu, and H. El-Gamal, “The three-node wireless network:
achievable rates and cooperation strategies,” Information Theory, IEEE
Transactions on, vol. 52, no. 3, pp. 805-828, March 2006.

S. Althunibat, G. Kibalya, and F. Granelli, “Energy-efficient network
discovery mechanism by exploiting cooperation among terminals,” in
Communications and Vehicular Technology in the Benelux (SCVT),
2012 IEEE 19th Symposium on, Nov 2012, pp. 1-5.

B. Sirkeci-Mergen and A. Scaglione, “On the power efficiency of
cooperative broadcast in dense wireless networks,” Selected Areas
in Communications, IEEE Journal on, vol. 25, no. 2, pp. 497-507,
February 2007.

P. Liu, Z. Tao, Z. Lin, E. Erkip, and S. Panwar, “Cooperative wireless
communications: a cross-layer approach,” Wireless Communications,
IEEE, vol. 13, no. 4, pp. 84-92, Aug 2006.

G. Kramer, I. Mari¢, and R. D. Yates, “Cooperative communications,”
Found. Trends Netw., vol. 1, no. 3, pp. 271-425, Aug. 2006. [Online].
Available: http://dx.doi.org/10.1561/1300000004

M. Felegyhazi and J.-P. Hubaux, “Game theory in wiress networks: A
tutorial,” EPFL, Tech. Rep., 2007.

D. E. Charilas and A. D. Panagopoulos, “A survey on
game theory applications in wireless networks,” Comput. Netw.,
vol. 54, no. 18, pp. 3421-3430, Dec. 2010. [Online]. Available:
http://dx.doi.org/10.1016/j.comnet.2010.06.020

S. Wen, B. Hu, A. B. Rad, X. Li, H. Lu, and J. Zhang, “Robust
nash dynamic game strategy for user cooperation energy efficiency
in wireless cellular networks,” Mathematical Problems in Engineering,
vol. 2012, 2012.

M. Kai, G. Xinping, and Z. Bin, “Symmetrical cooperative strategies
in wireless networks: A cooperative game approach,” in Control
Conference (CCC), 2010 29th Chinese, July 2010, pp. 4175-4179.

L. Gyarmati and T. A. Trinh, “Cooperative strategies of wireless
access technologies: A game-theoretic analysis.” Pervasive and Mobile
Computing, vol. 7, no. 5, pp. 545-568, 2011. [Online]. Available:
http://dblp.uni-trier.de/db/journals/percom/percom7 . html#GyarmatiT1 1
P. Zetterberg, C. Mavrokefalidis, A. S. Lalos, and E. Matigakis,
“Experimental investigation of cooperative schemes on a real-
time dsp-based testbed” EURASIP J. Wireless Comm. and
Networking, vol. 2009, 2009. [Online]. Available: http://dblp.uni-
trier.de/db/journals/ejwen/ejwen2009.html#ZetterbergMLM09

P. Murphy, A. Sabharwal, and B. Aazhang, “On building
a cooperative communication system: Testbed implementation
and first results”  EURASIP J. Wireless Comm. and

Networking, vol. 2009, 2009. [Online]. Available: http://dblp.uni-
trier.de/db/journals/ejwcn/ejwen2009. html#MurphySA09

T. Korakis, Z. Tao, S. R. Singh, P. Liu, and S. S. Panwar,
“Implementation of a cooperative mac protocol: Performance and
challenges in a real environment.” EURASIP J. Wireless Comm.
and Networking, vol. 2009, 2009. [Online]. Available: http://dblp.uni-
trier.de/db/journals/ejwcen/ejwen2009.html#KorakisTSLP09

P. Liu, Z. Tao, S. Narayanan, T. Korakis, and S. S.
Panwar, “Coopmac: A cooperative mac for wireless lans.”
IEEE Journal on Selected Areas in Communications, vol. 25,
no. 2, pp. 340-354, 2007. [Online]. Available: http://dblp.uni-
trier.de/db/journals/jsac/jsac25. html#LiuTNKPO7

L.  Cottatellucci, X.  Mestre, E. G. Larsson, and
A. Ribeiro, “Cooperative communications in wireless net-
works.”  EURASIP  J. Wireless ~ Comm.  and  Network-
ing, vol. 2009, 2009. [Online]. Available: http://dblp.uni-

trier.de/db/journals/ejwen/ejwen2009.html#CottatellucciMLR09

D. Skraparlis, V. K. Sakarellos, A. D. Panagopoulos, and J. D.
Kanellopoulos, “Outage performance analysis of cooperative diversity
with mrc and sc in correlated lognormal channels,” EURASIP J.
Wirel. Commun. Netw., vol. 2009, pp. 5:1-5:7, Feb. 2009. [Online].
Available: http://dx.doi.org/10.1155/2009/707839

L. Vandendorpe, J. Louveaux, O. Oguz, and A. Zaidi, “Rate-optimized
power allocation for df-relayed ofdm transmission under sum and
individual power constraints.” EURASIP J. Wireless Comm. and
Networking, vol. 2009, 2009. [Online]. Available: http://dblp.uni-
trier.de/db/journals/ejwen/ejwen2009.html#VandendorpeLOZ09

0. Orug and U. Aygoli, “M-psk cooperative trellis codes for
coordinate interleaved coded cooperation.” EURASIP J. Wireless
Comm. and Networking, vol. 2009, 2009. [Online]. Available:
http://dblp.uni-trier.de/db/journals/ejwen/ejwen2009.html#Oruc A09



[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

Cooperative Strategies for Challenged Networks and Applications: A Survey

R. Vaze and R. W. H. Jr, “End-to-end joint antenna selection
strategy and distributed compress and forward strategy for relay
channels,” CoRR, vol. abs/0905.2098, 2009. [Online]. Available:
http://dblp.uni-trier.de/db/journals/corr/corr0905.html#abs-0905-2098
S. Corson and J. Macker, “Mobile ad hoc networking (manet): Routing
protocol performance issues and evaluation considerations,” United
States, 1999.

J. Hu and M. Burmester, “Cooperation in mobile ad hoc networks,” in
Guide to Wireless Ad Hoc Networks, ser. Computer Communications
and Networks, S. Misra, 1. Woungang, and S. Chandra Misra,
Eds.  Springer London, 2009, pp. 43-57. [Online]. Available:
http://dx.doi.org/10.1007/978-1-84800-328-6_3

M. H. L. Froushani, B. Khalaj, and S. Vakilinia, “A novel approach
to incentive-based cooperation in wireless ad hoc networks,” in 18th
International Conference on Telecommunications (ICT), May 2011, pp.
78-83.

H. Shen and Z. Li, “Game-theoretic analysis of cooperation incentive
strategies in mobile ad hoc networks,” IEEE Transactions on Mobile
Computing, vol. 11, no. 8, pp. 1287-1303, 2012.

L. Buttyan and J.-P. Hubaux, “Nuglets: a virtual currency to stimulate
cooperation in self-organized mobile ad hoc networks,” Tech. Rep.,
2001.

S. Zhong, J. Chen, and Y. Yang, “Sprite: a simple, cheat-proof,
credit-based system for mobile ad-hoc networks,” in INFOCOM 2003.
Twenty-Second Annual Joint Conference of the IEEE Computer and
Communications. IEEE Societies, vol. 3, March 2003, pp. 1987-1997
vol.3.

M. Jakobsson, J.-P. Hubaux, and L. Buttyan, “A micropayment scheme
encouraging collaboration in multi-hop cellular networks,” in Proc.
Int’l Financial Cryptograph Conf., 2003.

L. Buttyan and J.-P. Hubaux, “Enforcing service availability in mobile
ad-hoc wans,” in Mobile and Ad Hoc Networking and Computing, 2000.
MobiHOC. 2000 First Annual Workshop on, 2000, pp. 87-96.

L. Buttyan and J.-P. Hubaux, “Stimulating cooperation in self-
organizing mobile ad hoc networks,” ACM Mob. Netw. Appl.,
vol. 8, no. 5, pp. 579-592, Oct. 2003. [Online]. Available:
http://dx.doi.org/10.1023/A:1025146013151

J. Crowcroft, R. Gibbens, F. Kelly, and S. Ostring, “Modelling
incentives for collaboration in mobile ad hoc networks,” Perform.
Eval., vol. 57, no. 4, pp. 427-439, Aug. 2004. [Online]. Available:
http://dx.doi.org/10.1016/j.peva.2004.03.003

L. Anderegg and S. Eidenbenz, “Ad hoc-vcg: A truthful and cost-
efficient routing protocol for mobile ad hoc networks with selfish
agents,” in Proc. ACM MobiCom, 2003, pp. 245-259.

H. Janzadeh, K. Fayazbakhsh, M. Dehghan, and M. S. Fallah,
“A secure credit-based cooperation stimulating mechanism for
manets using hash chains,” Future Gener. Comput. Syst.,
vol. 25, no. 8, pp. 926-934, Sep. 2009. [Online]. Available:
http://dx.doi.org/10.1016/j.future.2008.12.002

B. Raghavan and A. C. Snoeren, “Priority forwarding in ad hoc
networks with self-interested parties,” in In Workshop on Economics
of Peer-to-Peer Systems, 2003.

A. Jgsang, R. Ismail, and C. Boyd, “A survey of trust and reputation
systems for online service provision,” Decis. Support Syst., vol. 43,
no. 2, pp. 618-644, Mar. 2007.

S. Marti, T. J. Giuli, K. Lai, and M. Baker, “Mitigating
routing misbehavior in mobile ad hoc networks,” in Proceedings

of the 6th Annual International Conference on Mobile
Computing and Networking, ser. MobiCom ’00. New York,
NY, USA: ACM, 2000, pp. 255-265. [Online]. Available:

http://doi.acm.org/10.1145/345910.345955

D. B. Johnson, D. A. Maltz, and J. Broch, “Dsr: The dynamic source
routing protocol for multi-hop wireless ad hoc networks,” in In Ad Hoc
Networking, edited by Charles E. Perkins, Chapter 5. Addison-Wesley,
2001, pp. 139-172.

S. Buchegger and J.-Y. Le Boudec, “Performance analysis of the
confidant protocol,” in Proceedings of the 3rd ACM International
Symposium on Mobile Ad Hoc Networking &Amp; Computing, ser.
MobiHoc ’02. New York, NY, USA: ACM, 2002, pp. 226-236.
[Online]. Available: http://doi.acm.org/10.1145/513800.513828

P. Michiardi and R. Molva, “Core: A collaborative reputation
mechanism to enforce node cooperation in mobile ad hoc networks,”
in Proceedings of the IFIP TC6/TC11 Sixth Joint Working
Conference on Communications and Multimedia Security: Advanced
Communications and Multimedia Security. Deventer, The Netherlands,
The Netherlands: Kluwer, B.V., 2002, pp. 107-121. [Online]. Available:
http://dl.acm.org/citation.cfm?id=647802.737297

[53]

[54]

[55]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

[72]

S. Bansal and M. Baker, “Observation-based cooperation enforcement
in ad hoc networks,” CoRR, vol. ¢s.NI/0307012, 2003. [Online].
Available:  http://dblp.uni-trier.de/db/journals/corr/corr0307.html#cs-
NI-0307012

Q. He, D. Wu, and P. Khosla, “Sori: a secure and objective reputation-
based incentive scheme for ad-hoc networks,” in Wireless Communi-
cations and Networking Conference, 2004. WCNC. 2004 IEEE, vol. 2,
March 2004, pp. 825-830 Vol.2.

J. J. Jaramillo and R. Srikant, “Darwin: Distributed and
adaptive reputation mechanism for wireless ad-hoc networks,”
in Proceedings of the 13th Annual ACM International Conference
on Mobile Computing and Networking, ser. MobiCom ’07. New
York, NY, USA: ACM, 2007, pp. 87-98. [Online]. Available:
http://doi.acm.org/10.1145/1287853.1287865

F. Milan, J. J. Jaramillo, and R. Srikant, “Achieving cooperation in
multihop wireless networks of selfish nodes,” in Proceeding from the
2006 Workshop on Game Theory for Communications and Networks,
ser. GameNets '06. New York, NY, USA: ACM, 2006. [Online].
Available: http://doi.acm.org/10.1145/1190195.1190197

R. Axelrod, “Effective Choice in the Prisoner’s Dilemma,” Journal
of Conflict Resolution, vol. 24, no. 1, pp. 3-25, Mar. 1980. [Online].
Available: http://dx.doi.org/10.1177/002200278002400101

J. Hu and M. Burmester, “Lars: A locally aware reputation
system for mobile ad hoc networks,” in Proceedings of the 44th
Annual Southeast Regional Conference, ser. ACM-SE 44. New
York, NY, USA: ACM, 2006, pp. 119-123. [Online]. Available:
http://doi.acm.org/10.1145/1185448.1185475

K. Liu, J. Deng, P. K. Varshney, and K. Balakrishnan, “An
acknowledgment-based approach for the detection of routing
misbehavior in manets.” [EEE Trans. Mob. Comput., vol. 6,
no. 5, pp. 536-550, 2007. [Online]. Available: http://dblp.uni-
trier.de/db/journals/tmc/tmc6.html#LiuDVB07

Y. Luo and R. Deters, “Using cooperation to improve the experience of
mobile web services consumers,” in Services Computing Conference,
2009. APSCC 2009. IEEE Asia-Pacific, Dec 2009, pp. 213-218.
J.-W. Yoo and K. H. Park, “A cooperative clustering protocol for energy
saving of mobile devices with wlan and bluetooth interfaces,” IEEE
Transactions on Mobile Computing, vol. 10, no. 4, pp. 491-504, Apr.
2011. [Online]. Available: http://dx.doi.org/10.1109/TMC.2010.161

A. A. Khalek and Z. Dawy, “Energy-efficient cooperative video dis-
tribution with statistical qos provisions over wireless networks,” /[EEE
Transactions on Mobile Computing, vol. 11, no. 7, pp. 1223-1236,
2012.

H.-C. Lu and W. Liao, “Cooperative strategies in wireless relay net-
works,” Selected Areas in Communications, IEEE Journal on, vol. 30,
no. 2, pp. 323-330, February 2012.

N. Patwari, J. Ash, S. Kyperountas, A. Hero, R. Moses, and N. Cor-
real, “Locating the nodes: cooperative localization in wireless sensor
networks,” Signal Processing Magazine, IEEE, vol. 22, no. 4, pp. 54—
69, July 2005.

Y. Shen, H. Wymeersch, and M. Z. Win, “Fundamental limits of
wideband localization - part ii: Cooperative networks,” CoRR,
vol. abs/1006.0890, 2010. [Online]. Available: http://dblp.uni-
trier.de/db/journals/corr/corr1006.html#abs-1006-0890

U. Khan, S. Kar, and J. Moura, “Distributed sensor localization in
random environments using minimal number of anchor nodes,” Signal
Processing, IEEE Transactions on, vol. 57, no. 5, pp. 2000-2016, May
2009.

M. Win, A. Conti, S. Mazuelas, Y. Shen, W. Gifford, D. Dardari,
and M. Chiani, “Network localization and navigation via cooperation,”
Communications Magazine, IEEE, vol. 49, no. 5, pp. 56-62, May 2011.
C. Sammarco, F. Fitzek, G. Perrucci, A. lera, and A. Molinaro, “Lo-
calization information retrieval exploiting cooperation among mobile
devices,” in Communications Workshops, 2008. ICC Workshops ’08.
IEEE International Conference on, May 2008, pp. 149-153.

Google, “Google maps api.” [Online]. Available:
https://developers.google.com/maps/

H. Wymeersch, J. Lien, and M. Win, “Cooperative localization in
wireless networks,” Proceedings of the IEEE, vol. 97, no. 2, pp. 427—
450, Feb 2009.

V. Cerf, S. Burleigh, A. Hooke, L. Torgerson, R. Durst, K. Scott,
K. Fall, and H. Weiss, “Delay-Tolerant Networking Architecture,”
RFC 4838 (Informational), Internet Engineering Task Force, April
2007. [Online]. Available: http://www.ietf.org/rfc/rfc4838.txt

T. Spyropoulos, K. Psounis, and C. Raghavendra, “Single-copy routing
in intermittently connected mobile networks,” in Sensor and Ad Hoc
Communications and Networks, 2004. IEEE SECON 2004. 2004 First

59



[73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

60

Cooperative Strategies for Challenged Networks and Applications: A Survey

Annual IEEE Communications Society Conference on, Oct 2004, pp.
235-244.

J. Byers and G. Nasser, “Utility-based decision-making in wireless
sensor networks,” in Mobile and Ad Hoc Networking and Computing,
2000. MobiHOC. 2000 First Annual Workshop on, 2000, pp. 143-144.
A. Vahdat and D. Becker, “Epidemic Routing for Partially
Connected Ad Hoc Networks,” 2000. [Online]. Available:
http://citeseerx.ist.psu.edu/viewdoc/summary?doi=10.1.1.34.6151

T. Spyropoulos, K. Psounis, and C. S. Raghavendra, “Spray and
wait: An efficient routing scheme for intermittently connected
mobile networks,” in Proceedings of the 2005 ACM SIGCOMM
Workshop on Delay-tolerant Networking, ser. WDTN ’05. New
York, NY, USA: ACM, 2005, pp. 252-259. [Online]. Available:
http://doi.acm.org/10.1145/1080139.1080143

J. Burgess, B. Gallagher, D. Jensen, and B. Levine, “Maxprop: Routing
for vehicle-based disruption-tolerant networks,” in INFOCOM 2006.
25th IEEE International Conference on Computer Communications.
Proceedings, April 2006, pp. 1-11.

A. Balasubramanian, B. Levine, and A. Venkataramani, “Dtn routing
as a resource allocation problem,” SIGCOMM Comput. Commun.
Rev., vol. 37, no. 4, pp. 373-384, Aug. 2007. [Online]. Available:
http://doi.acm.org/10.1145/1282427.1282422

V. N. G. J. Soares and J. J. P. C. Rodrigues, Cooperative Networking.
Wiley, 2011, ch. Cooperation in DTN-Based Network Architectures,
pp. 101-115.

N. Magaia, P. Rogerio Pereira, and M. Correia, “Selfish and malicious
behavior in delay-tolerant networks,” in Future Network and Mobile
Summit (FutureNetworkSummit), 2013, July 2013, pp. 1-10.

A. Panagakis, A. Vaios, and I. Stavrakakis, “On the effects of cooper-
ation in dtns,” in Communication Systems Software and Middleware,
2007. COMSWARE 2007. 2nd International Conference on, Jan 2007,
pp. 1-6.

U. Shevade, H. H. Song, L. Qiu, and Y. Zhang, “Incentive-aware
routing in dtns,” in Network Protocols, 2008. ICNP 2008. IEEE
International Conference on, Oct 2008, pp. 238-247.

J. Pozo, O. Trullols, J. Barcelo, and J. Vidal, “A cooperative arq for
delay-tolerant vehicular networks,” in Distributed Computing Systems
Workshops, 2008. ICDCS ’08. 28th International Conference on, June
2008, pp. 192-197.

L. Yin, H. mei Lu, Y.-D. Cao, and J. min Gao, “Cooperation in delay
tolerant networks,” in Signal Processing Systems (ICSPS), 2010 2nd
International Conference on, vol. 1, July 2010, pp. V1-202-V1-205.
A. Lindgren, A. Doria, and O. Schelén, “Probabilistic routing
in intermittently connected networks,” SIGMOBILE Mob. Comput.
Commun. Rev., vol. 7, no. 3, pp. 19-20, Jul. 2003. [Online]. Available:
http://doi.acm.org/10.1145/961268.961272

A. Kerdnen, J. Ott, and T. Karkkdinen,
for dtn protocol evaluation,” in Proceedings of the 2Nd
International Conference on Simulation Tools and Techniques,
ser.  Simutools ’09. ICST, Brussels, Belgium, Belgium:
ICST (Institute for Computer Sciences, Social-Informatics and
Telecommunications Engineering), 2009, pp. 55:1-55:10. [Online].
Available: http://dx.doi.org/10.4108/ICST.SIMUTOOLS2009.5674

K. Chen and H. Shen, “Multicent: A multifunctional incentive scheme
adaptive to diverse performance objectives for dtn routing,” in Sensor,
Mesh and Ad Hoc Communications and Networks (SECON), 2013 10th
Annual IEEE Communications Society Conference on, June 2013, pp.
532-540.

D. Niyato, P. Wang, W. Saad, and A. Hjorungnes, “Coalition formation
games for improving data delivery in delay tolerant networks,” in
Global Telecc ications Conference (GLOBECOM 2010), 2010
IEEE, Dec 2010, pp. 1-5.

O. Helgason, F. Legendre, V. Lenders, M. May, and G. Karlsson,
“Performance of opportunistic content distribution under different
levels of cooperation,” in Wireless Conference (EW), 2010 European,
April 2010, pp. 903-910.

B. Chen and M. C. Chan, “Mobicent: a credit-based incentive system
for disruption tolerant network,” in INFOCOM, 2010 Proceedings
IEEE, March 2010, pp. 1-9.

C. Liu, J. Wu, X. Guan, and L. Chen, “Cooperative file
sharing in hybrid delay tolerant networks,” in Proceedings of
the 2011 3l1st International Conference on Distributed Computing
Systems Workshops, ser. ICDCSW ’11.  Washington, DC, USA:
IEEE Computer Society, 2011, pp. 339-344. [Online]. Available:
http://dx.doi.org/10.1109/ICDCSW.2011.68

H. Zhu, X. Lin, R. Lu, Y. Fan, and X. Shen, “Smart: A secure multilayer
credit-based incentive scheme for delay-tolerant networks,” Vehicular

“The one simulator

[92]

[93]

[94]

[95]

[96]

[97]

[98]

[99]

[100]

Technology, IEEE Transactions on, vol. 58, no. 8, pp. 4628-4639, Oct
2009.

K. Srinivasan, S. Rajkumar, and P. Ramanathan, “Incentive schemes
for data collaboration in disruption tolerant networks,” in Global
Telecommunications Conference (GLOBECOM 2010), 2010 IEEE, Dec
2010, pp. 1-5.

X. Zhang, X. Wang, A. Liu, Q. Zhang, and C. Tang, “Cooperation
enforcement scheme based on reputation for delay tolerant networks,”
in Computer Science and Network Technology (ICCSNT), 2011 Inter-
national Conference on, vol. 4, Dec 2011, pp. 2372-2376.

M. Karaliopoulos, “Assessing the vulnerability of dtn data relaying
schemes to node selfishness,” Communications Letters, IEEE, vol. 13,
no. 12, pp. 923-925, December 2009.

L. Wei, H. Zhu, Z. Cao, and X. S. Shen, “Mobiid: A user-centric and
social-aware reputation based incentive scheme for delay/disruption
tolerant networks.” in ADHOC-NOW, ser. Lecture Notes in Computer
Science, H. Frey, X. Li, and S. Rhrup, Eds., vol. 6811.
Springer, 2011, pp. 177-190. [Online]. Available: http://dblp.uni-
trier.de/db/conf/adhoc-now/adhoc-now2011.html#WeiZCS11

A. Mei and J. Stefa, “Give2get: Forwarding in social mobile wireless
networks of selfish individuals,” in Distributed Computing Systems
(ICDCS), 2010 IEEE 30th International Conference on, June 2010,
pp. 488-497.

D. Zhang, M. Li, and L. Hu, “Challenges to mobile ad hoc cooperation
design,” in Computer Supported Cooperative Work in Design, 2004.
Proceedings. The 8th International Conference on, vol. 1, May 2004,
pp. 517-520 Vol.1.

M. Dohler and Y. Li, Cooperative Communications: Hardware,
Channel and  PHY. Wiley, 2010. [Online].  Available:
http://books.google.pt/books?id=YWjOPrnD78 AC

A. Hinze and G. Buchanan, “The challenge of creating cooperating
mobile services: Experiences and lessons learned,” in Proceedings
of the 29th Australasian Computer Science Conference - Volume
48, ser. ACSC ’06. Darlinghurst, Australia, Australia: Australian
Computer Society, Inc., 2006, pp. 207-215. [Online]. Available:
http://dl.acm.org/citation.cfm?id=1151699.1151723

M. Stemm and R. H. Katz, “Vertical handoffs in wireless overlay
networks,” Mob. Netw. Appl., vol. 3, no. 4, pp. 335-350, Dec. 1998.
[Online]. Available: http://dx.doi.org/10.1023/A:1019197320544

Bruno M. C. Silva received his BsC degree
(licentiate) in 2008 in Informatics Engineering from
University of Beira Interior. In 2010 he received
his MsC degree in Informatics Engineering from
University of Beira Interior. He is currently a PhD
student on Informatics Engineering at the University
of Beira Interior under supervision of Prof. Joel J.
P. C. Rodrigues. He is also a PhD student member
of the Instituto de Telecomunicagdes, Portugal. His
current research areas are Delay Tolerant Networks,
Vehicular Networks, Mobile Computing, Ubiquitous

Computing, e-Health but especially in mobile Health. He authors or co-authors
12 international conference papers and 4 International Journal publications.



A Novel Cooperation Strategy for Mobile Health Applications

Chapter 4

A Novel Cooperation Strategy for Mobile Health
Applications

This chapter consists of the following article:

A Novel Cooperation Strategy for Mobile Health Applications
Bruno M. C. Silva, Joel J. P. C. Rodrigues, Ivo M. C. Lopes, Tiago M. F. Machado, and Liang Zhou
IEEE Journal on Selected Areas in Communtications, 31(9): Article 3, 28-36, 2013.

DOI: dx.doi.org/10.1109/JSAC.2013.8UP.0513003

Receive the 2013 Best Paper Award of the IEEE Communications Society, Thecnical Com-
mitte on e-Health

©2013 IEEE. Personal use of this material is permitted. Permission from IEEE must be obtained
for all other users, including reprinting/ republishing this material for advertising or promotional

purposes, creating new collective works for resale or redistribution to servers or lists, or reuse
of any copyrighted components of this work in other works.

According to 2013 Journal Citation Reports published by Thomson Reuters in 2014, this journal
scored ISI journal performance metrics as follows:

ISI Impact Factor (2013): 4.138

ISI Article InfluenceScore (2013): 2.395

Journal Ranking (2013): 14/247 (Engineering, Electrical & Electronic)

Journal Ranking (2013): 4/78 (Telecommunications)

61



A Novel Cooperation Strategy for Mobile Health Applications

28 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS/SUPPLEMENT, VOL. 31, NO. 9, SEPTEMBER 2013
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Mobile Health Applications

Bruno M. C. Silva, Joel J. P. C. Rodrigues, Senior Member, IEEE,
Ivo M. C. Lopes, Tiago M. F. Machado, and Liang Zhou, Member, IEEE

Abstract—Mobile Health (m-Health) systems include the use
of mobile devices and applications that interact with patients
and caretakers. However, mobile devices have several constraints
(such as, processor, energy, and storage resource limitations),
affecting the quality of service and user experience. This paper
proposes a novel cooperation strategy for m-Health services and
applications. This contribution addresses two related limitations
to m-Health applications with service-oriented architectures,
namely the network infrastructure and Internet connectivity de-
pendency. It follows a reputation-based approach as an incentive
method for cooperation, which includes a Web service to manage
all the network cooperation. It is responsible for verifying the
cooperation status of neighbor nodes and to provide relay nodes
the required data in order to perform a full data request. A
performance evaluation study in a real scenario is presented,
using an available m-Health application, called SapoFit. For
performance evaluation purposes, an analytical model is also
considered in order to compare the obtained experiment results.
It is clearly shown that referred dependencies are relevantly
decreased, providing mobile nodes without Internet connectivity
a free of charge and suitable alternative to access its remotely
stored health information. It also improves the service delivery
probability while increasing the overall network throughput.

Index Terms—Mobile health; m-health; mobile computing; e-
health; cooperation

I. INTRODUCTION

OBILE health (m-Health) is considered the strongest

contribution for the next generation e-Health systems
and it is already changing typical healthcare services [1],
[2]. The study and development of m-Health services and
applications have been an important point of attention in
the last years. Several research topics related to health have
gathered important findings and contributions from m-Health,
such as, cardiology [3], [4], [5], diabetes [6], [7] obesity [8],
[9], [10], smoking cessation [11], among others. In the above-
mentioned medical issues, m-Health applications are applied
for health monitoring, diseases prevention and detection, and,
in more advanced services, also provides basic diagnosis.
M-Health services are also becoming popular in developing
countries [12], [13], where healthcare facilities are frequently
remote and inaccessible. Figure 1 illustrates a typical m-Health
service architecture supported by Web services (WS). These
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Illustration of an m-Health application framework based on Web

WS are hosted on Web servers and can be used through
network connectivity, including the Internet. Caretakers use
several devices and technologies, such as mobile devices,
sensors, and specialized health devices.

Architectures based on mobile devices and wireless com-
munications presents several challenged issues and constraints,
such as, battery and storage capacity, broadcast constraints,
interferences, disconnections, noises, limited bandwidths, and
network delays. In this sense, cooperation-based approaches
are presented as a solution to solve such limitations, focus-
ing on increasing network connectivity, communication rates,
and reliability. Cooperation is an important research topic
that has been growing in recent years. With the advent of
wireless networks, several recent studies present cooperation
mechanisms and algorithms as a solution to improve wireless
networks performance [14]. In the absence of a stable net-
work infrastructure, mobile nodes cooperate with each other
performing all networking functionalities. For example, it can
support intermediate nodes forwarding packets between two
distant nodes [15]. To the best of our knowledge, there are no
cooperative solutions for m-Health services and applications.
However, cooperative work in the mobile e-Health context has
been studied concluding that through cooperation health-care

0733-8716/13/$31.00 (© 2013 IEEE
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professionals can improve their work. Computer-supported
cooperative work (CSCW) is typically associated to tasks
from e-Mail and instant messaging to wireless information
sharing through broadband and telecommunication networks
[16]. In healthcare context, CSCW enables patients and health
professionals for working together especially from remote
locations [17], [18].

This paper proposes a novel cooperation strategy for m-
Health applications focusing on forwarding and retrieving data
to/from nodes that have no direct connection to an m-Health
application. In this sense, devices without Internet connection
can use m-Health applications without problems. This coop-
eration approach presents a reputation-based strategy where a
Web service manages the access control and the cooperation
among nodes along with their reputation. It considers three
main components: a node control message, a requester control
message, and a cooperative Web service (CWS). Both control
messages are used to manage a local cooperation between
two or more nodes. The CWS includes a reputation table
for all the nodes and decides which nodes can have access
to the requested services. The performance assessment and
validation of the proposal is also considered. It proves the
feasibility of this approach and also studies the impact of the
cooperation strategy on the performance of an m-Health appli-
cation taking into account different number of uncooperative
nodes. The cooperation proposal is deployed and evaluated in
an m-Health application for obesity prevention and control,
called SapoFit [19], [20], [21]. Results show that mobile
nodes without Internet connectivity can use the application
continuously with success. It also shows the improvement
of the service delivery probability and service average delay,
increasing the overall network performance.

The remainder of this paper is organized as follows. Section
II elaborates on related work about the topic focusing on coop-
eration techniques that contribute to the proposed cooperation
solution, including wireless, mobile ad-hoc, and delay-tolerant
networks (DTNs). Section III describes the proposed m-Health
cooperation strategy, while its performance evaluation and
validation through a prototype with an m-Health application
is presented in Section IV. This section also includes an
analytical model and these results are compared with those
from the real experiments. Finally, Section V concludes the
paper and points out further research works.

II. RELATED WORK

Cooperative mechanisms have proven to be a promising
solution for several network constraints in wireless networks
and important solutions have been presented in the literature
[22], [23], [24], [25]. Due to the overall characteristics of m-
Health architectures, this study mainly focuses on wireless
and mobile ad-hoc networks (MANETSs). The delay tolerant
network (DTN) paradigm is also considered to solve network
disconnection problems. The proposed solution for m-Health
applications gathered contributions from these available ap-
proaches.

A. Cooperation in wireless and mobile ad-hoc networks

Energy saving is a major concern in the context of wireless
networks with limited energy resources. Al-Kanj and Dawy
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[26] present an optimized energy efficient content distribution
and cooperation strategy for wireless ad-hoc networks. This
proposal assents on a centralized base station that manages
all network optimizations and minimizes energy consumptions
of mobile terminals. At the same time, this cooperation
strategy guaranties a quality of service (QoS) level where
mobile terminals can either use unicast or multicast to receive
content from the base station. Luo and Deters [27] investigate
the use of cooperation on mobile Web services consumers.
The authors propose a cooperation approach to improve the
responsiveness of the Web service to mobile clients. This
proposal includes two proxies to support cooperation. The
server-proxy helps the server to improve the responsiveness.
The client-proxy also benefits mobile clients to cooperate with
the service provider by sharing workflow for pre-processing.
Furthermore, to improve the performance of the mobile client
a simple caching component and a prediction model are also
included.

In a MANET [28] it is typically assumed that all network
nodes must cooperate. Without cooperation no packet can
be forwarded or route can be established [29]. However,
neither all the nodes forward other nodes messages - called
uncooperative nodes. Uncooperative nodes can be faulty or
malicious, or/and selfish. Faulty or malicious nodes cannot
follow a protocol or can be intentionally malicious to the
network. Selfish nodes are non-cooperative in several or spe-
cific network operations [30]. Several cooperation schemes
have been proposed for stimulate cooperation and mitigate
the detrimental effect of non-cooperative nodes. Basically,
two types of strategies are classified, virtual currency based
schemes and reputation based schemes.

Virtual currency schemes use incentives to enforce nodes
cooperation. These incentives are often given to nodes that
cooperate and, then, use these incentives to gain privileged
services from the network. Non-cooperative nodes that have
no incentives will not get any service from the network. Virtual
currency schemes assume that forwarding a message incurs in
a cost to a node. Therefore, a non-cooperative node needs an
incentive in order to forward messages of other nodes. Nuglets
[31] and Sprite [32] are examples of popular systems that use
virtual currency schemes. These systems use virtual payments
to incentive nodes to forward messages and the payment is
deducted from the sender or destination node.

Reputation schemes use the node reputation to diminish
selfish behavior. All network nodes maintain the reputation
of other nodes. Reputation is assessed by neighbor moni-
toring/observation or the exchange of reputation messages
between nodes. Two popular reputation based schemes are the
following: CONFIDANT [33] and CORE [34]. CONFIDANT
detects and isolates non-cooperative nodes, compelling them
to cooperate. Through passive observation nodes know all
the packets within a single-hop neighbor node. CONFIDANT
scheme assents on four components per node: a monitor,
where nodes locally monitor deviating behavior; a frust man-
ager that makes decisions about providing or accepting route
information; a reputation system that is basically the node
reputation rating; and a path manager that according to the
reputation system defining the paths to avoid malicious nodes.

CORE scheme uses collaborative monitoring and reputation
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mechanisms to stimulate cooperation among nodes. Basically,
nodes that have a good reputation can use network services
while nodes with a bad reputation, due to non-cooperative
behaviors, do not have access to network services. For calcu-
lating a node reputation value, CORE defines three types of
reputation: subjective reputation, calculated based on direct
observation; indirect reputation which is calculated according
to a second hand of information given by other nodes; and
Jfunctional reputation that is calculated through a function that
uses a weight in function of its importance.

B. Delay Tolerant Networks Paradigm and Cooperation tech-
niques

In a delay tolerant network (DTN) [35] scenario, net-
work constraints (such as, limited storage capacity, limited
network bandwidth, and limited energy) affect the network
performance. Furthermore, the performance of a DTN is
also affected by long or variable propagation delays, low
node density, low transmission reliability, node mobility, and
disruption. In such scenarios, node cooperation is a key issue
to success. Nodes can cooperate with each other storing and
forwarding interested data for all the network nodes. DTN
routing protocols usually assume a fully cooperative scenario.
However, this is an unrealistic assumption. Nodes may not
be able to always cooperate, due to resources limitations or
even to a selfish behavior [36]. Therefore, several cooperation
studies and proposals for DTNs have been presented and also
offer contributions for the current proposal.

Shevade et al. [37] studies and demonstrates the degra-
dation of a DTN performance due to selfish node behavior.
The authors propose the use of practical and simple tit-for-
tat (TFT) mechanism as an incentive strategy to stimulate
cooperation. Through the TFT inclusion, the proposal assumes
and guaranties that every node forwards as much traffic as
possible for a neighbor node since the neighbor also forwards
to it.

Morillo-Pozo et al. [38] proposes a cooperation scheme for
DTNs based on the cooperative ARQ (C-ARQ). This coop-
eration proposal reduces data losses in transmissions between
fixed access points placed along the roads and passing by
vehicles that buffer all the data. Basically, in areas that vehicles
have no connectivity to access points, vehicles cooperate
between them to increase the data delivery rate.

The cooperation mechanism proposed in this paper gathered
contributions from the above-described strategies in wireless,
mobile ad-hoc, and delay tolerant networks.

III. COOPERATION STRATEGY FOR MOBILE HEALTH
APPLICATIONS

This section describes, in detail, the cooperation approach
for m-Health applications, specifically with service oriented
architectures (SOAs) where Internet connectivity is required in
order to fetch the information. Thus, this approach is suitable
for mobile applications, and therefore, for mobile devices. It
is based on two mobile modules and one remote module: 1)
the node control message, ii) the requester control message
and iii) the cooperative Web service (CWS).
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A. Node Control Message (NCM)

Node Control Messages are sent from relay nodes to re-
quester nodes and aim to provide an awareness of the relay
node status, i.e., if the node is willing to cooperate and in
what conditions. The structure of the node control message is
presented in Figure 2.

The node control message contains the established node
unique identifier, the battery state, the Internet connectivity
status, and the cooperation status (i.e., if its cooperative
or not). This status is achieved in the following manner:
the application validates all the necessary requirements at
application level in order to forward packets to other nodes.
For instance, a third-party application, such as a Bluetooth
firewall, can jeopardize the cooperation blocking Bluetooth
communications. Thus, if a node connects to a relay node,
which is publicly identified through its Bluetooth prefix name
as mobile node with cooperation mechanisms, and does not
receive any packets from it, it is assumed that the user is
avoiding cooperation and therefore is considered as a selfish
node.

B. Requester Control Message (RCM)

The requester control message is first sent by the initial
requester node, and it comprises five main components: 1)
the requester ID, the node unique identifier; 2) the service
request, i.e., what the node is specifically requesting (e.g.,
the login token or its health profile); 3) the neighbors list;
4) the reputation list; and 5) the achieved cooperation time
(ACT). An illustration of the RCM is presented at Figure 3.
Its size can greatly change because it depends in the number
of aggregated neighbors and reputation lists.

To prevent a request node to indefinitely wait for a request,
it was defined a maximum waiting period (MWP). Therefore,
when a node initiates a request and sends the requester control
message, it will wait for the response until the MWP is lesser
than 30 seconds. This value is defined in order to control the
user quality of experience. When the MWP is achieved, the
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TABLE I
REPUTATION VALUE CALCULATION

Battery Internet Cooperation | Reputation
State Connectivity Status Value
Critical - - -
Poor 0 0 0
Poor 0 1 +3
Poor 1 0 0
Poor 1 1 +3
Regular 0 0 -1
Regular 0 1 +2
Regular 1 0 -2
Regular 1 1 +2
Excellent 0 0 -2
Excellent 0 1 +1
Excellent 1 0 -3
Excellent 1 1 +1

requester node cancels its request and starts searching and
requesting cooperation to a different initial node. The ACT
provides to all the nodes intervening in the cooperation process
an awareness approach assuming they should stop cooperating
and wasting resources finding a cooperative node with Internet
connectivity.

In order to record relay nodes cooperative behavior, repu-
tation lists (RLs) are used. The structure of the reputation list
and neighbor list is presented in Figure 4.

The reputation list (RL) records are updated at every in-
teraction with an intermediary node. They reside temporally
in the mobile nodes side until its information is passed and
updated definitely in the RL through the Web Service. The
reputation value (RV) is calculated through a correlation of
the relay node information received through the NCM, as may
be seen in Table I.

The node status is based on its storage capacity and energy
lifetime. A node has four types of status: critical, poor,
regular, and excellent. While a node with a critical state of
battery (below 15%) is neither compelled nor punished for
non-cooperation, a node is poor when its available power
energy is below 15%. The regular status occurs when its power
energy is between 15% and 70%. A node has an excellent
status when its available power energy is over 75%. The
reputation value (R,) ranges between -2 and +3. This interval
is assumed to guarantee that non-cooperative nodes with a low
number of nodes are punished. Cooperative nodes in a poor
status have the highest R, value (+3). The worst-case scenario
for an uncooperative node is the one that is in excellent status
with Internet connectivity and still refuses the cooperation.
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This node is punished with the worst R, value (equal to -2).

When a node makes a request to another node, which
does not have Internet connectivity, it is suitable that the
intermediary node does not relay information and connects
to a common neighbor of both, in order to achieve a better
node discovery scope through Bluetooth. Also, when one or
more malicious and uncooperative nodes are found during the
request path, it is convenient that those nodes are avoided
in the response packet route. Thus, neighbors lists (RLs),
presented at Figure 4, are built before each request and sent
within the requester control message in order to provide an
awareness to the other relay nodes and a general perspective
of the nodes in their proximities and their cooperative status.

C. Cooperative Web Service (CWS)

The proposed Web Service is responsible for performing a
fair access control to data. Thus, according to the received rep-
utation information, the Web Service holds the final reputation
list in order to decide if a requester node should have access to
the m-Health application Web service or not. The reputation
list contains all registered network nodes with their identifier
and their respective reputation value. The threshold value
available at the reputation table for the node N is represented
by R,. When the WS receives reputation information upon a
request, if performs its update, through R, . = R, ,, + R,
where the initial R, is equal to zero. The reputation table
considers three status of reputation: selfish, neutral, or coop-
erative. As may be seen by the equation 1, these statuses are
defined in order to provide a fair access to the Web Service,
which truly considers the node cooperative behavior. Thus,
an initial node with a reputation value equal to zero and,
therefore, considered as neutral, can access directly the Web
Service but cannot receive packets through cooperation. A
selfish node with a negative value of reputation cannot access
in any way to the information, being necessary to cooperate in
order to reach a positive reputation value. Last, a cooperative
node has full access to the WS. For networks with a small
number of nodes it is extremely important that uncooperative
nodes receive worst R,, punishing and motivating them to
cooperate.

Selfish, R, €] — 0o, —1]|
Neutral, R, €0
Cooperative, R, € [1,400]

Rep = (1)

Figure 5 presents a multi-user interaction scenario for an m-
Health application with the proposed cooperation approach.
User A has network connection and cooperates, the status
value is according to the battery status. User B has network
connection and does not cooperate. Then, the status value will
suffer a negative impact according with the battery status.
Users C and D do not have network connectivity. User
C queries User A for cooperation and receives a positive
response and all the requested data. User D queries User B
for cooperation and receives a negative response. Then, User
D requests data from User C that sends it, getting positive
status by cooperating.

A major concern in the proposal is the privacy issue of
all forwarded and retrieved data. Privacy is a top priority
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Fig. 5. Illustration of the interaction scenario for an m-Health application
with the proposed cooperation approach for 4 users - Users A and B have
network connectivity and Users C and D no.

issue in m-Health services and applications that deal with
user sensitive information. On m-Health applications several
security issues must be considered, such as, personal infor-
mation management, secondary use of personal information,
improper use of personal information, and errors with stored
personal information. Therefore, cryptographic mechanisms
can be seen as a solution to guarantied data confidentiality
and protection [39], [40].

The presented cooperation strategy assumes secure data
transactions among nodes using the Advanced Encryption
Standard (AES) cipher algorithm used in Cipher Feedback
Mode (CFB) with a key size of 128 bits [41]. This solution was
used taking into account the common small computing power
of mobile devices, the need for a relative lightweight cypher
algorithm, and therefore keeping a good balance between
performance and security.

IV. PERFORMANCE EVALUATION

This section focuses on the performance evaluation and
validation of the m-Health cooperation approach proposed in
this paper. Although the approach can be applied to mobile
applications with different categories (e.g., social networking
applications), and/or extended to other platforms, allowing
cross-platform cooperation, it was chosen the Google An-
droid Operating System. Besides the platform itself, hard-
ware requirements comprise the Bluetooth hardware, Wi-Fi
and/or GSM/CDMA data modules. First, the service-oriented
m-Health application (SapoFit) and corresponding network
scenario used to evaluate and demonstrate the solution is
introduced. Afterwards, the system validation and results are
discussed. The performance metrics used in the study are
the service requests delivery probability and service average
delay. These metrics are the network challenges that proposed
approach tries to improve.
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Fig. 6. Illustration of three activities of SapoFit with Login, Food Plans,
and User Profile Screenshots.

A. SapoFit application

SapoFit is a weight control mobile application that allows
users to keep track of weight in a healthier and more practical
way. SapoFit allows users to control their weight, body mass
index (BMI), basal metabolic rate (BMR), sports activity, and
the possibility to follow food plans based on their needed
calories. In this m-Health application all the users must be
registered in a Web service. Figure 6 presents three activities
screenshots of SapoFit application: Login, Plans, and User
Profile. At the Login window the user enters his/her e-Mail
address and corresponding password for authentication. After
login, the application communicates with the Web service
to obtain the personal user data (name, height, age, sex,
weight, etc.). After loading all the data, they are displayed in
a Profile window, which is the main window of SapoFit. At
the Plans option, the calories factor that depends on the user
target weight are presented. For the performance evaluation
of the m-Health cooperation proposal, a user without Internet
connection requesting access to the Login and Plans services
is considered. Therefore, the user Profile will be fully obtained
through cooperation among nodes.

B. M-Health network scenario

The real m-Health network scenario used for the perfor-
mance evaluation study of the cooperative proposal may be
seen in Figure 7. Nineteen (19) users use SapoFit with the
embedded cooperation mechanisms. For illustration purposes,
the figure only presents eight mobile nodes (using SapoFit),
assuming that three of them are uncooperative nodes. Node M
is the single node with connection to the SapoFit Web services.
Although an m-Health scenario presents high node mobility,
for evaluation purposes, it is assumed the node positioned
according to the presented network scenario. The activity
diagram of a mobile node (for a mobile device with SapoFit)
and its cooperation mechanisms are presented in Figure 8.
From the given figure, node A (without Internet connection)
tries to login SapoFit server application (authenticating at the
SapoFit Web service too). The application starts searching for
neighbor nodes using Bluetooth connection. Afterwards, the
requester node receives the node control message from each
neighbor node. According to theses messages, the cooperative
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list is updated and the request for login is sent together with
the cooperative list to all the cooperative neighbor nodes. This
process is repeated until finding a node (Node M) that is
willing to cooperate and with Internet connectivity as well.
When the request reaches a node in these conditions, the
cooperative Web service will update the reputation table and
evaluate the reputation of the requester node. If the node has
a selfish reputation, the login request is discarded. If it has a
cooperative reputation, the request is allowed without priority.
If it has a super-cooperative reputation, the request is allowed
with maximum priority over other sent answers. The same
cooperation procedures are followed while retrieving the login
service answer, but instead of searching a node with Internet
connectivity, it searches for the requester node id.

C. Performance analysis

This section focuses on the performance analysis of the
proposed cooperative strategy and its impact on the over-
all network performance. The study was performed through
the above-described real prototype. The case study scenario
included nineteen (19) users with the SapoFit application.
Non-cooperative cases where controlled and measured to a
maximum of nine to guarantee the minimum service per-
formance. The first and perhaps the most important analysis
refers to the case where without the cooperation strategy, all
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the devices with no Internet connectivity were unable to access
the application Web services and therefore cannot use the m-
Health application. Through cooperation all the devices can
indeed use the m-Health application. However, uncooperative
nodes affect directly the service delivery probability, service
average delay, and the overall network performance. Perfor-
mance metrics considered in this study are the service delivery
probability (in percentage) and the service average delay (in
seconds). The service delay is measured as the time between
the request for the application service and its delivery. It was
considered a worst-case scenario of nine uncooperative nodes.
The service delivery probability and the service average delay
as function of the number of uncooperative mobile nodes are
presented in Figure 9. As may be seen, when the number of
uncooperative nodes increases, the service delivery probability
decreases. As expected, the service average delay also presents
the same behavior. Increasing the number of uncooperative
nodes the service average delay increases. The maximum
service delay observed with nine uncooperative nodes was
about 83.7 seconds.

Analyzing the service average delay results, an analytical
model with two equations was used. Equations 2 and 3
calculate the maximum service delay and the service average
delay, respectively.

Maximum service delay = (o + 0+ @) X To+ (@ +0) X Tye
(2)

Service Average delay = (a+0+8) X Thin + (@ +0) X Tye
3)
where,

¢ « = Average connection establishment time = 3.6 seconds

e 0 = Average node control message transfer time = 0.43

seconds

« = Average request for service+Cooperation List transfer

time = 0.35 seconds

e [ = Average service response delivery time = 0.28

seconds

e T1in = Minimum required nodes for cooperation = 3

nodes

o 1. = Total of cooperative nodes (variable)

o Ty = Total of uncooperative nodes (variable)

The maximum service delay obtained by (2) was about 83.7
seconds, slightly below that one obtained by real experiments.
A comparison between the service average delay results from
the real experiments and the results obtained by (3) are
depicted in Figure 10. As may be seen, the observed results
show slightly variances that increase with the number of
uncooperative nodes. These variances were mainly caused by
mobile devices constrains, such as loss of Bluetooth connec-
tion between nodes, distance variation, and different devices
hardware specifications. However, this comparison results are
satisfactory, proving the feasibility of the obtained results from
the real experiments that clearly follows the behavior provided
by (3).

After the experiments, the users completed a survey eval-
uating their experience regarding the performance of the m-
Health application with the embedded proposed cooperation
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TABLE 1T
SURVEY QUESTIONS

| Question | Description ‘
Ql Without network connectivity, do you have always access
to the required information?
Q2 ‘Without network connectivity, do you received the required
information in a comfortable time?
3 Are the cooperation mechanisms embedded on the
- application totally ubiquitous to the user?

Is the performance of the mobile device affected by the

Q4 embedded cooperation mechanisms (broadband, battery,
etc.)?

mechanisms. The questions are listed in Table II and the results
may be seen in Figure 11. As can be observed, the results are
very good the received feedback is very promised for this
solution.

V. CONCLUSION AND FUTURE WORK

This paper proposed a cooperation strategy for m-Health
applications following a service-oriented architecture. This
approach presented a reputation-based strategy where a Web
service manages all the network cooperation, along with
the access control. It considers three main modules: a node
control message, a requester control message that includes
neighbors and reputation lists, among other components, as
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well as a cooperative Web service. The objective of providing
an increased network infrastructure and Internet connectivity
independency to m-Health applications with service-oriented
architectures was fully accomplished. The proposed solution
was evaluated, demonstrated, and validated through a real
m-Health prototype using the SapoFit m-Health application.
The service delivery probability and the service average delay
performance metrics were considered. It was shown that the
proposed approach provides network connectivity indepen-
dency to m-Health clients when Internet connection is required
and is not available. It was evaluated the influence of the
number of uncooperative nodes on the network performance.
The results confirm that when the number of uncooperative
nodes increases, both the service delivery probability and
the service average delay also increases, as expected. An
analytical model confirmed these results. Through the network
performance evaluation and its metrics results comparisons,
it is possible to conclude that proposed cooperation solution
have improved significantly the overall system performance
and the quality of service (QoS) of the m-Health application.
Despite some results variations, due to high mobility patterns
and limited laboratory environment, cooperation mechanisms
have shown significantly improvements on the QoS, namely,
on the request for service delivery probability and its average
delay, and hence improving the network performance due to
the less number of server-side concurrency accesses. Refining
the proposed strategy, including the treatment of sensitive and
priority medical information that is handled in a given m-
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Health application can be considered for future work. The
performance evaluation of the m-Health cooperative proposal
in more m-Health applications scenarios may also be consid-
ered.
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Abstract — Mobile Health (m-Health) system architectures are typically based on mobile and
wireless communications, and use mobile devices with data exchange supported by Web Services
(WS). Although m-Health systems offer mobility as a potential and precious resource they also
present several challenged issues and constraints, such as, battery and storage capacity, broadcast
constraints, interferences, disconnections, noises, limited bandwidths, and network delays.
Furthermore, constant mobility and often-required Internet connectivity also exposes and
compromises the privacy and confidentiality of the m-Health system information. This paper
proposes a novel data encryption solution for mobile health systems, considering a novel and
early-proposed cooperation strategy. This encryption solution, called data encryption for mobile
health applications (DE4MHA), tries to guarantee the best confidentiality, integrity, and
authenticity of m-health systems users data. The paper also presents a performance evaluation

study comparing the performance an m-Health application with and without the DEAMHA.

Keywords: Mobile Health; m-Health; Mobile computing; e-Health; Cooperation;
Cryptograph, Encryption; Security

1. Introduction

Mobile health (m-Health) is considered the future on Health telematics and a new edge on
healthcare innovation. It proposes and aims to deliver healthcare anywhere and anytime,

1
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surpassing geographical, temporal, and even organizational barriers [2,65]. It offers more
accessible and affordable healthcare solutions to patients that live in remote rural areas, that travel
constantly or that for some reason are physically incapacitated [40, 1]. In the last decade m-Health
has been an important area of research gathering and innovating important findings and
contributions to several health topics, such as, cardiology [47, 22, 40], diabetes [35, 44, 32],
obesity [71, 49,48,67], smoking cessation [68], and healthcare services for developing countries
[17], among others.

Typical m-Health services include mobile devices and wireless communications. Figure 1
illustrates a typical architecture of an m-Health system interacting with a Web service (WS) that
delivers and provides several health services. However, these services and architectures present
several challenging issues and constraints, such as, battery and storage capacity, broadcast

constraints, interferences, disconnections, noises, limited bandwidths, and network delays.

Web services
Remote
Monitoring
Systems Custom and
thssgan Emergenet Health Sgemghzed Data
Response Records ovices Gathering
Interface _—

Med
Mobile Devices | | Applications

Wearable
Sensors

Web servers

Figure 1. Illustration of a typical m-Health network architecture.

Several research studies present cooperation-based approaches as a solution to solve such
limitations and also to improve wireless networks performance [34, 11]. In the healthcare context,
cooperation among healthcare professionals has been studied and concluded that can improve their
work and performance. Computer-supported cooperative work (CSCW) is usually used to share
information through broadband and telecommunication networks (e-Mail or instant messaging)
[5]. However, CSCW applied to healthcare information systems could enable patients and
healthcare professionals to work together and share more efficiently health information even from
remote locations [52,12].

Another challenging issue in m-Health services and applications is privacy and security.

Moreover, security and privacy have been over the last year a point of interest in designing and

2
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researching IT solutions [3,13,26,30,36]. M-Health applications often save or access to sensitive
and personal information. A patient or a healthcare professional that manages such information
must assure its confidentiality, integrity, and authenticity. Therefore, cryptographic mechanisms
can be seen as an excellent solution to guaranty health information privacy and protection [53].
This paper proposes a data encryption solution for mobile health applications (DE4MHA) for an
early-proposed cooperation strategy presented in [60] considering m-Health systems to assure data
confidentiality, integrity, and authenticity. The cooperation strategy and the DE4MHA are
deployed and evaluated in a real m-Health application for obesity prevention and control, called
SapoFit [62,55,56]. The DE4MHA includes the use of the RSA algorithm [33] for asymmetric
encryption/decryption to assure Key exchange confidentiality and the Advanced Encryption
Standard (AES) algorithm [51] for symmetric encryption/decryption assuring data confidentiality.
To ensure data integrity a message digest is created with the generation of a hash of the transmitted
data. Digital signature is used for data authenticity, encrypting the previous hash message with the
RSA private Key. The HTTPS protocol is used to secure the communication with the SapoFit Web
service (WS). The network performance assessment and validation of the proposal is also
presented. This evaluation proves its feasibility and also studies the impact of the DEAMHA over
the cooperation strategy for m-Health applications.

The main contributions of the paper are the following:
=  Study of encryption/decryption algorithms for typical m-Healh network architectures;

= Proposal of an encryption/decryption hybrid approach using symmetric and asymmetric

encryption algorithms for typical m-Healh network architectures;

= Proposal of a data encryption solution for mobile health applications (DE4MHA) in

cooperation environments.

The remainder of this paper is organized as follows. Section II elaborates on related work about
the topic focusing on cryptography approaches suitable for e-Health and m-Health applications.
Section III summarizes the early-proposed cooperation strategy where the DEAMHA was applied
and the cryptography proposal and its conceptual design is presented in Section IV. The
performance evaluation and assessment of DE4AMHA is presented in Section V. Finally, Section

VI concludes the paper and points out further research works.
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2. Related Work

One of the most known and to the best of authors knowledge the first definition of m-health comes
from Istepanian and Lacal [29] when, in 2003, defined mobile health as “emerging mobile
communications and networks technologies for healthcare”. In 2006, Laxminarayan et al. [39]
presented an extensive study on the impact of mobility on the existing e-Health systems. In [16]
authors define mobile health as “the provision of healthcare services through use of information
and communication technologies (ICT) for mobile users”. Mobile health services are present in a
large scale in the applications available to users allowing them to obtain useful information about
their health care serving as well as awareness prevention. M-Health systems and applications use
the Internet and Web Services to provide an authentic pervasive interaction between physicians
and patients. Any healthcare professional or a patient can easily access the same medical record
anytime and anywhere through his personal computer, tablet, or smartphone. With the proliferation
of mobile devices [55], innumerous m-health applications have been developed and turned
available to the public through online markets [50] giving users the possibility of monitoring their
own health state, allowing them to create and maintain their own health records, treatments alerts,

health goals establishment, just to name few of them.

2.1 Challenges in m-Health systems design

The use and the design of mobile applications and systems include several challenges, such as,
limited computing power, storage space, and battery lifetime, among others [27]. Therefore, a
lightweight computing approach rather than an intensive and complex approach is desired in such
context [14]. Furthermore, mobile devices face several security issues summarized as follows [70]:
= Message interception and falsification — By monitoring and analysing wireless traffic
introducing then false packets to achieve network access compromising communications.
= Impersonation, identity theft and fraud — When using technical or social engineering
techniques, credentials of legitimate users may be obtained.
= Mobile virus and devices hijacking — A device can be fully exposed to attacks if
viruses, Trojans, or worms are installed in a disguised form.
= Spamming — Sending a huge amount of unsolicited SMS messages or Instant Messages

to users.
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=  Phishing — Term usually used to define the process that involves sensitive information
acquisition, like usernames, passwords or, e.g., credit card details through trust agent
personification on electronic communication. It is often accomplished by redirecting

users to fake Websites that look exactly as the one they expected.
When creating and designing m-Health services, it is extremely important to give the appropriated
attention to all the above-mentioned issues to assure that health data is secure and not

compromised. The most appropriate and ideal solution to handle such security issues is

cryptography [25].

2.2 Cryptography approaches suitable for e-Health and m-Health
services and applications

Cryptography may be defined as a set of techniques and algorithms to assure safe communication
between two agents, on an open network channel. Moreover, it answers numerous issues of a

communication process, such as, confidentiality, integrity, and authenticity [24].

2.2.1 Confidentiality

Confidentiality assumes that data is unavailable or disclosed to unauthorized persons [41].
Therefore, referring confidentiality implies dealing with encryption algorithms. Encryption is the
process of encoding messages so that only authorized agents should be able to read them. Hence,
several algorithms were developed over the past decades to deal with the increasing need of
assuring data confidentiality and they may be divided into two main groups, (1) symmetric
algorithms where both encryption and decryption is accomplished using the same key and (2)
asymmetric algorithms where one key is used for encryption (public key) and another one is used
for decryption (private key) [46].

As above-mentioned, symmetric algorithms use the same key for encryption and decryption. In
this section, several encryption algorithms that are suitable for m-Health applications are
considered. A typical symmetric encryption algorithm workflow is presented in Figure 2. A
number of well-known symmetric key encryption algorithms suitable for e-Health systems
enumerated in [10] have been studied, namely, the following: DES, 3DES, AES, Blowfish, IDEA,
and RC4.

Data Encryption Standard (DES) [23] is an algorithm developed by IBM, in 1975, that as been

adopted and published as a Federal Information Processing Standard (FIPS) in 1977. The
5
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algorithm operates on a 64 bits data block and a fixed key length of 56 bits size for 16 rounds.
Nowadays, it is considered to be out-dated and it has been replaced by its successor 3DES.

TripleDES, or 3DES algorithm [28], was introduced in 1978 by IBM as an extension of DES.
3DES applies DES algorithm three times instead of just one, supporting 112 bits or 168 bits key

length and a block size of 64 bits that operates on 48 rounds.
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Figure 2. Illustration of a symmetric encryption algorithm workflow.

In 2001, in an open competition (known as Advanced Encryption Standard process), promoted by
the National Institute of Standards and Technology (NIST), with the purpose of replacing the
existing DES algorithm, two Belgian cryptographers proposed an algorithm originally named
Rijndael that later became known as Advanced Encryption Standard (AES) [66]. It operates on a
block cipher of 126 bits size and the key size is 128, 192, or 256 bits.

Another widely known symmetric algorithm is RC4 [31], also known as ARC4 or ARCFOUR and
it was designed by Ron Rivest in 1987. This algorithm is applied to the Secure Socket Layer
(SSL), WEP or PDF. It uses variable key length from 40 to 256 bits, as well as variable block
sizes, changing its speed in encryption/decryption operations.

Blowfish [58] is another symmetric algorithm with worldwide acceptance and it was originally
designed by Bruce Schneier, in 1993. The algorithm uses a variable key length between 32 and

448 bits (128 bits by default) and a 64 bits block size for operations on 16 rounds.
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International Data Encryption Algorithm (IDEA) [7] is the best known for its use in Pretty Good
Privacy (PGP) v2.0. It is an algorithm that operates on a 64 bits block size with a 128 bits key size.
Asymmetric cryptography, more known as public key cryptography, can be used to assure
confidentiality. A typical asymmetric encryption algorithm workflow is presented in Figure 3. In
this type of algorithms, two keys are required in order to operate. One key, known as public key, is
used to encrypt the content of a message and the other one (private) key is used to decrypt it.
These type of algorithms solve some of the faults of the symmetric algorithms, although they are
considered to be at least 1000 times slower than symmetric ones [6] and keys size must be
significantly bigger (for example, a 1024 bits key of an asymmetric algorithm corresponds
approximately to a 128 bits key of a symmetric algorithm), and it is usually harder to handle key
management. These types of algorithms are usually used for identification purposes or to session
key exchange without requiring a trust agent [18].

RSA is an example of an asymmetric algorithm and its name stands for Rivest, Shamir and
Adleman, the founders of the referred algorithm. It is widely known by being appropriated to
encrypt/decrypt as well to perform digital signature. It was proposed in the late 70’s but it is still
used currently. Another example of asymmetric algorithm is Elgamal, described by Taher Elgamal

in 1984 [21].
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Figure 3. Illustration of asymmetric encryption algorithm workflow.

2.2.2 Integrity

Integrity is intended to provide users whether some data remains as it was when it was firstly
created or if it has been changed [15, 59]. Health information is known as sensitive information in
which a small change of the original information may have a negative outcome. Therefore, it is
usually a good idea to use algorithms that can assure that users are handling unchanged and
original information. Hence, cryptographic hash functions are used for that purpose.

As an example of a hash algorithm, Message Digest 5 can be named and it was designed by Ron
Rivest, in 1991 [54], and it is largely used to check data integrity. It produces a 128-bit output,
called message digest. In order to check data integrity, the same piece of data must always produce
the same message digest as output, though in rare cases it may produce the same message digest
for different piece of data [69]. For instance, given some data sent over the network, if it suffers
any change when arriving at the end point, it will produce a different message digest, what makes
possible to check data integrity.

Secure Hash Algorithm 1 (SHA-1) is an algorithm to assure data integrity, producing a 160 bit
message digest. Both algorithms allow checking data integrity, by computing the message digest
of a certain message. Any change of the message will almost certainly result in a different message

digest, which allows to check if data integrity has been compromised or not [19].
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2.2.3 Authenticity

Authenticity is another important concept when handling with security mechanisms. Nowadays, in
every system, it is vital to assure that users send or receive information from the expected person
or entity. Authenticity can be achieved using the above-mentioned RSA algorithm in combination
with a hash function where the private key is used to encrypt the message digest. Then, the public
key is used to decrypt the message digest and, when compared with the generated message digest
on the sender side, both must be equal. Digital Signature Algorithm (DSA) [45] also provides
digital signature capabilities. However, DSA can only sign and cannot encrypt information.
Furthermore, it uses SHA-1 to generate the message digest as opposed to MD5 used by RSA. DSA
was proposed by David Kravitz. In 1991, it was adopted by the National Institute of Standards and

Technology (NIST).

2.3 Mobile health security approaches

Over the years securing e-Health data has been a matter with high importance, mainly due to the
sensitivity data exchanged between users [64]. Many studies have been conducted in order to
assure secure communications conveying e-Health data. In [63], a security model is presented
focusing in identification, authentication, access control, integrity, confidentiality, and availability
matters. For that purpose, cryptography has been widely used and studied in systems that share
and transmit health data [9]. Furthermore, in [60], it is proposed an architecture that allows
exchanging patients medical record in a secure way through the available infrastructure of mobile
operators. Generic Bootstrapping Architecture (GBA) is used to enable user authentication while
the other entity in the communication (service provider, hospital, and network operator)
authenticates through the usage of Public Key Infrastructure (PKI). Finally, to guarantee secure
communication, encryption and digital signature techniques are used. Although the use of standard
security mechanisms of mobile networks and service providers present benefits, such as easy
utilization and implementation of proven secure solutions, it clearly introduces some issues
including the service provider and mobile network provider cooperation as well defining privacy
and security policies concerning patient’s private health data while transferred outside the source
management. Since there are multiple mobile networks providers in each country and in order to
turn health secure services available to all the potential users, it is clear that several agreements
between multiple parties should be defined to turn this solution mobile operator dependent [60]. In

9
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[42], the authors describe a new trend in security of e-Health data presenting XML security
solutions describing some selected solutions in health data. eXtensible Access Control Markup
Language (XACML) and Security Assertion Markup Language (SAML) languages are presented
enabling authentication and authorization in a large network space. More specifically, SAML
enables transmission of authentication data between parties, namely between an identity provider
and a service provider. XACML defines access control policies as well as a processing model
describing how to evaluate authorization requests according to the rules defined in the policies.

Lacuesta et al, presents in [38], a hybrid symmetric/asymmetric secure protocol for wireless ad hoc
networks. This proposal also implements a trust scheme between users for data and secret key
exchange. This scheme is based on the first visual contact between network nodes and its

completely self-configured and able to create the entire network and exchange secure services.

3. Cooperation Strategy

This section describes, in detail, the early-proposed cooperation strategy for m-Healh applications
[61]. This reputation-based strategy is based on the following three modules: i) a node control

message, ii) a cooperative list, and iii) a cooperative Web service (CWS).

3.1. Nodes control message and cooperative list

The node control message, illustrated in Figure 4, contains a node ID, node status (storage
capacity, energy, and Internet connectivity), and its cooperation status (cooperative or
uncooperative). This control message is exchanged when a node establishes contact with a
neighbor node. This message tries to provide an awareness control of all neighbor nodes knowing

if they are willing to cooperate and in what conditions.

Node control message

Bit |0 48 50 51 52
Node
Node 1D stus | comnectvity | cooperation
y status

52

Figure 4. Node control message.
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The network cooperative list, illustrated in Figure 5, registers all the cooperative and
uncooperative network nodes throughout a service request. This /ist classifies all the neighbor
nodes cooperative actions. It saves the Node ID and adds or subtracts a classification threshold
according to the node cooperation status. When a service is requested from a node without

Internet connectivity, all the nodes update their status in the cooperative list.

Cooperative list

Bit (0 48 64
Node ID Threshold
Node ID Threshold
64T
T = Total number of
network nodes

Figure 5. Node control message.

The cooperative threshold list (CT) influences directly the node reputation. The /ist starts at 0
(zero) and a unit (/) is added or subtracted according to the node cooperation status and node
status. The correlation between the node cooperation status, the node status, its Internet

connectivity, and the resultant CT is presented in Table I.

Table I. Correlation between the node cooperation status, the node status, its Internet connectivity,

and the resultant CT classification.

Regular 0 0 -2

Regular >=35% 0 1 +2
and

Regular <70% 1 0 -3

Regular 1 1 +3

11
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I B

The node status is based on its storage capacity and energy lifetime. A node has three types of
status: poor, regular, and excellent. A node with poor status occurs when the device storage
capacity is over 95% or its available power energy is below 20%. The regular status comes when a
node storage capacity is under 95% and its power energy is between 20% and 80%. A node is
classified with an excellent status when the node storage capacity is under 95% and its available

power energy is over 80%. The CT value guarantees that non-cooperative nodes are punished.

3.2 Cooperative Web service and reputation table

The cooperative Web service (CWS) includes and manages the node reputation table. To calculate
nodes reputation, the CWS uses the cooperative lists deciding if the requesting node should have
access to the m-Health application WS or not. Based on nodes reputation, the CWS will not grant
access and release any resource from the WSs to selfish nodes. Selfish nodes are punished by the
CWS with an order to cooperate until its reputation reaches a cooperative state. The CWS always
release resources to cooperative nodes, however, super-cooperative nodes have a maximum
priority in case of simultaneous requests. Figure 6 presents a user scenario of the m-Health
cooperation approach. User A has network connectivity and cooperates, the status value is defined
according to the battery status. User B has network connectivity and does not cooperate. Then, the
status value will suffer a negative impact according to the battery status. Users C and D do not
have network connectivity. User C queries User A for cooperation and receives a positive response
and all the requested data. User D queries User B for cooperation and receives a negative
response. Then, User D requests data from User C that answers this request, getting positive status
by cooperating. Cooperating nodes have a better reputation, and have priority over selfish nodes to

access the m-Health application services.

12
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Figure 6. Illustration of the interaction for an m-Health application with

the proposed cooperation approach for 4 users.

4. Data Encryption Mechanisms for Mobile Health
Applications

This section presents the data encryption proposal for health applications (DE4MHA) in
cooperation environments. The main goal aims to assure and guaranty m-Health data
confidentiality, integrity, and authenticity in a cooperation environment where sensitive and
personal data is exchanged through different agents. Figure 7 presents the use case diagram of the

DE4MHA basic mechanisms and procedures.
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Figure 7. Use case diagram of the DE4MHA basic mechanisms and procedures.

Data confidentiality protects data that is exchanged through the network from unauthorized agents.
There are two types of encryption algorithms to treat confidentiality: /) Symmetric Algorithms and
ii) Asymmetric algorithms. Symmetric algorithms use the same key from encrypting and
decrypting while asymmetric algorithms use one key for encryption (Public Key) and one for
decryption (Private Key) [22]. Data confidentiality symmetric algorithms are widely used over
asymmetric algorithms mainly because the last ones require a bigger encryption key that
analogously increases the encryption time. In this paper, four distinct symmetric algorithms were
considered to treat data confidentiality, namely, Advanced Encryption Standard (AES), Triple
Data Encryption Standard (3DES), RC4, and Blowfish. Working and studying encryption
algorithms implies a comprehensive understanding of the encryption key procedure once the
encrypted data strongly depends on key’s size [4]. All the four experimented algorithms use 168
bits key length except for AES, which uses 128 bits key length (additionally, it is possible to use a
192 or 256 bits key length).

Concerning the asymmetric encryption, two algorithms were considered, RSA and Diffie-Hellman,
although, Diffie-Hellman might not be considered an encryption algorithm but a key exchange

protocol [8].
14
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4.1 Encryption strategy

The first issue addressed on the construction of the DEAMHA was the exchange key problem [18].
Therefore, DEAMHA uses a hybrid approach using asymmetric algorithms for session key
exchange and symmetric ones for encrypting data being transferred among network nodes.

The DE4AMHA procedures (illustrated in the activity diagram shown in Figure 8) begins with a
mobile node (a person using SapoFit), trying to access the SapoFit Web service (WS) that contains
the user profile, weight measures, fitness, and diet indications. A SapoFit user (mobile requester
node) without network connectivity and without access to the SapoFit WS will try to obtain the
required health information through cooperation. Another user with network connectivity (mobile
requested node) will forward the requested health information from the SapoFit WS. Both the
requested and requester nodes will exchange (through Bluetooth) a Public Key Message (PKM).
After the public key exchange, the requested node creates a session key, encrypting it with the
requester node’s public key. Then, a signature of the whole message is created and appended to the
Session Key Message (SKM) that is sent to the requester node. When the message containing the
session key is received, if its integrity and authenticity is verified, the requester node sends an
acknowledgement (Ack) to the requested node. This method guaranties safe communication
between nodes, otherwise, if the integrity and authenticity is not verified the communication
between nodes is finished (aborted). A mobile node with network connectivity will access the
cooperative WS to obtain the required health information. To secure all the communication with
the WS, the Secure Socket Layer (SSL) over the HTTP (also known as HTTPs) is used. Therefore,
granting confidentiality, integrity, and authenticity of all the retrieved health data from the WS.
Figure 9 illustrates the overall behaviour of DEAMHA and the most fundamental messages
exchanged between two mobile nodes that requires safe communication establishment in order to
exchange information through cooperation. The procedure begins when a requester node needs to
obtain data through cooperation, performing the process of node discovery and further connection
through Bluetooth to a mobile node willing to cooperate (1). When both nodes are connected
through Bluetooth, both nodes will generate a RSA key pair, exchanging their public key, so that
each mobile node will be able to encrypt messages for further exchange (2). As soon as the
requested node receives the requester node’s public key, it proceeds to generate an AES session
key encrypting it through the requester node’s public key, appending then a digital signature to

assure data integrity as well as authenticity (3). Finally, if the previous message is received by the
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requester node, its integrity and its authenticity will be checked and, if nothing wrong happened,
the requester node will create a Ack message and a signature to guaranty that requested nodes
know the requester node has received the session key (4). Therefore, all exchanged messages will
be encrypted using the referred session key instead of the key pair used to exchange the session

key, due to the superior time taken to encryption/decryption procedures by public key

cryptography.
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Figure 8. Activity diagram of the DE4MHA procedures.
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Session Key
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Discovery and
Connection

Requester Node Requested Node

Public Key
Message

Public Key
Message

Ack

Figure 9. Data Exchange sequence

4.2 Public key message

Public key messages are sent from both requested and requester node, aiming to provide to each

node their public key. In the future, this public key is used to encrypt a session key and it is used

later to enable safe session key transfer.

Figure 10 illustrates a public key message. It has a maximum size of 119 bytes and the two

following modules:

1. Node unique ID: This identifier is created through the aggregation of the mobile device
Bluetooth mac address and the user unique identifier.

2. Public Key: This field will include the RSA public key previously generated along with the
necessary private key.

These two elements comprise the public key message, which essentially enables safe public key

exchange among mobile nodes on the network.

Public Key Message (*119 bytes)

Node Unique ID Public Key

* 27 bytes 92 bytes

* Maximum size

Figure 10. Public Key Message.
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4.3 Session key message

The requested node is the one who sends the session key message, and it comprises three main

components: i) the requested ID, ii) the session key, and iii) the signature. The three main

components of the session key message are illustrated in Figure 11 and may be described as
follows:

1. Requested ID: as above-mentioned, the requested ID results from the aggregation of the
mobile device Bluetooth mac address and the user unique identifier.

2. Session Key: this field includes the session key used to encrypt and decrypt all the data
exchanged among mobile nodes, assuring that all sensitive data is kept safe and its content
remains unknown to unwanted threats (ensuring confidentiality).

3. Signature: To every message exchanged between mobile nodes an hash of that message is
generated and encrypted with the node’s private key creating a signature of the message. In
this particular case, the requester node, to assure the message is exactly as it was when it was
sent remains intact (preserving its integrity), and at the same time it assures the message was
sent from the expected person (mobile node) guaranteeing authenticity.

When the requester node receives the session key message from the requested node, it verifies its

integrity and authenticity. If the message has not been corrupted neither sent by someone else then

expected, both the requester and requested nodes can safely communicate and exchange messages

using the session key that only both possess.

Session Key Message (*283 bytes)

All Data encrypted

NodeILémque Session Key Signature
* 27 bytes 128 bytes 128 bytes

* Maximum size

Figure 11. Session Key Message.
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4.3 Symmetric and Asymmetric algorithm choice

In order to choose the most suitable symmetric encryption algorithm for DEAMHA, performance
experiments were conducted using four different encryption algorithms, including AES, Triple
Data Encryption Standard (3DES), RC4, and Blowfish. Given that DEAMHA aims any mobile
health application in a cooperative environment, the amount of data that each application usually
exchange is not known a priori. Therefore, in order to study several scenarios, different sizes of
data that should be encrypted have been used as a performance metric.

Figure 12 presents the performance comparison of average encryption and decryption time as
function of data size for the symmetric algorithms AES, 3DES, RC4, and Blowfish. As may be
seen, results shown that when data size to encrypt increases, the encryption time (seconds) also
increases, as expected. When comparing small amounts of data, all the four algorithms present
similar results. However, AES algorithm presented better results, since the encryption time of
bigger data tends to grow up very slowly. All the other three evaluated algorithms tend to grow up
exponentially when data size to encrypt overcomes 1000 KB. The 3DES algorithm presented the
maximum observed encryption time, encrypting 10,000 KB of data, which took on average 14.3
seconds. With the same amount of data, the AES encryption time was only about 0.0045 seconds.
Regarding decryption process, the obtained results are nearly the same. AES algorithm decryption
time is about 0.0038 seconds to decrypt 10,000 KB of data, in average. Given the observed results,

AES algorithm was chosen for DEAMHA as a symmetric algorithm.
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Figure 12. Performance comparison of average encryption and decryption time as function of data

size for the symmetric algorithms AES, 3DES, RC4, and Blowfish.

Regarding the choice of an asymmetric algorithm to exchange session keys between mobile nodes,

two options were considered, the RSA and the Diffie-Hellman algorithms. The RSA encrypts the
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session key for delivery and the Diffie-Hellman allows users to share a secret, generating then a
session key based on the shared secret.

Several experiments were performed with both algorithms. It was observed that RSA presents
better encryption times than Diffie-Hellman, due to the high amount of computation needed by

Diffie-Hellman and the low processing capacity of mobile devices.

4.4 Integrity and authenticity

In order to assure integrity, Message-Digest 5 (MDS5) algorithm was chosen. It takes a message of
arbitrary length as input and produces a 128-bit “hash” value or “message digest” as output. When
this method is used multiple times with the exactly same message, it should always produce the
same hash value. Then, if a message is modified or corrupted, generating a hash value and
comparing it with the original one, it is possible to verify if the message maintains its integrity.

To guarantee authenticity, two approaches were considered, (1) using RSA algorithm to encrypt
the hash value previously generated with MD5 and (2) using Digital Signature Algorithm (DSA).
RSA can only sign a message but cannot encrypt information. Since a hybrid approach has been
chosen when AES is used for symmetric encryption and RSA used for asymmetric encryption, the
last one was chosen to perform digital signature, considering the fact that RSA will be used both
for session key exchange and digital signature performance. Thus, the generation of a pair of keys

to exchange session keys and another one for digital signature is unnecessary.

5. Performance Evaluation

This section focuses on the performance evaluation and validation of the security mechanisms
embedded in an m-Health application with cooperation mechanisms. First, the m-Health
application (SapoFit) and corresponding network scenario used to evaluate and demonstrate the

solution is introduced. Afterwards, the system validation and results are discussed.

5.1 SapoFit, an m-Health application

SapoFit is a weight control mobile application that allows users to keep track of weight in a
healthier and more practical way [56, 57, 62]. SapoFit allows users to control their weight, body
mass index (BMI), basal metabolic rate (BMR), sports activity, and the possibility to follow food

plans based on their needed calories. In this m-Health application all the users must be registered
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in a Web service. Figure 13 presents the main activities screenshots of SapoFit application created

for Android operating system.

Figure 13. SapoFit Application.
The SapoFit application was used to evaluate and demonstrate DE4AMHA and the cooperation
strategy targets mobile devices running Google Android OS. The communication to the SapoFit
Web service uses Simple Object Access protocol (SOAP) messages over Hypertext Transfer
Protocol (HTTP). The information returns to the mobile application in JavaScript Object Notation

(JSON) or Extensible Markup Language (XML).

5.2. Network scenario

Figure 14 presents the network scenario used to evaluate and demonstrate the proposed solution. It
includes seven mobile devices with different hardware and software with SapoFit m-Health
application. During five days, seven different users experimented the application. Non-cooperative
cases where controlled and measured to a maximum of 4 to guarantee the minimum service
performance. Through cooperation, all the devices can indeed use the m-Health application.
However, uncooperative nodes affect directly the service delivery probability, service average
delay, and the overall network performance. Performance metrics considered in this study are the
request and response average time (in seconds). A performance comparison study of the m-Health
application with and without the DE4MHA is presented.

In the presented scenario, all the devices carry Bluetooth class 2 modules, but only three devices

have Internet connectivity. Users without Internet connectivity must use the integrated cooperation
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mechanisms in order to obtain the requested health information. When the number of
uncooperative nodes increases, the average time of any request or response also naturally

increases.
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Figure 14. Network scenario of SapoFit in a cooperation enviorment.
Figure 15 shows how a request is handled when a mobile node desires to obtain determined health
information. When a request is generated (required by the requester node), it initially checks if the
device has Internet connectivity in order to obtain the desired information. In affirmative case, the
requester node establishes a HTTPS connection (to assure data confidentiality) to the Web service
that will try to obtain the information required by the device. On the other hand, when the
requester node does not have Internet connectivity, a more complex scenario arises. In this
scenario, in order to establish a secure channel through two mobile nodes, it is necessary to
exchange public keys with the purpose of session key exchange assuring that nothing wrong
happens in this procedure through authenticity and integrity properties. Thus, a message digest of
the message to be sent is generated with MD35 algorithm, encrypting it with the receiver’s public
key and then appending it to the referred message (as previously referred). Hence, the receiver is
able to generate a message digest of the received message using MD5 algorithm as well as
comparing it with the message digest appended by the sender and decrypted with the receiver’s

private key, making it possible to check if the session key has not been modified and if it comes
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from the expected source. Although this methodology has been exemplified with the session key

message exchange case, it is actually applied in every message type that is exchanged between two

mobile nodes.
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Figure 15 — Flowchart with request path activity.

At this moment, both mobile nodes might communicate safely, exchanging cooperative data so the
requested node is aware of what the requester node desires to obtain. If the requested node has
Internet connectivity and is willing to cooperate, it will establish a HTTPS connection to the
cooperative Web service to obtain the required health data. Then, if the requester node is still
within coverage, the health data is directly forwarded. If the requester is no longer within reach,
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due to devices displacement, it tries to find an alternative mobile node with cooperation
mechanisms embedded that is, at the same time, neighbor from both mobile nodes. Then, the
common neighbor is able to deliver the message to its final destination, i.e., the requester node.
Finally, when anything wrong happens, i.e., integrity or confidentiality is not verified, the
communication between two mobile nodes is immediately ended (aborted) in order to avoid

information leakage and system compromising.

5.3 Performance Analysis

This section focuses on the performance analysis of the proposed encryption strategy in the above-
mentioned cooperative environment and its impact on the overall network performance. The study
was performed with the above-mentioned real users. The study refers to the comparison of the m-
Health application performance with and without the cryptography strategy embedded. Results
show a minimal increase of the overall time taken to accomplish cooperation tasks when
encryption mechanisms are present, not compromising the overall network performance. Hence,
due to DE4MHA incorporation, the average time added with encryption/decryption tasks
corresponds to approximately 0,003557 seconds, and if compared with the average time taken by
cooperation mechanisms shown in [61], it corresponds to an increase of 2% of the overall time. In
this sense, the extra time required is perfectly acceptable since privacy and security is a concerning
issue and must be included in every m-Health applications. This analysis focuses on the response
service average time and request delay (in seconds). The delay is measured as the time between the
request for the application service and the time that a response is received. Figure 16 shows results
of the average request and response time delay in function of the number of uncooperative mobile
nodes with and without the DE4AMHA. Taking into account both approaches, with and without
DE4MHA, it is observed that DE4AMHA presents a slightly worse result in both request and

response average time delay. However, as may be seen, this delay increase is almost insignificant.
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Figure 16. Average request and response time delay in function of the number of uncooperative

mobile nodes with and without the DE4AMHA.

6 — Conclusion and Future Work

This paper described, in detail, a data encryption solution for mobile health applications using a
cooperation strategy proposed in [61], called DE4MHA. The data encryption algorithm DE4MHA
with cooperation mechanisms embedded in mobile health applications allows users to safely
obtain health information with data carried safely. DE4AMHA uses a hybrid approach using
symmetric and asymmetric encryption algorithms. From this study, it was concluded the most
suited symmetric algorithm for m-Health network architecture is the AES algorithm. For the same
network scenarios using typical m-Health architectures, this study concludes the most suited
asymmetric algorithm is the RSA. For communication with Web services, the HTTPS protocol is
the most suitable security mechanism.

The performance evaluation of this cryptography strategy shows that overall network and SapoFit
performance was not degraded, maintaining slightly the same performance that without the
encryption strategy. DE4AMHA offers a robust and reliable increase of privacy, confidentiality,
integrity, and authenticity on m-Health applications. Although it was experimented on a specific
m-Health application, called SapoFit, both DE4AMHA and the cooperation strategy can be
deployed in a given m-Health application.

In future works we will test the impact of security attacks[36] in DE4MHA. Moreover, A
performance evaluation study of DE4AMHA in other m-Health applications to obtain comparison
results with other health data types and length may be considered for further works. A comparison

of a performance evaluation results obtained by simulation may also be considered.
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Abstract

Background: Maobile Health (mHealth) proposes health care delivering anytime and anywhere. It aims to answer severa
emerging problemsin health services, including theincreasing number of chronic diseases, high costson national health services,
and the need to provide direct access to health services, regardless of time and place. mHealth systems include the use of mobile
devices and applications that interact with patients and caretakers. However, mobile devices present several constraints, such as
processor, energy, and storage resource limitations. The constant mobility and often-required Internet connectivity also exposes
and compromises the privacy and confidentiality of health information.

Objective: This paper presents a proposal, construction, performance evaluation, and validation of a data encryption solution
for mobile health applications (DE4AMHA), considering anovel and early-proposed cooperation strategy. The goal wasto present
arobust solution based on encryption algorithms that guarantee the best confidentiality, integrity, and authenticity of users heath
information. In this paper, we presented, explained, evaluated the performance, and discussed the cooperation mechanisms and
the proposed encryption solution for mHealth applications.

Methods. First, we designed and deployed the DEAMHA. Then two studies were performed: (1) study and comparison of
symmetric and asymmetric encryption/decryption algorithms in an mHealth application under a cooperation environment, and
(2) performance evaluation of the DEAMHA. Its performance was evaluated through a prototype using an mHealth application
for obesity prevention and cares, called SapoFit. We then conducted an eval uation study of the mHealth application with cooperation
mechanismsand the DEAMHA using real usersand areal cooperation scenario. In 5 days, 5 different groups of 7 students selected
randomly agreed to use and experiment the SapoFit application using the 7 devices available for trias.

Results: There were 35 users of SapoFit that participated in this study. The performance evaluation of the application was done
using 7 real mobile devices in 5 different days. The results showed that confidentiality and protection of the users' health
information was guaranteed and SapoFit users were able to use the mHealth application with satisfactory quality. Results also
showed that the application with the DEAMHA presented nearly the same results as the application without the DEAMHA. The
performance evaluation results considered the probability that a request was successfully answered as a function of the number
of uncooperative nodes in the network. The service delivery probability decreased with the increase of uncooperative mobile
nodes. Using DEAMHA,, it was observed that performance presented aslightly worse result. The service average was also slightly
worse but practically insignificantly different than with DEAMHA, being considered negligible.

Conclusions. Thispaper proposed adata encryption solution for mobile health applications, called DEAMHA. Thedataencryption
agorithm DEAMHA with cooperation mechanismsin mobile health allow usersto safely obtain health information with the data
being carried securely. These security mechanisms did not deteriorate the overall network performance and the application,
maintaining similar performance levels as without the encryption. More importantly, it offers a robust and reliable increase of
privacy, confidentiality, integrity, and authenticity of their health information. Although it was experimented on a specific mHealth
application, SapoFit, both DEAMHA and the cooperation strategy can be deployed in other mHealth applications.

http://www.jmir.org/2013/3/e66/ JMed Internet Res 2013 | vol. 15| iss. 3| €66 | p.1
(page number not for citation purposes)
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Introduction

In the last decade, health telematics, also known as electronic
health (eHealth), have offered patients major improvementsin
their lives by providing more accessible and affordable health
care solutions [1,2]. This is particularly true for patients that
live in remote rura areas, travel constantly, are physicaly
incapacitated, elderly, or chronically ill. Telemedicine assumes
the use of medical information, also known as electronic health
records (EHRS), exchanged via electronic communications
improving the patients’ health status [3]. The rapid evolution
of information and communication technology (ICT)
infrastructures enables and provides rapid accessto patient data.
The Web 2.0 concept and the emerging Web 3.0 offer
opportunities to health care professionals never seen before
[4,5]. Now, physicians can perform many tasks through these
modern technologies, such as (1) sharing medical videos, photos,
and presentations (via YouTube, Flickr, and Slideshare,
respectively), (2) use blogs to post medical cases and images,
(3) share hospital management information, (4) use social
networking to share medical ideas and tasks, and (5) use RSS
feeds to keep track of aerts on specific medical interests.

With the advent of mobile communications using smart mobile
devices that support 3G and 4G mobile networks for data
transport, mobile computing has been the main attraction of
research and business communities, thus offering innumerous
opportunitiesto create efficient mobile health solutions. Mobile
health (mHealth) isthe new edge on health careinnovations. It
delivers hedth care anywhere and anytime, surpassing
geographical, temporal, and even organizational barriers[6,7].
Laxminarayan and | stepanian defined mobile health for thefirst
time in 2000, as “unwired e-med” [8]. In 2003, the term
“mHealth” was defined as the ”emerging mobile
communications and network technologies for health care
systems’ [9]. Laxminarayan et a, in 2006, presented a
comprehensive study on the impact of mobility on the existing
eHealth commercial telemedical systems. They also presented
other relevant computing and information technol ogies that will
influence and offer the basisfor the next generation of mHealth
services [10]. Furthermore, this study served as the basis for
future studies on mHealth technologies and services [11].
Several research topicsrelated to health have gathered important
findings and contributions using mHealth, such as cardiology
[12,13], diabetes[14-16], obesity [ 17-20], and smoking cessation
[21]. More specifically, mHealth applications were applied to
health monitoring, disease prevention and detection, basic
diagnosis, and in more advanced services. mHealth servicesare
also becoming popular in developing countries where health
care facilities are frequently remote and inaccessible [2,22].

Mobile devices and wireless communications present severa
challenging characteristics and constraints, such as battery and
storage capacity, broadcasting constraints, signal interferences,
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disconnections, noises, limited bandwidths, and network delays.
In this sense, cooperation-based approaches are presented as a
solution to solve such limitations, focusing on increasing
network connectivity, communication rates, and reliability.

In this paper, we present adata encryption solution for mHealth
applications (DE4AMHA) in cooperative environments
guaranteeing data confidentiality, integrity, and authenticity.
This novel and early-proposed cooperation strategy [23] for
mHealth applications focuses on forwarding and retrieving data
to and from nodes that have no direct connection to an mHealth
service. In this way, devices without Internet connectivity can
use mHealth applications without problems. This cooperation
approach presents a reputation-based strategy where a Web
service manages the access control and the cooperation among
nodes along with their reputation. It considers the following
three main components: a node control message, a requester
control message, and a cooperative Web service (CWS). Both
control messages are used to manage a local cooperation
between two or more nodes. The CWS includes a reputation
tablefor al the nodes and decides which nodes can have access
to the requested services. The cooperation strategy and the
DEAMHA was deployed and evaluated in an mHedlth
application for obesity prevention and control, called SapoFit
[24-26]. To the best of our knowledge, there are no cooperative
solutions thus far for mHeath services and applications
considering this network scenario with constant network
disconnection. DEAMHA uses symmetric and asymmetric
encryption and decryption techniques. We used the Rivest,
Shamir, Adleman (RSA) algorithm [27] for asymmetric
encryption/decryption to ensure key exchange confidentiality,
and the Advanced Encryption Standard (AES) [28] algorithm
for symmetric encryption/decryption for data confidentiality.
To ensure data integrity, we have created a message digest that
creates a hash of transmitted data. For dataauthenticity, we used
a digital signature. We encrypted the hash message with the
RSA private key. To secure the communi cation with the SapoFit
Web service (WS), we used the Hypertext Transfer Protocol
Secure (HTTPS) protocol.

Inthis paper wereport two studiesthat were performed to design
and construct the DEAMHA algorithms: (1) adirect evaluation
and comparison of severa encryption agorithms, and (2) a
seriesof trialsevolving 35 peopleand 7 different mobile devices
with SapoFit. The first study revealed what algorithms
performed best in an mHealth application in cooperation
environments. Overall, this study evaluated the performance of
the DEAMHA over the cooperation mechanisms for mHealth
applications. The second study revedled that real users
experimenting on the SapoFit application trusted DEAMHA.
Morerelevant, this study concluded that the performance of the
application used was not affected by theinclusion of DEAMHA.
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Methods

Overview

Thisstudy used an existing mHealth application, called SapoFit,
to deploy, evaluate, and validate the proposed solution. This
application uses acooperation strategy that addressestwo related
limitations to mHealth applications with service-oriented
architectures, namely the network infrastructure and Internet
connectivity dependency. It follows areputation-based approach
as an incentive method for cooperation, which includes a Web
service to manage al the network cooperation. It isresponsible
for verifying the cooperation status of neighbor nodes and to
provide relay nodes the required datain order to perform afull
datarequest.

Cooperation Strategy for mHealth Applications

The cooperation strategy for mHealth applications with service
oriented architectures (SOAS) is based on the following two
mobile modules and one remote module, respectively: (1) the
node control message, (2) the requester control message, and
(3) theCws.

The mobile nodes control messages aim to provide an avareness
of therelay node status, that is, if the nodeiswilling to cooperate
and in what conditions. It contains the established node unique
identifier, the battery state, the Internet connectivity status, and
the cooperation status (i, if it is cooperative or not).

The requester control message is sent by the initia requester
node first (the mobile device with mHeath application
requesting health data), and it comprisesthefollowing fivemain
components: (1) the requester ID, the node unique identifier,
(2) the service request, that is, what the node is specifically
requesting (eg, the login token or its health profile), (3) the
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neighbors list, (4) the reputation list, and (5) the achieved
cooperation time (ACT).

The CWSisresponsible for performing afair access control to
data. Thus, according to the received reputation information,
the Web service holdsthefinal reputation list in order to decide
if a requester node should have access to the mHedlth
application Web service or not. The reputation list contains all
registered network nodes with their identifier and their
corresponding reputation value.

Figure 1 presents a user scenario of the mHealth cooperation
approach. User A has network connectivity and cooperates.
User B has network connectivity and does not cooperate. The
status value is according to the battery status. Then, the status
value will suffer a negative impact according to the battery
status. Users C and D do not have network connectivity. User
C queries User A for cooperation and receives a positive
response and all the requested data. User D queries User B for
cooperation and receives a negative response. Then, User D
requests data from User C that answers this request, getting
positive status by cooperating.

SapoFit Application

SapoFit isaweight control mobile application that allows users
to keep track of weight in a healthier and more practical way.
SapoFit alows users to control their weight, body mass index
(BMI), basal metabolic rate (BMR), sports activity, and the
possibility to follow food plans based on their needed calories.
In this mHesalth application, all the users must be registered in
a Web service. Figure 2 presents screenshots of three main
activities of the SapoFit application: Login, Plans, and User
Profile.

Cooperating nodes have a better reputation, and have priority
over selfish nodes to access the mHealth application services.
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Figure1. Illustration of the interaction for an mHealth application with the proposed cooperation approach for 4 users.
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Figure 2. Screenshots of the three main activities of SapoFit application: Login, Plans, and User Profile.
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Data Encryption Algorithm for Mobile Health

Applications (DE4AMHA)

The process begins with amobile node (a person using SapoFit)
trying to access the SapoFit Web Service that contains the user
profile, weight measures, fitness, and diet indications.

A SapoFit user (mobile requester node) without network
connectivity and therefore without access to the SapoFit WS
obtains the required health information through cooperation.
Ancther SapoFit user with network connectivity (mobile
requested node) will forward the requested health information
from the SapoFit Web service. Both the requested and requester
nodes will create a pair of RSA keys and send public keys to
both the requested and requester node through Bluetooth. After
the public key exchange, the requested node creates an AES
session key.

The next step is the creation of the digest message and its
encryption using the private key. The Message Digest 5 (MD5)
agorithm was used to create a 128-bit hash. For data
authenticity, we used a digital signature. A digital signatureis
created for the message containing requested health information.
Thisdigital signature allowsany nodeto verify that the message
isthe original one. By decrypting the digital signature with the
public key, the original digest messageis obtained. Thereceiver
node then creates a new hash of the received message and
compares it to the decrypted digest message to guarantee
authenticity. Thedigital signatureisthen added to the message.
When the message containing the session key isreceived, if its
integrity and authenticity is verified, the requester node then
sends an acknowledgement (ack) to the requested node. This
method guaranties safe communication between nodes; if the
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integrity and authenticity is not verified, the communication
between nodes is ended.

A mobile node with network connectivity will access the
cooperative WS to obtain the required health information. To
secure all communication with the WSthe Secure Socket Layer
(SSL) over the HTTP (also known as HTTPS) is used.
Therefore, it grants confidentiality, integrity, and authenticity
of all retrieved health data from the Web service.

Two studies were performed: (1) a study evaluating which
symmetric and asymmetric algorithm present the best
performance in SapoFit in cooperation environment, and (2) a
series of trials involving 35 people and 7 different mobile
devices with SapoFit. This study evaluated the performance of
the DEAMHA over the cooperation mechanisms.

Study 1: Study of Cryptography Algorithms in an
mHealth  Application Under a Cooperation
Environment

Symmetric Algorithm

In order to choose the best suited symmetric encryption
algorithm for the SapoFit application, performance experiments
were conducted using 4 different encryption algorithms, namely
AES, Triple Data Encryption Standard (3DES) [29], Rivest
Cypher 4 (RC4) [30], and Blowfish [31], using the data size
encryption as a performance metric.

Asymmetric Algorithm

Two options were considered in selecting an asymmetric
algorithm to exchange session keys between mobile nodes. We
tested RSA, which enables encrypting the session key before
sending it, and Diffie-Hellman [32], which allows usersto first
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share a secret, then generating a session key based on the shared
secret. For our network scenario, these were the most suitable
agorithms. Other encryption algorithmswere considered in this
study, such asthe Elliptic Curve Cryptography (ECC) algorithm
[33].

Study 2: Perfor mance evaluation of the DEAMHA

Performance Evaluation

The performance evaluation study was carried out using 7 real
mobile devices, which were used 7 times in 5 different days
with a total of 35 different users who successfully tested the
application. Figure 3 presents the 7 different mobile devices
with different hardware and software used with the SapoFit
mHealth application.

Cooperétive nodes without network connection cooperated with
each other through Bluetooth. The communication with the

Figure 3. Mobile devices used for trials with the SapoFit mHealth application.

User Trials Evaluation of DE4AMHA in Cooperative
Environments

User trials were conducted within the University informatics
department using 7 devices available for trials. Within 5 days,
5 different groups of 7 students selected randomly agreed to
use and experiment the SapofFit application using the 7 devices
availablefor trials. Userswere constantly moving far away from
each other. This mobility was necessary to test the network
scenario, forcing network delays and disconnections. The
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CWSwas obtained through the Wi-Fi or Edge/3.5G/4G modules
of the device. The CWS was devel oped with the help of Java
Server Pages (JSP) technology, using the Representational State
Transfer (REST) architecture. To serve the WS, the Apache
Tomcat Web Server was used.

Non-cooperative cases were controlled and measured to a
maximum of 4 to guarantee the minimum service performance
in order to guarantee cooperation among nodes. Through
cooperation, al the devices could use the mHealth application.
However, uncooperative nodes directly affect the service
delivery probability, service average delay, and the overall
network performance. Performance metrics considered in this
study were the service delivery probability (as percentages) and
the average service delay (in seconds). We present acomparison
of the performance of the mHeal th application with and without
the DEAMHA.

cooperative strategy and the DEAMHA was ubiquitous to its
user. Throughout the trias, users only experienced and used
the obesity prevention servicesthat SapoFit offered without any
constraints or perception of any cooperation mechanism or
encryption algorithm that was embedded in the mHedth
application.

While conducting the experiments, almost every users asked if
their information was being kept secure or not, clearly showing
that they did not wanted their health information to be available
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or disclosed to unauthorized people, revealing privacy concerns.
Another frequently rai sed question wasthe need to share Internet
connectivity to other users.

We explained and justified that sharing and cooperating with
other users was essential to obtain a better reputation to gain
cooperation privileges over other nodes with worse reputation.

Textbox 1. Survey questions.

Silvaet a

Furthermore we demonstrated to them that SapoFit was not
intrusive with other users' personal data on the mobile device
and only requested for SapoFit services.

After the experiments, the users completed a survey evaluating
their experience. The questions are listed in Textbox land the
resultsin Figure 4.

other users?

«  Without network connectivity, do the user always gets the required information?
o Without network connectivity, does the required information get delivered in a comfortable time?

«  Understanding the implemented cooperation strategy and its benefits, are you willing to cooperate and share the device/network resources with

«  With the encryption strategy applied to SapoFit, do you trust that your personal health information is secure?
«  Wasthe mobile device affected by application cooperation and encryption mechanisms (eg, broadband, battery, etc)?

Figure 4. Resultsof the survey evaluating the main questions about the performance of the mHealth application with the proposed cooperation strategy

and encryption solution.
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As seen in Figure 5, results showed that when the amount of
datathat needed to be encrypted increased, the encryption time
(in seconds) also increased, as expected. When comparing small
amounts of data, all 4 algorithms presented similar results.
However, the AES agorithm presented better results, as there
was aslower overall increase in encryption time in response to
increased amount of data. The encryption time of the other three
experimented algorithms grew exponentially when encryption
data size exceeded 1000 kilobytes. The 3DES agorithm
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presented the worst encryption rate, encrypting 10,000KB of
data in, on average, 14.3 seconds, presenting an average time
of 4.58 seconds for multiple data size inputs (SD 6.17). With
the same amount of data, the AES encryption time was only
0.0045 seconds, resulting in an average of 0.0035 seconds for
the given data set (SD 0.00061 seconds). Decryption gave
similar results (Figure 5). The average AES algorithm decryption
time was 0.0038 seconds for 10,000KB of data and 0.0025
seconds on average for theworking data-set (SD 0.001 seconds).
Overall, the AES algorithm with a 128 bits key encryption was
the most efficient algorithm for these network scenarios, when
handling with both small and large amounts of data.
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Figure 5. Comparison of encryption and decryption of symmetric algorithms (AES, 3DES, RC4, and Blowfish).
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Asymmetric Algorithm

Two options were considered for an asymmetric algorithm in
order to exchange session keys between mobile nodes—the
RSA and the Diffie-Hellman al gorithms. The RSA encryptsthe
session key first before it gets sent, and Diffie-Hellman alows
users to first share a secret, then generates a session key based
on the shared secret.

Several experimentswere performed with both algorithmswith
RSA presenting better encryption times than Diffie-Hellman,
due to the high amount of computation needed by
DiffieeHellman and the low processing capacity of mobile
devices.

DE4MHA Performance Evaluation Results

In the presented scenario, al the devices had Bluetooth class 2
modules, but only 3 devices had Internet connectivity. Users
without Internet connectivity had to use the integrated
cooperation mechanismsin order to obtain the requested health

-10
Data Size to Decrypt (KB)

information. When the number of uncooperative nodes
increased, the service delivery probability decreased. The
average service delay was also affected in the same mannor, as
expected. Increased number of uncooperative nodes increased
the average service delay.

Figure 6 shows the results of the service delivery probability
and the average service delay as a function of the number of
uncooperative mobile nodes with and without the DEAMHA.
The probability that a request was successfully answered as a
function of uncooperative nodes in the network decreased with
theincrease of uncooperative mobile nodes. Taking into account
both approaches, with and without DEAMHA, it was observed
that DEAMHA presented a slightly worse result. The average
service delay also grew when the number of uncooperative
mobile nodes increased, as expected. The results of the
DE4AMHA were also dightly worse but practicaly insignificant.
As can be observed, with 4 uncooperative nodes, the service
average delay, with and without DEAMHA, was about 30.78
and 29.77 seconds, respectively.

Figure 6. Service delivery probability and average service delay as a function of the number of uncooperative mobile nodes with and without the

DE4AMHA.
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Discussion mechanisms can be seen as a solution to guarantied data
confidentiality and protection [34].
Findings Inamobility and cooperative environment with constant health

Our main goal was to propose and construct a security
encryption/decryption based solution in a cooperative
environment for mHealth applications. We aimed to ensure data
confidentiality, integrity, and authenticity. Privacy is a top
priority issue in mHealth services and applications that deal
with user sensitive information. On mHealth applications,
several security issues must be considered, such as personal
information management, secondary use of persona
information, improper use of personal information, and errors
with stored persona information. Therefore, cryptographic
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data being forwarded and retrieved, studying and developing
security mechanismsbecome crucial. Several experimentswere
conducted, involving 35 different users, to check if they could
distinguish the application running with and without the
DE4AMHA embedded. Through the trias, we concluded that
users could not tell which application had the DEAMHA
embedded mainly because the time response taken to obtain the
user health information was nearly the same as without
DEAMHA. The DEAMHA was implemented in a ubiquitous
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manner so userswere ableto keep using the application without
noticing changes or presence of any cryptography mechanisms.

Limitations

Therewere several limitationsto the study. Themain limitation
was applying security on mobile devices due to the low
processor capacity compared with personal computers (PCs),
though tremendous improvementsin this area have been made,
with afew mobile devices capable of competing with traditional
PCs. This improvement allowed us to test several security
algorithms to address the issues of confidentiality (AES, RC4,
3DES, and Blowfish), integrity (MD5 and SHA1), and
authenticity (RSA with MD5 and DSA with SHA1) in order to
verify which combination had a better performancein amobile
environment.

During the experiments, some users without Internet
connectivity who wanted to obtain health information were in
constantly moving further away from other users. Although the
cooperation mechanism was embedded, usersthat were beyond
therange of 10 meters (the maximum range for Bluetooth class
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2 modules) could not obtain the desired health information.
Another limitation, though not related to security, was with
regard to the number of uncooperative nodes (mobile nodes that
may not want to cooperate or they may not have cooperation
mechanisms embedded), compromising service response
probability.

Conclusion

This paper proposed adata encryption solution for mobile health
applications, called DEAMHA. The data encryption algorithm
DE4MHA with cooperation mechanismsin mobile health allow
users to safely obtain health information with the data being
carried securely. These security mechanismsdid not deteriorate
the overal network performance and the application,
maintaining similar performance levels as without the
encryption. More importantly, it offers a robust and reliable
increase of privacy, confidentiality, integrity, and authenticity
of their health information. Although it was experimented on a
specific mHealth application, SapoFit, both DEAMHA and the
cooperation strategy can be deployed in other mHedth
applications.
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Network architectures based on mobile devices and wireless communications presents several constraints
(e.g. processor, energy storage, bandwidth, etc.) that affect the overall network performance. Cooperation
strategies have been considered as a solution to such network limitations and constraints. In the presence of
unstable network infrastructures mobile nodes cooperate with each other forwarding data and performing
other specific networking functionalities. This paper proposes a generalized incentive-based cooperation
solution for mobile services and applications, called MobiCoop. This reputation-based scheme includes a
application framework for mobile applications that uses a Web-service to handle all the nodes reputation and
networking permissions. The main goal of MobiCoop is to provide Internet services to mobile devices without
network connectivity through cooperation with neighbor devices. A performance evaluation of MobiCoop
in a real scenario demonstrating and validating this cooperative application framework using real mobile
applications is presented. It was shown the proposed approach provides network connectivity independency
to mobile apps users when Internet connection is unavailable. Then, it is concluded that MobiCoop improved
significantly the overall system performance and the quality of service for a given mobile application.

Categories and Subject Descriptors: C.1.3 [Processor Arquitectures]: Other Architecture Styles; C.2.4

[Computer-Communication Networks]: Distributed Systems; H.5.3 [Multimedia Information Sys-
tems]: Group and Organization Interfaces

General Terms: Design, Cooperation, Performance

Additional Key Words and Phrases: Mobile computing; Mobile applications; Cooperation; Incentive-based
cooperation; reputation-based cooperation

1. INTRODUCTION

The mobile communications and technological evolution based on mobile devices and
Internet services aims to provide access to information, multimedia applications, and
multiple mobile services anytime and anywhere [Jianping et al. 2013; Raychaudhuri
and Mandayam 2012]. Mobile technologies and systems revolutionized the way peo-
ple communicate and mobile applications offer new and single ways for communicat-
ing, shopping, organizing users lives, playing, and working under mobility environ-
ments [Mshvidobadze 2012]. It is foreseen that, in 2014, mobile applications stores
surpasses the 130 billions downloads [Gartner 2013]. Today’s mobile applications have
a strong dependence of Internet services to access multimedia contents. These apps
instantly share and/or retrieve from the Internet images, audio and video through
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mobile devices [Rowe 2013]. Therefore, the widely use of multimedia contents turn
energy saving a priority concern to app developers, mobile devices users, and manu-
factures [Hoque et al. 2014a]. Mobile devices and their supporting wireless networks
and communications are constantly challenged by different constraints, such as, bat-
tery and storage capacity, broadcast constraints, user interferences, disconnections,
noises, limited bandwidths, and network delays [Lei et al. 2013; Hoque et al. 2014b].
These constraints can severely affect an user quality of experience. For instance, it
can damage any ongoing mobile application process if its mobile device does not have
network connectivity.

General industry services require that agents cooperate and share information
through mobile devices. Healthcare services and mobile health (m-Health) applica-
tions are presenting new services and solutions every day, where patients and physi-
cians, share common medical information. These scenarios, have different and complex
network architectures that are based on mobile devices and Web services. Efficient co-
operation between applications and devices is important to maintain and improve the
quality of services as well as the overall network performance.

Cooperation strategies are emerging as a hot research topic that has been growing
in recent years and focuses on increasing network connectivity, reliability, communica-
tion rates, and energy optimization [Kramer et al. 2007]. Cooperative schemes assume
that nodes cooperate among them performing all the networking functionalities where
intermediate nodes support the communication forwarding packets between two dis-
tant nodes (origin and destination) [Buttyan and Hubaux 2003]. This assumption fits
perfectly as a solution to improve the performance of a mobile network scenario. Co-
operation have been applied recently in different mobile network scenarios. Several
proposals have been proposed to provide location-based services through cooperative-
based strategies [Sammarco et al. 2008; Wymeersch et al. 2009; Win et al. 2011; Pat-
wari et al. 2005]. Furthermore, cooperative schemes were also used to improve the
performance of mobile Web services and multimedia contents distribution [Luo and
Deters 2009; Yoo and Park 2011]. Basically, cooperative approaches can be classified in
game theory and incentive-based techniques. In game theory schemes, network agents
cooperate to achieve network privileges to gain maximum benefits that would not
be obtained without cooperation [Liu et al. 2007; Charilas and Panagopoulos 2010;
Felegyhazi and Hubaux 2007]. Cooperative incentive-based approaches are classified
into two main groups: virtual currency based schemes and reputation based schemes
[Froushani et al. 2011; Shen and Li 2012]. Virtual currency schemes use incentives
in the form of virtual credits to enforce nodes cooperation. Reputation-based mecha-
nisms observes the network nodes behaviors and uses reputation grades to diminish
selfishness.

This paper proposes a cooperation solution for mobile services and applications,
called MobiCoop. This application framework is a generalized soluction based on the
evolution of an early cooperative strategy for mobile health applications, presented in
[Silva et al. 2013b], to offer a cooperative solution for mobile applications. MobiCoop
is a reputation-based scheme that aims to provide Internet connectivity or services to
mobile devices through cooperation with neighbors. This solution is based on neighbor
direct observation, however, it uses a Cooperative Web Service (CWS) that handles and
gives reputation grades as an incentive to stimulate cooperation among mobile users.
Furthermore, MobiCoop includes a secure module to secure communication between
devices during cooperation, based on a novel cryptograph strategy presented in [Silva
et al. 2013a]. This paper describes the main modules and components of MobiCoop
along with its performance evaluation using different mobile applications. Further-
more, it presents an evaluation considering different types of user mobility and how it
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affects the overall network performance. The main contributions of this paper are the
following:

— A detailed review of the state-of-the-art on cooperation schemes for mobile ad-hoc
networks (MANETS) and delay-tolerant networks (DTNs);

— The proposal of a novel and generalized incentive-based cooperation solution for mo-
bile applications, called MobiCoop;

— The design and construction of two real mobile applications prototypes for perfor-
mance evaluation of MobiCoop;

— The performance assessment and analysis of MobiCoop application framework
through a real prototype, considering a real scenario and real users.

The remainder of the paper is organized as follows. Section II elaborates on related
work about the topic focusing on cooperation techniques that contribute to the pro-
posed solution, including mobile ad-hoc networks (MANETS) and delay-tolerant net-
works (DTNs). Section III describes the proposed cooperation solution while its perfor-
mance evaluation and validation through different prototypes of mobile applications
is presented in Section IV. Finally, Section V concludes the paper and suggests further
research works.

2. RELATED WORK

Cooperation strategies on wireless networks mainly focuses on increasing power ef-
ficiency, network coverage, and outage probability reduction [Li et al. 2011; Al-Kanj
and Dawy 2010; Lai et al. 2006; Althunibat et al. 2012]. Through cooperation schemes,
network nodes can optimize their resources (e.g. battery life) obtaining a balanced
Quality of Service (QoS). Cooperative coding or relaying strategies, such as, amplify-
and-forward (AF), classic multi-hop, compress-and-forward (CF), decode-and-forward
(DF), multipath decode-and-forward (MDF'), among others, have been presented and
served as a basis to several proposals for cooperative strategies in wireless networks
[Kramer et al. 2006].

Game theory techniques have been widely applied in cooperative schemes. These
techniques were developed originally for economic issues and aims to model scenar-
ios where several agents present mutual or may have conflict of interests. Therefore,
wireless networks architectures fit perfectly in the game theory formulation [Felegy-
hazi and Hubaux 2007]. In a typical cooperative-based game theory scheme, network
agents cooperate to achieve network privileges/agreements so they can gain maximum
benefits that would not be obtained without cooperation [Charilas and Panagopoulos
2010]. Several cooperative game theory based schemes have been recently proposed
[Kai et al. 2010; Gyarmati and Trinh 2011; Wen et al. 2012; Zetterberg et al. 2009;
Murphy et al. 2009; Korakis et al. 2009]. Although, these approaches does not belong
to the focus of this study. Then, only the most significant and the ones that contributed
to the presented cooperation proposal are surveyed.

Focusing on the main overall characteristics of a mobile network architecture sup-
ported by mobile devices and Web services, this study mainly addresses cooperation
strategies for wireless and mobile ad-hoc networks (MANETSs). The delay tolerant
network (DTN) paradigm is also considered due to the network disconnection prob-
lems. The proposed cooperative solution gathered contributions from the available ap-
proaches for these networks.

2.1. Cooperation approaches in wireless and mobile ad-hoc networks

In a mobile ad-hoc network (MANET) it is assumed that all the network nodes should
cooperate to assure that data is forwarded or routed to attain the destination node
[Corson and Macker 1999]. However, this assumption is not always correct in the pres-
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ence of un-cooperative nodes. These nodes can be faulty or malicious, or/and selfish,
and do not always forward to other nodes the needed data or refuse to perform spe-
cific network operations [Hu and Burmester 2009]. Several cooperation proposals have
been presented to stimulate cooperation and mitigate the detrimental effect of non-
cooperative nodes. The most significant approaches that contributed to the presented
proposal are described below.

Nuglets is a virtual currency cooperative scheme that addresses the problem of
non-cooperative nodes in large MANETSs for civilian applications. This system uses
a virtual currency, called nuglets, to stimulate packet forwarding. Therefore, it de-
creases node selfish behaviors enhancing the overall network performance [Buttyan
and Hubaux 2001].

Sprite is another popular virtual currency cooperative approach. It consists in a
cheat-proof system that stimulates cooperative behaviors among selfish nodes. Sprite
uses a received/forwarded message receipts to validate and determine the payment and
credit to each node. This cooperative scheme includes a central credit clearance service
(CCS) to manage the credit payments to cooperative nodes [Zhong et al. 2003].

CONFIDANT is a reputation-based scheme that detects and isolates selfish nodes
compelling them to cooperate. These cooperative scheme includes four cooperative
components per node: i) the monitor, responsible for detecting deviating behaviors of
other nodes. The Monitor sends ALARMs of misbehaving actions to the trust manager
component; ii) the trust manager component, that receives the ALARMs sent by the
monitor, decides to whom should provide or accept route information; iii) the reputa-
tion system that rates the node reputation based on observed behaviors; and iv) the
path manager, that is based on the reputation rating, defines the path raking in order
to avoid malicious nodes [Buchegger and Le Boudec 2002] .

CORE is a reputation-based scheme that uses collaborative monitoring and a rep-
utation table to stimulate cooperation among nodes. This reputation table defines,
based on their reputation, the nodes can use network services (i. e., packet forward-
ing or other specific network operation). To calculate this reputation value, CORE
defines three types of reputation: subjective reputation, based on direct observation;
indirect reputation, based on second hand of information; and functional reputation,
using a function which uses a packet forwarding weight in function of its importance
[Michiardi and Molva 2002] .

Another popular reputation-based scheme, called OCEAN, is presented in [Bansal
and Baker 2003]. The main goal of this cooperative approach tries to detect and mit-
igate misleading routing behaviors, in MANETS. This cooperation scheme uses only
direct first-hand observations of node behaviors avoiding second-hand information due
to trust-management issues. OCEAN is an hybrid solution that uses both reputation
and virtual credit incentives through micro-payments to enforce cooperation.

SORI is a reputation-based scheme that addresses the problem of node’s selfish be-
haviors that degrades the overall MANET performance. This approach goals to stim-
ulate node packet forwarding and to decrease selfish actions. SORI reputation scheme
quantifies the node reputation in objective measures and neighbor nodes and it is
responsible for its propagation through an one-way-hash chain based authentication
scheme. This solution also includes a punishment scheme that penalizes selfish node
behaviors [He et al. 2004].

DARWIN is a cooperative scheme that aims the detection and punishment of selfish
behaviors. It includes a collision resistance avoiding retaliation scenarios of nodes be-
ing wrongly perceived as selfish nodes. DARWIN guarantees full cooperation among
nodes assuming to solve imperfect behaviors measurements [Jaramillo and Srikant
2007].
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A reputation scheme, called LARS, is presented in [Hu and Burmester 2006]. Under
this reputation-based approach, a node reputation is calculated only through direct
observation and deals with two types of node selfishness: selective selfishness and
extreme selfishness. In selective selfishness, If a selfish node or selfish behavior is
identified by its direct neighbors, the node reputation degrades. In case of extreme
selfishness, the routes that contain this selfish nodes are deleted and new routes are
created excluding these nodes even from the network.

A study on how cooperation can improve the experience of mobile Web services con-
sumers is presented in [Luo and Deters 2009]. This study focuses on the use of cooper-
ation in a scenario where mobile devices (e.g., phones, smartphones, tablets) regularly
request services from the Web. This cooperative approach is based on a task predic-
tion model and uses two proxies, one in the server side and another in the client side.
The server proxy pre-fetches and pre-processes, pre-requests made by the client to the
Web service. The overall network performance is enhanced through the use of the task
prediction model that enables the system to provide a client with choices and decisions
rather than just provide stored information.

A distributed clustering protocol, called, Cooperative Networking protocol (CONET)
for energy saving in mobile devices with WLAN and Bluetooth interfaces is proposed
in [Yoo and Park 2011]. CONET scheme considers nodes organized by clusters that are
dynamically auto-configured depending on their bandwidth requirements and their
common activities. These clusters are arranged in Bluetooth personal area networks
(PANs) and a cluster head node is elected to act as a gateway between the PAN and the
WLAN access point. Therefore, this cooperative approach aims to enable node clusters
to access the WLAN infrastructure and also save energy since they do not need to
enable Wi-Fi in their devices.

Cooperative-based approaches have also been proposed for location and naviga-
tion systems especially in wireless mobile networks. Several location based systems
have been proposed where network agents estimate their positions through cooper-
ative schemes [Patwari et al. 2005; Shen et al. 2010; Khan et al. 2009]. A study of
cooperative-based schemes for location and navigation from a theoretical perspective
to applications covering used technologies, schemes, and algorithms is presented in
[Win et al. 2011].

A location aware cooperative-based approach to improve location tracking among
mobile nodes through the information retrieved from a cellular network is presented
and described in [Sammarco et al. 2008]. Each network node retrieves the location
area code and the local network base station cell ID. Cooperative nodes within short
links range (i.e., Bluetooth) request this information and send it to a server. The server
compares the retrieved information and, through the Google Maps API [Google ], cal-
culates a more accurate location position, retrieving it back to the mobile device.

Cooperative location approaches on wireless networks are overviewed in [Wymeer-
sch et al. 2009]. This study presents a performance evaluation of cooperation mecha-
nisms on ultra-wide bandwidth (UWB) wireless networks . Moreover, the authors also
present a novel localization algorithm, called SPAWN, that maps a graphical model
directly onto the network topology. SPAWN can be deployed in several network scenar-
i0s requiring a minor communication overhead and achieves an accurate and robust
location.

2.2. Cooperation aproaches in Delay Tolerant Networks

In delay tolerant network (DTN) scenarios, variable propagation delays, low node den-
sity, low transmission reliability, node mobility, disruption, and other network con-
straints (such as, limited storage capacity, limited network bandwidth, and limited
energy) affect the overall network performance [Cerf et al. 2007] . DTN routing proto-
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cols usually assume a cooperative scenario, however, this is an unrealistic assumption
due to the presence of un-cooperative nodes often [Soares and Rodrigues 2011]. There-
fore, in the last decade, several cooperation studies and proposals for DTNs have been
proposed in the literature that also offer contributions and insights for the current
proposal.

Magaia et al. present a study focusing on the impact of a node misbehavior in DTNs
[Magaia et al. 2013]. The authors describe and present an evaluation of the impact of
selfish nodes using several DTN routing protocols. The metrics considered in this study
are the delivery ratio, buffer time, hop count, latency, and overhead ratio. Obtained
results shown that routing protocols are more resilient depending on the number and
type of misbehaviors. This study main goal was to identify and select the best routing
protocols performances in the presence of misbehaving nodes.

A DTN incentive-based strategy is presented in [Shevade et al. 2008]. This cooper-
ative approach includes the use of a simple Tit-for-Tat (TFT) mechanism to stimulate
cooperation. This proposal guaranties, through the TFT mechanism, that every node
forwards as much traffic as possible for a neighbor node as the neighbor also forwards
traffic to it.

A cooperation mechanism for DTNs based on the cooperative ARQ (C-ARQ) is pro-
posed in [Pozo et al. 2008]. This cooperation proposal aims to reduce data losses in
transmissions between fixed access points placed along the roads and passing by vehi-
cles that buffer and forward all the data. The idea is that in areas that vehicles have
no connectivity to access points, vehicles cooperate between them to increase the data
delivery rate.

Pay-for-Gain (PFG) is a game theory and loan-credit theory proposed in [Yin et al.
2010]. This cooperation scheme aims to study the equilibrium point that maximizes
the nodes own interests cooperating with others. This paper also presents results com-
paring TFT and PFG strategies. Results shown that PFG mechanism is more effective
than TFT algorithm mitigating selfish node behaviors.

Multicent is a game theory incentive scheme for DTN routing. This proposal encour-
ages nodes to follow their desired performance objectives, such as, minimal average
delay, maximal hit rate, and minimal maximal delay by performing packet storage or
forwarding [Chen and Shen 2013].

A study on the performance of opportunistic content distribution under different
levels of cooperation in DTNs is presented in [Helgason et al. 2010]. This evaluation
considers three degrees of cooperation: i) no cooperation; ii) un-limited cooperation;
and ii7) limited cooperation. In i) nodes do not forward content from other nodes and,
therefore, do not cooperate. In ii), network nodes forward all requested contents, there-
fore cooperating without any limitation or rules, in iii), packets/contents are forwarded
within a defined limit of time to optimize node resources (i.e., battery, CPU, link load).
As expected, the obtained performance results shown that both cooperative approaches
improve significantly the overall network performance.

A cooperative peer-to-peer file sharing technique for DTNs is presented in [Liu et al.
2011]. This technique addresses the accessibility optimization of media contents from
mobile devices. The presented proposal takes advantage of the users mobile device or
vehicles mobility for file distribution and sharing among nodes. For instance, a single
node downloads a file and forwards it with other nodes. The network architecture is
described as a hybrid DTN since that the authors consider the DTN as an extension of
the Internet.

2.3. Considerations

The cooperation solution proposed in this paper gathered contributions from the above-
described strategies in wireless, mobile ad-hoc, and delay tolerant networks. However,
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the presented proposal took into account several open issues that are considered in the
proposal.

As above-presented, most of the reputation-based systems rely only on direct neigh-
bor observation. This aspect enables nodes to more easily form communities/groups
with faulty intentions to maximize their utility and, therefore, gain more reputation
rating. Moreover, the reliance of these approaches on wireless broadcast techniques is
another weakness. In DTNs, incentive-based approaches are challenging due to their
single characteristics. In DTNs, reputation-based schemes face an additional issue
that data forwarding cannot be observed during the store-carry-and-forward process.

The presented proposal includes direct and second-hand observation, and propaga-
tion of all the nodes reputation through the network. Moreover, the reputation rating
and access to requested data is controlled by a centralized Web service. This way, it
reduces faulty node actions and eliminates the above-mentioned DTN issue.

3. MOBICOOP: A COOPERATIVE REPUTATION-BASED SOLUTION FOR MOBILE
APPLICATIONS

This section describes, in detail, the MobiCoop system architecture, modules, and
mechanisms. MobiCoop is an incentive-based cooperation solution that stimulates co-
operation among users through a reputation scheme managed by a Web service. A
previous version of this solution was early presented in [Silva et al. 2013b]. It was pro-
posed and applied only to m-Health applications. In this paper, a generalized solution
that any developer can easily incorporate within their mobile application is proposed.
MobiCoop (illustrated in Figure 1) is an application framework for mobile applications
that is based in 4 main modules: i) a request treatment module; i) a cooperation mod-
ule; ii7) a security module; and iv) a cooperative Web service module. Next sub-sections
presentes and describes the prosed modules.

( Cooperation threshold list )
Cooperative Web { Reputation management}

Service module

Controls requests
and priorities access

Network If Internet connectivity is available
MobiCoop

( Requester Control Message

Cooperation Module ( Neighbours List
Reputation List

L/ JrJ

Mobile — (
application

(Message encryption/decryption}

Security Module Secure communication
with Web service

(__Node Control Message )
Request treatment ||(_ Bluetooth management )

module Receives/sends packtes/web
-~ requests

Fig. 1. Illustration of MobiCoop framework.
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This cooperation solution was specifically designed and proposed for mobile appli-
cations with service oriented architectures (SOAs) where Internet connectivity is re-
quired in order to fetch the information. A mobile device without Internet connectivity
uses Bluetooth communication to exchange messages between devices. Only a mobile
device with Internet connectivity has access to the Cooperative Web Service.

The Bluetooth technology used for communication between devices was chosen due
to the low energy consumption. Furthermore, MobiCoop shuts down the device Wi-Fi
during the communication and the data exchange process between users. This process
optimizes and saves the device precious battery life consumption.

3.1. Request treatment module

The request treatment module (RTM) (shown in Figure 2) initiates the cooperation
process every time that a mobile application requests a service or data from the In-
ternet/network and the connection is refused or inexistent. This module comprises a
Bluetooth management component for communication with other devices and the Node
Control Message (NCM) which is the first message that is exchanged between devices.

The Bluetooth management component searches for nearby neighbor users every
time that cooperation is required. Moreover, it includes a process that keeps a cooper-
ative mobile user listennig its neighbor users, expecting any contact requesting coop-
eration. This process and the device Bluetooth communication is a user choice and it
is not forced by any MobiCoop method. However, if a user choose to turn off its Blue-
tooth communication while using the cooperative application it will affect negatively
its reputation status.

A NCM is sent every time a nearby contact is discovered. Its main goal is to pro-
vide an awareness of the other mobile device (node) status, either if the node is willing
to cooperate and in what conditions. It contains the established unique node identi-
fier, the battery status, the Internet connectivity status, and the cooperation status
(i.e., if its cooperative or not). Therefore, when a mobile application requests an Inter-
net service or data, but the mobile device is unable to comply that request, the RTM
captures the Internet application service or data request (such as, HTTP, FTP, POP,
or others). Then, through the Bluetooth management component waits until nearby
cooperative mobile users are announced. After receiving the neighbors NCMs it will
identify the best user or users to cooperate and send its request. When these condi-
tions are matched the Cooperative Module initiates its cooperative mechanisms.

3.2. Cooperative module

The Cooperative module (illustrated in Figure 3) begins a process when a pending
request is captured by the request treatment module and a neighbor node is announced
and identified as a suitable cooperative user. This module comprises tree components:
i) a Requester Control Message (RCM); ii) a Neighbors List; and iii) a Reputation List.

The RCM is the first to be sent by the initial requester node to its neighbor or
neighbors, and includes 1) the requester ID, the node unique identifier; 2) the pend-
ing service request, i.e., what node is specifically requesting; 3) the neighbors list that
contains all the neighbor users and their cooperative status (if they are willing to co-
operate); 4) the reputation list, that records cooperative or un-cooperative behaviors
through the first hand observation; and 5) the achieved cooperation time (ACT).

The Neighbors Lists provide awareness to other nodes and a general perspective of
the nodes in their proximities and their cooperative status. These lists allow nodes to
avoid malicious and un-cooperative nodes in the response packet route. Furthermore,
they enhance a better node discovery scope through the Bluetooth management.

Reputation lists are used to record first hand observations of node cooperative or
un-cooperative behaviors. These lists are updated at any intervention with a neighbor
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Fig. 2. Illustration of the Request treatment module and its components.

node and reside temporarily in the mobile devices until updated to the CWS. The rep-
utation value of each node is calculated locally based on the information within the
NCM. As shown in Table I, the reputation value is calculated through a correlation
between the battery status, the Internet connectivity, and the node cooperation state.
Every node has four types of battery state: critical, poor, regular, and excellent. It is
considered that a node with a critical state of battery (below 15%) is neither compelled
nor punished for non-cooperation. Its state is poor when its available power energy is
between 15% and 35%. The regular status occurs when its power energy is between
35% and 70% and a node has an excellent status when its available power energy is
over 70%. The worst punishment occurs when a node with excellent battery state has
Internet connectivity but it is not willing to cooperate. The better reputation rewarded
node is the one with poor battery state and Internet connectivity but it is willing to co-
operate. Mobile devices without Internet connectivity could also increase its reputation
by relaying packets on behalf of other requester nodes.

Table I. Reputation value calculation.

| Battery State Internet Cooperation | Reputation

Classification | 0%-100% | Connectivity State Value (RV)
Poor _ 0 0 -1
Poor >;r1u51% 0 1 +3
Poor 1 0 -2
Poor <35% 1 1 +4
Regular _ 0 0 -2
Regular >;ﬁg% 0 1 +2
Regular <70% 1 0 -3
Regular ‘ 1 1 +3
Excellent 0 0 -3
Excellent 0 1 +1
Excellent 0% 1 0 -4
Excellent 1 1 +2
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Fig. 3. Illustration of the Cooperation module and its components.

The ACT sent in the RCM provides an awareness when the cooperation process
should stop and restart with a different neighbor cooperative user. A maximum wait-
ing period (MWP) was defined to prevent a requester user to indefinitely wait for a
request. When a node initiates a request and sends the RCM, the MWP is of 60 sec-
onds. Otherwise, the requester user cancels its request and starts searching for an-
other neighbor user that is willing to cooperate.

When a mobile device, receives or carries one or more pending requests (RCMs)
has Internet connectivity it sends all of them to the CWS. The CWS will manage the
updated reputation information and control the access to the requested services or
data.

3.3. Cooperative Web Service

The CWS is responsible for performing a fair access control to requested services or
data. It holds the final reputation list updated through the received reputation lists.
The CWS reputation list contains all the registered network nodes with their identifier
and their respective reputation value. The threshold value available at the reputation
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table for the node N is represented by Rv. When the WS receives reputation informa-
tion upon a request, if performs its update, through Rvnew = Rvold + Rv , where the
initial Rv is equal to zero. The CWS reputation table considers three status of reputa-
tion: selfish, neutral, or cooperative. As may be seen by equation 1, these statuses are
defined in order to provide a fair access to the requested service or data. An initial node
with a reputation value equals to zero and, therefore, considered as neutral. A selfish
node with a negative reputation value cannot access in any way to the requested ser-
vice/data, being necessary to cooperate in order to reach a positive reputation value.
Last, a cooperative node has full access to requested WS. For networks with a small
number of nodes it is extremely important that un-cooperative nodes receive worst Ruv,
punishing and motivating them to cooperate.

Neutral, R, € 0 1)

Selfish, R, €] — 00, —1]
Rep = {
Cooperative, R, € [1,+00[

According to the node reputation status, the CWS will allow the node to have access
to the requested services or data. Although the neutral status enables nodes to re-
trieve their requests, a node with a cooperative status has privilage and priority over
a neutral node.

3.4. Security Module

A major concern in this solution is the privacy issue of all forwarded and retrieved
data. Privacy is a top priority issue in mobile services and applications that deal with
user sensitive information. Therefore, a cryptography solution that was proposed in
[Silva et al. 2013a] for m-Heallth applications under cooperative environments, called
DE4MHA (Data Encryption Solution for Mobile Health Applications) was adapted
to this cooperative framework and incorporated into MobiCoop. DE4MHA is an hy-
brid cryptography solution that combines the use of the RSA [Jonsson and Kaliski
2003] algorithm for asymmetric encryption/decryption to guaranty key exchange con-
fidentiality and the Advanced Encryption Standard (AES) algorithm for symmetric
encryption/decryption for data confidentiality [Raeburn 2005] . This solution also en-
sures data integrity creating both message digest and an hash of the transmitted data.
DE4MHA uses a digital signature for data authenticity, encrypting the previous hash
message with the RSA private Key. The HTTPs protocol is used to secure the commu-
nication between any Web Service or other Internet service.

This cryptography solution was also included on the MobiCoop framework and gen-
eralized without any conceptual alteration for any mobile application. Figure 5) illus-
trates how the communication is protected between two nodes and between a node and
the CWS by the MobiCoop security module.

This module assures a secure communication channel through two mobile users and
between a mobile user and the CWS. The process starts by exchanging public keys,
also with the purpose of session key exchange. This procedure will guarantee the mes-
sage exchanged authenticity and integrity properties. The MD5 algorithm is used to
generate a message digest of the exchange message that is encrypted with the received
public key from the neighbor mobile user [Rivest 1992] . Simultaneously, a message di-
gest of the exchange message is also generated and compared to the message digest
previously created and exchanged between users. This message is decrypted using the
users private key, enabling to check if the session key has not been modified and if its
source is the expected one.

In case of a mobile user device has Internet connectivity the communication and
message/data exchange is established through a Secure Socket Layer (SSL) over HTTP,
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also known as HTTPs connection. Therefore, providing a data confidentiality mecha-
nism for communication between the user and the CWS.

This methodology is not only applied to the session key message exchange. All mes-
sages or data exchange that uses MobiCoop cooperative processes during a communi-
cation are protected by this cryptography mechanisms.

Requester node (RN)

Requests access to
Internet
sevvicelor data

N
Request dafa to Yes Internet °
Web Service Connectivity?
through HTTPS 2

ignature and
tegrity verified?2

Exchange RCM

Fig. 4. Activity diagram illustrating the security mechanisms withim the cooperative process.

4. PERFORMANCE EVALUATION

This section focuses on the performance evaluation and validation of the cooperation
solution proposed in this paper. MobiCoop was developed for Google Android Oper-
ating System and besides the platform itself, hardware requirements comprise the
Bluetooth hardware, Wi-Fi and/or GSM/CDMA data modules. This solution is an ap-
plication framework for mobile applications that is completely ubiquitous to the user,
requiring only few setup configurations.

First, the service-oriented mobile applications and corresponding network scenarios
used to evaluate and demonstrate MobiCoop are introduced. Afterwards, the system
validation and results are discussed. The performance metrics used in the study are
the service requests delivery probability and service average delay in the presence of
network disconnections and/or Internet unavailability. These metrics are the network
challenges that MobiCoop aims to improve and deliver.

The evaluation also considers the presence and variation of the number of un-
cooperative nodes in order to study how they affect the referred network metrics. Fur-
thermore, two different user mobility behaviors are introduced. An user can be mobile
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(i.e. the user is walking, moving along the scenario) and static (i.e. the user is fixed). It
aims to study the mobility impact on the performance of MobiCoop.

4.1. Mobile Applications using MobiCoop

For evaluation of MobiCoop, two simple mobile applications (for Android OS) were
developed: 1) an e-Mail client app; and 2) an instant message app for an inter-
nal corporative environment. The e-Mail client app allows users to send and re-
ceive e-Mails. For evaluation purposes it is assumed that the user has already an
e-Mail account in the respective e-mail server. The instant message app allows any
user/collaborator within the corporative environment to exchange instante messages
with other users/collaborators. This app requires a register service to authenticate
through a login and password. A user can send instant messages only after the respec-
tive Web service verifies his/her authentication.

The inclusion of the MobiCoop framework in both mobile apps is very simple.
Developers only need to include the MobiCoop classes in the app package and, then,
include the framework call method every-time the network connectivity fails sending
the request to the Request treatment module. This procedure is presented in Algorithm
1.

ALGORITHM 1: MobiCoop call method: Request treatment module.

Input: The service or data requested and respective protocol: URL
Output: The URL is assigned to the cooperative_requestment_ module method
repeat
Access to service/data THREAD
for each attempt to request a service /data from Internet or external server do
ProtocolGet request = New ProtocolGet(URL);
if (Internet availability == Null;
then
Request_treatment_module(URL);
end
end
if Internet availability = Null then
Request to service/data = True;
else
Request_treatment_module(URL);
end
until Access to service/data or Request treatment module is called;

4.2. Mobile Network Scenario

The real network scenario used for the performance evaluation study of MobiCoop
proposal may be seen in Figure 5. The figure illustrates part of the first floor of the
Department of Informatics from the University of Beira Interior, Portugal. It goals
to emulate a corporative environment where collaborators are either mobile, moving
around the floor, or static, working on their workbenches. In this use-case scenario,
only the user/node identified has Resp has Internet connectivity. For evaluation pur-
poses, it is assumed the users/nodes are positioned according to the presented scenario
where all the users within rooms are static and on corridors are mobile. It was also
included the presence of three un-cooperative nodes.
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Fig. 5. Tllustration of the network scenario used for the performance evaluation of MobiCoop.

For a given scenario, two nodes (identified in the Figure 5 as Req1 and Req2) request
two different app services. Reql user that is static in his office room wants to send
an e-Mail and Req2 user, that has mobility, wants to send an instant message, how-
ever, both do not have Internet connectivity. ReqI user application starts searching for
neighbor users using a Bluetooth connection until it finds a cooperative user. Through
cooperation, and repeating the process, network nodes will forward the e-Mail request
until a node with Internet connectivity is found (identified in the figure as Resp). Resp
will then communicate with the CWS that verifies the reputation value of Reql, and
allows or denies access to the requested service. Req2 repeats the same processes as
Req1. However, in this case, the Resp node, after the reputation verification, will allow
access to the application Web service and then send the requested authentication to
Req1 also through cooperation. This response will be forwarded through the network
nodes, and cooperative behaviors will also be observed. The main goal is to analyze
the service requests delivery probability and the service average delay. The service re-
quests delivery probability is used to observe whether, and the number of times, a node
request is delivered. The service average delay focuses on the average time between
the request from the application service and its delivery. Furthermore, the number of
un-cooperative nodes will change and the results will be compared to the ones pre-
sented in [Silva et al. 2013b].

4.3. Performance Evaluation Analysis

This section focuses on the performance analysis of the proposed cooperative approach
and its impact on the overall network performance. The study was performed through
the above-described scenario and mobile apps. The case study scenario included eleven
(11) users with both applications.

Non-cooperative cases were controlled and measured to a maximum of 6 (3 mo-
bile users and 3 static users) to guarantee the minimum service performance. The
most important analysis refers to the use-case where MobiCoop is not used and any
user with no Internet connectivity were unable to use the respective mobile appli-
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cation. Through cooperation, all the devices can indeed use the application services.
Un-cooperative nodes affect directly the service delivery probability, service average
delay, and the overall network performance. The performance metrics considered in
this study are the service delivery probability (in percentage) and the service average
delay (in seconds). The service delay is measured as the time between the request for
the application service and its delivery. It was considered a worst-case scenario of 6 un-
cooperative nodes. Moreover, and considering that this performance evaluation would
be conducted assuming, most of the time, extreme and worst-case scenarios, the ACT
was also modified to 90 seconds.

Figure 6 presents the service delivery probability and the service average delay as
function of the number of un-cooperative mobile users/nodes. Both Reql and Req2 re-
quested the respective services thirty (30) times in the following eight (8) different sce-
narios: i) 2 static un-cooperative nodes and 1 mobile un-cooperative node; ii) 3 static
un-cooperative nodes and 1 mobile un-cooperative node; iii) 1 static un-cooperative
node and 2 mobile un-cooperative nodes; iv) 1 static un-cooperative node and 3 mobile
un-cooperative nodes; v) 2 static un-cooperative nodes and 2 mobile un-cooperative
nodes; vi) 3 static un-cooperative nodes and 2 mobile un-cooperative nodes; vii) 2
static un-cooperative nodes and 3 mobile un-cooperative nodes; and viii) 3 static un-
cooperative nodes and 3 mobile un-cooperative nodes.

80 1
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g 70 = 60 -
$ 60 ?
.- 8 50 -
m% 50 [
S 2 40 7
gg 7 4
3 | o X 30
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o ] © 20 -
S 20 S
K 10 - § 10

o S o

i ii iii iv v viooovii il ] i ii iii iv v viooovii i
Use-Case scenarios Use-Case scenarios

Fig. 6. Service delivery probability and service average delay as function of the increase number of uncoop-
erative mobile users/nodes.

It was observed that when the number of un-cooperative nodes increase, both ser-
vice delivery probability and service average delay decrease, as expected. However, the
variation of static and mobile users present different values for the same number of un-
cooperative nodes. In comparison with increasing only the static un-cooperative nodes,
the presence of more mobile un-cooperative nodes shown that both metrics present a
greater degraded performance. In the worst-case scenario, the service average delay
was about 78.8 seconds and the service delivery probability was about 36%. Mobile de-
vices constrains, such as, loss of Bluetooth connection, distance variation, and different
devices hardware specifications also affected both performance metrics.

An analytic model was used to deeply study and analyze the service average delay.
Equations 2 and 3 calculate the maximum service delay and the service average delay,
respectively. The equations results will present comparisons results that will aid to
access the above performance evaluation results.

Maximum service delay = (a« + 0 + @) X T. + (a + 0) X Tye (2)
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Service Average delay = (o + o0+ ) x T + (o +0) x Tyye 3)
where,

— a = Average connection establishment time = 3.4 seconds

— o = Average node control message transfer time = 0.45 seconds

— ¢ = Average request for service+Cooperation List transfer time = 0.38 seconds
— /3 = Average service response delivery time = 0.29 seconds

— T, = Total of cooperative nodes

— Ty = Total of uncooperative nodes (variable)

The maximum service delay obtained by (2) was about 69,63 seconds, slightly below
that one obtained by real experiments. This difference is due to the mobility aspect
that is not considered in (2) that only considers static positioning. Therefore, it proves
that selfish behaviors from nodes with constant mobility have a different and more
negative effect in the network overall performance. A comparison between the service
average delay results from the real experiments and the results obtained by (3) are
depicted in Figure 7. As may be seen, the observed results follows the same expected
behavior. Results obtained by (3) that only considers static positions presents equal
service delay for cases with the same number of un-cooperative nodes. However, in the
real experiments, cases with the same number of un-cooperative nodes but variating
its type, presented different delays due to their mobility.

90 -
80 -
70 -
60 7 H Service Average
50 - Delay

40 7 = Analytic model

30 - results for Service

20 - Average Delay

Service average delay
(seconds)

10

0 -
i ii iii iv v vi vii viii

Use-Case scenarios

Fig. 7. Performance comparison of the service average delay as function of the number of un-cooperative
nodes considering results obtained by real experiments and by the equation (3).

For comparison with the results obtained in [Silva et al. 2013b], a more complex net-
work scenario was considered. The main goal of this comparison was to observe and
compare the effect of non-cooperative mobile users with the results obtained in a ear-
lier scenario where non-cooperative users were static or with minor random mobility.
Table II presents the results of the use-case scenarios considered to study the perfor-
mance of the service average delay with the increase of non-cooperative nodes. The
number of users and non-cooperative users are the same. However, for each number of
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un-cooperative users, it was considered all the possible combinations from minimum to
the maximum of mobile users. The results highlighted by "Without user mobility” are
obtained in the early above-mentioned work [Silva et al. 2013b]. The same network
scenario was also considered for the performance evaluation of the service delivery
probability and the results are presented in Table III.

Table II. Performance evaluation results for service average delay considering the total of non-
cooperative users and the number of users with mobility.

Without With user mobility/
user mobility Number of mobile users
Users 0 1 2 3 4 5
3 63,2 65,3 | 66,2
Total of 4 66,7 674 | 68 | 69,3
non-cooperative users 5 70,1 70,9 | 71,8 | 72,9 | 74,22
6 743 749 | 754 | 769 | 71,6 | 78,8

Table Ill. Performance evaluation results for service delivery probability considering

the total of non-cooperative users and the number of users with mobility.

Without With user mobility/
user mobility | Number of mobile users
Users 0 1 2 3 4 5
3 69 67 | 66
Total of 4 57 56 | 56 | 53
non-cooperative users 5 45 45 [ 44 | 43| 39
6 38 38 |37 36| 32 ] 27

Figure 8 presents the obtained comparison results of the service average delay per-
formance. As expected, results shown that with the increase of non-cooperative mobile
nodes the service average delay degraded. Moreover, performance results of the service
delivery probability also presents the same behavior, as shown in Figure 9. Compared
with the case scenario of static users the probability of a service being delivered to
its destination dramatically decreases with a high number of non-cooperative mobile

users.
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Fig. 8. Performance comparison of the service average delay as function of the increase number of non-
cooperative mobile nodes.
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Fig. 9. Performance comparison of the service delivery probability as function of the increase number of
non-cooperative mobile nodes.

Compared to the results presented in [Silva et al. 2013b], all the performed test-case
scenarios shown slight but worst results. However, this is due to the introduction and
variation of node types (static and mobile) and to the average 2% of time that the inclu-
sion of DE4MHA increases in each communication. The network scenario was also big-
ger and for performance analysis purposes, it considered the communication between
the two most distant users/nodes. However, these comparison results are promising,
proving the feasibility of the obtained results from the early experiments that clearly
follows the same behaviors.

5. CONCLUSION AND FUTURE WORK

This paper proposed a generalized cooperation mechanism for mobile applications
called, MobiCoop. This proposal is a reputation-based scheme where a Web service
manages all the network cooperation, along with the access control to service/data re-
quests. It considers three main modules: a request treatment module, a cooperation
module (that includes neighbors and reputation lists, among other components), and a
Web service cooperative module. It aimed to provide an increased network infrastruc-
ture and Internet connectivity independent to any mobile application with service-
oriented architectures and it was fully accomplished.

The proposed solution was evaluated, demonstrated, and validated through a pro-
totype experimented in a real scenario using two mobile applications, one for instant
messages that uses a Web service and another for the popular e-Mail service. The
service delivery probability and the service average delay performance metrics were
considered. It was shown that the proposed approach provides network connectivity
independency to the users mobile apps when Internet connection is unavailable. It was
evaluated the influence of the number of un-cooperative nodes on the network perfor-
mance considering two type of nodes, static and mobile. The results confirm that when
the number of un-cooperative nodes increases, both considered performance metrics
increases, as expected, confirming also the direct impact of the non-cooperative nodes
on the performance of the network. Furthermore, through comparison results of real
experiments with an analytic model, it was concluded that un-cooperative nodes with
mobility have a more negative impact on the network performance. Through the per-
formance evaluation study and the analysis of its results, it was possible to conclude
that MobiCoop improved significantly the overall network performance and the quality
of service (QoS) for a given mobile application.
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Future work should consider novel network scenarios where the focus should be on
energy optimization. All the neighbor nodes know their device battery status through
the exchange of the Node Control Message (NCM). Therefore, every time that a cluster
of nodes is formed, only the node with better battery state has access to the network.
This node relays information with the other nodes helping them to save energy.
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Chapter 8

Conclusion and Future Work

This chapter presents the main conclusions that result from the research work described
in this thesis. Furthermore, it discusses several research topics related to the work developed
along the doctoral programme that can be addressed in further research works.

8.1 Final Conclusions

This thesis proposes and evaluates a novel incentive based cooperation strategy for m-
Health services and applications. To achieve this objective the research work was split in four
main partial objectives. These parts can be summarized as follows: the first was dedicated to
the study of the research topic and analyses of the state of the art in order to identify the main
open issues; the second part was dedicated to the construction and performance evaluation of
a novel cooperation strategy for m-Health services and applications; the next describes a cryp-
tography solution for m-Health applications under cooperative environments; and the final part
was devoted to the proposal and performance evaluation of a generalized and interoperable
incentive-based cooperative application framework for mobile applications.

The first part of this research work was included in chapters 2 and 3 of this document.
At this stage a detailed research of the main thesis topic was performed in order to prepare a
comprehensive review of the state of the art. Then, the focus of this research work was defined
and delimited and its main objectives were described. Chapter 2 presents a detailed survey
of the state of the art on the evolution of e-Health and m-Health technologies. Through this
study it was possible to identify the main open issues and constraints in m-Health applications
and supporting network architectures. This study also identified that cooperation schemes was
a viable solution to the identified problem. Chapter 3 presents a detailed review on exist-
ing cooperation strategies and mechanisms on e-Health, wireless networks, ad-hoc networks,
and delay-tolerant networks. Through this study it was possible to identify and gather important
contributions from cooperative schemes in similar scenarios to m-Health network architectures.
After analysing and identifying the main limitations of the existing solutions, some open issues
were identified.

The second part of this work, presented in detail at chapter 4, includes the proposal and
performance evaluation of a novel cooperation strategy for m-Health services and applications.
This incentive-based cooperation approach presents a reputation-based strategy where a Web
service manages the fair access control and the cooperation among nodes along with their repu-
tation. The evaluation of this proposal was performed through a real network scenario involving
19 users with a real m-Health application that requires constant network connectivity, called
SapoFit [8]. The evaluation metrics used for this evaluation were the service average delay, that
consists in the average time that a response takes to return to the original requester node, and
the average delivery probability, that considers the probability of a requester node to receive
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its requested service/data. The number of un-cooperative nodes was variable, considering the
worst case scenario with 9 un-cooperative nodes. Evaluation results were very positives, the
first and perhaps the most important conclusion is that without the cooperation strategy, de-
vices with no Internet connectivity were unable to access the application Web services and,
therefore, cannot use the m-Health application. In the worst case scenario the maximum ser-
vice delay observed was about 83.7 seconds with an average delivery probability of 19%. Taking
in consideration middle case scenarios with 4 or 5 un-cooperative nodes the service average
delay was about 60 to 70 seconds with an average delivery probability of 60%. Furthermore, all
these results also variate negatively due to mobile devices constrains, such as loss of Bluetooth
connection between nodes, distance variation, and different devices hardware specifications.

The third part of this work, is described in detail in chapters 5 and 6 and concerns a
proposal of a cryptography solution for m-Health application under cooperative environments,
called, DE4MHA (Data Encryption Solution for M-Health Applications). Chapter 5 describes
the proposal that considers a hybrid encryption solution that uses both synchronous and asyn-
chronous encryption algorithms and was especially designed and deployed for the cooperative
strategy for m-Health services and applications. This proposal guaranties the confidentiality,
integrity, and authenticity of sensitive health data/information during cooperative processes.
Chapter 6 presents the performance evaluation of DE4MHA and a field survey of the proposed
cryptography proposal, with real users. This evaluation study was performed involving 35 real
users with SapoFit application under a cooperative environment. Evaluation results shown that
DE4MHA does not deteriorate the overall performance of the proposed cooperation strategy for
m-Health applications. Hence, it can conclude that with DE4MHA incorporation, the average
time added with encryption/decryption tasks is about 0,003557 seconds, corresponding to an
increase of 2% of the overall service delivery time. The online survey concludes that users were
generally satisfied with the application performance and that are more confidant in using m-
Health applications knowing that their data/information is protected.

The fourth and last part of this thesis, is presented in chapter 7, that describes in detail
the proposal and performance evaluation of a generalized and interoperable incentive-based
cooperative application framework for mobile applications, called, MobiCoop. This proposal
was based on the incentive based approach for m-Health applications and it aims to offer an
application framework to developers easily incorporate the cooperative strategy in their ap-
plications. MobiCoop was incorporated in two mobile applications: an instant text message
application and a mail send/receiving application. The same metrics were considered for the
performance evaluation in a real scenario involving 11 users. However, in order to emulate a
more realistic scenario, two different type of users were considered: users with mobility and
static users. The worst case scenario was assumed with 6 un-cooperative nodes (3 mobile users
and 3 static users). Results were very positives. The worst case scenario presented a service
average delay of 78.8 seconds and a service delivery probability about 36%.

The main objective of this thesis was accomplished, as well the defined partial objec-
tives.The objective of providing an increased network infrastructure and Internet connectivity
independency to m-Health applications with service-oriented architectures was fully accom-
plished. Due to the sensitive health information a cryptography solution called DE4MHA was also
proposed and evaluated with success. Finally, a generalized and interoperable reputation-based
cooperative application framework for mobile applications, called, MobiCoop, was successfully
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proposed and evaluated.

8.2 Future Work

To conclude this thesis, the next paragraphs present some future research directions that
can be followed and which result from this research work.

For future work, a more profound study on the effect of the proposed cooperation strat-
egy on un-cooperative nodes is considered. In this work, un-cooperative nodes are punished
with negative reputation rating and are deprived of access to the respective services. However,
how can this nodes can regain reputation and access privileges? And, in what way the neighbors
reputation can mitigate selfish behaviors promoting cooperation?

Another further insight is the node mobility effect on the network performance. The per-
formance evaluation of MobiCoop, presented in chapter 7, considered both static and mobile
users. From the evaluation results, it was clear that un-cooperative nodes with mobility have a
greater negative impact than static users. For future work, mobility should be taken in consid-
eration to the reputation rating for uncooperative nodes. Furthermore, ubiquitous mechanisms
and procedures should be created for assessing if a node is static or mobile.

Future work also should consider a novel network scenarios where the focus should be
on energy optimization. All the neighbor nodes know their device battery status through the
exchange of the Node Control Message (NCM). Therefore, every time that a cluster of nodes is
formed, only the node with better battery state has access to the network. This node relays
information with the other nodes helping them to save energy.
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