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ABSTRACT KEYWORDS

In this explorative study we provide empirical insight into how organized Cybercrime; Organized
crime offenders use IT to launder their money. Our empirical data consist Crime; Money Laundering
of 30 large-scale criminal investigations into organized crime. These cases

are part of the most recent, fifth data sweep of the Dutch Organized Crime

Monitor (DOCM). We do not focus on cybercrime alone. Instead, we

explore the financial aspects of criminal operations in a broad range of

types of organized crime, i.e. from ‘traditional’ types of organized crime,

such as offline drug smuggling, to cybercrime. Regarding the spending of

criminal proceeds (consumption and investment), the analyses show

several similarities and no major differences between traditional crime

and cybercrime. When it comes to concealing criminal earnings (money

laundering), we do see important differences. Financial innovation, such

as the use of cryptocurrencies, seems to be limited to cases of IT-related

crime. One of the most striking similarities between cybercrime and

traditional crime is the offenders’ preference for cash. In the analysed

cases, malware and phishing offenders as well as online drug traffickers

change their digital currencies for cash, at least in part.

Organized crime and IT: new theoretical and empirical questions

The massive use of the internet, and more generally the effect of IT (information technology) on all
segments of society, entails new opportunities for organized crime. The use of IT in relation to
organized crime raises several interesting questions. This is especially true when new forms of crime
such as cybercrime, or the use of new technology in traditional organized crime, are linked to
existing knowledge, concepts, and theories in the field of organized crime. For example, it is
worthwhile to consider what the use of IT means for the way in which organized crime groups
emerge and develop. Has, for example, the internet diminished the importance of real-life social
capital for the participation in organised crime (Lavorgna 2013; Przepiorka, Norbutas, and Corten
2017; Téttel, Bulanova-Hristova, and Flach 2016, 28-30; Leukfeldt 2017)? Another interesting issue
regards the role of IT in the logistics of organized crime. Any form of organized crime can be
described as a logistical process in which a number of necessary steps must be taken (Cornish and
Clarke 2002). These steps may include, for example, production/purchase of drugs, transport and
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storage, crossing border controls, and sales. In what way do criminals use IT to improve the logistical
process and does the use of IT potentially lead to new logistical bottlenecks?

Handling money flows is a specific type of bottleneck for every successful offender. Organized
crime is motivated - at least in part — by financial gain. However, criminal earnings bring certain risks,
especially if your criminal operations are successful and generate a lot of money. Criminal earnings
and the spending of those earnings may raise suspicion, which in turn could lead to arrest and
confiscation of your assets. How and to what extent do offenders use IT-facilitated possibilities, such
as bitcoin, to launder their money?

Until now, there is only a limited amount of empirical research into how criminals use these
options and what consequences the use of IT has for how criminals operate (Leukfeldt 2017; see also
Lagazio, Sherif, and Cushman 2014). A number of studies have recently been published. Odinot et al.
(2017) and Bulanova-Hristova et al. (2016) analysed criminal investigations in the field of cybercrime.
These studies explored on the modus operandi, structures and profiles of individual offenders in
these networks. Furthermore, the authors focussed on challenges and obstacles of law enforcement
agencies have to deal with during investigations. The authors conclude, amongst other things, that
the Internet functions as a tool to increase the efficiency of crime scripts and provides for new
business opportunities. Leukfeldt et al. also conducted empirical research into cybercrime, focusing
in particular on the processes of origin and growth and modi operandi of cybercriminal networks
(Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017c; Leukfeldt, Lavorgna, and Kleemans 2017d).
These studies show the importance of online and offline social contact for the functioning of
cybercriminal networks. Finally, Custers, Pool, and Cornelisse (2018) looked into how money is
laundered in cybercrime cases.

Our study provides empirical insight into how organized crime groups use IT to handle their money
flows. We build on the work of these and other researchers by both broadening and deepening their
work. Similar to Custers, Pool, and Cornelisse (2018), we focus on criminal money flows. However,
whereas they focused on money laundering in several cybercrime cases, we explore the use of IT in
relation to money flows in a broad range of types of organized crime, i.e. from ‘traditional’ types of
organized crime, such as offline drug smuggling, to cybercrime. After all, the potential use of IT
facilitated possibilities for money laundering purposes is not limited to cases of cybercrime.
Offenders involved in offline drug trafficking operations may convert their cash revenues into crypto-
currencies and prepaid cards to obscure their money flows, for example. Are these possibilities actually
used by offenders in traditional, offline types of organized crime? Furthermore, we do not only look into
the laundering of criminal earnings, but also explore the spending of those earnings. We address the
following research question: How and to what extent do offenders use IT-facilitated possibilities to handle
their money flows? The empirical data we use consist of the 30 cases that were analysed in the fifth and
most recent data sweep of the Dutch Organized Crime Monitor. The fifth wave of this ongoing research
project is the first to include cases of cybercrime. This allows us to analyse the use of IT in relation to
criminal money flows in a broad range of types of organized crime, including both offline and online
organized crime.

In the following section (section 2), we focus on the existing literature on money laundering choices
of organized crime offenders. In section 3, the research methods and empirical data are explained. In
Section 4, we present the results of the empirical analyses. In Section 5, we summarise the empirical
results, discuss the theoretical implications, and provide suggestions for future research.

Prior research

Money laundering literature might be classified into three groups. First, several authors tried to
assess the size of financial flows involved in money laundering. Scholars such as Walker (1995),
Schneider (2010), Barone and Masciandaro (2011, 116-118), and Unger et al. (2006) have pro-
duced a wide range of estimations. Other criticize these attempts to measure the amount of
money laundered. Because of a lack of solid methodology and valid data, credible results are
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simply not possible (Reuter 2013). Therefore, according to critics, assessments result in nothing
more than ‘speculative guesstimates’ (Levi 2012, 610), although these guesstimates have become
‘facts by repetition’ because they are cited so frequently (Levi and Reuter 2009, 362). Second,
there is an abundance of articles and books in which policy measures against money laundering
are critically reviewed (Levi and Reuter 2009, 359). The third category consists of empirical studies
on what offenders actually do with their money, and what type of money laundering methods
they use. This type of empirical research is relatively scarce (Kruisbergen, Kleemans, and
Kouwenberg 2015, 240; Fernandez Steinko 2012, 909; Levi 2012; Verhage 2011, 172). This applies
even more for cybercrime than for cases of traditional (organized) crime (see also Werner and
Korsell 2016).

Criminal earnings can be reinvested in criminal activities, they can be consumed, and, if there is any
money left, criminal earnings can also be invested in legal economy. From a policy perspective, these
investments are the most interesting category of spending. The perceived threat of criminals investing
huge sums of money and, as a result, gaining influence in economic, social, and political spheres, is an
important driving force behind anti-money laundering measures (see for a review, e.g. Levi and Reuter
2009). Regarding the investments in legal economy, there is a modest number of empirical studies.
Prior research showed organized crime offenders predominantly invest in their country of origin or in
their country of residence (Kruisbergen, Kleemans, and Kouwenberg 2015, 250; Webb and Burrows
2009, 27; Van Duyne and Levi 2005; Suendorf 2001). Furthermore, many offenders invest in real estate,
residences in particular (Kruisbergen, Kleemans, and Kouwenberg 2015, 243-244; Kleemans et al. 2002;
Webb and Burrows 2009, 27; Matrix Knowledge Group 2007, 39; Fernandez Steinko 2012; Malm and
Bichler 2013; Van Duyne and Soudijn 2010, 271; Van Duyne 2003, 98-101; Schneider 2004; Transcrime
2013; Petrunov 2011, 177-178). Another type of assets often found in the portfolio of organized crime
offenders concerns companies, i.e. wholesale/retail companies, hotels, bars and restaurants, transpor-
tation companies, and brothels. One might say that offenders predominantly invest in goods and
companies that they are familiar with from everyday life. In many of these companies, offenders are
somehow personally involved, i.e. companies are directly or indirectly controlled by an offender, are
used for criminal purposes, and/or actual economic activity takes place within the company on behalf
of the offender (Kruisbergen, Kleemans, and Kouwenberg 2015; see also Bruinsma 1996; Suendorf
2001; Schneider 2004; Transcrime 2013; Matrix Knowledge Group 2007; Petrunov 2011). Purely financial
assets, on the other hand, i.e. bonds, options, and stocks in companies in which offenders are not
personally involved (such as stocks in companies noted on the stock exchange), are far less often found
(Kruisbergen, Kleemans, and Kouwenberg 2015).

Other studies focus on the methods offenders use to hide the criminal origin of their assets. The
Dutch police periodically publishes research reports on money laundering in which statistics, inter-
views, and case files are analysed. Soudijn (2018) analysed four so-called Crime Pattern Analyses
(CPAs), covering a time span of twelve years. Continuity in money laundering methods appears to be
far more prominent than change. The results show that well-known methods of money laundering
keep returning. These are the methods of loanback, fictitious turnover in legal companies, fictitious
gambling profits, and trade based money laundering. The most prominent returning theme in the
four CPAs is the important role of cash (see also Custers, Pool, and Cornelisse 2018; Europol 2015;
Kruisbergen, Van de Bunt, and Kleemans 2012). Some changes in methods of money laundering did
take place. These are for an important part technology driven, such as the (rise in the) use of bitcoin
and prepaid cards, mostly for relatively small amounts. Fundamental, large-scale changes in the field
of money laundering, however, did not seem to occur (Soudijn 2018).

Empirical studies on money laundering in cybercrime case are (even) scarcer (see also Werner and
Korsell 2016). Custers, Pool, and Cornelisse (2018) explored the money laundering methods used by
offenders in cases of banking malware. They identified two models for laundering the profits of
banking malware. The first model involved the use of money mules and a quick cash-out. In that
model the money is transferred from the victim’s bank account to the money mule’s bank account.
The money mule subsequently withdraws the money via an ATM. The second model involves the
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direct spending of the profits in the online banking environment. In the section ‘Empirical results’, we
will compare our own results with the main results of (some of) the studies mentioned above.

Current study

Our empirical data consist of large-scale criminal investigations into organized crime. These cases are
part of the Dutch Organized Crime Monitor (DOCM). The DOCM is an ongoing research project into
the nature of organized crime in the Netherlands. The main sources of information for the DOCM are
closed Dutch criminal investigations into criminal groups. In five data sweeps, 180 large-scale cases
of organized crime have been analysed. As each case focuses on a criminal network, the cases
include many suspects (up to 49 per case in the most recent data sweep). Together the 180 case
reports contain information on many hundreds of suspects.

Case studies are selected following a survey of criminal investigations of the police force and
special investigative policing units. The selection is not random. In fact, a random sample is
inconceivable in organized crime research, as police priorities provide the basis for any sample.
We, therefore, opt for a strategic sample incorporating the heterogeneity of criminal activities and
offenders. Richness of information is an important selection criterion. Each case study starts with
a structured interview with a police officer and/or public prosecutor. Subsequently, the files are
analysed and a systematic case report is written. The police files contain the results of all police
activities that were deployed in a case, such as wiretapping, monitoring of internet traffic, under-
cover policing, interrogations of suspects, confiscation of goods, and financial information.
Systematic case reports are written using an extensive checklist. The checklist elaborates upon: the
composition of the group and how offenders cooperate; the illegal activities they participate in and
the modus operandi; the interaction with the licit as well as the criminal environment; the criminal
earnings and how these earnings are spent; the criminal investigation itself; the criminal court case;
and opportunities for prevention.

For this article, we used the 30 cases that were analysed in the fifth and most recent data sweep."
The results of the analyses were published in a Dutch research report. A draft of the report was
reviewed by specialists within the police, who checked if the main research findings stood up to their
knowledge of most recent developments (for more information, see Kruisbergen et al. 2018). To gain
insight into the financial aspects of these cases — which is the purpose of this article, we analysed all
30 case reports, focusing on spending of criminal earnings (i.e. consumption and investments) and
laundering of criminal earnings (i.e. rudimentary laundering methods involving cash money, more
complex laundering methods such as faking legal profit or salary, and new types of money launder-
ing involving cryptocurrencies and prepaid cards, for example).

The 30 cases cover various types of organized crime, such as various types of drug trafficking,
illegal arms trade, human trafficking, fraud and money laundering, and cybercrime. We distinguish
between four categories of cases, depending on the role IT plays. The first category comprises 23
cases of traditional organized crime; in other words, cases without a strong IT component. These
include cases of offline drug trafficking (cases 158, 159, 161-164, 167, 169-172, 175, and 176)?,
human smuggling/trafficking (case 160), money laundering (cases 157, 166, 168, 177, 178, and 180),
and other/combined crimes (cases 165, 174 and 179).

The second category concerns three cases of traditional organized crime with IT as an important
innovative element in the modus operandi. One of these cases concerns an offender group manipulat-
ing the handling of incoming containers through a hack in the network of a port terminal (case 151).
A second case concerns people involved in a dark web market through which drugs are traded, among
other things (case 152). The final case revolves around a modern variant of money laundering. It entails
bitcoin exchangers helping their customers exchange bitcoins for cash anonymously. Available infor-
mation indicated that these customers earned their bitcoins through online drug trafficking (case 173).

The third category comprises two cases of organized low-tech cybercrime. One case concerns
a variant of ‘skimming’ (also known as ‘shimming’): the magnetic strip of a bank card is not copied;
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instead, the data traffic between the so-called EMV chip on the card and the terminal in which it is
used is intercepted (case 154). A second case concerns phishing operations, in which criminals seek
to obtain people’s online banking credentials, among other things (case 156).

Finally, the fourth category includes two cases of organized high-tech cybercrime. Both cases focus
on banking malware, i.e. criminals manipulate payments made via internet banking through mal-
icious software (cases 153 and 155).

Therefore, our data include 23 cases of traditional organized and 7 cases of IT-related crime or
cybercrime. The fifth wave of the Dutch Organized Crime Monitor is the first to include cases of
cybercrime. At the time selection of cases for the fifth wave took place, 2014/2015, there were hardly
any more cybercrime cases with sufficient size and scope fitting our criteria: cases of organized
cybercrime in which the criminal investigation had been closed.? At that time, cybercrime was still
a relatively new phenomenon for criminal investigators. Furthermore, many cybercrimes are com-
mitted by offenders residing abroad, which hampers the successful investigation and, especially,
prosecution of offenders. Finally, the police, public prosecution office and other authorities involved,
often choose to disrupt online criminal activities instead of deploying a full-fledged criminal
investigation and prosecution (see also Schuppers et al. 2016).

Empirical results
Spending of criminal earnings

In general, the financial position of organized crime offenders is far from transparent, for
obvious reasons. The 30 cases we analysed, however, offer valuable insights, due to the
exclusive powers the police deploy during criminal investigations. How do offenders spend
their money? We will briefly discuss consumption as well as investments. Several cases of
offline as well as cases of online organized crime include offenders who have a lot of money to
spend on an expensive lifestyle. One of the cases focusing on banking malware, for example,
includes offenders who spend more than two hundred thousand euros on luxury boats (case
155). Another case focuses on a criminal group involved in exchanging bitcoins for cash euros.
Their customers are individuals who earned cryptocurrency through online drug transactions.
Available information in the case files indicates the offenders are involved in several substantial
expenditures, for example on cars and helicopter flights (case173). However, there are also
cases in which the police found little or no evidence of substantial life style expenditures. Some
cases even include offenders who seem to find it difficult to make a living (case 175, for
example). In conclusion, regarding the consumption of criminal earnings, no major differences
between traditional crime and cybercrime were found.

After consumption and reinvestment in criminal activities, an offender may have money left and
may invest in legal economy. To analyse the investments of offenders, we checked all 30 cases of the
fifth data sweep of the DOCM for available information on offenders’ assets. When checking the case
reports, we used every source of information available, i.e. we did not only look for confiscated assets
but also used, among other sources, statements of suspects and witnesses, intelligence from
informers, seized bookkeeping and records, and monitored telephone conversations. Earlier research
showed that organized crime offenders predominantly invest in their country of origin or in their
country of residence?, which investments mainly consist of tangible, familiar assets such as resi-
dences, other real estate, and (mostly small) companies, which are often used for criminal activities.
Offenders mainly invest in companies in well-known sectors, such as wholesale and retail, hotels and
restaurants, and transport (Kruisbergen, Kleemans, and Kouwenberg 2015; see section 2). Regarding
the investment of criminal proceeds (assets found), the analyses of our 30 cases show no major
differences compared to these earlier findings. Furthermore, we found no major differences between
traditional crime and cybercrime. Some cybercrime cases include offenders who are involved in IT-
related companies, which is not often found in cases of traditional organized crime. However, this



574 (&) E.W.KRULSBERGEN ET AL.

actually fits pretty well within the general pattern described earlier; offenders’ investments often are
within their social and/or physical proximity.

In the next section, we focus on the laundering of criminal earnings. Money laundering is a basic
necessity for offenders whose earnings exceed daily expenditures. Since our analyses on this topic
did produce relevant differences between different types of cases, we will describe these results in
more detail.

Laundering of criminal earnings

Criminal cash flows need to be kept out of sight. If offenders want to prevent getting apprehended
and their money seized, criminal proceeds and/or the illegal origin, need to remain hidden. What role
does IT play in this respect in the various cases?

When it comes to concealing criminal earnings, we do see important differences between
traditional organized crime on the one hand and IT-related crime on the other. The 23 cases of
traditional organized crime include various rudimentary money laundering arrangements as
described in previous publications, such as the concealment and transfer of cash, and spending
large amounts of cash, whether or not by using strawmen or facilitators, on (leasing) cars or renting
real estate. We see the latter, for example, in a drug trafficking case. The main suspect spends €
20,000 in cash for the rent of a house in the Netherland, spends more than € 20,000 in cash on
a Mercedes, spends many thousands of euros in cash for the purchase of (water) scooters, and lets
a contact pay almost €9,000 in cash for a holiday trip (case 161). We also see more complex money
laundering constructions, such as faking legal profit or salary, loan-back schemes, or the channelling
of money through foreign legal entities (Kruisbergen, Van de Bunt, and Kleemans 2012).

In addition to the ‘traditional’ ways of money laundering, use can also be made of new payment
methods enabled by IT, such as cryptocurrencies and prepaid cards. In principle, a cryptocurrency
such as bitcoin is not only useful for cybercriminals. For example, criminals who are active in
traditional, offline drug trafficking could use the purchase of bitcoins either in a construction to
protect their money flows from detection or as a speculative investment. In the 23 cases of traditional
organized crime, however, we do not see the use of bitcoins or other cryptocurrencies, although we
do see the use of prepaid cards in one case (case 165). So, when it comes to money laundering, given
the lack of financial innovation (except for the small-scale use of prepaid cards), the offenders in
these 23 cases of traditional organized crime are still quite ‘traditional’. The reasons for this could be
that these offenders are unfamiliar with the new possibilities, they are afraid of the disadvantages of
cryptocurrencies’, they simply do not feel the need to change their modus operandi, or the police
did not detect the use of virtual currencies.

In IT-related crime, unlike many forms of traditional organized crime, the proceeds are often
digital in nature. People selling drugs on a dark web market often receive the proceeds of their
merchandise in a cryptocurrency such as bitcoin. The perpetrators of phishing and malware attacks
gain control over the online payment transactions of their victims, which take place in digital euros.
Case 152 centres on online drugs and arms trade via a darknet market. Online drugs transactions are
paid with bitcoins. During the police investigation, hundreds of bitcoins, worth roughly half a million
euros, are seized during searches. One of the moderators of the online marketplace also sells
narcotics himself. The police file states that the moderator/drug dealer has contacts where he can
exchange bitcoins for physical euros. Apparently, he preferred to keep at least part of his earnings in
cash. The exchange was done through individual bitcoin exchangers that were met in public places.
There are various, easily accessible online bitcoin exchanges, but since they often require some form
of identification, they are not attractive for a drug dealer. Because more online traders want to
exchange their bitcoins for euros, the online trade in illegal goods has been accompanied by
a demand for bitcoin exchange services that, as compared to regular channels, offer a higher degree
of anonymity. Case 173 focuses on professional facilitators providing exactly this type of service.
These facilitators also met their customers in public places.
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The main suspects exchanged bitcoins for cash payments after being paid a commission. At least some of the
bitcoins bought by them probably originate from illegal trade on the dark web. Indications supporting this
conclusion are the following: the police find objects related to the shipment of drugs at customers of the bitcoin
exchangers; a customer’s bitcoin wallet can be connected to online drug trafficking; and customers have to pay a 7%
commission, which is much higher than other, regular bitcoin exchangers.

The bitcoin exchangers meet their customers in local branches of hamburger or coffee chains (with Wi-Fi). After
a customer has transferred bitcoins to a bitcoin wallet controlled by the exchanger, the customer receives the money
in cash. For the exchangers, the large amount of bitcoins they obtain through this practice results in exchange and
money laundering problems on their part. Part of the purchased bitcoins are exchanged for euros at regular bitcoin
exchangers. The latter deposit the euros on accounts that are under the control of the exchangers. The money is
withdrawn in cash and used again to purchase bitcoins. In total, the exchange service of the offenders amounts to
millions of euros. (Case 173)

Cases 152 and 173, together with case 151, form part of the category of traditional organised crime
with IT as an important innovative element. Case 154 and case 156 could be classified as organised
low-tech cybercrime. In these cases, too, we see that digital currency, digital euros, is exchanged into
physical currency, cash. In case 154, a somewhat older case, the offenders manipulate card readers
from a large Dutch bank to read information from bank account holders. Through homemade debit
cards, cash is then withdrawn in more than ten different countries, after which the money is
transferred abroad, either by physical transportation or by money transfer services. Case 156 focuses
on offenders who carry out phishing attacks. Money is transferred from a victim’s account to the
account of a so-called money mule. The money is then withdrawn in cash, either by the money mule
or by a recruiter. In both cases of low-tech cybercrime (case 154, case 156), we do not see the use of
cryptocurrencies, prepaid cards, or other innovations.

Cases 153 and 155 both focus on offenders involved in banking malware, something we have
classified as organised high-tech cybercrime. The criminal group in case 153 infects computers and
mobile phones with software to manipulate bank transactions. To hide their criminal earnings, the
offenders use different methods.® Firstly, money from the victims’ bank accounts is used to buy
bitcoins, Web-money, and vouchers, among other things. The bitcoins are then (partly) exchanged
for euros. A second cash flow consists of purchasing online goods, such as computers and tele-
phones. Thirdly, money is transferred from the victims’ accounts to accounts of money mules, after
which it is withdrawn in cash. In case 155, offenders also use accounts of money mules to cash out
the money. Moreover, these offenders also use part of the stolen money to buy bitcoins. In addition,
a so-called bitcoin mixing service is used to conceal the link between the sending and receiving
address of a bitcoin and thus protect the identity of (in this case) the recipient. In this case, more than
€ 300,000 cash is seized. These two cases of high-tech cybercrime (case 153 and 155) illustrate the
use of ‘new’ payment methods, such as bitcoins. At the same time, however, these cases, too,
highlight the importance of cash.

Cash is (still) king

The central role of cash is a predominant shared feature of the cases we studied, both in the field of
traditional and IT-related organised crime. Criminals hide cash and make sure cash ends up in other
countries. Furthermore, offenders of phishing and banking malware attacks use money mules to cash
their digital euros. Likewise, criminals earning bitcoins from online drug trafficking exchange at least
part of their cryptocurrency for cash euros (see also Custers, Pool, and Cornelisse 2018; Europol 2015;
Soudijn 2018; Leukfeldt 2014; Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017c). Finally, offenders
also buy expensive goods and services with cash.

With these cash flows, a wide range of service providers are used who either unconsciously,
without asking a lot of questions, or quite deliberately, help offenders. For moving money, offenders
can contact underground bankers or people who specialize in physical cash smuggling.
Furthermore, offenders use bitcoin exchangers for discretely exchanging bitcoins for cash euros
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earned through drug trafficking. The fact that these service providers are valuable is reflected in the
price their customers are willing to pay. Soudijn and Reuter (2016) calculated the total costs of cash
money smuggling for cocaine traders at 10% to 17% of the smuggled amount. The price customers
have to pay for the services of the professional bitcoin exchangers, such as in case 173, seems to vary
at for instance 7%, making it much more expensive than regular bitcoin exchangers. Furthermore,
offenders in cases of phishing and banking malware use money mules for cashing out the stolen
money. They operate more like straw men than as professional facilitators and have a rather replace-
able position in the periphery of criminal networks. Research shows that they are mainly recruited
among young adults from disadvantaged, urban areas (Custers, Pool, and Cornelisse 2018).
Communication between perpetrators in case 155 (banking malware) shows that they are looking
for money mules among persons who are easy to influence, such as, for example, (young) people
with debts, psychological problems, or drug addiction. In our case material, we also see that money
mules do not always receive the promised compensation (case 156 (phishing)).

In addition to moving and exchanging criminal earnings, accepting cash payments is also a kind
of ‘service’ offenders utilize. In this fifth sweep, but also in previous reports of the DOCM, we see
providers of goods and services in the regular economy accepting payment of (very) high amounts,
seemingly without asking any questions (Kruisbergen, Van de Bunt, and Kleemans 2012). These
facilitators, including car companies, providers of housing, electronics stores, contractors, travel
agencies, and other providers of valuable goods and services, enable offenders to profit from
criminal earnings.

Conclusion and discussion

In this final section we summarise the empirical results and highlight our contribution to the
theoretical understanding of organised (cyber)crime. Furthermore, we examine methodological
considerations of our study, and provide suggestions for future research.

Money laundering choices of organized crime offenders in a digital age

To gain insight into the money laundering choices of organized crime offenders, we analysed 30
large-scale criminal investigations into organized crime. These cases, which are part of the DOCM,
cover types of offline organised crime, such as offline drug trafficking and human trafficking, as well
as cases of cybercrime. The empirical analyses focused on spending of criminal earnings as well as
laundering of those earnings.

Regarding the spending of criminal proceeds, in terms of both consumption and investment
(assets found), the analyses show no major differences compared to previous research (that
focused on traditional crime). Furthermore, we found several similarities and no major differences
between cases of traditional organized crime and cybercrime cases. Investments mainly consist of
tangible, familiar assets, such as residences and other real estate and (small) companies from well-
known sectors.

When it comes to concealing criminal earnings, we do see important differences. IT-enabled
features, such as cryptocurrencies and related (money laundering) services, are a major financial
innovation. Cryptocurrencies offer a certain degree of anonymity and are the means of payment on
dark web markets. Together with the TOR networks on which dark web markets operate, a currency
such as bitcoin makes it possible for buyers and sellers of illegal goods and services to engage in
more or less anonymous transactions. Cryptocurrencies, however, are also used in cases of predatory
crime. In our cases, bitcoins were used in a case of online drug trafficking as well as in two cases of
banking malware. In the cases of offline organized crime, however, offenders almost exclusively used
traditional methods of money laundering. In these cases, we did not see any offender using
cryptocurrencies, for example (although in one of the cases the criminals made use of another
innovation, prepaid cards).
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A striking similarity between cybercrime and traditional crime is the preference of offenders for
cash. Malware and phishing offenders in our cases exchanged at least part of the stolen digital
money for cash. Likewise, online drug traffickers sold (part of) the bitcoins they earned in exchange
for cash euros (see also Europol, 2015; Custers, Pool, and Cornelisse 2018).

Our research adds to the theoretical understanding of how organized crime groups operate
in the digital age in two ways. First, our analyses indicate that the operations of offenders
involved in cybercrime are strongly dependent on resources in the offline world. The growth of
the internet has opened up new horizons, for companies and consumers, but also for criminals.
Physical and other boundaries need no longer pose an obstacle to any (legal or illegal)
endeavour, at least in theory. However, despite the common notion of ‘borderless crime’,
there is growing evidence that cybercrime has a significant local dimension and is embedded
in the offline world. Offline social contacts turn out to play an important role in involvement
mechanisms. Part of the members of cybercriminal networks know each other due to their
network in the offline world and share, for example, the same local and/or social background
(Leukfeldt, Kleemans, and Stol 2017a, 2017b, 2017¢; Lusthaus and Varese 2017).” Our research
adds to this understanding. The dominance of cash, too, shows that the distinction between
cybercrime and traditional (organized) crime is not as clear-cut as some might assume.
Moreover, the offenders’ preference for cash euros is in itself one of the ingredients of the
local dimension of cybercriminal operations. Receiving cash is a physical activity. In the case of
exchanging cryptocurrencies, this activity took place by individual bitcoin exchangers using
local facilities with wifi. In the case of cashing out the revenues of banking malware or phishing
attacks, offenders often use money mules, who may be recruited in the local vicinity (see also
Leukfeldt, Kleemans, and Stol 2017a; Custers, Pool, and Cornelisse 2018).

Second, our analyses included cases of cybercrime as well as cases of traditional, offline
organized crime. Many studies either focus on cybercrime or on traditional organized crime.
However, IT can have an important effect on traditional criminal operations as well. IT offers
criminals new opportunities for communication and recruitment, for example, as is illustrated by
the use of encryption technology and online meeting places (Bijlenga & Kleemans, 2018;
Kruisbergen et al. 2018; Lavorgna 2013, 2015). In this perspective one could say that traditional
organized crime is moving more and more to the online world (Lusthaus 2013; Broadhurst et al.
2014). Our article contributes to the scarce empirical research into this topic by focusing on the use
of IT for handling criminal money flows, in both cybercrime cases and cases of traditional
organized crime. As we concluded, IT-facilitated new payment methods were hardly used in the
analysed cases of offline organized crime. Therefore, regarding methods to launder their cash
earnings, traditional organized crime is still pretty ‘traditional’, at least in our cases (see also
Soudijn 2018). This finding fits within the results of our analyses of investments of organized
crime offenders in legal economy, as these ‘investment portfolios’ are in a sense rather conserva-
tive as well (see also Kruisbergen, Kleemans, and Kouwenberg 2015). One explanation might be
that offenders tend to be conservative concerning financial decisions. Another might be that many
criminals do not need to drastically change or innovate their working methods, simply because the
traditional methods are sufficient. Finally, we don’t want to rule out that the absence of (large-
scale) financial innovation in these cases might also be the result of the data we used. In the
analysed cases of traditional, offline organized crime, however, (large-scale) financial innovation
seems to be absent.

Methodological considerations and directions for future research

Our research is based on analyses of 30, mainly large-scale, Dutch criminal investigations. Dutch
police files contain the results of all methods of investigation deployed in a criminal investigation,
such as wiretapping, monitoring of internet traffic, and undercover policing. A researcher who has
access to police files benefits from these exclusive powers and gains equally exclusive insights into
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the activities in which offenders participate. Police files are, therefore, a very rich source of informa-
tion. Using police files, however, also has certain limitations. Research based on Dutch police files, by
definition, only involves cases that were prioritized by the Dutch police and in which offenders were
caught and prosecuted. As a result, it runs the risk that certain findings remain absent, not because
the facts are not there, but simply because the police could not find them or because offenders were
not prosecuted. Particularly in cases of cybercrime, law enforcement agencies may choose to disrupt
criminal operations instead of (continuation of) a time-consuming, full-fledged criminal investigation
and prosecution. It may be fruitful, therefore, to combine analyses of criminal investigations with
analyses of information gathered during disruptive operations.

Since the last decades, organized crime control policies have become supplemented with
a financial approach, i.e. financial investigation, the prevention of and fight against money
laundering, and the confiscation of criminal earnings (see also Kruisbergen 2017). Relatively
little is known, however, about the financial and economic choices offenders make during their
criminal operations. Criminologists and researchers from other disciplines conducting empirical
research in the field of (organized) crime, should incorporate a ‘financial approach’ as well,
especially if the field of interest concerns cybercrime. Research on criminal money flows in
cybercrime cases may benefit from the fact that part of the demand-supply interaction on
online marketplaces is registered one way or the other. Analyses of data on online transactions,
regarding drugs or online money laundering services (exchange services), for example, could
produce valuable insights into price mechanisms and influential factors behind changes in price
level. Furthermore, information on the distribution of criminal proceeds can reveal which
criminals provide crucial services in criminal networks. A financial perspective, therefore, can
teach us a lot about offenders and their behaviour.

Notes

1. We would like to thank Geralda Odinot, Maite Verhoeven, Ronald Pool, and Christianne de Poot for sharing five
cases related to cybercrime (Odinot et al. 2017).

2. The numbers used to identify cases are the same as used in the research report (Kruisbergen et al. 2018). Since
the five data sweeps of the DOCM resulted in 180 case reports, the numbers for cases analysed in the fifth data
sweep run from 151 up to 180.

3. Following the work of Fijnaut et al. (1998, 26-27), organized crime is defined as crime committed by groups that
primarily focus on illegal profit, systematically commit crimes that adversely affect society, and are fairly
competent in shielding their activities from the authorities, in particular by being willing to use physical violence
or eliminate individuals trough corruption. The Dutch Organized Crime Monitor uses a wide interpretation of
shielding of activities. Besides (the threat of) violence and corruption, it includes the use of storefronts, commu-
nication in codes, counter-surveillance activities, and the misuse of experts, such as public notaries, public lawyers,
and accountants. Because richness of information is an important criterion for selection, cases with a limited size
and scope are not selected (see also Kleemans, Van den Berg, and Van de Bunt 1998, 22-23; Kruisbergen et al.
2018). Smaller cases of cybercrime were used in Leukfeldt, Kleemans, and Stol (2017a, 2017b, 2017¢, 2017d).

4. To determine the location of the offender who owns the asset, we looked at de facto ownership of the asset. If,
for example, information indicated that behind a person who has formal ownership rights another person is
hidden who has actual control of an asset, we used the latter.

5. Such as the risk of theft of bitcoins that are stored via the internet, the limitations of the anonymity with which
bitcoin transactions can be made (Meiklejohn et al. 2013; Ron and Shamir 2013; Custers, Pool, and Cornelisse
2018), the extremely volatile exchange rate, and the low usability of bitcoin for payments of regular goods and
services in the offline world.

6. See also Custers, Pool, and Cornelisse (2018, 11), for a description of the modus operandi in this case.

7. Co-offenders, expertise, and tools are also found online (e.g. Soudijn and Zegers 2012).
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