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PREFACE

The initiative aims to promote and encourage a parallel at an
international level between the managerial strategies and policies
developed in a global context by European and American medium
and small enterprises. The contributions of experts, enterprises and
people who study these topics want to increase fraining and
knowledge from a European and transnational point of view.

This project is justified and is prompted by the interest shoun
by scholars and students for the issues referred to the strategies of
development used by the medium-small enterprises in an extremely
dynamic context. A second reason can be found in the possibility of
a comparison from a spacial, international and multidisciplinary

perspective.

Giuseppe Tardivo
Ph.D. Director in Business Administration
University of Turin
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RISK MANAGEMENT.
DEFINING AND ASSESSING RISKS.

Anna Claudia Pellicelli
Associate Professor of Business Management,
University of Eastern Piedmont

1. Risk management, Defining and assessing risks. 2. The benefits of managing
risk. 3. Growing importance. 4. The level of acceptable risk. 5. Assessing
risk. 6. Strategic and operational risk. 7. Implementing the assessment.

Key words: Risk assessment, risk management, risk management system
(RMS), Risk measurement.

Abstract

Business is inherently risky. For a particular firm and project , selection of
the appropriate strategy will depend on such critical factors as the firm's
size and scope, the external forces that could affect the viability of the
business model: the nature of the target market; the source of finance; the
quality of information for decision making, etc.. But businesses have to

live with these uncertainties. Without them, the company cannot make

profits. Risk applies to any management decision that could have q good
or bad outcome. It follows that most management projects and decisions

contain risk. The risk analysis helps company to understand their risks

and to manage them professionally to gain a compelifive advantage.

A risk management system (RMS) ensures that the company manages its

threats in a proactive, coordinated, cost-effective and priorilized way.

1. Risk management. Defining and assessing risks.

Business is inherently risky. For a particular firm and project,
selection of the appropriate strategy will depend on such critical factors as
the firm's size and scope, the external forces that could affect the viability
of the business model; the nature of the target market; the source of finance;
the quality of information for decision making, etc.. But businesses have to
live with these uncertainties. Without them, the company cannot make
profits. Risk applies to any management decision that could have a good or
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1. L.M.Branscomb, PE. Auerswald (2001)Taking technical risks Mit Press pg.4

370

Environment is the risk that companies consider to be most
critical (bad publicity, customer disfavour and defection), but are also
important other risks as: political risks, international trading, security,
marketing risk, fire, Health, safety, business interruption (from fire or
explosion) and others.

All kinds of organizations face risk. Small companies are often
more vulnerable to risk, since a disaster at a single-site company could
leave the business with no production facilities. On the other hand, scale
also brings its own problems. A multi-national business has more complex
financial arrangements and more processes, making it difficult for any
individual to effectively manage risk.

Some firms have developed formal systems for risk evaluation as a
means for ensuring that risk and reward are in appropriate balance.

The importance of different risks changes over time. New legislation,
the economy, trends in the market and world events jostle for manage-
ment's attention.

We are entering the third age of risk management. In the frst age
business considered only non-entrepreneurial risk (such as security). They
also used risk reactively or defensively, to see how much insurance they
should buy.

In the second age of risk management, companies treated risk in a
more proactive way. They recognized that they could reduce the risk of
pollution or fire by introducing new policies and practices. For example,
launching a no-smoking policy reduces the risk of fire. This second age was
often instigated by insurance companies who were tired of paying money to
poorly managed businesses. It was also fostered by the European Union
which wanted management to think about the risk it posed to workers and
customers.

In the third age management, companies are assessing their entre-
preneurial risk. These companies are managing risk as a system, seeking to
understand how risks affect their business and manage them in a way that
improves performance. In the late 1980s the environment became one of

the most important items on the management agenda. By the mid-1990s,
it had taken its rightful place as one of many risks that companies have to
manage.

Risk management can be adapted to meet the needs of each
business. It can be used to educate staff, and to give them a deeper under-

standing of the corporate risks. This turns managers into business people,
and makes the business more effective.
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2 K. Sadgrove (1997)The complete guide to business risk managemen

Insurance. Insurers are putting up premiums for many categories
of risk, so insurance is no longer the cheap option it once was. Insurance
may not recoup the full amount lost due to exclusion clauses and pay-outs
are slow . Open-ended cover is no longer widely available (it is difficult to
get insurance for environmental pollution which develops over a period of
years, as long-term pollution of watercourse).Insurance cannot pay for loss
of goodwill and reputation.

Customers. Many examples have occurred of faulty healthcare
products which have harmed consumers. This litigation has often been
unsuccessful, but they caused bad publicity. Many companies look for
evidence of risk management in their suppliers, i.e. in the form of quality system.

Shareholders are more aware of risk. They are seeking more
information in the annual report about the company's exposure to risk,
because it will directly affect the company's future profits.

The public. 1t is especially critical of pollution, dangerous products
and corporate fraud. This attitude encourages companies to avoid risking
the public's hostility.

Management. Highly publicized disasters have shown management
that risks are a damaging, and sometimes fatal, cost to the business and
that preventing catastrophe is better than trying to cure it. Firms have had
to learn how to manage their increasingly international operations.
Governments all over the world are withdrawing from the management of
national enterprises, such as transportation, healthcare and energy. This
means that private enterprises are now running high risk businesses, and
the government will not pay the costs of catastrophe.

4. The level of acceptable risk.

The level of acceptable risk depends on the reward. The greater the
risk, the greater the reward must be to make it worth while. The best
business opportunity is one where the reward is high and the risk low. A
risk greater than the reward is not worth pursuing, while projects that
carry low risk and low reward rarely make any impact on the business.

Companies can affect the level of reward and risk. An oil company
would want a greater return on investment from exploring in an unstable
country. To achieve this it might negotiate tax concessions and investment
subsidies to achieve that aim before starting operations there.

Lack of planning or precautions can lead to ultimate disaster. At the
other end of the scale, excessive caution leads to missed opportunities and
rises prevention costs() The middle course, involving a proper assessment
of risks, maximizes the company's profit. This demonstrates that the




————

purpose of risk management is not to preclude entrepreneurial flair, but to

ensure that it is properly guided

As the company becomes aware of the need to manage corporate
risk, it starts to invest money in prevention. This includes the cost of
audits, the cost of preventative maintenance, the salary of a quality manager
and so on. As the prevention costs grow, the number of incidents falls, and
so do their costs. As a result, total costs also fall. It can continue to invest
more money in prevention, but doing so the total costs are the same as they
were before the company started managing its risks.

There is an optimum level of investment to be made in risk mana-
gement. Too great an investment will burden the company with costs and
render it uncompetitive, while insufficient attention to risk will make it

liable for heavy incident costs.

5. Assessing risk.
Risk management starts with awareness. Management recognizes

that risks exist in business, and that these should be managed. Once aware
of the risks, there are four further stages in risk management.

The first stage is to assess the risks. Physical risks like fire involve
physical audits, while strategic risks (such as marketing ones) are more
likely to involve research and analysis. Both types of assessment require

s to records. How many days have been Jost trough accidents? What

acces
d? These records will point to trends, and

cases of fire have been reporte
indicate management omissions or poor working practices.

Every type of risk has its own assessment .The company should use
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In other words, all fire surveys should use the same method. This ensures
that the data can be compared overtime, and it helps management more

easily evaluate the risks.
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Management has to grasp these four strategic issues before it can
start to consider the operational risks that affect the company. In addition,
management must ensure that the company is in the right markets and is
not exposed to fundamental risks.

Operational risks are the ris

ks that operations are inefficient and
ineffective in executing the firm's hu

siness model, satisfying customers and
achieving the firm's quality, cost and time performance objectives. They
can be categorized according fo when they occur (time). Some occur at
suppliers: interruption of supplies or poor quality supplies, others at the
point of production: fire, pollution, raud, computers, accidents, labouy
disputes, terrorism, kidnap and ramson. Others in the distribution chain
(tampering, counterfeiding) or when the product is consumed (payment
problems, changing needs, product liability). Operational risks can also be
categorized by cause: natural disaster, governement action, economic for-
ces, suppliers, customers, production problems, theft and fraud, vandalism
and revenge. It is useful to examine the causes of risk and to see which
assets they will affect: land, buildings, plant and equipment, raw materials,
stock, vehicles, documents, cash, computers, sales, customers, staff, local
residents This helps the company to decide which assets are vulnerahle,
and how they should be protected.
Another definition is based on classification of risks into three family:
environment risk, process risk and information for decision making risk.
Environment risks®. They arise when there are external forces that
could affect the viability of the enterprise's business model: political and
legal risk, competitor risk, customer wants risk, technological innovation
risk, but also others as follows:
sensitivity risk: overcommitment of resources and expected future
cash flows reduces the company's tolerance for changes in environmental
forces that are totally beyond its control (interest rates, market demand..).
Capital availability risk: insufficient access to capital threatens the
firm's capacity to grow, execute its business model and denerate future
financial returns.
Financial markets risk: movement in prices, rates, indices could
affect the value of the firm's financial assets and stock price, which may also
affect its cost of capital and/or its ability to raise capital.
Shareholder relations risk: a decline in investor confidence reduce
its capacity to sustain share valuation.
Industry risk: changes in opportunities and threats, capabilities of

competitors and other conditions might reduce attractiveness of the industry.
SO

5. B.C. Field Envirormental economics Mc Grow Hill 1994 p.129.




Catastrophic loss risk. There are two sources of losses: uncontrollable
(war, fire, terrorism, etc..) and controllable (fraud). The inability to recover

from disasters could damage the company . reputation.

The risk matrix approach as applied by Shell Chemicals U.K. intro-
duces Environmental risk into the model of portfolio analysis and considers
environmental risk as a separate axis in the model. The logic is that the
risk from environmental forces affecting a business area may not be easily
integrated into “husiness-sector-prospects” axis because it involves a very
different type of analysis. The visk position is based on the seriousness of
environmental threats and the probability of their occurrence. The inclu-
sion of the environmental-risk dimension allows the baseline strategy
recommendations to be adjusted for the risk factor®.

This analysis has looked at treats to human health and life. But the
same applies to other species. Water-borne pollution can quickly flow down
a river, killing fish for many miles; while a major pollution incident may
affect a whole continent (as the nuclear example above showed). Even when
it affects only a bay (as with Exxon Valdez), it can shock the whole nation
who see it on their television screens.

Process risk. It arise when the firm's business processes are not
effectively managing, disposing the assets of the business or they are poorly
aligned with strategies or aren't creating value. Process risks can be
classifyed into five issues: operations, financial, empowerment, LT,
integrity. Operations risk: is the risk that operations are inefficient and
ineffective, as when the company ability to meet customer expectation is
reduced by a lack of focus on customers. It includes: customer satisfaction
risk, human resources risk, knowledge capital risk, product development

risk, efficiency risk, capacity risk, performance gap risk, cycle time risk,
sourcing risk, channel effectiveness risk, partnering risk, compliance risk,
business interruption, product failure, health and safety risk, environmental
risk, trademark/brand erosion risk.

Financial risk: is the risk that cash flows and financial risks are not
managed cost-effectively to (a) maximize cash availability, (b) reduce
uncertainty of currency, interest rate, credit and other financial risks, or (c)
move cash funds quickly and without loss of value to wherever they are
needed most. They include price risks (interest rate, currency exchange,
equity, commodity pricing, etc.), liquidity (concentration, opportunity

cost, cash flow) and credit (default, settlement, concentration).

6. S.Q. Robinson, R.E. Hichens, PF. Wade The directional policy matrix tool for strategic
plannin Long Range Planning 11, april 1978.
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7. Implementing the assessment.

Each kind of risk has i
1ts own
arelf ommon themes, as follows: assessment methodology. But there
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i i ility and

serious and catastrophic) as in figure 1 is an_exarp]pzleé Pmba?iﬂét:uffer

verity are two important factors in measuring risk. Olinp s suter
iﬁnall problems frequently, and major problems rarely. The mo

less probable it usually is. o
tS};eme: ?r?s;stzfe low I'1)1r1 severity and happen a lgt, such as a Qg)sék;; ghsﬁiﬂi
in the rain. Minor accidents are common in construc , while
e ? te, they do not bring the building site to a halt. 'I_‘hese ris
unfmtunl;iak?le but have an insignificant impact, and are in the bottom
Y:frt}-)hp;r?d corner of Figure 1. Because they are common, the company

should seek to reduce them, but usually cause little loss.

Figure 1. Risk severily and probability’.
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Catastrophic events, such as deaths resultmgl f.rommz]ijr;bzll;r:irsakf;

hitting the head office, very rarely occur. Such extremse_ y m:}; i T

d in the top right-hand corner of the chart. Since t ¢ pBUt g

s 1OCa§9 there is not point in trying to manage the risk. e

. tve?;o O}X\;& events happen frequently, such as fire. Firein a teﬁlle pa?e T
Cbi:)t?\s quri)te probable and catastrophic, $0 management should sp

e the threat. _ . o e
efort toll’;nizrisgrth compiling a chart similar to Figure 1. Th}S \:\,'ﬂlhhizlllfz1 i
oritize its risk management program. Risks sho

company to pri

prioritized in order from top left of the grid to bottom right. A risk which
has a high impact and is probable should be tackled urgently. There is no
point in protecting the business against risks in the bottom right-hand cor-
ner of the grid. These are events which are unlikely to happen and will not
be serious. However, if the company has many of these risks, they may add
up to a serious problem. By multiplying the probability factor by the seve-
rity, the assessor can quantify the importance of the risk, and give it an
appropriate level of protection. In Figure 1, the impact would rate as 1x4=4,
while the risk of a major fire would be 3x4=12.

Fatalities could be instant or delayed.The effects of an accident may
have a great potential on opinion formers, pressure groups and on the the
company's image (introducing a hazardous new product might cause
public sector purchasers to stop buying other products from the company).

The risk might harm the future generations as in the case of
radioactive materials being released New developments are inherently
risky: it may be less risky for an oil company to drill in a new geographic
area than to explore for gas (if it has no experience of this) in an existing
oil field.

e Benefits. The hazard under review could bring benefits to the company
(especially in terms of profit), its workers (from wages), the surrounding
population (indirect employment).

e Risk management strategy. Once the company has identified its risks it
should take action to minimize them . It's important to evaluate the cost
of the mitigating factors (as for example building fire walls or installing
alarms) and their effect on the scale of the risk. Risk management includes
six elements: the right corporate strategy, managing people, managing
processes, spreading the risk, monitoring the risk, insuring against the risk.

The corporate strategy assures the company to operate in the right
markets offering the right products and to be able to plan its future, rather
than rely. Management must be ready to act quickly to changing circum-
stances and must be given responsability for managing the risks within the
areas of their responsability. Staff must understand the kind of risks in the
business and know how to manage them: if staff feel that risk is something
managed by an expert, they will not take ownership of it. Top management
must be involved in setting business policy on risk .

As some processes are more hazardous than others, the company
should seek to replace high risk processes with lower risk ones. Companies
can draw flow charts or fishbone diagrams showing processes and the

movement of material through the business, to determine points of vulne-
rability.
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