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ABSTRACT

This thesis describes the research work carried out to address the problem of phishing
detection and the weaknesses in existing anti-phishing methods. Phishing works by luring
users to counterfeit websites, where highly confidential credentials are requested. To
safeguard Internet users against phishing attacks, a hybrid anti-phishing method consisting of
text-based, search engine-based and identity-based methods are proposed, where the
differences between the target and actual identities of a webpage are exploited for
classification. The proposed method can be divided into three phases. The first phase extracts
identity keywords from the textual contents of the website, where a novel weighted URL
tokens system based on the N-gram model is proposed. The second phase finds the target
domain name by using a search engine, and the target domain name is selected based on
identity-relevant features. In the final phase, a 3-tier identity matching system exploits
indirect identity relationships to conclude the legitimacy of the query webpage. Experiments
were conducted over 10,000 datasets, where true positive rate of 99.68% and true negative
rate of 92.52% were achieved. Benchmarking results also suggest that the proposed method
achieves comparable overall accuracy with three selected conventional methods. In summary,
the proposed method has the key advantage of identifying phishing webpages accurately. This

key advantage is highly desirable in anti-phishing applications.
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Pengesanan Laman Web Palsu Dengan Kata Kunci dan Nama Domain Sasaran

ABSTRAK

Tesis ini menerangkan kajian yang telah dijalankan untuk menangani masalah
pengesanan laman web palsu dan kelemahan-kelemahan dalam sistem yang sedia ada.
Jenayah siber ini dijalankan dengan mengumpan pengguna Internet ke laman web palsu
untuk mencuri maklumat rahsia pengguna. Untuk melindungi pengguna Internet, satu kaedah
hibrid yang terdiri daripada kaedah teks, enjin carian dan identiti telah diperkenalkan.
Kaedah ini mengeksploitasi perbezaan antara identiti sasaran dengan identiti sebenar untuk
mengesahkan ketulenan sesuatu laman web. Kaedah tersebut dibahagikan kepada tiga fasa.
Fasa pertama mengekstrak kata kunci daripada kandungan teks laman web dengan
menggunakan satu sistem pemarkahan token URL berasaskan model N-gram. Fasa kedua
mencari nama domain sasaran dengan menggunakan enjin carian, diikuti dengan pemilihan
nama domain sasaran berdasarkan ciri-ciri identiti. Dalam fasa terakhir, satu sistem
perbandingan identiti secara berperingkat akan mengeksploitasi hubungan identiti secara
tidak langsung untuk mengesahkan ketulenan laman web yang diuji. Eksperimen yang
dijalankan ke atas 10,000 laman web telah berjaya mengklasifikasikan 99.68% laman web
palsu dan 92.52% laman web tulen. Keputusan eksperimen juga menunjukkan kaedah yang
kami perkenalkan mencapai ketepatan keseluruhan yang setanding dengan tiga sistem lain
vang sedia ada. Kesimpulannya, kaedah yang kami perkenalkan mempunyai kelebihan dalam
mengenalpasti laman web palsu dengan tepat. Kelebihan ini sangat diperlukan dalam

aplikasi-aplikasi pengesanan laman web palsu.
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CHAPTER 1

INTRODUCTION

1.0 Research Background

In this modern age of information technology, consumers are dealing with more
products and services through the online channel. Most transactions can now be performed
through the online gateway, which require users to key in some form of authorisation
credentials. Therefore, having multiple online accounts (e.g., email account, banking account,
social networking account, etc.) has become a norm for most people. This technological trend
is exposing many Internet users to a rising threat of online identity theft known as phishing.

Phishing is a social engineering scheme launched by profit-driven criminals to coerce
unsuspecting users into disclosing their confidential information on counterfeit websites.
Phishers usually entice victims to the phishing website by sending emails containing the
fraudulent URL and some threatening messages (e.g., account termination, data loss, etc.) to
instil a sense of urgency. At the phishing website, the phishers will capture information
submitted by the victims and use it to gain access to the victims' actual accounts and monetary
resources.

The threat of phishing has not diminished even after a decade, as phishers continue to
exploit the human factors. Based on the human behaviour studies by Dhamija et al. (2006)
and Alsharnouby et al. (2015), the success rate of phishing attack on a typical Internet user is
fairly high. Both studies suggest that most users do not truly understand the meaning of

important security indicators such as the Secure Sockets Layer (SSL) protocol and digital



certificate on the browser address bar. Some users might also be confused on how a legitimate
URL is supposed to resemble, thus they rely on the webpage contents to determine its
genuineness (Mohammad, Thabtah, & McCluskey, 2015).

The severity of phishing threats in recent years has grown considerably, based on a
few statistics gathered from security organizations. The Anti-Phishing Working Group
(APWGQ) has observed a total of 42,212 unique phishing websites in June 2014, as compared
to 38,110 in June 2013 (Anti-Phishing Working Group, 2013, 2014). This escalating trend is
mainly driven by the high profitability of the financial industry. In an analysis by the
renowned brand protection company MarkMonitor Inc. (2015), the financial industry is found
to be the most phished industry, accounting for 41% of the total phishing attacks in the first
half of 2015.

The proliferation of phishing campaigns has discouraged consumers in using E-
commerce websites, based on a recent survey on 1010 adults in the United States (American
Institute of CPAs, 2015). The survey revealed that 86% of the participants are doubtful about
the reliability of the businesses to safeguard their financial and other personal information. In
terms of financial damage, it is estimated that worldwide organizations suffered losses
amounting to $453 million in December 2014 (EMC Corporation, 2015). Besides inflicting
heavy financial losses, phishing can also damage one's reputation (Purkait, De, & Suar, 2014).
This claim can be observed in a unique phishing incident which happened in the United States
(Timm & Perez, 2010). On January 21, 2009, Bryan Rutberg fell into a phishing scam. As a
result, his Facebook account was taken over by phishers to post an emergency status. Shortly
after that, Brian's friends on Facebook began receiving emails informing that he has been
robbed while travelling in United Kingdom and desperately in need of financial aid to return

home. One of Brian's friend responded by transferring $1200 to a Western Union bank



account in London, which belongs to the phishers. In this story, Brian himself did not suffer
any loss of money. Instead, the phishers manipulate the compassion and trust of Brian's
friends in order to steal their money.

In summary, phishing attacks have resulted in widespread privacy breaches and

monetary loss, as well as shattering the reputation of individuals and businesses.

1.1 Problem Statement

This section highlights the major problems faced by existing anti-phishing methods.
Although various anti-phishing methods have been introduced by security vendors and
scholars, statistics have yet to show any substantial decline in the phishing crime rates. There
is no fit-for-all method capable of providing complete protection against phishing, as phishers
rapidly advance their strategies to deceive victims. An overview of the shortcomings in
existing anti-phishing systems can be found in recent works by Zeydan et al. (2014) and
Nirmal et al. (2015).

The first known weakness is the failure to catch newly launched (also known as zero-
day) phishing webpages. This issue is most prevalent in conventional anti-phishing tools of
the mainstream browsers such as Mozilla Firefox and Google Chrome (Google, 2015). The
blacklist method works by checking each URL that a user intends to visit against a blacklist of
previously reported phishing URLs. Although the blacklist method is most widely adopted, its
inability to capture fresh phishing webpages presents a huge risk to the users.

Second, phishers continue to evolve their strategies by avoiding suspicious features
in the phishing webpage (Wu, Du, & Wu, 2014). Hence, existing heuristic-based methods that

capitalise on suspicious features are unstable and may become ineffective over the time.



Among the works that are based on heuristic approach includes Li et al. (2014), Nguyen et al.
(2014) and Ramesh and Krishnamurthi (2014).

Third, language limitations are often found in techniques that utilise textual analysis.
Existing works by Xiang and Hong (2009), Verma and Hossain (2014) and Ramesh et al.
(2014) tend to rely on features and semantics that are exclusive to English language, thus
making them not applicable for classifying non-English webpages (Zeydan et al., 2014).

Next, visual similarity-based methods such as Mao et al. (2013) and Chiew et al.
(2015) can be vulnerable when the webpage layout or visual elements are updated or
intentionally altered. In addition, it is costly to maintain an up-to-date database of legitimate
images as a comparison reference. Thus, the incompleteness of the image database becomes a
bottleneck to achieve good classification accuracy.

Lastly, identity-based methods tend to rely on the existence of legitimate URLs in
the Hyper Text Markup Language (HTML) source codes in order to find out the target
identity. Hence, the true positive rate in the methods proposed by Liu et al. (2010) and
Ramesh et al. (2014) may plunge when the phishing webpage uses URLs that point to its own

phishing domain name.

1.2 Research Objectives

To address the problems highlighted in previous section, the following research
objectives are outlined:
(a) To investigate and identify the drawbacks of existing phishing detection methods.
(b) To propose and implement a novel and robust method that will automatically

safeguard Internet users from becoming phishing victims.



(©) To improve the classification accuracy for non-English webpages.

1.3 Research Scope

This research focuses on phishing detection at webpage level, specifically at the

instance when the user arrives at a phishing webpage. The proposed method can be deployed

as a browser plug-in on the client-side to detect phishing webpages automatically and warn

the users, while allowing legitimate webpages to be accessed normally.

14 Research Significance

This research carries the following significances:

(a) Effective detection of newly launched phishing webpages.

(b) Attain robustness in detecting phishing webpages hosted in any language.

(c) Offers long-term effectiveness by leveraging on permanent phishing characteristic.
(d) Enhance the confidence of consumers in using online transactions.

(e) Reduce financial losses faced by consumers and businesses.

1.5 Thesis Outline

This thesis is allocated into five distinct chapters, apart from references and

appendices. The contents of the chapters are summarized as follows:





