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ABSTRACT 

The Internet of Things (IoT) might yield many benefits and can be transformative in nature, yet has been given scant attention 

in e-commerce literature. The IoT describes a situation whereby physical objects are connected to the Internet and are able to 

communicate with, and identify themselves to other devices. These devices generate a huge amount of data. When it is  

possible to combine data from devices and other systems, new insights may be created which may provide important benefits 

to e-commerce.  The duality of technology predicts that the accomplishment of benefits might also cause risks.  In this paper  

we conduct a systematic review of literature to create an overview of perceived benefits and risks of IoT. The results confirm 

the duality that IoT has a variety of expected political, strategic, tactical and operational benefits as well as interrelated risks 

attached to its adoption. However, risks regarding the adoption of IoT also occur at all levels. Accomplishment of benefits 

requires that possible risks need to be mitigated in concert. 

 

Keywords: Internet of Things, IoT, adoption, open data, e-commerce, smart cities, impediments, barriers, challenges, benefits, 

advantages 

 

INTRODUCTION 

The term, the Internet of Things (IoT) refers to the increasing network of physical objects that feature an IP address for internet 

connectivity, and the communication that occurs between these objects and other Internet-enabled devices and systems 

[8][21][33]. IoT makes it possible to access remote sensor data and to monitor and control the physical world from a distance, 

allowing many physical objects to act in unison, through means of ambient intelligence [33]. These devices, and the 

communication between these devices, can benefit e-commerce by providing enough quality data to generate the information 

required to make the right decisions at the right time. 

 

IoT can be used to enrich e-commerce by enabling a technology-mediated relationship between stakeholders. According to 

Daniel, Wilson, and Myers (2002), e-commerce encompasses not only “the buying and selling of information, products and 

services via computer networks” [24 p.254] but also, the use of Internet technologies to exchange or share information within  

the organization or with external stakeholders. IoT can have important implications for e-commerce to improve the client 

experience and ensure reliable product delivery. The data may be combined in new, creative ways to be used for commercial 

gain. 

 

Research in the sociology of technology suggests that the evolution of new applications is a process of social interaction 

between multiple agents [2]. The duality of technology theory [28] describes technology as assuming structural properties 

whilst being the product of human action. Technology is physically constructed by actors in a social context, and socially 

constructed by actors through the different meanings they attach to it. A crucial aspect of human action is that it is 

knowledgeable and reflexive. According to Orlikowski (1992), agency refers to capability not intentionality, although action 

taken by actors may have unintended consequences. As such IoT implementations may also bring with them unintended 

consequences such as the misuse of surveillance or telecom data which disregards personal privacy, or on the positive side, the 

use of sensor data in “Big Data” applications which provide insight into issues other than those for which the sensor was  

placed in the first place. The dual nature suggests that IoT might have positive impacts and it could also exert negative effects 

when not designed properly.   We will view this as the risks that might occur. 

 

The methodology used in this research is described in section two. On the basis of state of the art literature an initial list of 

benefits and risks will be derived in section three. The potential benefits of IoT will be presented followed by the risks. The 

results show that IoT has a variety of potential strategic, tactical and operational benefits and risks. This implies that IoT 

enables effective knowledge management, sharing and collaboration between domains and divisions at all levels of the 

organization, as well as with external partners. However, these benefits do need to be weighed against the potential risks of IoT 

adoption. Finally, conclusions will be drawn in section four. 

 

RESEARCH METHOD 

The common benefits and risks of IoT were identified from a rigorous review of literature. In August 2015, the keywords: 

“Internet of Things”, (“benefits” or (“impediments” or “barriers”)) and “e-commerce”, returned four hits within the databases 

Scopus, Web of Science, IEEE explore, and JSTOR, of which three were considered relevant to this research. This confirmed 

the limited amount of e-commerce literature addressing this topic. The query [all abstract: "internet of things" "benefits" 

“impediments” “barriers” "e-commerce"] searching between 2000 and 2015 returned five hundred and thirty-nine hits in 

Google Scholar. We then filtered these results and performed a forward and backward search and selected thirty-three relevant 

articles based on the criteria that they specifically referred to potential benefits or risks with regards to the use or 

implementation of IoT within potential e-commerce applications. The resulting risks and benefits found in the literature were 

perceived benefits and risks and it was not clear if they actually could be found in practice and how the benefits and risks are 
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interrelated. In the literature benefits and risks are often assumed to occur, but there was no systematic account  of the 

evaluation in practice and if they were actually accomplished. The expected benefits and risks of the IoT for e-commerce are 

expressed in italics within this paper. 

 

LITERATURE REVIEW 

The main enabling factor for the IoT is the blending integration of several technologies and communications solutions such as 

identification and tracking technologies, wired and wireless sensor and actuator networks, enhanced communication protocols 

(shared with the Next Generation Internet), and distributed intelligence for smart objects [3], Radio Frequency Identification 

technology, Electronic Product Code technology, and ZigBee technology [10]. By installing apps on a mobile phone or tablet 

the device can become a sensor in a large network. For example, accelerometers can be used to detect potential potholes when 

persons are cycling or driving. Cameras and microphones can be used to collect evidence when there is a robbery or a riot and 

devices can measure the concentration of fine particles. Sensors can be used for enabling public safety and compliance to 

regulations for example. In this way it may provide a more effective control mechanism [3][7][10][11][17]. 

 

Potential Benefits 

IoT results in a large amount of big data. Literature shows that this might have two important benefits for e-commerce [9]. 

Firstly, making data and information available to the public greatly improves government transparency [9]. Increased openness 

and transparency helps ensure proper oversight and reduces government waste. Secondly, enabling consumer self-service in 

this way can empower citizens and business to take decisions through better access to information by making use of the vast 

amount of data collected by IoT and the collective wisdom of the crowds [3][7][10][14][17][21] [12]. The IoT gives intelligent 

advice to users. For example, in intelligent transportation systems such as in-car intelligent driving systems and  smart 

highways, route planning assists drivers by considering constraints related to traffic, time, and cost [21][33]. 

 

Fleisch (2010) identifies seven value drivers for the IoT which result in potential business benefits: 1. The “simplified manual 

proximity trigger” increases job satisfaction, empowers consumers by enabling consumer self-service, reduces labor costs and 

improves data quality [5]; 2. the “automatic proximity trigger” reduces fraud related costs, process failure costs, and labor costs, 

and provides high granularity data for improved efficiency through process improvement; 3. the “automatic sensors trigger” 

helps improve service quality by providing individual and prompt process control, increases process efficiency and 

effectiveness, and provides an additional level of data quality for identifying potential areas for further process improvement; 4. 

automatic product security reduces cost of process failure due to fraud, reduces the cost of process security and helps increase 

consumer trust; 5. simple, direct user feedback improves service efficiency and effectiveness by helping processes become  

more accurate, more flexible, and faster; 6. extensive user feedback improves trust by ensuring  new  customer  contact, 

providing new advertising opportunities and supporting additional service revenues; 7. mind changing feedback allows for the 

identification of trends, enabling new product features and new services, and enables an active selection of attractive customer 

segments [14]. 

 

Another view of possible IoT application classification is provided by [11]. Chui et al. (2010) define two broad categories for 

IoT applications, Information and Analysis and Automation and Control. In Information and Analysis, decision making 

services are improved by receiving better and more up to date information from networked physical objects which allows for a 

more accurate analysis of the current status-quo with regards to tracking, situational awareness, and sensor-driven decision 

analytics. In Automation and Control, outputs received from processed data and analysis are acted upon to improve efficiency, 

effectiveness and to enforce compliancy. 

 

Haller et al. (2009) draw on the work of Fleisch et al. (2006) and identify two major paradigms from which business value can 

be derived: real-world visibility, and business process decomposition. Haller et al. (2009) believe that with real-world visibility, 

sensors make it possible for a company to better know what actually is happening in the real world. The use of automated 

identification and data collection technologies such as RFID enables an increased accuracy and timeliness of information about 

business processes and provides competitive advantages through improved service efficiency in terms of process optimization 

[39]. This may allow for more system flexibility in which the system is better able to react to dynamic changes [39]. 

 

According to Harrison (2011), the benefits of IoT technologies for commerce  and   e-commerce   are   primarily   derived   

from the availability of more granular information which is automatically collected and readily shareable soon after it is 

generated [20][41]. This provides better analysis of track and trace information, and helps balance supply and demand [20]. 

Ubiquitous computing and grid computing can be applied to network manufacturing resources [5]. Data can be acquired 

promptly and readily shared by all decision-making units. 

 

In short, IoT can deliver a variety of benefits related both to the real-time measurement and analyses of sensor data efficiency 

of services, improved effectiveness of services, and improved flexibility of services as to trend analysis of historical data over 

time. We list the possible benefits of IoT according to strategic/political, tactical and operational divisions. This is a popular 

divisioning [1][23], suitable for e-commerce research. Possible benefits of the IoT are: 1. Political and Strategic - improved 

forecasting and trend analysis, promoting government transparency, improved citizen empowerment; 2. Tactical - improved 

planning with regards to management and maintenance, more efficient enforcement of regulations, improved health and safety 
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measures, cost reduction, new revenue streams; 3. Operational - improved efficiency of services, improved effectiveness of 

services, improved flexibility of services. 

 

Potential Risks 

Organizations are increasingly turning to the IoT as new sources of data, which are derived from continuously monitoring a 

wide range of things within a variety of situations, become available. However, there are several technological and regulatory 

challenges that need to be addressed. Scarfo (2014) believe that the most important of them are related to data ownership such 

as security, privacy and the sharing of information [36]. It is clear that the implementation of IoT for e-commerce faces a 

variety of impediments. Skarmeta et al. (2014) consider security and privacy to be the main obstacles for a full acceptance of 

IoT. The sensitivity levels of the information are a crucial aspect to be considered by the access control mechanism. Disclosure 

of user data could reveal sensitive information such as personal habits or personal financial information. The unauthorized 

access to this information can severely impact user privacy [13][22][25][36][37][43][44]. In this way, IoT requires novel 

approaches to ensure the safe and ethical use of the generated data [35], requiring a strong data governance 

[16][22][36][40][43]. A weak form of data governance can impede the safe and ethical use of data generated by IoT devices. 

 

According to Misuraca (2009), IoT brings with it a wealth of new business opportunities. There is enormous scope for 

developing applications and selling new services [26]. But a lack of, or poorly coordinated, policy and regulations regarding 

IoT can also greatly impede the implementation and application of IoT. Organizations need to develop policy and regulations 

and position themselves carefully within this arena [19][40][43]. In this regard, organizations should consider the role they  

play in enabling IoT development very carefully. Market forces of supply and demand can play substantial roles in the success 

or failure of IoT [13][26][32][42]. For example, according to Qiao et al. (2012) the IoT industry will demonstrate an inevitable 

outbreak growth at the growth stage of the Industry Lifecyle Theory [4]. 

 

Although reduction in overall costs is an often cited benefit of IoT for e-governance [8], many researchers also cite high 

development and implementation costs as an important impediment to the implementation and application of IoT 

[13][19][27][32][43]. According to Yazici (2014), high maintenance costs are often rated as the largest impediments to IoT 

implementation. A fully functional IoT system based on RFID technology can be substantial. By way of example, Yazici (2014) 

quotes Wal-Mart’s vendors as having spent US$1 to US$3 million on a RFID implementation. 

 

Furthermore, the Internet of things is more than one device, application or network. In order to ensure sustainable connectivity, 

all interfaces and communication protocols require unified industry standards [13]. However, Fan et al. (2014) believe that the 

large number of standards-setting organizations has led to a situation in which the top standard has not yet been set. Vendors 

are free to choose which standard they find best fits their production line, leading to a wide variety of available types. This may 

impede interoperability and integration of data [6][13][19][36][40]. IoT requires that a large number of devices be integrated 

with the existing Internet. These devices can be diverse in terms of data communication methods and capabilities, 

computational and storage power, energy availability, adaptability, mobility, etc. Heterogeneity at the device level is a serious 

impediment to IoT adoption. 

 

According to Zeng et al. (2011), Universal Plug and Play (UPnP) is currently the most popular solution for personal network 

implementation. However, there is no authentication protocol proposed for UPnP. All devices are allowed to configure the 

other devices on the personal network, without any user control. This can result in a critical security issue when the smart 

things become available on the Internet. The attention given to security by a number of authors [13][19][22][36][37][44] 

suggests that a lack of security standards is becoming a serious impediment to IoT implementation. Whilst there are many 

standard technologies and protocols to address many security threats, the severe constraints on the IoT devices and networks 

prevent a straightforward implementation of these solutions [37]. Furthermore, IoT devices generally have to work in harsh, 

uncontrolled environments, where they may be prone to attacks, misuse or malicious intentions [37]. 

 

According to Kranenburg et al. (2014), the success of user-centric services based on IoT technology depends primarily on 

people participating and sharing information flows [25]. Willingness on the part of people to participate in these systems is 

therefore required [13][16][27][29][38][42]–[44]. Kranenburg et al. (2014) believe that this willingness is predominantly 

dependent on the perception of people: the perceived trust and confidence in IoT and the perceived value that the IoT generates 

for them. The greater the trust of users in the IoT, the greater their confidence in the system and the more willing they will be  

to participate [25]. A lack of trust in the system can be a strong impediment to the effectiveness of IoT. 

 

Operational barriers include human capital issues such as difficulty in employing qualified personnel, lack of specialists, and  

personnel skill shortage to operate new applications [38][43], [19], as well as insufficient IoT oriented training and educational 

activities [19]. Harris et al. (2015) also identify personnel reluctance to change or to learn new technology as a barrier. A lack 

of understanding about how IoT works, the possible benefits, and how to make the business case for IoT implementation were 

also found to be barriers by a number of researchers [30][34][38][43]. Reyes et al. (2012) includes calculating the return on 

investment and the payback period in this category [34]. Operational barriers also include technical issues such as limitations  

in information technology (IT) infrastructural capabilities [13][22][25][31][36][42]–[44]. 

 

Data management issues are also of concern. Organizations are often faced with a complex legacy of data and applications 
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when implementing IoT solutions [16]. Many organizations may have several generations of systems running in parallel, and 

much of the data fed into the system has been done manually, with associated risks in terms of data quality [6][16][40]. 

 

In short, IoT faces a variety of barriers related to the proper use (privacy and security for example) and proper management of 

the data collected by the vast number of interconnected things. Strategic/political barriers are: data privacy issues, data security 

issues, weak or uncoordinated data policies, weak or uncoordinated data governance, and conflicting market forces. Tactical 

barriers include: costs, interoperability and integration issues, acceptance of IoT, and trust related issues. Operational issues are: 

a lack of sufficient knowledge regarding IoT, IT infrastructural limitations, and data management issues. 

 

Table 1. Summary of Benefits and Risks 
 

Benefits Risks 

Strategic Improved forecasting and trend analysis 

[11][14][20], 

Promoting transparency 

[3][7][9][10][17][21], 

Customers/citizen empowerment 

[3][7][9][10][12][14][17][21] 

Data privacy 

[13][22][25][36][37][43][44], data 

security 

[13][19][22][25][29][36][37][43][44], 

Weak/uncoordinated data policy 

[19][26][40][43], Conflicting market 

forces[13][26][32][42], 

Non-compliance to 

regulations[16][22][36][40][43] 
 

Tactical Improved planning [7][14][21][33], 

more efficient enforcement of 

regulations [3][7][10][11][17], 

Improved health and safety measures 

[7][21], 

Cost reduction [5][14][18], New 

revenue streams [5][18] 

Costs[13][19][27][32][43], 

interoperability and integration 

[6][13][19][36][40][42], 

Acceptance of IoT 

[13][16][25][27][38][42]–[44], 

Trust related issues [25][42][44] 

 

Operational Improved efficiency of services 

[7][11][14][18][20][21][33][41], 

Improved effectiveness of 

services[7][11][14][18][20][21][33][41], 

Improved flexibility of services 

[7][11][14][18][20][21][33][41] 

Real-time monitoring 

Lack of sufficient knowledge 

[38][43], 

IT infrastructure limitations 

[13][22][25][29][31][36][42]–[44], 

Data management 

issues[6][16][27][36][44] 

Incorrect data [22][36][40] 

  [14][15][20][21][33][41]  
 

The literature emphasized the benefits of IoT and fewer risks were found. The benefits in the literature were often assumed 

benefits and whether or not they were actually accomplished was not clear. 

 

CONCLUSION 

The IoT makes it possible to access remote sensor data and to monitor and control the physical world from a distance. 

Furthermore, combining and analyzing captured data also allows organizations to develop and improve services which cannot 

be provided by isolated systems. Although there has been limited research in the field of e-commerce about IoT, our review 

shows the main focus has been anecdotal and till now has focused on the benefits. The research shows that benefits range from 

the political to the operational level. Specifically benefits for e-commerce can be attributed to improved efficiency, 

effectiveness and flexibility of services; reduction of costs; improved citizen empowerment; improved government 

transparency; more efficient enforcement of regulations; improved planning and forecasting; and improved health and safety 

measures. The IoT makes it possible to access remote sensor data and to monitor and control the physical world from a 

distance. There are the future consequences that can go beyond the accomplishment of the intended benefits. Specifically 

impediments can be attributed to data privacy issues, data security issues, weak or uncoordinated data policies, weak or 

uncoordinated data governance, and conflicting market forces, costs, interoperability and integration issues, acceptance of IoT, 

and trust related issues, a lack of sufficient knowledge regarding IoT, IT infrastructural limitations, and data management 

issues. It is clear that IoT will have a major impact on e-commerce services in the future and will bring a variety of benefits for 

e-commerce at all levels, but these needs to be carefully balanced with the risks and appropriate mitigation measures taken. 

 

Many of the issues are interrelated; interoperability and integration issues have a direct impact on costs and on trust in the 

systems, and many issues can be resolved with sufficient knowledge and capabilities within the organization and the issues do 

need to be resolved in concert. It is important that organizations address dominant impediments, such as privacy and security 

issues, within policy and legal frameworks during the implementation of IoT. Similarly, technical and knowledge issues are 

very much interrelated with a lack of standards and impediments regarding interoperability and integration of data. 

Organizations should keep this dual perspective in mind when using and designing IoT applications. 
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