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EXPLAINING THE IMPACT OF CLOUD ASSURANCE SEALS
ON CUSTOMERS’ PERCEIVED PRIVACY

Research paper

Lang, Michael, Technical University of Munich, Munich, Germany, michael.lang@in.tum.de
Wiesche, Manuel, Technical University of Munich, Munich, Germany, wiesche@in.tum.de
Krcmar, Helmut, Technical University of Munich, Munich, Germany, krcmar@in.tum.de

Abstract

Privacy concerns inhabit professional cloud adoption. Assurance seals resulting from a third-party cer-
tification are frequently used from cloud service provider to provide privacy assurance for their cus-
tomers. However, empirical findings on the effectiveness of assurance seals focusing on “who” issues
those, even if customers also require the information why the assurance seal is valid and reliable. To
fill this gap, we build on information integration theory and investigate the impact of certification au-
thorities’ reputation and the quality level of an audit on customers’ perceived privacy within a profes-
sional cloud environment by using an experimental design including 43 professional cloud decision
makers. We show that certification authorities’ reputation does not alone produce opinion change, it
rather affects customers’ perceived privacy resulting from the quality level of an audit. Our findings
have theoretical implications for the information integration theory and assurance seal research. We
also discuss the managerial implications of our work for cloud service providers and certification au-
thorities.

Keywords: Third-party certification; Assurance seal; Perceived privacy; Cloud computing; Information
integration theory
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1 Introduction

Privacy concerns remain a major inhabiting factor for the adoption of cloud services (Schneider and
Sunyaev, 2016). To reduce privacy concerns, cloud service providers (CSPs) use audits to certify their
products, processes or services through an independent authority and illustrate the results using assur-
ance seals (Oezpolat et al., 2013, Lang et al., 2018b). Assurance seals decrease concerns of customers
by providing the information as to which independent authority (e.g. certification authority) is providing
assurance (e.g. privacy assurance) (Kimery and McCord, 2002, Lang et al., 2018a). As an example, the
TUV as a certification authority can certify according to the ISO 27001 standard that a CSP has a secu-
rity management system that assures confidential, reliable, and secure treatment of customers’ data and
ordered services.

Research has frequently investigated the effectiveness of assurance seals. Several studies have identified
a significant positive impact of assurance seals in terms of achieving their intended effects like reducing
privacy concerns on digital services (Xu et al., 2012). Various other studies have been unable to confirm
a significant impact of assurance seals in terms of achieving their intended effects like the improvement
of location-based service selection behaviour (Keith et al., 2015) or the influence of consumers’ per-
ceived privacy risk (Xu et al., 2011). Hence, despite the popularity of assurance seals, research would
benefit from a better understanding of what determines the effectiveness of assurance seals in an online
environment (Oezpolat et al., 2013, Lowry et al., 2012).

Information integration theory explains why assurance seals’ source and scope determine its effective-
ness. The effectiveness of assurance seals describes the degree to which a certification achieves its in-
tended effects (e.g. increasing perceived privacy) (Lins and Sunyaev, 2017). Information integration
theory provides the framework for cognitive evaluation and the integration of information, e.g. from
assurance seals (Sethi and King, 1999). Each item of information is determined by its weight (relative
importance of an item of information) and scale value (semantic properties of an item of information)
(Sethi and King, 1999, Lowry et al., 2008). While customers integrate assurance seals’ source reputation
to influence their overall perception (Lowry et al., 2008), the assurance seals’ scope (€.g. privacy) must
match the related concerns (e.g. privacy concerns) and determine the altitude (positive or negative) of
an overall perception regarding an online service (Kim et al., 2015, Kimery and McCord, 2002). There-
fore, research found two determinants — (1) third-parties’ reputation and (2) the scope of an assurance
seal — of the effectiveness of assurance seals.

To form privacy perceptions of customers regarding an online service effectively, customers also re-
quire, along with the source, information about the validity and reliability of the privacy assurance seals.
Online services like cloud services are an ever-changing environment (Lins et al., 2016). Assurance
seals’ validity and reliability vary because of different levels of audit qualities (Oezpolat et al., 2013).
While some assurance seals result from an in-depth or even continuous certification process, others only
confirm that an online retailer has existed at the time of certification (Oezpolat et al., 2013). From trust-
assuring arguments, we know they are most effective when customers receive reasons for why the ar-
gument is valid (Kim and Benbasat, 2006). As customers are able to differentiate between privacy as-
surance seals (Moores, 2005), we assume the validity and reliability of assurance seals determine their
effectiveness to form privacy perceptions.

This paper addresses this gap and investigates how the source reputation and information about assur-
ance seals’ validity and reliability determines the effectiveness of privacy assurance seals. We build on
the information integration theory (Anderson, 1981) and investigate the impact of certification authori-
ties’ reputation and the quality level of the audit process on customers’ perceived privacy within a pro-
fessional cloud environment. We show that certification authorities’ reputation does not alone produce
a change of opinion (Lowry et al., 2008), rather it affects customers’ perceived privacy resulting from
the quality level of the audit process.

To do this, we first outline the theoretical foundation of the information integration theory and develop
the logic underlying the research hypotheses. Second, we present the research methodology and results.
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The paper concludes with a discussion of the key findings, direction for future research, theoretical
contribution and managerial implications of the results.

2 Theoretical background and hypotheses

2.1 Information integration theory

The information integration theory explains the cognitive integration of available information and ad-
dresses the question as to how people derive an overall attitudinal disposition from an array of
knowledge and beliefs they hold about an attitude object (Anderson, 1981). For the cognitive integration
of available information, two concepts are important: valuation and integration (Sethi and King, 1999).

Valuation refers to the process of determining the evaluative scale values and weights assigned to each
item of information that contributes to attitudinal judgment. The weight parameter reflects the influence
of the cognitive element in determining the overall attitude and can vary from zero to one with its value
influenced by the context (Sethi and King, 1999). As an example, individuals weigh the importance of
an item of information by the sources’ reputation (Anderson, 1971). The scale value reflects semantic
properties, varies from positive to negative and is considered independent of context and other cognitive
elements (Sethi and King, 1999). As an example, the good or bad actions of presidents of the United
States influenced their favorability and people’s election behavior (Anderson, 1974).

Integration refers to the process of combining the information units into an overall attitudinal judgment.
Individuals combine the weight and scale value parameters into a single judgment (Anderson, 1974). In
this way, a weight parameter does not itself produce a change of opinion, but affects the degree of the
stimulus resulting from the scale value of an item of information (Anderson, 1971).

The information integration theory is particularly useful in understanding the effects of assurance seals
on information system customers. Simonin and Ruth (1998) demonstrate positive spill-over effects of
highly reputable partners on lower reputable partners in a brand alliance. Lowry et al. (2008) extend
such a finding by also demonstrating positive spill-over effects of brand seal from a highly reputable
third-party on an unknown website. Both show how pre-existing impressions of an association with a
known third-party combined with an unknown organization or website create an overall (positive or
negative) impression (Lowry et al., 2008).

Assurance seals have different semantic properties and beside the weight parameter (e.g. certification
authorities’ reputation), the scale value is particularly important in determining the effectiveness of as-
surance seals. Kim and Benbasat (2006) identified that arguments consisting of the semantic properties
as to what (assurance seals’ scope) is assured and the reasons for why customers should rely on this
information are most effective in influencing customers’ perceptions. However, in contrast to Kim and
Benbasat (2006), the source of the assurance seal is not the counterpart itself, instead the source is an
independent third-party that is even more effective in influencing customers’ perceptions (Kim and
Benbasat, 2009). Therefore, in addition to the semantic properties, customers weigh the available infor-
mation because of its personal relevance (Anderson, 1981).

To determine the CSPs’ ability to protect privacy through assurance seals, customers integrate the avail-
able information about the certification authorities’ reputation (source) and the quality level of an audit
(validity and reliability) (similar to “weights” and “scale value” in information integration theory) into
their information processing to form an overall perception about the CSP (Anderson, 1981, Simonin and
Ruth, 1998). Certification authorities’ reputation influences the personal relevance of the information
(Lowry et al., 2008, Anderson, 1971). In line with Anderson (1974), the quality level of an audit deter-
mines the scale value to protect privacy. To understand how different degrees of the effectiveness of
assurance seals occur, it is important to consider both dimensions (weight and scale value).
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2.2 Customers’ privacy perceptions and assurance seals in a cloud envi-
ronment

2.2.1  Perceived privacy in an online environment

In an online environment, a perceived state of privacy (short perceived privacy) refers to an aggregation
of consumers’ perceptions and expectations regarding a provider’s characteristics when storing or pro-
cessing sensitive information (Chellappa, 2008, Frye and Dornisch, 2010). A group of scholars (Bansal
et al., 2015, Smith et al., 1996) includes customers’ perceptions regarding collection and subsequent
access, use, and disclosure of sensitive information as representative characteristics that influence one’s
privacy perceptions. Collection refers to what sensitive information a provider collects from a customer.
Access refers to whether or not reasonable steps are in place to assure that sensitive information is ac-
curate and secure from unauthorized use. Use refers to whether or not sensitive information will be used
for purposes other than those for which they have been provided. Disclose refers to whether or not
sensitive information is disclosed to secondary parties. Perceived privacy results when consumers com-
pare the actual and expected collection and subsequent access, use, and disclosure of their sensitive
information (Chellappa, 2008, Frye and Dornisch, 2010).

Therefore, perceived privacy reflects the amount of consumers’ belief that the institutional setup allows
for the privacy of their transaction to be maintained as promised. Perceived privacy is defined as “an
individual’s self-assessed state in which external agents have limited access to information” (Smith et
al., 2011).

2.2.2  Privacy assurance seals in a cloud environment

Cloud computing “is a model for enabling ubiquitous, convenient, on-demand network access to a
shared pool of configurable computing resources” (Mell and Grance, 2011). Customers use these re-
sources to process, transfer, and store sensitive information, such as personal data from their customers,
and to gain advantages with respect to costs and flexibility (Mell and Grance, 2011, Bohm et al., 2010).
However, existing information asymmetry between the customer and the CSP and resulting privacy
concerns serve as major inhibitors in adopting cloud services.

To overcome privacy concerns, customers seek an independent third-party certification and resulting
assurance seals to assure privacy when adopting cloud services (Yang and Tate, 2012, Lang et al., 2017,
Lang et al., 2016). Privacy assurance seals inform (potential) customers of a CSP in three dimensions
(Lansing et al., 2018): First, whether the provider complies with the certification scope. Second, infor-
mation about the certification process itself. Third, the issuers brand of the assurance seal.

To obtain an assurance seal, a CSP typically goes through a certification process administered by a
certification authority. Such certification processes include an audit to verify the quality specification
from the certification scope, for instance, contractual requirements (e.g. service level agreements), legal
requirements (e.g. privacy policy), security requirements (e.g. encryption), business processes (e.g. data
protection management), and data center infrastructure (e.g. physical access control) (Sunyaev and
Schneider, 2013). Depending on the audit process, static versus continuous, an audit takes place typi-
cally every third year or continuously, respectively (Anisetti et al., 2017, Lins et al., 2016). Upon suc-
cessful completion of this process, the CSP is permitted to display the assurance seal and an attestation
report on its website.

Figure 1 summarizes the involved roles and interactions to obtain an assurance seal from the certifica-
tion authority.
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Invoke service,
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Figure 1. Involved roles and interactions to obtain an assurance seal

2.2.3 Source of an assurance seal

In a professional service engagement, e.g. cloud service certification, customers do not enjoy perfect
information to determine a service quality (Shaked and Sutton, 1982). As a result of imperfect infor-
mation, customers frequently rely on companies’ reputation as a surrogate measure of quality (Barzel,
1982). As it is expensive and takes a long period of time for certification authorities to build a high
reputation, certification authorities avoid verification or attestation services that do not meet the com-
municated privacy requirements (Zhao et al., 2009, Tang et al., 2008, Yamagishi and Yamagishi, 1994).
Reputational losses would be fatal for certification authorities due to the high degree of competition in
the certification market (Zhao et al., 2009). When source reputation is high, the information presented
by the source is perceived to be useful (Ko et al., 2005). Customers integrate the available information
from reputable certification authorities with information about the CSP to generate their overall percep-
tions (Anderson, 1981). Customers use the source of the assurance seals to apply weights and prefer
those issued by highly reputable third parties (Kimery and McCord, 2002, Lala et al., 2002, Lowry et
al., 2008). Customers also associate positive perception regarding the third-party with the lesser-known
or even unknown CSPs (Lowry et al., 2008, Simonin and Ruth, 1998). A certification authority’s high
reputation increases the perceived effect of the communicated audit for the protection of customers’
privacy and positively influences the perceived privacy in a professional cloud environment:

Hypothesis 1 (H1): Customers’ perceived privacy of cloud service providers is a positive func-
tion of the certification authorities’ reputation as the quality level of an audit remains constant.

2.2.4  Quality level of an assurance seal audit

The certification authorities provide assertions through audits about the ability and the state of the CSP
to secure and protect data (Oezpolat et al., 2013). While some assurance seals are based on a high quality
level of an audit including an in depth certification process, e.g. the ISO 27001, TRUSTe, WEBTRUST
or CyberTrust seal, others are based on a low quality level of an audit that only publishes a directory of
trusted online retailers, e.g. BBB On-Line (Oezpolat et al., 2013). With more effort made in verifying
the security of the CSP, the certification authorities improve their security and privacy knowledge and
technologies (Anderson and Moore, 2006). With the increasing quality level of an audit, the ability to
observe a privacy breach increases (Lee et al., 2013). Based on this information, customers understand
why assurance seals in place are valid and reliable in effectively protecting their privacy (Kim and
Benbasat, 2006). When the quality level of an audit is high, customers value the information more in
comparison to if the quality level of an audit is low (Kim and Benbasat, 2006). This holds particularly
true in an ever-changing cloud environment where customers doubt the validity and reliability of audits
with a low quality level (Lins et al., 2016, Anisetti et al., 2017). Similar to our previous argumentation,
customers integrate the information about the quality level of an audit conducted by a certification au-
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thority with the information about privacy protection activities of the CSP to generate their overall per-
ceptions (Anderson, 1981). A high quality level of an audit signals successful protection of customers’
privacy and, therefore, positively influences the perceived privacy in a professional cloud environment:

Hypothesis 2 (H2): Customers’ perceived privacy of cloud service providers is a positive func-
tion of the quality level of an audit as the certification authorities’ reputation remains constant.

2.3 Effective form of assurance seals

Customers integrate information about the reputation of a certification authority and its quality level of
an audit to form their overall perception. Customers value information like the quality level of an audit
to understand why an item of information is valid and reliable (Kim and Benbasat, 2006). Moreover,
depending on the source of information, information differs in terms of the relevance to the customer
(Lowry et al., 2008). The certification authority’s reputation does not itself produce a change of opinion,
but affects the degree of the stimulus resulting from the quality level of an audit (Anderson, 1971).
Similar to our previous argumentation, customers integrate these pieces of information with the infor-
mation about the cloud service to generate their overall perceptions (Anderson, 1981). A highly reputa-
ble certification authority that conducts a high quality level of an audit outperforms a low (highly) rep-
utable certification authority that conducts a high (low) quality level of an audit in terms of perceived
privacy in a professional cloud environment:

Hypothesis 3 (H3): Customers’ perceived privacy of cloud service providers is higher for highly
reputable certification authorities that conduct a high quality level of an audit than for a low
(highly) reputable certification authority that conducts a high (low) quality level of an audit.

Our research model is illustrated in Figure 2.

Available Information of Effectiveness of
Assurance Seal Aussurance Seal

Certification Authority‘s
Reputation

Perceived Privacy

Quality Level of an Audit

Figure 2. Proposed research model to investigate the effectiveness of assurance seals

3 Research method

3.1 Research design

We used an experimental design because it allows for the manipulation of variables and the testing of
causal relationships. We used a within-subject experimental design to control for subject variability (it
accounts for individual differences when subjects serve as their own control) (Keppel, 1991). In addi-
tion, a within-subject design provides us the opportunity to simulate repeated decisions, a frequently
occurrence in real life (Andriole, 2007). Specifically, we employed a 2 (high/ low certification authori-
ties’ reputation) X 2 (high/ low quality level of an audit) within-subject factorial design. We also em-
ployed a baseline scenario without any manipulation (see Figure 3).

3.2 Experimental manipulations

The reputation of certification authorities and the quality level of an audit were operationalized using an
online-based free simulation experiment combined with the scenario-based method. Whereas standard
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laboratory experiments rely on a treatment to vary one or more independent variables, free simulation
experiments expose the subjects to a number of realistic tasks — for example, by identifying an appro-
priate CSP. A core feature of free simulation experiments is the interaction of subjects with a simulated
website; this feature is frequently used in online studies to increase realism and generalizability (Gefen
et al., 2003, Burton-Jones and Straub, 2006, Lowry et al., 2012). Website conditions ranged freely and
widely as subjects interacted naturally although all subjects received treatment materials. The realistic
task and the natural interaction allow subjects to form meaningful perceptions before answering related
questions (Gefen et al., 2003, Sollner et al., 2015).

Scenarios illustrate possible states of a cloud service. Scenarios provide a form or tool to study a possible
and plausible state, and to create awareness of which applications are possible (Bria et al., 2001). Free-
simulated online experiments, including different scenarios, are frequently used in experimental studies
to manipulate different conditions of variables, simulate customers tasks or represent context for study
(Lowry et al., 2012, Xu et al., 2012). We used five scenarios in a free-simulated online experiment to
investigate which information determine the effectiveness of assurance seals to protect privacy.

Certification authorities’ reputation

low high
. . low (1 (2)
Quality level of an audit .
high (3) 4)

A baseline scenario with no manipulation was also simulated (5)

Figure 3. Research design

We manipulated the certification authorities’ reputation and the quality level of an audit using four var-
iant scenarios. We added a baseline scenario in which no manipulation occurred. To vary certification
authorities’ reputation, we used certification authorities with high (e.g., TUV — international well-known
certification authority) versus low (e.g., CERTIFYER? — newly developed certification authority?) rep-
utation.

To vary the quality level of an audit, we used different attestation processes and related attestation tim-
ings: an attestation through a static certification (e.g., attestation took place 2 years ago) and a continuous
certification which was continuously updated (e.qg., attestation took place 1 week ago). Since continuous
certification involves “high efforts for agent development and implementation” (Lins et al., 2016) for
the audit and high effort for the continuous verification and attestation process, the quality level of an
audit for a continuous certification is higher than for the a static certification.

Overall, a total of four manipulated scenarios and one baseline scenario were presented to subjects: (1)
low certification authorities’ reputation and low quality level of an audit; (2) high certification authori-
ties’ reputation and low quality level of an audit; (3) low certification authorities’ reputation and high
quality level of an audit; (4) high certification authorities’ reputation and high quality level of an audit.
To assure comparable results, we used ISO 27001 as a well-known certification scope for all four sce-
narios. The last scenario was a baseline scenario in which no manipulation occurred (5).

Two variables, certification authorities’ reputation and quality level of an audit, were manipulated in the
experiment. The manipulation was illustrated within two different levels of detail. First, each manipu-
lation was on the scenarios’ main page as an assurance seal, identification of certification authority,
certification scope and identification of attestation process. Second, each manipulation was accessible
within the certification attestation report. As an example, Figure 4 illustrates scenario (3) including the
possible navigations to the certification attestation report.

! The name of the newly developed certification service was blinded for confidential reasons.

2 Lowry et al. (2008) provide empirical evidence that the reputation of unknown third-parties is significantly lower than the
reputation of a known and highly reputable organization.
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Figure 4. The main page of scenario (3) (left) including possible navigation paths (red arrows)
to certification attestation report (right)

Each certification attestation report consists of three major parts. First, the certification process was
described including the last attestation date. Second, background information (size and acting regions)
on the certification authority was provided. Third, some background information about the 1SO 27001
certification was provided; this information was not changed across all manipulations, ensuring a com-
mon understanding regarding the assurance seal and attestation report that is in place (Lowry et al.,
2012).

3.3 Measurement

The measurement of formative constructs is highly dependent on the related domain (Petter et al., 2007).
To provide comparable results for privacy across different domains, we used a reflective construct
(Siponen and Vance, 2014). For our dependent variable, we used the three reflective measurements of
perceived privacy from Dinev et al. (2013) and adapted the wording to a professional cloud environment
(see Table 1).

Constructs and items (measured on a seven-point, Likert-type scale) Source
Perceived privacy I feel I have enough data privacy when I use this cloud service provider. |Dinev et
I am comfortable with the amount of data privacy with this cloud service | al. (2013)
provider.
I think data privacy is preserved when I use this cloud service provider.
Manipulation check — In this scenario, the certification authority has a high reputation in the | Self-
reputation market. developed
Manipulation check — In this scenario, the certification process was based on a continuous cer- | Self-
quality level of an audit | tification process. (measured on a yes/no scale) developed
Table 1. Measurement items and manipulation checks

Since not all subjects were fluent in English, the experiment as well as the questionnaire were provided
in German. To check for translation bias within the measurement items, a back-translation technique
was employed in which two different translators translated the German questionnaire back into English
(Bhattacherjee and Park, 2014). The back-translated items had a high degree of correspondence with the
original English items (see Table 1) assuring the relative lack of translation bias.

3.4 Research procedures

Approximately two months before initiating the experiment each subject received an e-mail with a per-
sonalized pre-experiment survey link inviting them to sign up for the experiment. During this phase, we
received their consent to participate, and we collected the pre-experiment measures to reduce the risk of
common methods bias (Podsakoff et al., 2003). The pre-experimental measures included cloud compu-
ting experience, and familiarity with 1SO 27001 certification. The latter was important to assure each
subject understood the meaning and sense of the ISO 27001 assurance seal (Lowry et al., 2012). Because
we collected this information prior to the experiment, the experimental site did not influence these
measures. Figure 5 illustrates the entire research process.
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Scenario 1 @ ;
Scenario 2
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Figure 5. Research procedures

During the experiment, all subjects received and read the same instructions. Subjects were asked to
identify an appropriate CSP that offers cloud storage for their data. Subsequently, each subject was
presented with five scenarios of CSP websites in which — except for the baseline condition — different
certification authorities’ reputation (high versus low) were offered with different quality levels of an
audit (high versus low). The presentation of each scenario was followed by a survey. This included
manipulation check questions and questions that measured the subject’s perceived privacy based on the
presented scenario (see Table 1). Each subject was asked to answer the questionnaire in regard to the
experienced scenario. The last part of the experiment captured subjects’ demographic information (e.g.,
age and gender) and final remarks.

To minimize possible learning and ordering effects of scenarios on subjects, we considered three strat-
egies. First, we presented the scenarios in a randomized order. Second, subjects were asked, after each
scenario and at the end of the experiment, an open question asking which information they used as a
basis for their judgments and if any irregularities occurred. Last, we tracked each subject’s duration time
to navigate through our experimental websites. The average duration time of subjects within each sce-
nario was 3.8 minutes; subjects navigated through our experimental websites, including the attestation
report, without any obvious patterns. No evidence of learning or ordering effects were observed.

We carried out a pilot study with research fellows to evaluate the clarity of the scenarios and the items
in the questionnaire. No major issues were identified during the pilot study; the pilot subjects made
minor suggestions on wording and phrasing that were incorporated into the questionnaire and experi-
mental websites. After another review round, we conducted the experiment.

3.5 Subjects

We adopted a purposive sampling technique. This is a non-probability sampling that conforms to certain
criteria (Cooper and Emory, 1995). Previous studies have suggested that certificates are only effective
when subjects understand their meaning and sense (Lowry et al., 2012). To confirm these preconditions,
we focused on professional cloud decision makers. Therefore, our reason for choosing purposive sam-
pling is that professional cloud decision makers are rare and only selected subjects are suitable for our
study.

Subjects were recruited from medium- and large-sized German companies across different industries.
71 suitable subjects were identified and contacted. Finally, a total number of 43 subjects participated in
this study. All subjects were native German speakers. Demographic information and the cloud experi-
ence of the subjects is presented in Table 2.

The subjects recruited in this study had extensive cloud experience and were familiar with the certificate
ISO 27001 (see Table 2). All subjects’ job descriptions were related to selecting and purchasing cloud-
services. This ensures reliable results based on experienced professionals within a cloud environment
(Siponen and Vance, 2014).
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Demographics Frequency Percent |Experience Frequency Percent

Age <31 6 14 Professional <2 years 10 23
31-40 9 22 cloud experience| 3-5 years 15 35
41-50 14 32 6-8 years 11 25
>50 14 32 >8 years 3 7

Sex Female |3 7 Certificate famil- yes 43 100
Male 40 93 iarity no 0 0

Table 2. Demographic and experience information of subjects

Assuming a medium effect size (f = 0.25), with a power of 0.80 at alpha equals 0.05 significance level,
the required sample size for each cell is 39 (Cohen, 1992). Hence, 43 subjects for each experimental
treatment is adequate for data analysis.

3.6 Manipulation checks

The manipulation of certification authorities’ reputation and the quality level of an audit was assessed
following the presentation of each scenario (see Table 1 for the manipulation check questions). These
questions were used to test the subjects’ interpretation and understanding of the scenarios.

We conducted paired-sample T-tests to test the effectiveness of the manipulations. The results show that
all treatments were manipulated effectively. First, subjects perceived scenarios in which TUV served as
a certification authority to have a higher reputation than those scenarios with the low certification au-
thorities’ reputation CERTIFYER (mean difference = 2.69, std. deviation = 0.44, t = 6.05, p < 0.05).
Second, subjects perceived that those scenarios with a continuous certification provided greater percep-
tion regarding the continuous and up-to-date attestation of third-party certification than the static certi-
fication scenarios (mean difference = 0.79, std. deviation = 0.24, t = 3.22, p < 0.05).

3.7 Factor analysis

The reflective construct perceived privacy is validated using the standard procedure documented by
Straub (1989). All factor loadings are significant suggesting convergent validity. Perceived privacy sat-
isfies the threshold values for the average variance extracted (AVE > 0.50) and Cronbach’s alpha (al-
pha > 0.70) as suggested by Straub (1989). To evaluate construct reliability, we calculated composite
reliability (CR) for perceived privacy. Perceived privacy has a composite reliability significantly above
the cut-off value of 0.70. In sum, perceived privacy’s quality is satisfactory.

4 Results

4.1 Testing the research model

Data associated with perceived privacy was analyzed using a repeated-measure ANOVA test with two
within-subject factors as independent variables: certification authorities’ reputation and the quality level
of an audit. The mean values and standard deviations are reported in Table 3.

Within-subject factors Perceived privacy
Certification authorities’ reputation | Quality level of an audit Mean Standard deviation
Baseline (no treatment) Baseline (no treatment) 3.124 0.229
Low reputable certification authority Static certification 3.419 0.254
Continuous certification 4.101 0.267
High reputable certification authority Static certification 3.829 0.218
Continuous certification 4.512 0.255
Table 3. Means and standard deviations for perceived privacy
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To test Hypotheses 1, a contrast test was conducted based on the Wilks-Lambda test (Kirk, 1982). H1:
Customers’ perceived privacy of cloud service providers is a positive function of the certification au-
thorities’ reputation as the quality level of an audit remains constant, is supported. Table 4 reports for
the manipulation contrast test for perceived privacy a contrast value = 0.746, F-Value = 14.274 and p-
Value < 0.001.

To test Hypotheses 2, a contrast test was conducted based on the Wilks-Lambda test (Kirk, 1982). H2:
Customers’ perceived privacy of cloud service providers is a positive function of the quality level of an
audit as the certification authorities’ reputation remains constant, is also supported. Table 4 reports for
the manipulation contrast test for perceived privacy a contrast value = 0.908, F-Value = 4.236 and p-
Value < 0.05.

Hypothesis Contrast value F-Value p-Value Hypothesis supported?
H1 0.746 14.274 <0.001 Yes
H2 0.908 4.236 0.023 Yes

Table 4. Manipulation contrast tests for perceived privacy

To test Hypotheses 3, two further contrast tests were conducted based on the Wilks-Lambda test (Kirk,
1982). H3: Customers’ perceived privacy of cloud service providers is higher for highly reputable cer-
tification authorities that conduct a high quality level of an audit than for a low (highly) reputable
certification authority that conducts a high (low) quality level of an audit, is supported. In this analysis,
we first (a) compared certification authorities of high reputation and high quality level of an audit with
certification authorities of high reputation and low quality level of an audit. Table 5 reports for the
manipulation contrast test for perceived privacy a contrast value = 0.804, F-Value = 10.223 and p-Value
< 0.05. We second (b) compared certification authorities of high reputation and high quality level of an
audit with certification authorities of low reputation and high quality level of an audit. Table 5 reports
for the manipulation contrast test for perceived privacy a contrast value = 0.927, F-Value = 3.299 and
p-Value <0.1.

Hypothesis Contrast test between certification authorities Contrast |[F-Valuep-Value Hypothesis
value supported?
H3 (a) high reputation and low quality level of an audit 0.804 10.223 10.001
against high reputation and high quality level of an audit Yes
(b) low reputation and high quality level of an audit 0.927 3.299 0.038
against high reputation and high quality level of an audit

Table 5. Additional manipulation contrast tests for perceived privacy

4.2 Additional analysis

To test if any assurance seal influences customers’ perceived privacy, four baseline contrast tests were
conducted based on the Wilks-Lambda test (Kirk, 1982). Certification authorities of high reputation and
low quality level of an audit (contrast value = 0.615, F-Value = 26.248, p-Value < 0.001), low reputation
and high quality level of an audit (contrast value = 0.750, F-Value = 14.032,
p-Value < 0.001) and high reputation and high quality level of an audit (contrast value = 0.421, F-Value
= 55.503, p-Value < 0.001), perceived privacy was significantly higher than of the perceive privacy
rating of the baseline scenario. Perceived privacy resulting from low certification authorities’ reputation
and low quality level of an audit was higher on a marginally significant level (contrast value = 0.926,
F-Value = 3.371, p-Value < 0.05) than the baseline scenario as well (see Table 6). Therefore, within our
experiment any assurance seal can increase customers’ perceived privacy in a professional cloud envi-
ronment.
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Baseline contrast test against certification authorities of: Contrast value | F-Value | p-Value
.. low reputation and low quality level of an audit 0.926 3.371 0.036
.. high reputation and low quality level of an audit 0.615 26.248 <0.001
.. low reputation and high quality level of an audit 0.750 14.032 <0.001
.. high reputation and high quality level of an audit 0.431 55.503 <0.001
Table 6. Baseline contrast tests for perceived privacy
5 Discussion

5.1 Findings

Our research demonstrates that a customers’ perceived privacy in a professional cloud environment can
be increased by the provisioning of relevant information through assurance seals provided by an inde-
pendent certification authority. Therefore, the customers’ perceptions and beliefs regarding the assur-
ance seal are not replaced by new information of the unknown CSP, rather old perceptions and beliefs
of the source, and semantic properties of an assurance seal are integrated with the information to form
new attitudes regarding the unknown CSP.

Our findings suggest that certification authorities’ reputation and the quality level of an audit are im-
portant information to shape customers’ perceptions, including perceived privacy and, in doing so, de-
termine the effectiveness of assurance seals in a professional cloud environment. When the certification
authorities’ reputation and the quality level of an audit are high, the highest effects of assurance seals
on customers’ perceived privacy are identified during CSP selection.

5.2 Study contribution and theoretical and managerial implications

Our findings extend research by explaining how semantic properties of assurance seals are integrated to
form customers’ perceptions. Customers are not only able to differentiate between high and low levels
of source reputation, also about high and low levels of semantic properties of assurance seals. In partic-
ular, information in regard to the reliability and validity of an assurance seal are important semantic
properties that contributes to the attitudinal judgment. Consistent with the information integration theory
(Anderson, 1981), third-parties’ reputation does not alone produce opinion change and determine assur-
ance seals effectiveness (Lowry et al., 2008), it rather influences the effect size of the opinion change
on how and what interaction the third-party has.

Our findings extend research by considering semantic properties of assurance seals. To protect privacy
in a professional cloud environment, customers not only consider “who” provides which assurance seal,
they also consider “how” the assurance seal is reached. Hence, as customers face information asymmetry
and cannot assure privacy by themselves, semantic properties are important to evaluate the validity and
reliability of an assurance seal. Therefore, when investigating the effectiveness of assurance seals in
online environments the information who protect what and how should be considered and communi-
cated.

However, we notice that perceived privacy resulting from low certification authorities’ reputation and
low quality level of an audit was higher on a marginally significant level than the baseline scenario
having no assurance seal. Such findings are in line with the inconsistent findings in literature (Oezpolat
et al., 2013). Therefore, we conclude, research should be careful in selecting assurance seals of low
reputable certification authorities or low quality level of an audit when investigating assurance seals.

From a practitioner point of view, our results suggest that CSPs can influence perceptions of their cus-
tomers by implementing assurance seals. Hence, CSPs should consider certification authorities to prove
their data protection capabilities. However, not all assurance seals influence the perception of customers
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in the same manner. CSPs should particular choose assurance seals with a high quality level of an audit
like continuous certificates issued from a high reputable certification authority.

Our results also provide conclusion for certification authorities. To be effective, any certification au-
thority need to use a certain strategy to communicate their reputation and quality level of an audit. Our
study shows that the usage of certificates combined with an attestation report is one effective example
for such a communication strategy. An assurance seal including the certification scope, certification
method and certification authority in combination with a certification attestation report is effective in
creating a retrieval cue for customers’ privacy perception.

53 Limitations and future research

All research is subject to limitations. Here, one possible limitation of our work relates to the method
used to operationalize high and low certification authorities’ reputation and quality level of an audit. We
used scenarios to manipulate the different conditions of high and low certification authorities’ reputation
and quality level of an audit. Scenarios were presented to the subjects before capturing their perceived
privacy. One may argue that a real CSP website will provide a more realistic experience to subjects and
produces more reliable and meaningful results. However, considering that continuous certification to
provide high quality level of an audit is still very new and not readily available, the scenario-based
approach allows us to study this emerging phenomenon without the constraints of time and state-of-the-
art technology.

This study was conducted in Germany. Therefore, care must be taken when attempting to generalize the
privacy results to other social, economic, legal and cultural environments. Privacy is a relative concept
and may be related to cultural values (Kim et al., 2015) — what is considered private in one culture or
legal region may not be considered private in another culture or legal region. For example, people in the
United States tend to take the perspectives of “privacy pragmatists” while Europeans (including Ger-
mans) are concerned about their privacy and are more likely to take the perspectives of “privacy funda-
mentalists” (Galanxhi and Nah, 2006).

Last, our limited number of subjects were recruited using a purposive selection approach. While our
professionals were all familiar with assurance seals, future research can take this investigation further
by drawing research subjects from a more diverse, randomly selected, and comprehensive population.

6 Conclusion

This research investigates the influence of assurance seals on customers’ perceived privacy within a
professional cloud environment. By focusing on the two information dimensions certification authori-
ties’ reputation and the quality level of an audit, this research has important theoretical and managerial
implications. Results of this study are important in situations when customers face information asym-
metry and cannot assure privacy by themselves.

From a theoretical point of view, our research extends the information integration theory by demonstrat-
ing how source reputation affects customers’ perceived privacy resulting from information how a third-
party and an unknown CSP interact. Second, we provide an empirical evidence about the effectiveness
of assurance seals within a professional cloud environment. Third, this research provides two infor-
mation dimensions, namely certification authorities’ reputation and the quality level of an audit, which
interact and determine the effectiveness of assurance seals in a cloud environment. From a managerial
point of view, we contribute to CSPs and certification authorities.
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