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Abstract

This paper discusses the issues of implied trust in ethical hacking. Ethical hackers are considered to be
professionals and experts in their field. It is well documented that there is an implied trust toward
professionals who are entrusted to undertake a task. Like many similar professions, such as ICT and
computer forensics, there is no uniform or mandated code of ethics that an ethical hacker must adhere
to. Given the nature of hacking and the potential for misuse and access to sensitive and confidential
information, the need to ensure professionalism is maintained through ensuring competence and ethical
behaviour is critical.
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1 Introduction

According to the 2017 Verizon Data Breach Investigations Report (DBIR), 62% of breaches feature
hacking (Verizon, 2017). Similarly, the 2017 Telstra Cyber Security report predicts that 59.6% of threats
in Asia and 52.6% in Australia will be from external hackers (Telstra, 2017).

Furthermore, the Identify Theft Resource Center identified over 16 million records exposed as a result
of over 850 breaches (Identity Theft Resource Center, 2017). Although this sees a drop compared to
2016 where over 36 million records were exposed, it can’t be concluded that breaches are on the decline;
a single breach can expose millions of records and with the personal information of potentially hundreds
of thousands, if not millions of individuals, this is a significant issue.

In addition to data breaches, there has been a series of ransomware attacks. A hacking group called
Shadow Brokers is believed to have leaked an NSA exploit named Eternalblue (Goodin, 2017). This
exploit, was used as one of the mechanisms to spread two strains of ransomware in 2017; the
ransomware known as WannaCry in May, and Petya in June. The effect on victims of the malware was
largely devastating, with some organisations forced to shut-down until systems could be restored
resulting in significant lost revenue and potential litigation. Some victims have permanently lost data
and systems, impacting the business and their clients (Coyne, 2017).

Whether it is a data breach or an attack of some other kind, a vulnerability needs to be exploited in order
for it to be successful. These vulnerabilities could be with specific systems and applications or with
people and processes. These vulnerabilities are typically discovered by security researchers and hackers.
They are then exploited either directly, by the hacker, or using malicious software (malware) that is
designed to seek out and exploit the flaws.

In order to defend against these types of attacks, a multilayered approach is generally adopted.
Traditionally a defensive approach of implementing technical controls has been used (Thomas, 2017).
The implementation of firewalls, anti-virus software, and other access control systems has been the
status quo. Over the past few years the focus has shifted from just the technical aspects of information
security to include the “human factor” or people based aspects (Eminagaoglu, Ucar & Eren 2009, p223).
With the dramatic increase in phishing; using emails to trick users into divulging secret information,
such as usernames and password, the traditional controls are less effective. According to Verizon (2017),
phishing attacks were the most prevalent form of social engineering attack to take place.

The contribution of this paper is a better understanding of one of the human factors, namely, that of the
ethical hacker.

2 What is Ethical Hacking?

The traditional approach of utilising multilayered technical defences has been augmented over the past
decade through the implementation of a security culture within organisations, which included the
implementation of security awareness programs. These programs helped users to identify suspicious
emails, to use good password practices, and to safeguard their information. These strategies are all
known as ‘defensive’ strategies, because they seek to defend a network or systems from attack by a
malicious attacker.

There are, however, also a set of offensive strategies that can be undertaken. Instead of trying to stop an
attack, an offensive strategy launches an attack against a network, with the aim of identifying
weaknesses that can then be remediated. These offensive engagements are known as penetration tests
or red-teaming and are conducted by a specific type of hacker, called an ethical hacker. Ethical hackers
use the same tools and techniques as the malicious hackers, however, they do this to test the security of
the target network (Graves, 2010, p3). What sets an ethical hacker apart from other types of hackers, is
that an ethical hacker is given permission to conduct the hack by the owner of the network.

2.1 Types of hackers

When it comes to classifying hackers, there are generally three types of hacker. These hackers are
classified based on their motives and into three categories, which are identified by a ‘hat’ colour.

2.1.1 Black Hats

Black hat hackers are the malicious hackers, also known as ‘crackers’ (Graves, 2010, p3). This type of
hacker operates illegally and their motives are usually for personal gain or to cause mischief (Thomas,
2017). Often black hat hackers obtain confidential information, such as credit cards, or personal
information that can then be sold on channels like the dark web (a set of websites not accessible through
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traditional search engines and effectively hidden (Egan, 2017)) and then used to commit fraudulent
transactions or steal identities, to name a few uses.

2.1.2 White Hats

A white hat hacker, also known as ethical hackers are hired to hack into systems and networks for the
purpose of identifying security weaknesses and vulnerabilities. After identifying these vulnerabilities, a
white hat will report their finding back to the owner of the network they assessed, who can then work to
remediate the findings.

2.1.3 Grey Hats

In between black and white hats is they grey hat hacker. The motives behind grey hats aren’t generally
personal, nor are they provided permission by the system owner to hack the target system. Instead, a
grey hat hacker may be motivated by a cause, known as hacktivism (Hargrave, 2012), or be sanctioned
by a nation state to attack an adversary or gain intelligence.

3 Methodology

An analysis of the current literature on implied trust and professionalism issues on ethical hacking was
undertaken. To perform this review, Google Scholar was used to identify the currently available
literature. The following search queries were performed:

e '"penetration testing
e ("penetration testing
e ("penetration testing

ethical hacking" | "red team"
" | "ethical hacking" | "red team") & (“implied trust” | professionalism)
ethical hacking" | "red team") & ("implied trust")

H|"

The first query, which was designed to identify all literature on penetration testing and other related
terms (using an “OR” operator) that are indexed returned 17,300 records. To filter this further, the
second query required either “implied trust” OR “professionalism” as part of the search. This reduced
the search down to 677 records. Finally, a third search was performed to only look at articles that include
“implied trust” as a key word. This final search resulted in 18 search results, which represents just 0.1%
of the articles written on penetration testing. Papers that did not discuss ethical hacking and either
implied trust issues, either directly, or indirectly were not included as part of this paper.

4 Penetration testing and trust

By nature, and to be effective, ethical hacking involves trying to gain access to a system to access
confidential and sensitive information. This means, that a certain level of trust needs to be established
between the ethical hacker and the party engaging them. Trust is conceptualised as the belief of a person
that another party upon whom the individual is dependent will act in his/her interests (Tutzauer, n.d,
p5). A professional has superior knowledge, requiring the other party to trust them (Al-Saggaf,
Burmeister, and Schwartz, 2017). Li, Rong and Thatcher (2012) explain how one party has a willingness
to be vulnerable to the other to carry out the task irrespective of the ability to monitor or control them
(Li, Rong, Thatcher, 2012, p20). There are a number of ethical consideration and laws that various
countries have regarding the safeguarding of privacy that need to be considered as well (Thomas,
Duessel, Meier, 2017, p11), something that could be an issue for an ethical hacker that tests a multi-
national organisation.

Penetration testing is a highly technical and complex field. An ethical hacker requires deep knowledge
across many areas, including, but not limited to software, hardware, networking, and even human
behaviour. The knowledge required by a highly effective ethical hacker includes detail of how these areas
work at their most basic level, such as the OSI model (the reference model that show the layers of how
communication occurs on a network (“The OSI Model’s Seven Layers Defined and Functions Explained”,
n.d.), software code, and even electronic signals. Because of this, it can be very difficult to evaluate the
effectiveness of an ethical hacker, especially if this knowledge isn’t possessed by the evaluator. Fabian
(2009) highlights that the ability to evaluate a professional’s abilities from the outside can be difficult,
if not impossible and certain level of belief is required (Fabian, 2009, p54).

To date, there has been little research on ethical issues on ethical hacking. However, there has been some
research around ethical issues and issues of professionalism on ICT professionals. Whilst not solely an
ICT profession, ethical hacking crosses into the ICT domain as many of the systems involved in the
hacking process are either ICT systems, or leverage the use of ICT systems.
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As ICT is a relatively new profession (Burmeister 2015), it can also be perceived as immature. There is
currently neither a mandatory or unified code of ethics that exists within ICT (Burmeister 2013; Capurro
and Britz 2010; Whitehouse et al. 2016). The absence of a code of ethics, which has consequences for
violations, increases the risk of a variety of inappropriate behaviours including misrepresentation,
taking credit for others’ work, privacy and confidentiality issues, and failure to comply with laws.
Licensing is also not generally a requirement for ICT professionals (Fabian 2009). All of this is also true
for information security professionals and ethical hackers. Although the mainstream certifications such
as EC-Council’s Certified Ethical Hacker (CEH), ISC2’s Certified Information System Security
Professional (CISSP), and ISACA’s Certified Information Security Manager (CISM) certification all
require the acceptance and adherence to each of their respective codes of ethics, they are not uniformed
and only required for those that have achieved the certifications.

Although the title “Ethical Hacker” implies ethical behaviour, this may not always be the case. For
instance, an ethical hacker needs to keep their knowledge of exploits up to date, and they will likely need
to go “underground” to gain this knowledge (Conran 2014). Because ethical hackers may even utilise
questionable means to gain intelligence it may result in a question of their professional ethics. Although
in this sense it can be argued that ethical hackers are partaking in questionable activities, the rationale
for which is likely justified as being for the greater good, it does raise the question: at what point may
this justified ethical behaviour become blurred and the practices of the ethical hacker become unethical?
Given the already identified need for a specialised skill set and experience to be an effective ethical
hacker, it is not out of the question that an ‘ethical hacker’ may once have been a black hat/malicious
hacker. A good example of this is Kevin Mitnick; Mitnick is now a ‘white hat hacker’ and security
consultant, however, in the 1990’s he was a notorious hacker who was arrested by the FBI and convicted
of seven counts of wire and computer fraud. (Gengler, 1999, p6). Many organisations perform online
background checks and review the social networking accounts of applicants as standard practices (Stuart
et al. 2015). But this background checking assumes that there’s something to find and isn’t by any means
foolproof.

5 Current Literature Analysis

Of the articles written on ethical hacking, only 0.1% discuss implied trust and 3.9% discuss
professionalism. As shown in Figure 1, prior to 2001, there were no records returned for literature that
discusses implied trust and ethical hacking. The largest spike was in 2013, where five articles were
published. 2013 saw a few significant large breaches, including the Target breach and Adobe breach, and
over 822 million records exposed (Hawes, 2014), which could explain the spike during that year.

0
2000 2002 2004 2006 2008 2010 2012 2014 2016 2018

Figure 1 — Articles published year on ethical hacking and implied trust.

As described previously, there is no currently no uniform or mandatory code of conduct for ethical
hacking. This same concern has been raised in regard to ICT professionals, where it has been
recommended that ACS code of ethics is mandated through National regulations (Bowern, Burmeister,
Gotterbarn, Weckert, 2006, p175). More closely, Gay (2012), discusses how implied trust exists between
so-called experts and without any standard certification or code of conduct (Gay, 2012, p13). There is
also generally no licensing requirement for ICT professionals (Fabian, 2009, p54) and this applies to
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ethical hackers too. It was highlighted that there is a level of incompetence in the field of digital forensics,
which can lead to issues with investigations and that the lack of a standard code could contribute to the
issue. Additionally, a survey of ICT professionals in the UK, found that one third of IT personnel misused
their privileges and searched the corporate network for confidential information, including salary
information, personal information, board minutes and personal emails (Survey Reveals Scandal of
Snooping IT Staff, 2008, p24). Uncovering access to some these items may be part of an ethical hacker’s
engagement, but ensuring appropriate ethical behaviour through the handling of such confidential
information could be a concern.

Ethical hacking, like digital forensics, fall into the “Information Security” field, they are simply different
subsets, but still prone to the same issues and vulnerabilities such as misuse of information and the need
to ensure competence of the professional. Much of the literature, although discusses ethical hacking and
implied trust, does not actually correlate the two. The implied trust discussions in the existing literature
are focused on the context of implied trust towards systems and platforms, such as trust toward security
platforms (e.g. authentication systems) and well-known websites (e.g. Facebook) or how implied trust
is taken advantage of by an attacker, such as spoofing an email as part of a phishing attempt (Cole, 2002,
p51).

What is noteworthy, is that the same implied trust manipulation a malicious attacker uses to trick a
victim, is how an ethical hacker manipulates a target as part of a test. Other literature simply discusses
ethics on teaching ethical hacking to students. Students may use the techniques they have learned
irresponsibly, inappropriately or in an illegal manner, which some security educators consider to be
unethical and socially irresponsible (Trabelsi, McCoey, 2016, p3-5). Teaching students to hack provides
them with knowledge of how to cause damage to computer networks (globally) with the help of
university lecturers. This could pose an unimaginable threat (Jamil, Khan, 2011, p 3758). A study
undertaken at a Canadian university, noted that there are concerns about the compromise of personal
information by the ethical hacker that may result from conducting a penetration test (Abu-Shaqra,
Luppicini, 2016, p67).

The focus on education however leaves out one area completely and it might prove fruitful grounds for
further research. Namely, “Are these formally trained ethical hackers any match for the ‘real’ hackers?”
This is an area that does not appear to be addressed in any of the literature reviewed, and yet would
appear to be a logical extension of the ‘educative’ focus of several of the article. That is, testing the
efficacy of the ethical certifications currently being spruiked.

Jamil et. al (2011) suggest that mandatory security background checks should be undertaken for people
who are part-taking in ethical hacking courses. Conducting these checks forms part of good due diligence
activities, which many security frameworks such as the International Organization for Standardization
(ISO) 1SO27001 framework include (International Standards Organization, n.d). The adoption of such
a framework by an organisation however, is not mandatory. Whilst some industries have regulatory
bodies that mandate that background checks are completed, such as the Securities and Exchange
Commission (SEC) and Financial Industry Regulatory Authority (FINRA) in the USA, and the Australian
Securities and Investments Commission (ASIC) and the Australian Tax Office (ATO) in Australia, this
requirement does not apply uniformly across all industries. Additionally, a background check is not
likely to provide complete protection, but rather assist in lowering risk to an acceptable level.

5.1 Current Codes of Conduct

As described, there are currently a number of available codes of conduct that are available from various
certification bodies around the world (Burmeister, 2017).

5.1.1 Australian Computer Society (ACS) Code of Ethics

Founded in 1966, the Australian Computer Society is a professional association for the information,
communications, and technology (ICT) industry. Although historically focusing on specifically ICT
professionals, the ACS launched its cyber security certification for ICT professionals in September 2017
(Pollitt, 2017). All members of the ACS must adhere to the code of ethics.

5.1.2 CREST Code of Conduct

CREST is a not for profit organisation that originated in the United Kingdom, but has since launched
chapters across Europe, Middle East, Africa and India (EMEA), The Americas, Asia, and Australia and
New Zealand. CREST’s purpose is to provide a level of assurance that organisations and their security
staff have a level of competence and qualification in conducting security work such as penetration
testing, threat intelligence or incident response (CREST®, n.d.). CREST qualified professionals must
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abide by the CREST Code of Conduct. The CREST code of conduct is fairly detailed and covers
requirements such ensuring regulatory obligations, adequate project management, competency, client
interests, confidentiality, and ethics (CREST®, 2016).

5.1.3 EC-Council Code of Ethics

The International Council of E-Commerce Consultants, known as EC-Council was formed after the
September 11, 2001 attacks in the United States to address cyber-attack threats (EC-Council, n.d.). EC-
Council is best known for its’ Certified Ethical Hacker (CEH) certification, which is recognised as a US
Department of Defence (DoD) 8570 cyber security certification. The EC-Council Code of Ethics requires
confidentiality of discovered information, ensuring that any process or software obtained is legal and
ethical, ensuring proper authorisation, adequate project management, continuing professional
development, ethical conduct, and not being convicted of any crimes (EC-Council, n.d.).

5.1.4 GIAC Code of Ethics

Global Information Assurance Certification (GIAC) provide some of the most well-known and highly
regarded certifications in the security industry. These certifications include penetration testing, security
management and digital forensic certifications. Established in 1999, GIAC was established to provide
assurance of the skills of information security professionals (GIAC, n.d.). The GIAC Code of Ethics is
broken into four sections; respect for the public, respect for the certification, respect for the employer,
and respect for oneself. The code mandates that professionals will take responsibility and act in the
public’s best interests, ensure ethical and lawful conduct, maintaining confidentiality, competency,
accurate representation of skills and certifications, and avoiding conflicts of interest (GIAC, n.d.).

5.1.5 ISACA Code of Professional Ethics

ISACA is a professional body established in 1969 with over 140,000 members worldwide that focuses
on IT governance (ISACA, n.d.) . Formerly known as the Information Systems Audit and Control
Association and focused on IT audit and assurance, ISACA now also includes training and certification
for information security and cyber security professionals. The ISACA Code of Professional Ethics
mandates that compliance with standards and procedures is maintained, due diligence and professional
is taken, legal conduct, confidentiality is maintained, competency, and continuing professional
development (ISACA, n.d).

5.1.6 ISC2Code of Ethics

ISC2is an international, non-profit organisation with over 125,000 members in the information security
profession (ISC2, n.d.). ISC?’s Code of Ethics consists of four directives; protecting society and public
interest, act honourably, honestly, justly, responsibly and legally, be competent, and advanced to protect
the profession (ISC2, n.d.).

As previously stated, all current codes of conduct are voluntary and only applicable to individuals who
are members or certified individuals of the respective body. There are some certification bodies,
however, that do not have a code of conduct requirement. An example is Offensive Security, who provide
in-depth training and certification on ethical hacking; their examination is regarded as one of the most
difficult and highly regarded certification involving successful passing of a hands-on lab test in order for
a candidate to obtain the credential. For those codes that do exist; although they contain similar
directives, they are all different and include different levels of detail.

6 Developing a Mandatory, Uniform Code of Conduct

As identified, there are codes of conduct and ethics available from numerous professional and
certification bodies. These codes, however, are only mandatory to those who are members or certified
by the respective body. There are many similarities between codes, but they are not completely in
alignment. There is no identified direct conflict between codes and there are certainly useful attributes
from each code that could be used to form a uniform code of conduct for ethical hackers and cyber
security professionals alike. In order for the code to be effective, it would need to be mandatory and have
adequate oversight. Examples of this include GIAC’s Ethics Council and ISACA’s Ethics Committee that
review ethics matters that don’t comply with their code and take action accordingly.

In other professions such as lawyers, doctors, and accountants we see such mandatory codes and the
need for those codes to develop and adapt to economic changes, government influence, and changes
within the profession (Backof, Martin, 1991). In Australia, legislation such as the Legal Profession
Uniform Law is in force and must be adhered to (New South Wales Government, 2015). This legislation
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applies to all practicing lawyers and must be complied with. The purpose of the legislation is to ensure
all lawyers act ethically and comply with the provisions required and such a requirement of ethical
hackers who can potentially access highly confidential and sensitive information and are entrusted to
do so should have similar requirements applied.

Unlike most doctors, lawyers and accountants, many cyber security professionals engage with
organisations across borders, either locally or internationally. This is especially true when engaged by
multi-national companies to review and test their security. This increases the importance of a unified
code that is suitable on a global scale and applies to all cyber security professionals engaging in practices
such as ethical hacking.

7 Conclusion

The use of ethical hackers as part of a good security strategy is evident and the use of them is likely to
increase. There are many ethical implications that need to be considered. Because ethical hackers use
the same techniques as malicious attackers, such as the email spoofing example, and often research and
gain intelligence through the same questionable challenges, there is a fine line between an ethical white
hat hacker, and a malicious black hat hacker; this further highlights the importance of appropriate
professionalism and ethical behaviour.

Because of the implied trust relationship between an ethical hacker and the client, the ethical hacker is
effectively given permission to access any information they can, much of which could be confidential or
sensitive in nature. It has been identified, that ICT professionals have snooped and misused their
privileges, and there is no reason why an ethical hacker would not do the same and further research in
this area is warranted.

It is clear that implied trust is an issue, and there is merit in further research in this area. This research
could include identifying whether there is merit in developing a mandatory, unified code of conduct that
applies to ethical hackers and helps ensure appropriate ethical behaviour and levels of competence
before an ethical hacker can or should be engaged or some form of licensing requirement.
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