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ABSTRACT 

Access to the internet from public places has further strengthened the internet as an anywhere-everywhere concept. Globally 

more businesses offer free public Wi-Fi for their customers. This research looks at customer attitude towards the use of free 

public Wi-Fi for e-commerce transactions, specifically, how does trust of the free public internet influence customer perception 

of the security of the e-commerce retailer websites. We conduct a brief study of participants in both the US and India on their 

perceptions of conducting e-commerce transactions using free public Wi-Fi. Our results show that the trust of the free public 

internet is a significant predictor of perceived security of the e-commerce website. Encrypted connections notwithstanding, 

businesses may need to stress the message that their website is safe to transact over public Wi-Fi. 
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Public internet, free Wi-Fi, e-commerce, trust, consumer behavior 

INTRODUCTION 

E-commerce web sites of their own accord offer a great deal of security to their consumers by offering encryption for consumer 

transactions, as well as securing consumer information such as their address, phone number and credit card numbers (Marchany 

and Tront, 2002; Salam et al., 2003). Against this backdrop are constant messages from media outlets (e.g. Pullen, 2016; Forbes, 

2015) replete with incidents of how public internet has become a conduit to sniff out personal information of consumers. 

Provided this barrage of disparaging views of public internet, it is important to understand how consumers perceive web site 

security, specifically their perception of secure encrypted connections as they shop online over free public internet. Previous 

literature has focused a great deal on perceived security of the website (Hartono et al., 2014; Roca et al., 2009) and consumer 

attitudes to online shopping (Gefen et al., 2003; Hasan, 2010; Zhou et al., 2007). However, little or no research has looked at 

perceptions consumers have about the security offered by the website when consumers shop from public spaces using free Wi- 

Fi. Therefore, our research asks the following question. 

How does trust of free public internet impact perceived security of the e-commerce website and consumer attitudes? 

PUBLIC INTERNET TRUST 

From the perspective of using public internet as a channel to transact with e-commerce websites, consumers need to have a 

favorable opinion about the ability of the public internet to protect sensitive transaction information such as username, 

passwords, and credit card numbers. Although information transferred back and forth between the consumer and the e- 

commerce website is reasonably secure (Chenoweth et al.,2010), public internet is prone to electronic sniffing (Klasnja et al., 

2009; Mukherjee and Nath, 2007) made easier by the use of open un-encrypted Wi-Fi networks (Ferreira et al., 2011). Also, 

public internet needs to ensure adequate speedy response and no loss of connection to bolster consumer’s perceptions of security 

and reliability. It would not augur well for the consumer and nor for the e-commerce website if the connection responds quickly 

to one request but takes inordinate time with another. Should consumers lose connection to a retailer website after submitting 

credit card information, there is no confirmation for the consumer to ensure if the e-commerce website received the information 

and the order was indeed placed. The reliability as well as the safety offered by the internet connection is an important factor 

in conducting e-commerce transactions and thus becomes an object of consumer trust (Corritore et al., 2003; Pennington et al., 

2003-2004; Ratnasingam, 1998; Rotchanakitumnuai and Speece, 2003; Shankar et al., 2002). We define public internet trust 

on Grabner-Krauter and Faullant (2008) conceptualization of internet trust as the trusting beliefs in the reliability and 

predictability of the internet and the willingness of the consumer to depend on the internet with regard to economic transactions. 
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PERCEIVED WEBSITE SECURITY 

E-commerce websites offer a host of security measures to ensure customers have a safe and secure transaction. Security 

measures are of two types. First is to ensure customers have a secure environment at the time of transacting with the e-commerce 

site. For instance, encrypted channels and security messages are some of the measures websites provide that ensure a secure 

transactional environment (Chellappa and Pavlou, 2002; LaRose and Rifon, 2007). Second, to ensure e-commerce websites 

store customer information, such as shopping preferences, username/password, previous purchases, and credit card information, 

is secure and out of harm's way (Gefen et al., 2003). Therefore, we define perceived website security (PWS) as the mitigation 

of a threat facing an e-commerce website that creates a circumstance, condition, or event with the potential to cause economic 

hardship to data or network resources in the form of destruction, disclosures, and modification of data, denial of service, and/or 

fraud, waste and abuse (Kalakota and Whinston, 1997, p. 853). 

HYPOTHESES DEVELOPMENT 

Consumers use the public internet for various activities such as searching for news, watching online videos, weather conditions, 

communicating with friends over WhatsApp and Facebook. Jarvenpaa et al. (2000) report that consumers develop online trust 

through positive interactions with the e-commerce website. Repeated successful consummation of such interactions improves 

perceptions about the public internet as a reliable and trusted channel. However, when consumers use the free public internet 

to transact with an e-commerce website, personal information passes back and forth between the e-commerce website and the 

consumer. Website security partly relies on transmission of secure information between the consumer and the website. Liu et 

al. (2005) state that a primary reason why many people have yet to adopt online shopping is due to the lack of trust between 

the customer and the online site. This lack of trust inhibits consumers in providing personal or credit card information, despite 

huge investment in security technology such as privacy seal programs, authentication mechanisms and encryption (Mukherjee 

and Nath,2007; Riquelme and Roman, 2014). 

However, Hartono et al. (2014) report the need for websites to maintain confidentiality of consumer information, ensuring that 

transactional information is preserved and recorded correctly. The trust deficiency could be due to the lack of understanding of 

what role the internet channel plays in the perception about e-commerce website security. Byrd (2011) states that the local 

infrastructure is a key vulnerability point in an online transaction. Un-trusted infrastructure or networks contain vulnerabilities 

that provide hackers with targets to compromise victim’s information (Lee et al., 2016). It is possible that with increased 

confidence about the capability of the public internet to transmit information securely, consumer’s perception of the e- 

commerce website security also improves. For instance, the public internet connection could fail in the midst of a transaction, 

creating insecurity in the mind of the customer who is thinking about all the personal information just provided. Here questions 

about the website security arise for not having responded in a timely fashion to the customer request. Yet another instance, 

where a hacker sniffs customer information out, it results in unauthorized purchases using the customer’s account. Here again, 

the consumer questions website security whereas the culprit is the public internet. When there is confidence about the 

transmission and reception of secure information, there is an improved perception about the security provided by e-commerce 

website. Thus, we propose that: 

H1: Increased trust of the public internet leads to increased perceived security of the e-commerce website. 

Customers rely on electronic payment methods to transact with an e-commerce website over the public internet. In general, 

consumers are usually comfortable providing general information such as preferences, but not as comfortable to provide 

sensitive information such as credit card numbers and account information (Palvia, 2009). People’s perception of the security 

of websites is an important factor for online purchase decisions (Chang and Chen, 2009). With increased perceived security, 

consumers have more confidence in sharing their credit card numbers and other personal details with the e-commerce website 

and ready to consummate the exchange (Salisbury et al., 2001; Cheng et al., 2006). The perceived security of the website 

increases with each successful transaction. With greater perceived security of websites, there is greater confidence and trust in 

the public internet to communicate secure information with the e-commerce website. The public internet enhances the 

perception that the e-commerce website provides better security. Therefore, we propose that: 

H2: Increased perceived security of the e-commerce website positively influences attitude towards conducting e- 

commerce transactions over the public internet. 

The research model, including control variables and the previously established relationship between consumer attitudes 

predicting consumer behavior intentions is illustrated in Figure 1 below. 
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RESEARCH MODEL 
 

 
 

 
 

METHODS 

Figure 1. Research Model 

We constructed a survey instrument to investigate people’s trust in public internet and its impact on people’s attitude toward 

perceived security of websites and attitudes of e-commerce transactions. The survey initially primed participants with a brief 

scenario about the need to purchase a gift through an online retailer while having to use a free public internet connection. 

Following the scenario, participants completed a brief survey including measures related to the theorized constructs. 

Participants and Procedure 

We recruited student participants at two universities, one in the US and one in India, enrolled in classes related to information 

technology. There were 199 (N = 199) student participants with 82 located in the U.S. and the remaining 117 residing in India. 

The gender makeup of participants included 77 (38.7%) females and 122 males (61.3%). Largely the participants were ages 

18-24 (87%), some were in the age range of 25-34 (12%), with the remaining between ages 45-54 (2%). This sample agrees 

with Smith’s (2016) representation of the demographics of those who conduct online e-commerce transactions. 

Construct Operationalization 

We adapted scales from current literature to operationalize each construct from the research model. For brevity we’ve listed 

only a short description of each scale and its adaptation reference below. 

Public Internet Trust (PIT): adapted from Grabner‐ Kräuter and Faullant,2008 
Individual perceptions of trust in a free public internet connection in regards to the extent of what can and/or will 
happen when conducting an e-commerce transaction using free public internet connections. 

Perceived Security of Website (PSW): adapted from Roca et al., 2009 

Individual perceptions regarding the e-commerce website having appropriate technical capacity and capability to 

maintain consumer information in a secure and confidential manner when conducting an e-commerce transaction 

using free public internet connections. 

E-commerce Attitude (ATT): adapted from Grabner‐ Kräuter and Faullant, 2008 
Individual attitudes toward conducting e-commerce transactions over free public internet connections 

E-commerce Behavioral Intention (BINT): adapted from Venkatesh et al., 2012 

Individual intended behavior toward conducting e-commerce transactions over free public internet connections 

(common antecedent of attitude). 

 

 
RESULTS 

Descriptive Statistics and Reliability 

To evaluate the results of the participant responses, we first examined each construct’s reliability, mean, standard deviation and 

inter-correlation (see Table 1). The analysis indicated a significant correlation between all constructs and all scales achieved 
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and acceptable levels of reliability with a Cronbach’s alpha α > .70 (Mackenzie et al., 2011). Furthermore, the average variance 

extracted (AVE) was examined to determine appropriate convergent validity of all indicators. All constructs achieved an AVE 

higher than .50, a preferred level to ensure the indicators account for the majority of the variance in their respective constructs 

(Mackenzie et al., 2011). 

 

 

Variable 1 2 3 4 M SD  α  

1. Public Internet Trust (PIT) [.57] - - - 3.70 1.20 .74 

2. Perceived Security of Website (PSW) .31** [.79] - - 4.76 1.27 .91 

3. e-commerce Attitude (ATT) .61** .26** [.90] - 3.24 1.56 .94 

4. e-commerce Behavior (BINT) .65** .25** .82** [.82] 3.53 1.48 .89 

Note: N = 199, *ρ < .05, **ρ < .01, Dependent Variable = e-commerce Attitude, e-commerce Behavior is 

previously established, Controls: Gender and Location, Average Variance Extracted is denoted in [ ]. 

Table 1: Means, Standard Deviations, Reliability, AVE, and Inter-Correlations among Variables 

 

 
Hypotheses Testing 

To test the hypotheses, we constructed an SEM-PLS model using Smart PLS to evaluate the relationships between constructs 

(See Figure 2). The PLS algorithm was applied to determine the factor loading of paths and bootstrapping, with 500 subsamples, 

was performed to test the statistical significance of each path coefficient. The paths between PIT / PSW and PSW / ATT were 

found significant (ρ< .001) giving support to H1 and H2. Furthermore, to confirm the relationship between ATT and BINT, the 

path model also shows this path as significant (ρ< .001). Additionally, the control variable for gender was not significant, 

however we did find the control variable of location have a significant path (ρ< .001). 
 

 

Figure 2. PLS Model - Results 

 

 
DISCUSSION 

The findings from the analysis suggest there is an impact of free public internet on consumer perceptions of website security, 

indicated by the significant relationship between public internet trust (PIT) and the perceive security of website (PSW). Our 

earlier discussion provides argument for this reasoning, as people view the trust in a public internet channel to perform in 

commutating information, both reliably and securely. Should the connection to an e-commerce website be compromised, it 

also threatens the perceived security of the website. The perception of website security also affects a person’s attitude toward 

conducting e-commerce transactions on websites through free public internet as suggested by the significant relationship of 

PSW and their attitude in conducting an e-commerce transaction (ATT). These findings lead toward the need to investigate 

how consumers trust in free public internet dampens the likeliness people will conduct e-commerce transactions when they 

perceive internet channels as insecure. 
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CONCLUSION 

In summary, this study provides researchers a direction when investigating another link in the e-commerce chain by looking 

toward public internet channels as a potential factor in consumer behaviors. Furthermore, this work can help practitioners to 

understand the impact weak public internet can have on their e-commerce websites. This can spur extended conversations on 

how to improve consumer trust in public internet to benefit consumer’s perceptions of security of e-commerce websites. 
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