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Abstract

Information security is among the top organizational priorities. Theoretically, the security of information
in socio-technical networks is as much of a behavioral issue as it is of a technical issue. Protection
motivation theory (PMT), the dominant theory used to investigate end-user security behavior, though has
shown conflicting results - primarily due to the lack of contextualizing the theory to information security
context from a healthcare context. In addition, extant research provides limited managerial levers to
influence such behavior. In this paper, we outline a theoretically grounded conceptual model of the major
factors influencing information security policy compliance. The model contextualizes the two independent
variables of PMT. Threat appraisal evaluation is viewed as construal evaluation based on construal level
theory, while coping appraisal evaluation is viewed as an outcome of training based on social cognitive
theory. Overall, the model provides a well-grounded nomological network that aims to explain
information systems security compliance behavior better. The paper also outlines key managerial levers
that can be used to influence end-user behavior.

Keywords

Information security policy compliance, protection motivation theory, construal level theory, social
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Introduction

Information use and security is vital to organizational success and strategic advantage (Doherty et al.
2009). Information security is concerned with protecting information from accidental or malicious
incidents such as exposure of confidential information (threat to information privacy) (Arachchilage and
Love 2014), deletion of data (threat to information availability) (Safa et al. 2016), and/or data
modification (threat to information integrity) (Sen and Borle 2015). Information security breach incidents
may have significant consequences such as financial and legal liabilities, loss of reputation, negative
economic impact, or employees’ demotivation (Bulgurcu et al. 2010). Therefore, information security has
become among the top organizational priorities (Anderson et al. 2016). The global spending on security
solutions and services was estimated to reach $86 billion in 2016 (Anderson et al. 2016), an 25% increase
in budget (Kessel and Allan 2015). However, despite the spending growth and the attention, security
breaches continuously increase, costing businesses billions of dollars (Safa et al. 2016).

Majority of the approaches to information security have primarily focused on technical issues to secure
information systems (Crossler et al. 2013). Recent information security literature, though, advocates that
the security of information is as much of a behavioral issue as it is of a technical issue (Chatterjee et al.
2015; Da Veiga and Martins 2015). The challenge is that organizations continue to underestimate
behavioral risks (Anderson et al. 2016; D'Arcy et al. 2014). The key construct focusing on the behavioral
component of this approach is user / employee behavior (Da Veiga and Martins 2015).

Employees’ behavior will impact organizational information security and can cause serious security
incidents because employees are in direct contact with information (Herath and Rao 2009b; Warkentin et
al. 2016). Employees are the people who interact directly with the information system and handle the
information in their day-to-day activities. One mechanism for directing human behavior within
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organizations is the creation and implementation of information security policies (Doherty et al. 20009;
Sommestad and Hallberg 2013). However, policy creation may not automatically translate to the desirable
behavior (Safa et al. 2016; Sommestad et al. 2015). Organizations find the enforcement of security policies
challenging (Chen et al. 2012; Herath and Rao 2009a).

The dominant theory used to investigate behavior in information systems security has been protection
motivation theory (PMT) (Boss et al. 2015). However, key gaps exist in the literature drawing on this
theory. First, the key independent variables have not shown consistent impacts. Second, PMT does not
provide clear managerial levers that can be used to influence compliance. Thus, researchers have called
for more theoretical development in this area.

The objective of the paper is to develop a theoretically grounded model addressing the concerns outlined
above. The rest of the paper is organized as follows. First, a summary of the literature is presented
highlighting the current understanding and gaps in the literature. Next, building on the literature review,
the theoretical model with testable propositions is presented. The model clarifies existing constructs as
well as adds new constructs. We conclude by highlighting the theoretical and managerial implications.

Literature Review

Protection motivation theory (PMT) argues that behavioral intention to comply is motivated by
individuals’ assessment of threats based on two cognitive processes, the threat appraisal and coping
appraisal (Johnston and Warkentin 2010). In this section, we use PMT to organize existing literature,
pointing out some major findings and gaps.

Threat Appraisal

Threat appraisal is the individual’s assessment of the probability of exposure or vulnerability, the severity
of the threat, and the potential rewards for noncompliance or engaging in maladaptive responses (Boss et
al. 2015).

Threat severity is individual’s perception regarding the level or the degree of the damaging impact of the
threat (Sommestad et al. 2015). In the context of information security policy compliance, it refers to the
evaluation of the severity of the damage and the possible negative events resulting from noncompliance
with the recommended information security policies (Vance et al. 2012). Threat severity is utilized to
enable individuals to understand the threat and its associated unwarranted consequences (Sommestad et
al. 2015) because the overall assessment of severity of the threat is conceptualized to exert significant
positive influence on an employee’s attitude toward compliance (Bulgurcu et al. 2010; Siponen et al.
2014). Extant literature generally shows a positive impact of increased threat severity on compliance
intention (Chen et al. 2012; Johnston et al. 2015). However, researchers have also found limited or even
negative impact of threat severity on compliance intention. For example, Herath and Rao (2009a)) found
that threat severity had a negative effect on compliance intentions. To explain the results, they argued that
the excessive use of punishment would create hostile, stressful, and disruptive work environment.
Warkentin et al. (2016)) supported the same conclusion stating that the communication of too much fear
will generate stress resulting in a behavior oriented toward alleviating the fear rather than dealing with
the threat itself. Other researchers addressed the importance of the context of application on perception
arguing that the threat severity will have a positive impact on compliance intentions in a personal context
(Boss et al. 2015).

Threat vulnerability is the extent of being susceptible to damage caused by information security risks
(Anderson et al. 2016; Bulgurcu et al. 2010; Vance et al. 2012). The persuasive communication of
vulnerability to the threat is used to deliver fear that will motivate individuals to comply with the
recommended protective response (Boss et al. 2015). The existent literature supported the positive impact
of threat vulnerability on compliance intentions (Siponen et al. 2014). However, researchers have also
provided inconsistent results regarding the impact of threat vulnerability on compliance. Some
researchers found threat vulnerability has an insignificant impact on compliance (Herath and Rao 2009b;
Posey et al. 2015) because they measured organizational vulnerability to the threat. Vance et al. (2012))
supported the same finding and argued that individuals generally do not believe that their lack of
compliance with the information security policy will cause them any personal harm. Johnston et al.
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(2015)) reported that when measuring threat vulnerability on organizational information systems, threat
vulnerability was not supported as a significant determinant for intentions to comply with information
security policies. They asserted that PMT has been improperly applied in the context of information
security. Literature explains that in order for threat vulnerability to be able to positively influence
compliance behavior, the vulnerability must be on a personal level not toward the organization
(Warkentin et al. 2016).

Maladaptive rewards are the benefits gained from committing the violation or indulging in a risky
behavior (Posey et al. 2015). Maladaptive rewards present incentives associated with the undesired
behavior influencing users to ignore the recommended protective behavior (Boss et al. 2015). Maladaptive
rewards exhibit a significant negative relationship with employees’ protection motivation (Vance et al.
2012). However, maladaptive rewards received the least empirical attention (Boss et al. 2015).
Researchers often exclude maladaptive reward construct from models because of the difficulty of
distinguishing maladaptive rewards from the cost of compliance (Sommestad et al. 2015). Bulgurcu et al.
(2010) illustrated this approach by associating maladaptive rewards with the cost of compliance to
empirically support the significant negative influence of the cost of compliance on employee’s attitude
toward compliance. Information security literature supports that with the increased maladaptive rewards,
employees find it appealing to indulge in risky behavior and ignore protective behavior communicated by
information security policy (Boss et al. 2015).

Coping Appraisal

The coping appraisal is the process by which individuals evaluate how effective, manageable and feasible
the available risk mitigating response can be (Herath and Rao 2009a; Ifinedo 2012; Sommestad et al.
2015).

Response efficacy is the perception regarding the available mitigating strategies that can successfully
diminish the threat (Posey et al. 2015). Information security literature reflects the positive impact of
response efficacy on compliance intentions. Recent research efforts continue to confirm the significance
positive influence of response efficacy (Johnston et al. 2015; Posey et al. 2015; Siponen et al. 2014).
However, researchers argued factors that would impact the significance of response efficacy. Ifinedo
(2012)) argued that response efficacy was enabled by employees’ relevant knowledge, competence and
capability to implement preventative security measures. Warkentin et al. (2016)) recommended that
response efficacy is more appealing when relative to personal goals and aligned with abilities with
individuals’ abilities. Other researchers argued that habits (Siponen and Vance 2010) and complexity of
the recommended response (D'Arcy et al. 2014) would diminish the significance of response efficacy.
Bulgurcu et al. (2010)) did not even measure response efficacy in their model.

Self-efficacy is the degree to which individuals believe in their own abilities to perform what is required to
avert the threat (Bandura 1977). Information security literature supports the significant positive impact of
self-efficacy on compliance intentions (Bulgurcu et al. 2010; Ifinedo 2012). Warkentin et al. (2016))
argued that self-efficacy had the strongest positive impact to influence compliance intentions. However,
other researchers argued factors that can weaken or even diminish the impact of self-efficacy on
compliance. For example, D'Arcy et al. (2014)) argued that the increased complexity of security policy
requirement would have a negative impact on self-efficacy. Other researchers could not even validate the
impact of self-efficacy on compliance intentions (Posey et al. 2015). On the contrast of prior findings,
Chatterjee et al. (2015)) suggested that self-efficacy was negatively associated with ethical use because it
enables users to manipulate technology maliciously.

Response cost is mainly the extra time and efforts needed to mitigate the risk (Ifinedo 2012; Sommestad
et al. 2015). Literature generally agreed on the significant negative impact of response cost on compliance
(Boss et al. 2015; Herath and Rao 2009b). However, researchers argued different factors that will impact
the evaluation of response cost. D'Arcy et al. (2014)) confirmed that the increased security demands and
complexity would increase the cost of compliance. Other researchers asserted that cost of compliance is
calculated as lack of productivity (Bulgurcu et al. 2010; Posey et al. 2015). Literature also supports that
not only time and efforts impact cost of compliance, but also the loss of business opportunities will cause
response cost to be perceived significantly higher (Posey et al. 2015; Siponen and livari 2006). Some
researchers recommended the use of organizational rewards to reduce the cost of compliance (Chen et al.
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2012). Contrary to the reported negative impact of response cost on compliance, Ifinedo (2012) reported
results that did not support the negative impact of response cost.

The analysis of prior research using PMT in information security context has outlined the varied and
conflicting results for reasons other than natural variation or measurement error suggesting that the
conflicting results were due to the context of application (Sommestad et al. 2015). In an effort to minimize
results variations and to increase our knowledge of information security policy compliance drives, some
researchers suggested the inclusion of other variables such as certainty of punishment (Chen et al. 2012;
Herath and Rao 2009a; Herath and Rao 2009b), attitude toward compliance (Bulgurcu et al. 2010;
Ifinedo 2012; Siponen et al. 2014), social influence (Ifinedo 2012; Johnston and Warkentin 2010; Siponen
et al. 2014), habit (Vance et al. 2012), or affective commitment (Posey et al. 2015). More work is needed to
better understand the role of fear appeals constructs in various information security contexts (Boss et al.
2015; Crossler et al. 2013). Researchers called for future research to address the inconsistent findings
regarding the impact of each of PMT constructs in the context of information security (Warkentin et al.
2016). Therefore, the literature review presents a need for a theoretically driven extension of PMT that
addresses the issue of context better.

Theoretical Development and Propositions

The initial development and use of PMT was in healthcare (Rogers 1975). However, the direct application
of PMT in information Systems context has shown inconsistent results leading some researchers to argue
better contextualization of the theory (Johnston et al. 2015).

The theoretical model argued in this paper and presented in Figure 1, attempts to remove the above-
mentioned misspecifications by focusing on contextualizing the two key independent variables of PMT:
Threat appraisal and Coping appraisal. The model reconceptualizes threat appraisal by focusing on the
context of the threat as it relates to the user. The model argues that it is important to view the threat
appraisal evaluation by an individual in terms of the psychological distance from the threat. Coping
appraisal, on the other hand, is conceptualized as an outcome of training. Each of these is discussed next
in more detail.
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Figure 1. Conceptual Model Diagram
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Psychological distance and Threat Appraisal Construal

Psychological distance is egocentric. Its reference point is the self in the here and now, and the different
ways in which an object might be removed from that point constitute different distance (Trope and
Liberman 2010). The different levels of construal impact individual’s comprehension and thus mentally
traverse psychological distances (Trope and Liberman 2003). The construal-level theory (CLT) explains
the impact of psychological distance on the individual’s perception and the associated behavior regarding
any particular event (Trope and Liberman 2003). The theory argues that the closer the psychological
distance between individuals and an event, the more concrete the event will be perceived, while as the
psychological distance increases, the more abstract the event will become (Krishna 2012; Trope et al.
2007). The psychological distance will determine whether the core essential characteristics of the event
will be used or just the peripheral characteristics to create people's perception and mental representation
of an event (Liberman and Trope 1998). CLT also posits that the dimensions of the psychological distance
relative to an event are temporal (will happen immediately or in the future), spatial (happening here or
somewhere else), hypothetical (probability of occurrence), or social (will affect me or other people) (Trope
et al. 2007). Therefore, according to CLT, an event will be at a greater psychological distance when it is
farther into the future, occurs in remote locations, less likely to occur, or affect other people (Liberman et
al. 2007).

Literature confirmed that information security threat to the organization does not create a personal fear
experience consistent with contemporary PMT fear appeal applications (Warkentin et al. 2016). Threat
appraisal is weakened in the absence of personal relevance (Crossler et al. 2013). Including the
psychological dimensions is critical to explain threat appraisal. CLT proposes that low psychological
distance will lead to low level of construal regarding events creating more concrete perception (Ho et al.
2015; Kohler et al. 2011).

Low psychological distance will influence people to perceive themselves to be closely associated with the
event (Liberman et al. 2007; Trope and Liberman 2010). Low psychological distance will improve threat
assessment (Tam et al. 2010) because events will be perceived concrete and in details (Krishna 2012). The
use of psychological distance will provide egocentric reference or personal relevance (Trope and Liberman
2010). Personal relevance will positively influence threat appraisal (Johnston et al. 2015). Also concrete
details about the threat will influence individuals to take immediate action (Tam et al. 2010). Concrete
and detailed perception of a threat will increase threat appraisal.

On the contrast, high psychological distance will influence individuals to believe that events may not
happen and if they take place, events will be somewhere impacting others (Trope et al. 2007). Lack of
strong association to the threat will weaken threat appraisal (Crossler et al. 2013). Individuals are less
likely to take security precaution when the psychological distance to the threat is high because people
believe they are invulnerable to that threat (Workman et al. 2008). Abstract perception of the threat will
omit details reducing the threat appraisal. Therefore, we suggest the following proposition:

Proposition P1: Individuals with closer psychological distance to the threat are more likely to have a
more concrete threat appraisal construal.

Threat appraisal is the personal assessment of the damaging impact of the threat compared with the
potential noncompliance benefits or maladaptive rewards (Boss et al. 2015; Herath and Rao 2009a;
Ifinedo 2012; Posey et al. 2015). The perception of threat severity at a personal level enables individuals to
understand the threat and its associated unwarranted consequences (Sommestad et al. 2015). Threat
appraisal will shape employees’ attitude towards compliance (Herath and Rao 2009b; Warkentin et al.
2016). Individuals are more likely to follow protective behavior when their perception of the threat’s
damaging impact is high (Workman et al. 2008). When organizational information policy reflects the
severity of the threat and emphasizes employees’ degree of vulnerability to the risk while minimizing the
maladaptive rewards, the policy will establish the needed threat appraisal (Chatterjee et al. 2015;
Sommestad et al. 2015).

The conceptualization of threat appraisal will exert significant positive influence on an employee’s
attitude toward compliance (Bulgurcu et al. 2010; Siponen et al. 2014). The perception of the severity of
the damage and the possible negative events resulting from noncompliance with the recommended secure
behavior will create the desired level of threat appraisal that will influence compliance (Vance et al. 2012).
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Information security literature supports that severity of the threat and its harmful impact significantly
affect employees’ concerns regarding security breaches and will have a positive effect on attitude towards
information security policy compliance (Chen et al. 2012; Herath and Rao 2009b).

On the contrast, the absence of vulnerability and severity perceptions to the threat and the increased
maladaptive rewards gained from noncompliance will have a negative impact on compliance intentions
(Bulgurcu et al. 2010; Siponen et al. 2014). Information security policies must communicate a severe
threat on a personal level to motivate protective behavior. Therefore, we suggest the following
proposition:

Proposition P2: Individuals with strong threat appraisal are more likely to have higher motivations to
protect information security.

Training and Coping Appraisal

Information security literature review shows results inconsistency regarding the impact of the coping
appraisal constructs, response efficacy and self-efficacy, on compliance. The social cognitive theory (SCT)
(Bandura 1986) can be used to explain the development of coping appraisal mechanisms within the
context of information security. SCT outlines the influence of perceived self-efficacy and result
anticipation on individuals’ behavior (Ng et al. 2009). Self-efficacy is the degree to which individuals
believe in their own abilities to perform what is required to avert the threat (Boss et al. 2015). SCT
maintains that when people perceive that they have the capabilities to take an action that benefits them,
they will spend the needed effort to complete the beneficial action anticipating the desired outcome
(Bandura 1986). Self-efficacy makes a difference in how people act (Ng et al. 2009). The beliefs about the
consequences of one’s action and self-efficacy influence goal pursuit (Rhee et al. 2009). In the context of
information security, self-efficacy is instrumental in influencing protective response (Posey et al. 2015).
Therefore, according to SCT, enabling self-efficacy will influence the desirability of certain actions and
would be more effective in encouraging protective behavior (Warkentin et al. 2016).

Information security policies remain to be techno-centric communications of hard to follow
recommendations that limit self-efficacy (Doherty et al. 2009). According to the SCT, enabled self-efficacy
influences people to be more proactive in taking precautionary measures against possible security threats
(Workman et al. 2008). Security training will enable self-efficacy and will reduce the ambiguity regarding
threat-mitigating mechanisms (D'Arcy et al. 2014). Security education, training, and awareness (SETA)
will improve coping appraisal because information security knowledge and awareness will lead to
comprehension, familiarity, and skills to manage security incidents and mitigate risks to information
(Sohrabi Safa et al. 2016). The impact of self-efficacy on behavioral change suggests that training to
enable employees to perform protective actions will be the most effective approach to engage protective
behavior (Warkentin et al. 2016). The use of SETA is consistent with SCT as a critical antecedent to the
coping appraisal. Response cost is mainly the extra time and efforts spent to mitigate the risk (Ifinedo
2012; Sommestad et al. 2015). Therefore, SETA will also reduce response cost. Researchers supported the
importance of SETA as an integral strategy leading to compliance (Da Veiga and Martins 2015; Posey et
al. 2015).

The three elements of SETA are education, training, and awareness (Posey et al. 2015). SETA aims to
articulate and communicate goals, expectations, and procedures designed for employees to enable their
information security compliance behavior (Johnston et al. 2015). Literature proposed the use of SETA as a
strategy to promote secure behavior and minimize accidental security breaches (Warkentin et al. 2016).
SETA is used to aid individuals to form the desired security perception (Tsohou et al. 2015). Although
information security policies, the behavioral controls, must be in place to protect information, it is
important to develop awareness of safe and ethical use (Chatterjee et al. 2015).

SETA programs will advance security skills and knowledge, which will minimize the conflict between
policy demands and productivity requirements (Siponen and Vance 2010). Training manifests policy
requirements in employees’ behavior (Johnston et al. 2015). SETA efforts help form adequate evaluation
and understanding regarding threats and recommended behavior (Posey et al. 2015). Training and
awareness have a significant positive impact on the information security coping mechanisms in the
organization (Da Veiga and Martins 2015). The impact of self-efficacy on behavioral change suggests that
training to enable employees to perform protective actions will be the most effective approach to engage
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protective behavior (Warkentin et al. 2016). SETA was also found to promote the security culture in the
organization, which minimizes the perception of conflict between job requirements and policy demands
(Da Veiga and Martins 2015). Organizations can also reduce security-related complexity with SETA
initiatives communicating the latest security knowledge and improving employees’ technical skills (D'Arcy
et al. 2014).

Lack of information security knowledge and experience is the leading cause for information security
incidents created by users (Sohrabi Safa et al. 2016). Lack of security training and awareness will increase
the perception of the conflict between business opportunities and security demands (Siponen and Iivari
2006). When the response causes performance delay, cost of response will increase and employees will be
reluctant to comply (Anderson et al. 2016). SETA programs are needed to enable coping appraisal and
influence information security compliance. Therefore, we suggest the following proposition:

Proposition P3: Individuals with security education, training, and awareness are more likely to have a
higher coping appraisal evaluation.

The coping appraisal is the process by which individuals evaluate the effectiveness and feasibility of the
available risk mitigating response (Herath and Rao 2009a; Sommestad et al. 2015). Coping appraisal
process utilizes self-efficacy, response efficacy, and response cost (Boss et al. 2015). Coping appraisal is
enabled by employees’ relevant knowledge and competence to implement preventative security measures
(Ifinedo 2012).

Information security literature reflects the positive impact of response efficacy and self-efficacy on
compliance intentions (Johnston et al. 2015). Individuals are more motivated to comply with information
security policy when they have a belief that the threat is preventable and the ability to participate in the
threat mitigating action (Posey et al. 2015; Siponen et al. 2014). The awareness of feasible and
manageable response will have a significant positive impact of compliance intentions (Warkentin et al.
2016).

Lack of coping mechanism or low self-efficacy negatively impacts secure behavior because individuals
believe that all outcomes are predetermined and therefore, the threat impact is inevitable (Workman et al.
2008). Also, the related literature generally agreed on the significant negative impact of response cost on
coping appraisal (Boss et al. 2015; Herath and Rao 2009b). The conflict with organizational goals
(Bulgurcu et al. 2010) and the increased security demands and complexity (D'Arcy et al. 2014) will
increase the response cost and will negatively impact coping appraisal demotivating individuals’ to
comply with security policies. Therefore, we suggest the following proposition:

Proposition P4: Individuals with strong coping appraisal are more likely to have higher motivations to
protect information security.

User Behavior

The primary focus of PMT is to predict intentions toward protection motivation (Maddux and Rogers
1983). Information security literature supports that protection motivation is the strongest predictor of
behavioral change (Boss et al. 2015). PMT can be extended to change the actual security behaviors not just
to increase protection motivation (Crossler et al. 2013). This paper proposes to measure the impact on
actual compliance, the dependent variable. Prior research efforts demonstrated a clear linkage between
intention and actual behavior (Johnston et al. 2015). This approach is supported by numerous empirical
research studies because intention is viewed to be an indicative of a precondition to a behavioral act
(Siponen et al. 2014). Compliance intention is an antecedent and a strong predictor to actual behavior
(Sommestad and Hallberg 2013). Therefore, we suggest the following proposition:

Proposition P5: Strong protection motivation is more likely to lead to actual compliance with
information security policies.

Conclusion
This paper proposed a theoretically grounded model for information security policy compliance utilizing

the protection motivation theory (PMT). While PMT has been used before, this is the first paper, to our
knowledge, that contextualizes PMT by using concepts from construal level theory to explain the
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evaluation of threat appraisal. This helps provide greater specificity to theory. Additionally, the theoretical
model also incorporates how and what component SETA does influence. Overall, this provides a more
complete nomological map for information security compliance behavior. While beyond the scope of the
current paper, we hope that the model presented in the study needs to be empirically tested. The current
paper provides well-grounded and theoretically justified propositions that can be tested in multiple
contexts to further enhance the theory within the information security context.

Managerially, the model provides two key levers on influencing user behavior besides having a security
policy. First lever is to reduce the psychological distance between the user and the threat context. This can
be done by increasing organizational commitment, or by communicating how the threat personally
impacts the user. The second lever deals with training. The model implies that training needs to be viewed
as an ongoing process and not just during initial software implementation. In addition, it needs to include
not just task knowledge, but also security knowledge.
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