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Abstract

This exploratory paper seeks to identify the drivers of demand for technical safeguards in the healthcare
sector. Initially, the advent of computing and the increase in computing power were embraced by many
healthcare providers without much regard for technical safeguards within systems. However, the advent
of media attention when there were breaches of security over patient records and the medical profession’s
natural regard for patient confidentiality soon developed a consciousness of the need for technical
safeguards. The United States of America has been the leading developer of database management in the
healthcare sector and it is there that the demand and the advent of technical safeguards have been most
advanced. Work at the Rand Corporation, in particular in the 1960s and 1970s, was influential in
structuring the discussion and advancing the commitment of the medical profession and the government.
This emergent review paper poses two questions: 1. Are there likely to be changes in emphasis in the
objectives adopted in development of technical safeguards in the healthcare sector? 2. If there are likely to
be changes in the objectives, what might these be?
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Introduction

Prior to the undertaking of empirical work on security safeguards in the healthcare sector it is important
to understand how we arrived at our current situation. Before we can identify the future drivers of
innovation in technical safeguards in the healthcare sector, it is necessary to look backwards and seek to
identify a pattern in the historical development of drivers. This exploratory review paper is a response to
the desire to see the developments of technical safeguards in the healthcare sector in an appropriate
historical or evolutionary context. One way to achieve this, is to consider the critical themes and purposes
in the historical development of technical safeguards and to consider whether by extrapolation we can
make predictions about the future.

Accordingly, the paper is an attempt to discover what might be the future, or make specific predictions, on
the basis of the historical development of events and extant trends. What is important today did not just
occur in a vacuum, but rather, emerged out of a complex set of historical arrangements. In the case of the
technical safeguards in the healthcare sector these complex arrangements involved both the historical
development of healthcare records systems (including management systems that relate to accounting
data) and the demand of patients (and society at large) for assurances regarding confidentiality and the
proper use of databases that accumulate within computer systems. It is reasonable to assume that the
historian has a role to play in enlightening us about the emergence of security demands in the healthcare
sector and in assisting us to recognize what may be ahead in the sector. Consequently, this paper enters
into that space — it seeks to chronicle significant ideas and demands by looking at the work of people who
were involved over the last 60 years, assessing the relevance of their contribution to their time and then
to our situation today.
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The seminal paper of Willis H. Ware was published first as an essay in the Rand 20 first Anniversary
Volume, The Rand Corporation, November 1973 (Ware, 1973). The essay was reprinted many times and
appears to have been influential in the development of thought about databanks, privacy, the rights of
patients and the needs of government and society. There were other papers published about the same
time which contributed to the discussion. The ideas in the seminal paper had a gestation period when its
author, and other like-minded scholars and practitioners, produced a series of relevant works.

Research questions

The present exploratory emergent research review paper addresses two related research questions:

1. Are there likely to be changes in emphasis in the objectives adopted in development of technical
safeguards in the healthcare sector?

2. Ifthere are likely to be changes in the objectives, what might these be?

Early orientation towards technical safeguards

An important organization that was involved in the early thinking around technological safeguards was
the American Federation of Information Processing Societies. This Federation brought together
professionals in the computing world from all intellectual disciplines and technical practices. The
organization grew out of the National Joint Computer Committee, an organization which was formed in
1951, and which held two major annual computer conferences. The origin of this committee was the
amalgamation of three “founding societies”. These were the Association for Computing Machinery, the
American Institute of Electrical Engineers, and the Institute of Radio Engineers. It is apparent that
technical/practical persons (those concerned with machinery and engineering) dominated the emerging
industry at this stage. In a 1967 conference, it was worth making this very basic point.

With the advent of computer systems that share the resources of the configuration among several users or
which address several problems, there is the risk that information from one user (or computer program)
will be coupled to another user (or program). The context of early work was relevant regarding the way
that systems evolved. The list of topics or concerns that developers held depended on the overall
orientation. For example, in many cases, the information in question was a “military classification” and it
was vital to maintain the security of the Armed Forces (Ware, 1967, p. 1). In Ware’s work the technological
field is “military”. The focus of his work is narrow in comparison to that which confronts health sector
developers today. There is no reference to business or financial concerns, nor is there a reference to the
privacy of personal information which has become an issue in the health sector. It is apparent, Ware’s
paper indicates something of the genesis of concerns about computer users and configurations. Namely,
that security concerns (as we would call them today) were the initial stimulus for the development of
technological safeguards in complex computer-based systems.

It is interesting to reflect upon the potential for this mental orientation to “color” our thinking in the
health sector. At the same conference in 1967, papers refer to other military concerns such as those of the
air force users of new computer systems. This conference was the annual conference of the American
Federation of Information Processing Societies. Would it be fair to say that in these decades information
processing was much a discipline oriented towards military matters? The presence of paper suggests that
it was and that there are implications which flow from this.

The implications are twofold. First, the military is a hierarchical organization with the ability for senior
people to give orders that will be obeyed by those below them. Consequently, the structures which can
evolve naturally there for computer security systems will be essentially “top-down” — they will be about
control from the center of the organization in accordance with broad overall purposes. This contrasts with
the situation in the healthcare sector where patients believe that they have rights in relation to the data
held about themselves (medical records and statistical information) and consequently the control
mechanism which they would envisage derives from their position as patients, and we may characterize it
as “bottom-up”.

Second, compliance within the military is much less of an issue than it is within the civilian population.
The military is trained to obey orders and there are heavy sanctions upon those who transgress. However,
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in the civilian world — which is the world of the healthcare professionals and their patients — there is no
such acceptance of authority. Decision-making must proceed by cooperation and understanding.

It is apparent that these twofold concerns work together to generate in the healthcare sector a business
environment which is dramatically in contrast with the military sector. There is a sense in which the
healthcare sector in the area of computer security has been attempting to overcome the origins of the
computer security discipline.

The present paper considers two aspects of the healthcare sector’s concern with technical safeguards:
formal policies and procedures; and, education and training.

The march of policy

The policy environment in the healthcare sector continues to evolve. Organizations are being transformed
as new ideas are brought to fruition and healthcare professionals face the development of new
management practices around data security and technology (Flynn, Mathis, Jackson, & Valentine, 2016;
Mastrian & McGonigle, 2017; Sims, Sauser, & Bias, 2016; Skurka, 2017). The foundation for all of this is
the rapid development of health law, particularly in the United States of America (Cohen, Hoffman, &
Sage, 2017). It is probably true to say that the technology initiatives, such as the raft of devices directed at
improved healthcare outcomes and the role of big data in public health, are the public side of information
technology in healthcare (Garets & Garets, 2016; Kshetri, 2016; Pesch-Cronin & Marion, 2016). Critical
protection of the infrastructure — both hardware and software — is something which only as seen by
information technology professionals. Health professionals are unlikely to get excited about innovation
here. These developments can sometimes produce diverse requirements for policy initiatives — but they
seldom (if ever) challenge the basic goals and objectives for information technology in the security fields.

The advent of mobile devices, cloud computing systems, and new applications in the healthcare sector
have created a further distinct set of challenges for those involved in data/information security. Those
involved at all levels in the system with the maintenance of policy need to be aware of this and to respond
(Bhatt & Peddoju, 2017).

The demand for education and training

The challenge of education and training in relation to patient records became apparent in the United
States of America, particularly in the 1960s (Weed, 1969). By the turn-of-the-century there was much
more sophistication in relation to the electronic patient records management (see for example, Chao, Hsu,
& Miaou, 2002). There was also a clear focus on ethical issues in relation to the management of patient
records (Kluge, 2001). A part of this is the desire to involve patients in the medical/administrative
decision-making concerning their records (Powell, Fitton, & Fitton, 2006). There are many guidelines
provided by authorities and specialists for use in training in security matters within the healthcare sector
(International Association for Healthcare Security and Safety., 2002; Meserve & International Association
for Healthcare Security and Safety., 2004; Meserve & Williams, 2007, 2010; Meserve, Williams, &
International Association for Healthcare Security and Safety., 2007). A quick review of these reveals that
they have certain uniformity with regards to the overall purpose that they portend. The challenges which
are identified in the training materials relate to the difficulties of pedagogy when you work in an
environment which displays cultural difference, including language barriers. Nurses, for example, trained
in the United Kingdom or the United States come to their work with a distinctly different set of cultural
expectations than nurses trained in some of the Asian countries. Such cultural differences are important
because patient outcomes can be influenced by them and this includes how nurses manage electronic
medical records (Furukawa, Raghu, & Shao, 2010). This has implications for all training activities and for
the implementation of policies regarding database security

Conclusion

The rapidity of change within the information technology sector is a matter of perception. Likewise, the
rate of developments in the health sector is also perceived in different ways by different people. With that
caveat, nevertheless, it is remarkable that there is been so much progress with the management of health
records over such a few decades. Although it appears to be clear that the technical advances were in many
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cases pioneered in the United States of America, the United Kingdom and other countries have also
contributed to initiatives. The development of strategies and practices with regard to technical safeguards
in the health sector, drawing as they do upon the internationalization of medicine and information
technology, are remarkably global in their application.

The harmonization of policy, and the rapid adoption of new policies and standards, is a relatively easy
achievement for health authorities in different countries. A more challenging issue, is the implementation
of those policies as this requires the education and training of the health sector workforce. It is not just
the senior managers or clinicians in the health sector that have to be involved in this — it applies to every
discipline and sub-discipline of medicine and surgery, to all the mental health disciplines, to the
laboratory sector, to the recuperation sector, and to a myriad of support workers. Education and training
resources in the health sector are limited by financial constraints and the information technology needs
must compete for funding within the sector. There is also the challenge of engaging a technology literate
workforce. The technological culture which is found within the United States and the United Kingdom is
not universally the culture of other countries. An enquiry into culture is beyond the scope of the present
paper but it must be acknowledged that the cultural perspective may be important in addressing the
objectives of the present exploratory paper.

For the future, it is difficult to see anything other than refinements of the current strategies. The
technological advances will continue but the theory (the foundation of policy and the justification of policy
writ large) will remain largely undisturbed. It is apparently agreed by all stakeholders that it is important
to maintain public confidence in the healthcare sector. There is also comprehensive support for the rights
currently afforded to patients. Thus, the broad goals of policy, which have emerged in the last few
decades, are agreed. Can we predict the technological advances which will be significant in the healthcare
system? There will be further increases in the capacity to process databases and to minimize the impact of
the hardware on users. There is an increasing use of voice-activated recording devices in the medical
profession and these have improved dramatically just in the last two decades. We can expect this trend to
continue. We can also expect that there will be a greater amount of automatic analysis and advisory
facilities developed for the medical profession. In contrast to these things, the technical safeguards in the
health care industry will become more hidden. There will be greater sophistication both in terms of
hardware and software, but there will be less to see — success in relation to technical safeguards is marked
by invisibility.
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