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Abstract

While cloud computing adoption is on the rise, barriers continue to play a critical role in delaying the
progress of some cloud computing adoption efforts. In 2010 the United States federal government
launched the ‘Cloud First’ policy which requires government agencies to consider the adoption of cloud
computing when the solution is secure, reliable and cost effective (Kundra, 2010). Unfortunately, cloud
computing adoption among federal agencies has been sluggish. This study investigates pressures asserted
to facilitate cloud computing adoption. Although a vast amount of literature exists, very few studies
empirically investigate cloud computing adoption from an institutional perspective in concert with top
management support. This study aims to fill the gap where the literature is lacking concerning the
adoption of cloud computing by federal agencies.
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Introduction

Since issuance of a federal mandate in 2010 requiring federal government agencies to immediately shift to
a “Cloud First” policy, agencies have struggled to adopt cloud computing. The emergence of cloud
computing as a new paradigm for achieving operational efficiencies has been obfuscated by several
problems inhibiting rapid adoption of cloud computing. The Department of Homeland Security (DHS) is
one those federal organizations having difficulty with cloud computing adoption. Previous research has
examined hindrances to cloud computing adoption across industries in the private sector (Raza et al.,
2015, and Park and Ryoo, 2012). While this research provides important insights on cloud computing
adoption in the private sector, it devotes scant attention to challenges of cloud computing adoption in the
federal government. This study seeks to fill this gap by examining the roles of Top Management Support
and Information Security Awareness on cloud computing implementation success in the federal
government. This research will provide a distinctive theoretical contribution to institutional theory by
advancing our understanding of the process by which moderating factors impacts cloud implementation
success. In addition to contributing to the Top Management literature, this research advances knowledge
in the cloud computing literature by being the first to provide empirical evidence in examining federal
organizations. Finally, this research contributes to future research on why agencies choose specific cloud
service implementations.
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Theoretical Framework

Institutional theory forms the foundation for this research. It has been applied in the field of information
systems by several researchers (Zheng et al., 2013, Basaglia et al., 2008, and Liang et al., 2007). Scott
(1987) suggests that the beginning of wisdom is to recognize that institutional theory has evolved over
time and its concepts of institution and institutionalization have been defined in a variety of ways.
Lawrence and Shadnam (2008) defines institutional theory as a theoretical framework for analyzing
social phenomena which views the social world as significantly comprised of institutions — rules,
practices, and structures that set conditions on action. A new concept of institutional theory, neo-
institutional theory, emerged with the seminal works of Meyer and Rowan (1977) and DiMaggio and
Powell (1983). Meyer and Rowan (1977) argued that formal structures (institutional myths) in
organizations were ceremoniously accepted by actors as a means of attaining legitimacy in the
institutional environment. Although formal structures secured legitimacy, stability, and survival, they
reduced organizational efficiency in the technical environment, which led to decoupling the formal
structures from the technical activities. DiMaggio and Powell (1983) argued that organizations become
homogenous through isomorphic processes. A central tenet of neo-institutional theory asserts that
organizations and organizational actors seek to gain legitimacy through the process of homogeneity to
ensure their survivability (DiMaggio and Powell, 1983). Homogeneity in organizational fields occurs as
the result of institutional isomorphic changes within organizational environments. DiMaggio and Powell
(1983) introduce isomorphism mechanisms as a compelling means to influence an organizational actor to
resemble another organizational actor subjected to the same environmental circumstances. Thus, the
following hypotheses are presented:

Hz1: Coercive pressures will have a positive association with cloud implementation success.
H2: Normative pressures will have a positive association with cloud implementation success.

H3: Mimetic pressures will have a positive association with cloud implementation success.
Top Management Support

Institutional theory has been supplemented with other theories to complement institutional theory by
compensating for its scarcity in specifically explaining how subordinate organizations decide which
actions to take to respond to external pressures (Zheng et al., 2013 and Jensen et al., 2009). This study
uses Top Management Support to compliment institutional theory as it explains how key leaders use its
resources in response to institutional pressures. Drawing on the work of Lin (2010) this study
operationalizes top management support as the degree to which top management understands the
importance of cloud computing adoption and the extent to which top management is involved in cloud
computing adoption. The involvement and participation of top management, such as the CEO and CIO, in
managing IT and committing resources to cloud services illustrates the degree of importance placed on
cloud computing (Jarvenpaa and Ives, 1991). Zheng et al. (2013) found that top management had positive
and significant (p < 0.001) influence on the allocation of IT human resources and financial resources
which lead to the intention to adopt technology. Top management participation has been found to have
significant influence on assimilation of technology within an organization. Liang et al. (2007) confirmed
top management participation to positively affect the degree of technology usage (p < 0.05). Not only
must top management champion support for cloud computing, but they must ensure training and
education is available for deploying cloud strategies and manage expectations for cloud adoption.

Hga: Top management support will positively influence the relationship between coercive pressures and
cloud implementation success.

H4b: Top management support will positively influence the relationship between normative pressures
and cloud implementation success.

H4c: Top management support will positively influence the relationship between mimetic pressures and
cloud implementation success.
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Information Security Awareness

Concerns for security in the cloud environment have been discussed thoroughly in the literature (Modi et
al., 2013, Ogigau-Neamtiu, 2012, and Cebula and Young, 2010). Rubdczki and Rajnai (2015) suggest the
complex issue of cloud security requires a solid understanding of cloud solutions for various security
domains and expert understanding of compliance and risk management. Securing the cloud computing
environment is a complex and challenging endeavor due to a lack of understanding of the source of
security risks associated with the cloud environment. Modi et al. (2013) survey security issues in the
cloud at various levels and propose that since cloud computing is a merger of several known technologies;
inherent in those existing technologies are vulnerabilities, which facilitate risks in the cloud computing
environment. Since each level of the cloud computing environment has security vulnerabilities,
understanding responsibilities of actors involved in securing the environment is necessary. Ogigau-
Neamtiu, (2012) assesses the cloud computing environment and divides responsibility between the cloud
provider and the client based on the service deployment model. Understanding the cloud provider/client
responsibilities for each service deployment creates information security awareness. IS awareness has
been found to modify the behavior of individuals thereby fostering a secure environment. In their
investigation of antecedents of information security policy compliance, Bulgurcu and Cavusoglu (2010)
found that information security awareness (ISA) significantly influenced employees’ compliance with
security policies. Information security awareness has been found to significantly influence compliance
behavior among employees of information security policies (Humaidi and Balakrishnan, 2015). Humaidi
and Balakrishnan (2015) found that severity awareness and benefit of security-countermeasure effectively
influenced compliance behavior.

Hsa: Information security awareness will positively influence the relationship between coercive pressures
and cloud implementation success.

Hsb: Information security awareness will positively influence the relationship between normative
pressures and cloud implementation success.

Hsc: Information security awareness will positively influence the relationship between mimetic pressures
and cloud implementation success.

Conceptual Model

Drawing on DiMaggio and Powell (1983) Neo-Institutional Theory, the conceptual model for this study
explores the effects of Top Management and Information Security Awareness on cloud implementation
success from a federal government perspective.

Figure 1. Conceptual Model
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Methodology

The purpose of this survey research is to investigate the effects of institutional pressures on cloud
implementation success and moderation imposed on that relationship by top management support and
information security awareness. Survey research is appropriate for the proposed study due the
investigation of expected relationships between independent and dependent variables and the effects of
moderating variables (Pinsonneault and Kraemer, 1993). The proposed study will employ a quantitative,
non-experimental, correlational design. A cross-sectional design will be used, as I will collect data at one
point in time. The advantages of a cross-sectional design are that it is less time consuming, less
expensive, and large amounts of data can be collected. An email-based survey method (questionnaire)
will be used to collect data.

Population

The population for the proposed study is the more than 3,500 federal IT Specialists in DHS. The unit of
analysis for this study will be conducted at the individual level. Information Technology Managers,
Program Managers and Specialists will be included as participants in the proposed study. The sample for
this study will be determined using the stratified sampling technique (Suresh et al., 2011). The third
participant from each stratum of 10 will be selected into the sample. This study will use a sample size of at
least 220 participants as required to use SEM.

Data Collection

The survey instrument proposed for data collection for this research is a questionnaire consisting of items
measuring specific variables adapted from the literature reviewed for this study. Herath and Rao (2009)
suggest adopting items from previously validated scales reduces problems with the reliability and validity
of the questionnaire. Items on the survey will be measured using a 7-point Likert scale. The scales were
adapted for the variables in Table 1 below:

Variable Name Source Items
IV1: Coercive Pressures Liang et al., (2007) 3
IV2: Normative Pressures Liang et al., (2007) 3
1V3: Mimetic Pressures Liang et al., (2007) 3
Moderating Variable 1: Top Management Support Lin, (2010) 7
Moderating Variable 2: Information Security Awareness Bulgurcu et al. (2010) 6
Dependent Variable: Cloud Implementation Success Wixom, 2001 3

Table 1. Variables and Research Questions

Statistical Analysis

This study will employ Structural Equation Modeling (SEM) using the Partial Least Squares (PLS) method
to analyze data collected and test hypothesized relationships between the variables in this study. SEM
provides a general and convenient framework for statistical analysis that includes traditional multivariate
statistical analysis, which includes factor analysis, regression analysis, and discriminant analysis (Hox
and Bechger, 1998). In a review of PLS-SEM articles, Ringle et al. (2012) found that a common argument
for using PLS-SEM is that the technique excels at prediction and almost all model estimations use the
coefficient of determination R2 values to characterize the ability of the model to explain and predict the
endogenous variables. Researchers have used SEM in several studies where non-experimental data was
collected and analyzed and is thus appropriate for this research.
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