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Workaround Aware Business Process Modeling

Nina Roder, Manuel Wiesche, Michael Schermann, and Helmut Krcmar

Technische Universitat Miinchen, Garching bei Minchen, Germany
{nina.roeder,wiesche,michael.schermann, krcmar}@in.tum.de

Abstract. Workarounds are an omnipresent part of organizational settings
where formal rules and regulations describe standardized processes. Still, only
few studies have focused on incorporating workarounds in designing infor-
mation systems (IS) or as a part of management decisions. Therefore, this study
provides an extension to the Business Process Modeling Notation (BPMN) by
conducting a metamodel transformation, which includes workarounds. As a re-
sult, the Workaround Process Modeling Notation (WPMN) (1) leads organiza-
tions in designing workaround aware systems, (2) supports managers in decid-
ing how to deal with workarounds, and (3) provides auditors with visualizations
of non-compliance. We exemplify how this technique can be used to model a
workaround in the process of accessing patient-identifying data in a hospital.
We evaluated the model and find it particular suitable as an empirically ground-
ed BPMN extension.

Keywords: Business Process Modeling, Workarounds, Process Deviation

1 Introduction

An extensive body of research provides advances in understanding workarounds as
part of business processes [1-3]. Workarounds are described as alternative work pro-
cesses and are seen frequently as a mismatch between the expectations of technology
and actual working practices [2]. They can occur when users bypass a process, prac-
tice obstacle or requirement [4], respond to a mishap [5], or pretend to comply [6].
Several examples in literature express the prevailing impulse of users to overcome
inadequate IT functionality [7]. Therefore, theoretical models that summarize differ-
ent effects and consequences of workarounds are wide-spread throughout research [1,
8]. Overall, workarounds are the result of a consideration of risks and benefits associ-
ated with the input and outcome [7]. As the benefit and risks or costs of workarounds
are hard to measure [9], it is essential to push research towards understanding their
effect on business processes [2].

In general, business process management (BPM) has received widespread attention
by organizations offering them a means of optimizing their processes in a manner that
aligns with their business objectives [10]. Literature agrees when discussing the ne-
cessity of a comprehensive understanding of business processes and its positive im-
pact on an effective and efficient BPM [10]. Using a holistic approach to analyze and
design business processes in a structured, coherent and consistent way is crucial for
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organizations [11]. In this way, BPM helps in understanding, documenting, modeling,
analyzing, simulating, executing and continuously changing end-to-end business pro-
cesses in light of their contribution to business performance [12]. One of the most
common process modeling languages is Business Process Modeling Notation
(BPMN). Organizations using BPMN seek to analyze, predict and improve their busi-
ness processes in order to gain a competitive advantage [11]. Recently, attention has
been paid to design process modeling grammars that provide a means for handling the
process complexity and flexibility of work systems [10, 13-15]. The field of research
regarding modeling of workaround behavior within business process is still scarcely
explored [16].

Thus, in this paper we broaden the understanding of workaround aware business
process modeling. We ask the research question: How can workarounds be modeled
in order to learn from process deviations? We do this to understand workarounds as
an omnipresent part of business processes, regardless of whether they have a positive
or negative influence. Organizations that are able to model workarounds can use this
approach to understand, improve, adapt and redesign their business processes to bene-
fit from living processes gained from practice. Hence, with this study: (1) We support
system designers with information regarding potential workarounds that can occur in
their business processes, resulting in workaround aware system design. (2) We pro-
vide managers with a more informed understanding of workarounds to help them
decide whether to tolerate, hinder or embrace them. (3) We visualize non-compliance
to improve the support of business process auditors.

We structure the remainder of this paper as follows. First, we introduce worka-
rounds and related work to describe the theoretical foundation for studying our re-
search question. We then introduce workarounds in process modeling using a theoret-
ical construct and a metamodel. To exemplify the notion of workaround aware busi-
ness process modeling, we use data from a case study conducted in the health care
domain. We conclude the paper by highlighting the key results and present worth-
while avenues for future research.

2 Theoretical Foundation

2.1  Workarounds

In research, workarounds are frequently seen as first-order solutions to problems [17]
and informal practice for handling exceptions to normal work flow [18]. The misfit
between enactments of power that confront organizational members in their daily
work can result in acts of deviance [19]. In this research we extend this view and see
workarounds as process deviations that are ambivalent and related to information
systems (IS) [20]. The ambivalent character understands workarounds as both in-
ventive solutions and challenging alternatives within a work system [9]. As actors
may often work to achieve multiple and sometimes conflicting goals [2], the worka-
round can be best understood as the outcome of a situational risk-benefit analysis
[21]. From an employee perspective, they are executed when the deviation results in
an increase in the outcome and a decrease in the input [7]. This is the fact when, for
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example, the time to execute a certain process can be reduced while the result can
actually be improved. Besides, much more often workarounds are triggered by IS as a
part of a broader work system. In this work system, “human participants and/or ma-
chines perform work using information, technology, and other resources to produce
specific products/services for specific internal and/or external customers” [22]. Re-
ducing process variability and thus workarounds, IS further aim to prevent potential
losses for gains in efficiency [23]. Several researchers have studied the phenomena of
workarounds throughout various organizational settings with different outcomes [1,
24, 25]. Still, it is the core issue about improving and hindering perceptions of worka-
round behavior which keeps theorist and practitioners busy. Overall, literature distin-
guishes different types of workarounds. Table 1 provides an overview of examples of
existing workaround types [1].

Table 1. Examples of Workaround Types (based on [1])

Type

Source

Description of Business
Process

Summary of Workaround

Overcome
inadequate IT
functionality

Bypass an obsta-
cle built into
processes or
practices
Respond to a
mishap or anoma-
ly with a quick
fix

Design and
implement new

Print Industry
[26]

Health Care
[23]

Health Care
[27]

IT environment
[28]

Track full process with IS by
respective worker

Medication dispense needs to
await formal approval order and
needs to follow concrete process
steps

Complete care plan by 3 hours
after physical admission

Using IT to exploit user-driven
innovation and identify potential

Operators record the progress of their
work on paper tickets instead of
system as it is conflicting with the
activities involved

Nurses disconnect orders from await-
ing approval and dispense restricted
medication immediately when needed

Care plans are not completed in
specified time frame as nurses per-
ceive system useless as long as pa-
tients are happy

Employees use private mobile devices
as shadow IT

resources improvements

Avoiding IS and using paper forms instead, Button [26] investigates the print industry
and how lacking system flexibility and deficiencies leads to workarounds which con-
tinue leading to other workarounds. He proposes that employees may resist but at the
same time conform, to management control. The employees did not circumvent con-
trol by not using the IS, instead they report on paper and add notes about system fail-
ures. Azad and King [23] found that formal prior-approval procedures are not fol-
lowed in hospital processes. Within health care, patients’ well-being stands above all
bureaucratic procedures. Instead of awaiting the approval, nurses dispense medication
immediately. Timmons [27] provides nurses’ perception of reporting systems in hos-
pitals. In his research he shows that miscommunicated reasons for the purpose of a
reporting system result in resistance. Physicians do not execute their audits frequently
and are demotivated since nobody else reports. “They were not able to resist the im-
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plementation, but were able to resist the surveillance” [27]. Gy0ry et al. [28] study the
inability of IT departments to fulfil business needs and focus on user-driven fulfil-
ment of requirements, which they call Shadow IT.

2.2 Business Process Modeling

In this research we understand business processes as “the combination of a set of
activities within an organization with a structure describing their logical order and
dependence whose objective is to produce a desired result” [29]. Any process is gov-
erned by a series of rules that define what to do and when [16]. With modeling tech-
niques those business processes are an attempt to be visualized for creating effective
and efficient use of organizational resources. In today’s dynamic and competitive
business environment, process models are subject to frequent and unavoidable change
[30]. They are used to increase awareness and knowledge of business processes, and
to deconstruct organizational complexity [31]. The graphical articulation of activities,
events or states, and control flow logic as part of process modeling is used to discover
existing processes, and document them in a way that helps managers in making im-
provement or change decisions. Limitation of process models is most frequently felt
in their inability to cater to unanticipated cases [14]. Especially when adapting mani-
festations and consequences that arise in practice, real-world challenges are difficult
to model for organizational documentation and process improvement [32]. In the
BPM context, the Business Process Modeling Notation (BPMN) is a standard for the
representation of business processes [33] and will be subject of this research. Prior
work has already focused on several aspects from dynamic process interpretations to
flexible system design in practice (Table 2).

In their research Becker et al. [10] focus on process modeling in creative domains
and introduce a conceptual process modeling grammar for processes in creative envi-
ronments. Using pockets of flexibility as a basic construct, they build on the concept
derived from Sadiq et al. [34]. This construct focuses on flexibility as an ad hoc work-
flow presentation, where dynamic, adaptive and flexible workflows prevail. Thus,
both papers [10, 34] focus explicitly on processes in which creativity and flexibility is
perceived as improving. Other than this, our goal is to describe deviations in process-
es where it is not clear if the workaround is either improving or hindering the business
process. Nadrah and Michell [16] provide a normative method to analyze worka-
rounds in a healthcare environment. By doing so, they offer guidelines to organiza-
tions on how to deal with workarounds. Nevertheless, their process illustration ne-
glects the distinction between formal process standards and the workaround execu-
tion. Instead, they provide two separate models to explain the deviations from the
process. In their research van der Aalst et al. [35] describe case handling as a para-
digm for supporting flexible and knowledge intensive business processes. The use of
case handling refers to situational decisions in which authorized employees have to
consider corresponding workflow process definitions. Thus, deviations of unexpected
behavior are not part of their research. Furthermore, Koehler [15] provides a method-
ology for modeling dynamic BPM solutions. It includes business rules, actors, and life
cycles in a loosely coupled system, interacting through message exchanges. Bocci-
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arelli et al. [11] focus on the extension of BPMN and provide an approach to integrate
non-functional properties, e.g., performance and reliability, in their construct. They
study the effect that those adaptions have on the overall performance prediction at
design time. Still, all mentioned attempts to integrate process variability miss the
comprehension of the risk-benefit analysis as a part of the workaround execution

Table 2. Related Work for Modeling Deviations

Source Context and Focus Identified Problem Proposed Solution
Becker et Process modeling lacks ap- Existing modeling approaches are  Approach to process analysis that
al. [10] proaches for highly creative restricted to processes that are aims at the identification and
environments with high levels well-structured and predictable specification of creativity in busi-
of flexibility ness processes
Nadrahand  Understand healthcare infor- Capture social aspects of behav- Normative approach for modeling
Michell mation systems as they cause ior/motivation and the means to workarounds with their motivation,
[16] rather than cure problems measure the effort and benefit of constraints, and consequences
workarounds
van der Case handling in business Case handling as a new paradigm Main entities of case handling
Aalst et al. process support requires for supporting knowledge- systems are identified and classified
[35] decisions by knowledgeable intensive business processes in a meta model
worker
Koehler Modeling methodology for Need to shift from an explicit Introduce modeling elements of
[15] dynamic process solutions modeling of predefined end-to- business object life cycles, business
end processes to an agile design rules, and business activities
approach
Bocciarelli Extending BPMN with non- Non-functional properties are not Lightweight BPMN extension for
etal. [11] functional properties of busi- included in BPMN the specification of properties that
ness processes address performance and reliability
3 Introducing Workarounds in Business Process Modeling
3.1  Business Process Modeling Notation (BPMN)

We choose BPMN as being one of the fastest spreading business process languages
[31] with a design that is understandable for both business professionals and IT-
specialists [36]. Figure 1 describes the graphical modeling elements that BPMN uses

to represent business processes.
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Event O Sequence Flow Data Object
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e

Pool
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Fig. 1. Relevant Constructs of BPMN 2.0 Modeling Elements [33]

Pools and lanes are used to structure different organizational units (pools) and roles or
functions within those units (lanes). Three connecting objects set three categories of
flow objects (events, activities, and gateways) in relation to each other. Within the
same pool, sequence flow is used to indicate the order in which the activities are per-
formed - including sequence flows that have to fulfill a condition before traversing
(part of BPMN 2.0). Message flows are used between pools to model communication
with other organizations. Associations relate artifacts (data objects, groups or com-
ments) to other modeling elements [36]. With BPMN 2.0 this basic model has been
refined and enhanced to strive for a new level of integrating business-user-friendly
modeling [33]. Still, the proposed elements do not cover the possibility to integrate
the risk-benefit analysis as part of workaround behavior.

0..1 Business Process
— g

Diagram

‘..
| Connecting Element | o Flow Object
£

[ [ |
(Conditional) ‘ Association H Message Flow ‘ ‘ Event H Activity || Gateway‘
Sequence Flow

0..%

Fig. 2. BPMN Modeling Elements [33]

As a BPMN process is graphically represented by use of BPD, we rely on the con-
ceptual model to introduce workaround aware business process modeling [11].
Graphs are used for execution semantics, nodes are flow and arcs are connecting ob-
jects [11]. The core elements of BPD and their relationship are illustrated in Figure 2.
The main class BusinessProcessDiagram relates all other elements and is used to rep-
resent a specific business process [37]. Each of the modeling elements is related to the
main class.
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3.2 BPMN Extension

The two research streams of workarounds and process modeling have been viewed
largely independent of each other. Therefore we provide progress towards an integrat-
ed workaround aware business process modeling. After introducing the main elements
and the BPD metamodel we follow the metamodel extension [11] (Figure 3).

BPMN <<metamodel extension>> WPMN
Metamodel Metamodel
<<instance of>> <<instance of>>
BPMN WPMN
Model Model

Fig. 3. Metamodel Extension Process (adapted from [11])

Extending the BPMN metamodel means adding new metaclasses and meta-
associations to it. We follow the guidelines of the OMG Meta Object Facility (MOF),
which is an object-oriented framework for describing meta-objects [38]. As the met-
amodel itself is a valid instance of the MOF metametamodel, extending the BPMN
metamodel means defining a new modeling language by instantiating a new MOF
model. We name the new model Workaround Process Model and Notation (WPMN).

Table 3. Constructs of Workarounds

Construct Description Example Representation
Process steps that are Circumvent monitor- Pool
Workaround H Workaround Intended
related to the workaround ing [2] B
Type Differentiation of worka- ~ Overcome inadequate Workaround

Risk-Benefit Analysis

Situational Factors

Workaround Activity

Business Rules

Consequence

round types

Situational factors influ-
ence risk-benefit decision

Attributes that influence
the risk-benefit analysis

Activities which guide
the workaround process

Rules or policies that
determine the standard
process

Local and broader conse-
quences

IT functionality [7]

Necessary activity in
everyday life [9]

Knowledge about
easier way [2]

Enactment of interpre-
tive flexibility [39]
Compliance or non-
compliance with man-
agement intentions
[14]

Impacts on subsequent
activities [40]

We use the process theory of workarounds [1] in order to extend the metamodel,
which helps us to understand in which context a workaround is executed and how it
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has to be integrated in a modeling technique. Table 3 provides an overview of the
factors that need to be considered when analyzing workaround behavior. This in-
cludes the workaround, which consists of all the process steps that are related to the
deviation, as circumventing monitoring [2]. We refer to the type with regard to the
differentiation of Alter [1] which includes (1) overcome inadequate IT functionality,
(2) bypass an obstacle built into processes or practices, (3) respond to a mishap or
anomaly with a quick fix (4) substitute for unavailable resources (5) design and im-
plement new resources, (6) prevent future mishaps, (7) pretend to comply (8) lie,
cheat, steal for personal benefit and (9) collude for mutual benefit. The risk-benefit
analysis to work around a process is influenced by several factors that in sum lead to
the execution. If the benefit overweighs the risks, then a workaround seems to be
appropriate in this certain situation [9]. Situational factors determine risks and bene-
fits of a workaround, e.g., knowing an easier way to do the work [2]. Hence, worka-
round activities are enacted when e.g., interpretative flexibility prevails [39]. In this
context, business rules represent formal guidelines, which are worked around. As a
result employees may stick to compliance or be non-compliant [14] depending on
their workaround behavior. The consequences that appear can have impacts on subse-
guent activities [40] or even cause other workarounds to achieve a certain goal.

The core characteristics of the process environment have been identified after ana-
lyzing the existing workaround with the theoretical construct. We build on this pro-
cess preparation to be able to integrate workarounds in formal business process repre-
sentation. The BPD metamodel is extended by adding the required metaclasses (Fig-

ure 4).

‘ Workaround H Process ‘

| Situational Factors H Business Rule H Consequence ‘

S
‘ Data Object H Group H Comment |
L I
[arsiact |
0.1 ’ "

0.1 | Business Process | g '

Di >
iagram

0.* ?
0.1 0.t
| Connecting Element ‘ Flow Object
N

I Lﬁ ]
(Conditional) ‘ Association H Message Flow ‘ ‘ Event H Activity H Gateway‘
Sequence Flow

|Workaround Activity H Risk-Benefit ‘

Fig. 4. Business Process Diagram (BPD) Metamodel Extension

As we focus on processes in which workarounds are executed, the greyed-out con-
structs have been added to the metamodel. We see the type of workaround as a lane
construct existing together with a predefined process. Cause and decision are con-
nected to flow objects, whereas motivation, business rules and consequences are gen-
eralizations of artifacts.
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4 Application example

In this section we introduce an example from practice in order to test our proposed
metamodel extension. With respect to the metamodel transformation method we will
introduce an instance of the derived BPD metamodel extension, which we call Work-
around Process Modeling Notation (WPMN).

4.1  Case description

The example is based on a case study in the health care sector where common security
issues are privacy breaches, especially within information systems. As subject we
studied the work system of administering patient data in the patient care information
system (PCIS). Our sample included ten semi-structured interviews: five junior and
three senior physicians, one security officer and one IT director. Members of the re-
search group conducted the interviews with respect to health care processes in prac-
tice. The average interview time was about 55 minutes. We found that physicians
balance the potential consequences resulting from a privacy breach and the improve-
ments in effective patient care. They fear that compliance may hinder lifesaving and
therefore often ignore privacy guidelines. We identified several workarounds that are
executed within the health care domain, but will focus on one example to illustrate
our proposed BPMN extension. The workaround - drag data - involves physicians
who copy patient records from the secure information system onto private storage
systems. The hospital implemented PCIS in order to store and process all patient rec-
ords. Physicians must not download any confidential information from the system as
it is prohibited by the data privacy law. Furthermore, medical confidentiality can no
longer be guaranteed when data is downloaded from the secure system onto external
storage. However, physicians copy patient records onto USB sticks or send them via
e-mail to other physicians or to their private accounts. They do this in order to ask
colleagues for their opinion or in order to work from home.

42  WPMN Example

We introduced WPMN as a first approach to integrate workarounds in business pro-
cess modeling. With the metaclasses derived earlier, we seek to model the ‘drag data’
workaround (Figure 5). This example can be categorized into the type ‘bypass an
obstacle built into processes or practices’ (highlighted in green). Physicians perceive
the process a hindrance, because they are not allowed to download patient data from
the secure system. As basic lane and pool construct we differentiated between the
physicians and the IT department, which in turn is responsible for the authorization
and patient record system. After logging into the PCIS, physicians are able to access
patient records that are stored in the system. As a precondition they need to have ac-
cess authorization to the system and to the patient data. After the system indicates the
needed data, physicians are, for example, able to edit the data. In some situations the
physicians download the secure data in order to share it with other physicians or to get
more work done when taking the data home. This process is part of our workaround
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construct visualized as a lane. They break the data privacy law and can no longer
guarantee medical confidentiality. To indicate high privacy concerns with a certain
patient, hospitals implemented ‘VIP flags’. This flag serves as an indicator to deter-
mine whether the workaround can be tolerated. As long as the flag is not activated
and the patient is an average person, data security and medical confidentiality is not
considered important among physicians. As soon as the ‘VIP flag® is activated, the
risks that come along with the workaround outplay the potential benefits. After evalu-
ating whether to execute the workaround or not, the deviating process is integrated
back into the standard process.

4.3 Evaluation

When we applied WPMN to a first use case in health care we found that the modeling
of workarounds helps in understanding the overall business process. We evaluated the
model and found it particular suitable for our example. Thus, we are able to support
managers to come to a better informed decision on whether to tolerate, hinder or em-
brace workarounds. As we build our model on extensions of the standard BPMN ele-
ments, deviations can be modeled as a part of a process using the lane construct.
WPMN implies a high emphasis on these workaround parts as they can be understood
as a source of improvement or foundation for implementing indicators like the “VIP
flag’. The comment artifact concerning motivation, business rules and constraints
provide additional transparency throughout the process. Prior research has identified
shortcomings in supporting the articulation of business rules in BPMN [31], but has
already been addressed by several approaches [15]. We extend this finding by ad-
dressing the need to understand a process as not only focusing on what has to be done
(rule), but actually what really is done (practice). We face challenges when including
different perspectives on workarounds and how risks and benefits are balanced as an
individual perception guides this analysis.

Hence, in the context of workarounds, formal structures that cope with process
specifications are important to understand as well as the effect and consequence of
non-compliant behavior [14]. Especially to illustrate parts of the process that are con-
nected to workaround behavior, additional concepts had to be introduced. The ambig-
uous character of workarounds can be addressed by using context information which
enhances the relevance of labeling [41] and addresses the risk-benefit consideration
[20]. Furthermore, we confirm prior literature that assumes that costs and benefits
determine to whether a workaround is executed [9]. Before employees actually exe-
cute a workaround they evaluate whether the risks or benefits prevail [20]. Thus, in
each situation the workaround is observed depending on different factors that influ-
ence the decision. As an example situations where the workaround decreases the input
an employee has to bring and increases the outcome, the probability is high that it will
be executed [7]. If IS are implemented in a way such that they serve as gatekeeper to
tolerate the workarounds that improve business processes and prohibit the ones who
hinder them, their role within the business process can be interpreted from a new per-
spective [20]. Introducing indicators to emphasize higher risk associated with the
workaround, employees can rely on practical processes that are tolerated by organiza-
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tions. In certain cases when a workaround is harmful, the risks outweigh the benefits
and the standard process needs to be followed.

5 Discussion and Conclusion

Workarounds comprise information gaps or inadequate system functionalities that
need to be resolved when considering improvements in business processes [9]. Litera-
ture proposes that workarounds encode rich knowledge about the needs of the users
and the required customizations of the IS [43]. With our research we provide a first
approach to gather this information and model process deviations in BPMN. The
evaluation of the ‘drag data’ example shows how the WPMN as an extension of the
BPMN can be used to understand and analyze workaround behavior within a certain
business process. Organizations are able to use workarounds as a foundation for im-
plementing indicators to tolerate those for improving and to prohibit those that hinder.

We identified requirements to understand and represent workarounds graphically
and tested our proposed modeling technique with an example from health care. This
improves the support of process evaluation, as the graphical representation provides a
comprehensive description of workarounds. Still, the proposed modeling approach is
not able to include different perspectives on workarounds as the perception relies
heavily on personal factors and may include several organizational members [19].
Nevertheless, we believe that organizations that use WPMN are able to obtain a good
understanding of completely new ways of conducting their business processes and
that the design allows exploratory control [42]. Hence, with this study (1) we support
system designers with information regarding potential workarounds that can occur in
their business processes, resulting in workaround aware system design. (2) We pro-
vide managers with a more informed understanding of workarounds to decide whether
to tolerate, hinder or embrace them. (3) We visualize non-compliance to improve the
support of business process auditors. Overall, it is important to note that the possibil-
ity to model workarounds relies on the willingness of organizational members to talk
about their behavior and is thus dependent on credible sources of information [43].

However, this study has some limitations. Most notably, the proposed approach has
been applied to only one process from health care. In health care, business processes
have a high rate of uncertainty and are challenged with emergency situations which
vote bureaucratic regulations down [5]. In our future research we will concentrate on
industries where low uncertainty and high standardization prevail. It is planned to
collect examples for each type of workaround across different industries. Further, we
plan to use existing approaches, for example, method engineering, for modeling situa-
tional methods and tools [44] to deepen the understanding of workarounds in business
processes. Furthermore, we plan to extend the construct of types of workarounds to
provide recommendations on how to model each one in particular.
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