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Abstract 

The next generation in computing transcends the paradigm of traditional desktop and client-server ar-

chitectures. IT products and solutions of the third platform, specifically in the scope of the Internet of 

Things (IoT) raise new security threats and vulnerabilities, suggesting that a set of competences is 

needed for any IoT product or service, regarding information security. The knowledge of that set of 

skills allows top managers to properly assess current organizational competences against future re-

quirements, allowing proper business realignment.  

The paper at hand aims to contribute to the topic state of the art both at academic and practical level 

by developing a Competence-based Model for Securing the Internet of Things. The construction of the 

Model aims to define and develop organizational competence, specifically in the context of organiza-

tions that are IoT service providers. 

The model, to be developed and empirically tested using the Design Science Paradigm, will be based on 

an existing model that defines competence from a strategic management perspective using Resource 

Based View theory, strategic management theory and the concept of collective mind as heedful interre-

lating. 

 

Keywords: Information Security, Internet of Things, Organizational Competence, Competence-based 

Model. 

1 Introduction 

The next generation in computing transcends the paradigm of traditional desktop  and client-server ar-

chitectures (Gubbi et al., 2013). The IT industry has been directing most of its products to key areas that 

have transformed the sector radically. IT companies and consultants designate this new paradigm by the 

third platform, which is a new business model approach grounded on a cluster of products and services 

based on 4 pillars: (1) Cloud Computing, (2) Mobility, (3) Big Data and (4) Social Media (Gens, 2013). 

Internet usage has been growing in a very solid manner. In fact, in the end of 2011, internet users ex-

ceeded 2.2 billion. The number of devices connected to the internet overcame 6.8 billion (the world 

population in 2010) between 2003 and 2010. It is expected that in 2020 the number of devices connected 

to the internet reaches the value of 50 billion (Mukhopadhyay, 2014). These impressive figures support 

the hypothesis that the IoT will have an inevitable development in the near future, having a major impact 

on people’s lives and global economy. The IoT paradigm still has many unexplored potentialities 

(Mukhopadhyay, 2014; Bassi & Biswas, 2012) and Sensors and Radio Frequency Identification (RFID) 

technologies will suffer a very large development (Gubbi et al., 2013). Just like in the beginning of the 

internet, the IoT has been defined in its own development process (Bassi & Biswas, 2012) and it is being 
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influenced by computational ubiquity and by the development of the next internet generation – the ubiq-

uitous computing web (Gubbi et al., 2013; Mukhopadhyay, 2014). 

The motivation for this topic is actually directly connected to a new paradigm that rises with an expo-

nential growth of internet usage, number of things connected to the internet, the enormous amount of 

data generated by those things, and the new vulnerabilities and threats linked to those kinds of devices 

(Mukhopadhyay, 2014). News headlines alert us to security breaches and new information security is-

sues that occur over compromised point-of-sale terminals, botnet armies that include refrigerators 

(Higginbotham, 2014), which send 750,000 spam emails, or even a Linux worm that can infect security 

cameras (Symantec, 2013). This kind of daily news suggest inadequacy of the current security practices 

in this particular context. Moreover, when we think about the information generated by Critical Infor-

mation Systems (military IS, terrorism information, crime investigation, satellite communications, as-

tronautical IS, nuclear power plants, financial accounts, bank transactions, health care IS,...) that can be 

controlled and destroyed using an IoT infrastructure, it is very easy to understand that we are talking 

about sensitive information whose integrity, availability and confidentiality must be protected at all cost 

(Kaushik, Puri & Gupta, 2012). 

When it comes to securing the Internet of Things (IoT), maybe the current methodologies have to change 

(Leusse, Periorellis & Dimitrakos, 2009) and it is not possible to directly transpose the existing models 

of securing general IT to the IoT context. More importantly, this new security threats posts new chal-

lenges for the top management of IoT Service Providers concerning the set of Organizational Compe-

tence skills necessary to face new technological trend, different customer needs and market demands. 

Many literature exists in the area arguing that organizational competence is needed for competitive ad-

vantage and to develop IT effectiveness (Andreu & Ciborra, 1996; Cragg, Caldeira & Ward, 2011; 

Dhillon, 2008; McGrath, MacMillan & Venkataraman, 1995; Sanchez & Heene, 1997; Sanchez, 2004). 

However, there is no conceptual model defining and measuring the generation of organizational com-

petence in the specific area of information security in the scope of the IoT. This gap suggests that some 

research should be done in this particular area that can contribute to a better understanding and a new 

approach for the definition and development of organizational competence as a strategic process para-

digm.  

In order to address this gap in the literature, this research proposes to answer the following research 

questions: What are the required set of organizational competences for an IoT product/service, regard-

ing information security? and, how can organizational competence in the scope of IoT Security be a 

valid management tool to achieve competitive advantage? 

The following main objectives were establish for the current work: (1) Understand the state of the art in 

terms of relevant literature related with Organizational Competence in relation to Information Security 

in the Scope of IoT; (2) Develop the significant constructs that will define the specific conceptual model; 

(3) Design a Competence-based Model for Securing the Internet of Things, using the Design Science 

Paradigm; (4) Validate and test the designed research Model using a survey instrument to several com-

panies in the market and a panel of experts in the field. 

The study proposed by this research shall contribute also to the development of business cases and the 

conception of more reliable and robust management tools capable of a dynamic assessment of organi-

zational competence. Such tools could be a small contribution for organizations to perceive and achieve 

competitive advantage for their business. 

The remainder of the paper starts the theoretical background, introducing the scope of the IoT and in-

formation security in IoT field. Then, the paper portrays key considerations about Organizational Com-

petence in order to define the Research Model. Subsequently, the methodological approach is presented. 

The paper closes with the concluding remarks. 
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2 Background 

2.1 The Internet of Things  

In the last years, many different approaches have arisen for the implementation of technological agnostic 

solutions, related to the research area of IoT and machine-to-machine (M2M). This effort has originated 

a great deal of investment in the area of hardware and software interoperability (Mukhopadhyay, 2014). 

Many companies working on IoT or M2M services are members of IPSO Alliance, created in 2008 as a 

non-profit organization, currently with 50 companies. This organization aims to coordinate an initiative 

to establish IP as the standard network protocol for the connection of smart things (IPSOAlliance, 2015). 

Commercial products like ThingWorx (ThingWorx, 2015) and SmartThing (SmartTHING, 2015) follow 

the IPSO Alliance standards and recommendations. Recently, some web-based initiatives contributed 

for the creation of IoT-based networks integration mechanisms on the internet, using cloud services. 

Part of the research on IoT has also been developed through project funding by the European Commis-

sion. Those projects are coordinated by IERC – European Research Cluster on the Internet of Things 

that aims to address the large potential for IoT-based capabilities in Europe and to coordinate the con-

vergence of ongoing activities, sharing knowledge globally (Mukhopadhyay, 2014). In the strategic 

document Guidelines and Priorities for the IoT-I Initiative (Bassi & Biswas, 2012), IERC identifies as 

research priorities: (1) Enhancement of Frameworks and Mechanisms for Trust Relationships; (2) Se-

curity against Breaches on the Infrastructure and (3) Privacy Protection Mechanisms. 

In the scientific community, the concept of IoT was first advanced by Auto-ID Center at MIT 

(Mukhopadhyay, 2014) and its definition assumed different perspectives (Bandyopadhyay & Sen, 2011; 

Atzori, Iera & Morabito, 2010) that have evolved over time (Roman, Zhou & Lopez, 2013). This fact 

explains the numerous definitions available in the literature on the topic. Thus, the IoT expression is 

syntactically built on the terms Internet and Things. The first term is related to a network-oriented vision, 

while the second term is related to generic objects integration on a common framework (Bandyopadhyay 

& Sen, 2011). Although the IoT definition has been initially proposed by Kevin Ashton in 1999 

(Mukhopadhyay, 2014; Gubbi et al., 2013; Bandyopadhyay & Sen, 2011), the concept, when introduced 

(Gubbi et al., 2013) by Auto-ID Center from MIT, was directly related to RFID and Electronic Product 

Code (EPC) technologies (Mukhopadhyay, 2014). Gubbi et al. (2013, p.1647) define IoT as ‘the inter-

connection of devices (sensors and actuators) capable of information sharing between different plat-

forms, through a unified framework, forming a common basis for innovative applications”. 

The applicability areas of the IoT are very diverse and range from health to logistics, through environ-

mental monitoring and home automation, and there is no single strategy for its implementation. Solu-

tions may involve services under a centralized or distributed approach (Roman, Zhou & Lopez, 2013; 

Han et al., 2013). For the implementation of IoT-based solutions, many technologies in several areas are 

being used. Some of them are: (1) identification; (2) architecture; (3) communications; (4) networking; 

(5) discovery mechanisms and object detection engines; (6) software and special algorithms; (7) hard-

ware; (8) data processing; (9) relationship network management; (10) power and  energy storage; (11) 

security and privacy and (12) standardization (Bandyopadhyay & Sen, 2011). The most common solu-

tions are very much oriented in 3 major areas; (1) internet (middleware); (2) things (sensors, actuators 

and other devices) and (3) semantics (knowledge) (Gubbi et al. 2013). 

2.2 Security Models and IoT Security  

Architectures based on the IoT paradigm have to deal with the generation of huge amounts of data. 

These data volumes must be stored, processed and available in an efficient and easy to interpret manner 

(Gubbi et al., 2013). For this reason, information security research is a central issue. Information security 

research covers a very broad spectrum of information technologies, using technical, behavioural, ad-

ministrative, philosophical and organizational approaches to deal with information assets security 

(Crossler et al., 2013). 
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Literature on information security identifies five theories regarding information security management 

(Tassabehji, 2005; Hong & Chi, 2003): (1) Security Policy; (2) Risk Management; (3) Control and Au-

dit; (4) Management System and (5) Contingency. Security policies and Security Management Systems 

are incorporated in IS using formal methods and models (Dhillon, 2007). Sometimes, those formal meth-

ods form complex and large models. There are some models for security specification (Dhillon, 2007), 

some examples are: (1) Bell-La Padula Model (concerned with mandatory access control); (2) Biba 

Model (concerned with preventing data from low integrity environments polluting high integrity data); 

(3) Clark-Wilson Integrity Model (concerned with integrity, introduces the concept of a program arbi-

trating an object access); (4) Brewer Nash Model (also known as the Chinese Wall model, provides 

access controls that change dynamically depending on the previous actions of a user) and (5) Graham-

Denning Model (concerned with information flow). 

The design of security parameters can aggregate information from different security models. One good 

example of this is the Comprehensive Security Model NSTISS (National Security Telecommunications 

and Information Systems Security) 4011 Standard Model. In this Model, three different dimensions are 

considered: (1) Critical Information Characteristics; (2) Information States and (3) Security Measures 

(Wang, 2005, p.183). Jirasek (2012) proposed the GRC Information Security Model, which introduces 

the topic of information security to business managers and CIOs. This model considers the areas of 

security drivers, stakeholders and security management (Jirasek, 2012, p.2). 

Many information security models, constructed under a functionalist paradigm, are based on a trust 

structure with well determined roles and responsibilities, being valid and complete only in the environ-

ments that they were designed for. With new information security challenges, information security man-

agement cannot be done using only conventional approaches (Dhillon & Backhouse, 2001; Leusse et 

al., 2009). Crossler et al. (2013), argue that to answer research questions on information security issues, 

researchers have to use specific tools and sometimes multiple research methodologies that go beyond 

the traditional positivist paradigm, considering new approaches. 

The IS security is a very important function for the protection of key information assets of an organiza-

tion, through the identification of threats, providing suitable countermeasures and maintaining some 

security requirements: (1) confidentiality; (2) integrity; (3) availability (Dhillon, 2007; Wang, 2005); 

(4) authentication and (5) nonrepudiation (Dhillon, 2007). The information security management is an 

essential process assured by the conformity of standards and regulations for organizations to ensure 

business protection (Siponen & Willison, 2009). Information Security in the scope of the IoT is closely 

related to the concept of cybersecurity. In fact, Solms & Niekerk (2013) argue that, although cyberse-

curity is often used as a synonym for information security, it is not actually an equivalent term. Infor-

mation security is the protection of information assets regarding threats and vulnerabilities, while cyber 

security refers to the protection of: (1) cyberspace; (2) cyberspace users and (3) all of their assets (in-

cluding information). 

3 Research Model for IoT Security Organizational Competence 

To sustain organizational competitiveness it is fundamental to develop and manage intellectual capital, 

intangible assets and ‘technical fitness’ (Teece, 2007). Enterprises must develop a long-term vision in 

terms of performance in order to attain ‘effective capability development’ (Wang & Ahmed, 2007). 

A dynamic view of competitive advantage implies that its life is limited in time. This means that top 

management should adopt the strategy of being always in pursuit of new competitive advantages. The 

main mechanisms to discover such advantages are new initiatives (new products, services, technologies 

and markets) (McGrath, MacMillan & Venkataraman, 1995), new reconfigured sets of resources 

(Eisenhardt & Martin, 2000) and new business models (Teece, 2007). 

As Caldeira and Ward (2001) noticed, a significant number of researchers used, at a conceptual level, 

the resource-based view theory to conclude that the success of a long term IS initiative lies on Organi-

zational Competence. 
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Existing literature in the strategy field explain Organizational Competence using two paradigms 

(McGrath, MacMillan & Venkataraman, 1995; Dhillon, 2008). The first relies on industrial organization 

economics concepts, where barriers to competition are emphasized in order to build obstacles to com-

petitive forces and thus sustain competitive advantage. The second is based on the fact that firms are 

essentially idiosyncratic, developing over time unique combinations of resources and particular organi-

zational competencies. 

On the literature review process, the work of McGrath, MacMillan & Venkataraman (1995) caught our 

attention because they focus on the requirements to develop competences, defining and developing or-

ganizational competence in operational terms. 

The authors consider two main assumptions in their study: (1) competitive advantage in a business ini-

tiative is only achievable if the necessary set of competences is properly developed and (2) competences 

are perceived as an enterprise resource combination that deliberately facilitate the execution of necessary 

tasks and processes. 

Figure 1 shows the conceptual model for organizational competence, adapted from the work of McGrath, 

MacMillan & Venkataraman (1995). 

In the model, the authors consider that ‘the degree of competence in an initiative can be assessed by the 

extent to which ex ante objectives are being realized in ex post results’ and define competence of an 

organizational subunit as ‘its ability to reliably and consistently meet or exceed its objectives’ (McGrath, 

MacMillan & Venkataraman, 1995, p.254). 

The model rational is that a necessary precursor to competitive advantage is competence emergence. In 

turn, organizational competence cannot be developed without the emergence of Comprehension and 

Deftness. Comprehension is defined as ‘the outcome of a process by which elements of individual know-

how and skill become linked’ and deftness as ‘a quality in a group which permits heedful interactions 

to be conducted at minimal cost’ (McGrath, MacMillan & Venkataraman, 1995, pp. 255 and 256 

respectively). 

For the measurement and operationalization of the three constructs, the model authors considered the 

10 items comprising the construct competence, the 16 items comprising the construct comprehension 

and the 15 items comprising the construct deftness (McGrath, MacMillan & Venkataraman, 1995, 

pp.270-275) as showed in Figure 1. 

McGrath, MacMillan & Venkataraman (1995, p.267) concluded that: (1) the developed measures are 

parsimonious and easy to attain and analyze; (2) the research execution on measures developed by this 

perspective of organizational competence is practical; and (3) this study enables the use of this approach 

of competence measurement in other contexts, measured differently. 

We argue that a specific set of competences is needed for any IoT product/service regarding information 

security. The concrete knowledge of what kind of skills are required, allows top management to properly 

assess current organizational competences against future business requirements.  

This comparative assessment allows managers to realign the organizational approach of IoT products, 

regarding the security of their customers’ information. 

This line of argument embodies the same perspective of organizational competence as the one use in 

McGrath, MacMillan & Venkataraman (1995) work, being therefore a good starting point for de devel-

opment of the Competence-based Model for securing the Internet of Things on an organizational envi-

ronment. 
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Figure 1. Conceptual Model for Organizational Competence adapted from (McGrath, 

MacMillan & Venkataraman, 1995, p.255). 

4 Research Methods 

Given the paradigmatic nature of IS (Vaishnavi & Kuechler, 2004), the main objective in IS Research 

is to achieve the necessary knowledge for the development and implementation of technological solu-

tions, capable of addressing unsolved business problems (Hevner  et al., 2004). The methods and tech-

nics to be used on a IS research are the set of activities considered appropriate, by the scientific com-

munity, for knowledge creation (Vaishnavi & Kuechler, 2004).  

Arguing that the best answer to the stated research questions is the development of a Competence-based 

Model, the Design Science paradigm appears to be a valid methodological approach with academic 

merit. The Design Science Research (DSR) allows knowledge creation by the development of the Model 

(the artefact), satisfying a set of functional requirements using design, analysis, reflection and abstrac-

tion (Vaishnavi & Kuechler, 2004). 

In the project at hand the DRS applies given that the Competence-based Model: (1) is an artefact with 

construction objectively limited in IoT security context (epistemological posture); (2) is able to represent 

multiple realities of the world, including different socio-technological alternatives (ontological posture); 

(3) is development-oriented, measuring the artefact impact according to its constructs and variables 

(methodological posture); and (4) is oriented to the control and creation of a solution, thereby achieving 

an improvement process for the actual practice (axiological posture). 

According to the Knowledge Contribution Framework proposed by Gregor & Hevner (2013), the Com-

petence-based Model can provide a valid contribution to knowledge, in that it can support a new solution 

for a known problem (Improvement). 

The research proposed in the paper at hand adopts the DSR Process Model proposed by Peffers et al. 

(2007), given that it synthesizes the previous work on DSR. This process model proposes a design pro-

cess including six sequential steps, comprising successive design iterations, driven by evaluation cycles. 

The number of design cycles will be determined on the course of the investigation itself, taking into 

account the results achieved on each iteration and also the time available for research execution. 
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In the Appendix, Figure 2 presents the research process phases and Table 2 summarises the main tasks 

related to each step of the research process. 

In the development and evaluation of the artifact to be developed will be used the set of guidelines 

proposed by Hevner et al. (2004, p.83) and the IS Research Framework (Hevner et al., 2004, p.80) that 

encompasses three different cycles of activities: (1) The Relevance Cycle where necessary requirements 

of the problem context are applied to the research project and the artifact is presented to field testing; 

(2) The Rigor Cycle where grounded theories, methods and expertise of the knowledge base are provided 

to the research and new knowledge acquired by the research is added to the knowledge base; and (3) 

The Design Cycle where a loop of research process is conducted for the creation and evaluation of design 

artifacts (Hevner, 2007). 

Applying the focus groups theory for artifact refinement and evaluation (Tremblay, Hevner & Berndt, 

2010), this study will also use a Panel of Experts as an exploratory focus group (EFG) in the design 

phase and a confirmatory focus group (CFG) in the Demonstration and Evaluation phases of the study.  

5 Concluding Remarks 

The next generation in computing transcends the paradigm of traditional desktop (Gubbi et al., 2013) 

and client-server architectures. This new reality based on Cloud Computing, Mobility, Big Data and 

Social Media (Gens, 2013) is called the third platform. New security threats and vulnerabilities 

(Higginbotham, 2014; Symantec, 2013) suggest that new research is needed, resorting to specific tools 

and multiple research methodologies (Crossler et al., 2013). IoT is a paradigm that involves IS and 

communication technologies capable of enabling and disabling human activity.  

We argue that a specific set of competences is needed for any IoT product/service regarding information 

security. The concrete knowledge of what kind of skills are required, allows top management to properly 

assess current organizational competences against future business requirements. 

The present research project aims to develop a Competence-based Model for securing the IoT in organ-

izations that will be based on an existing model that defines competence from a strategic management 

perspective using Resource Based View theory, strategic management theory and the concept of collec-

tive mind as heedful interrelating.  

This study aims to contribute to the research topic state of the art both at academic and practical level. 

To the academy, the overview, throughout time, of the Competence-based Model for Securing the IoT 

in Organizations may provide the development of aspects of Organizational Competence definition and 

measurement that were not previously considered or fully differentiated in the literature on the topic, 

being a valid contribution for the knowledge on the subject. To practitioners, this study contributes with 

the development of business cases and the conception of more reliable and robust management tools 

capable of a dynamic assessment of the organizational competence required for the continuous evolution 

of an IoT product or service. The design of such tool could be a small contribution so that IoT service 

providers can perceive and achieve relevant competitive advantages for their business. 
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APPENDIX - Research Process Overview 

 

Figure 2. Research process outline based on the Design Science Process Model (Peffers et al., 2007, p.54). 
 

STEP DESCRIPTION TASKS 

Identify Problem 

& 

Motivate 

In this step, the problem is defined and the value of a solution for the investigation topic is justified. The 

motivation for the study aims, not only captivate the researcher and the stakeholders for the solution and accept 

the results, as well as understanding the scope and researcher knowledge on the subject. 

 Relevant literature review; 

 Practitioner (industry) documentation analysis; 

 Case study Analysis; 

 Consultation of concluded or ongoing Research Projects. 

Conceptual 

Model Definition 

In this step, it will be defined the key constructs that can be identified in the organizational competence litera-

ture related with the topic of information security in the scope of IoT. The defined constructs will be integrated 

on a beta model based on the competence model proposed by (McGrath, MacMillan & Venkataraman, 1995).  

 Relevant literature review; 

 Relevant constructs definition; 

 Initial Model development (starting point for the design step). 

Define Objectives 

of 

a Solution 

In this stage, objectives are established for a possible solution for the problem under investigation and the 

knowledge of what is doable in the research process. 

 Relevant literature review; 

 Modeling Techniques Analysis; 

 Decision of the methodology for the design template. 

Design 

& 

Development 

In this step, the artifact is created. This activity involves the discovery of the functionality for the design artifact 

in the research process. 

 Relevant organizational competence literature review; 

 Problem Instances Analysis; 

 Work with an Exploratory Focus Group (EFG). 

Demonstration 
At this stage, the idea is to prove that the concept of the artifact design works effectively. The use of the artifact 

in several instances of the problem must be demonstrated. 

 Case Study in an IoT Service Provider;  

 Applicability tests defined during the case study. 

Evaluation 

Must be observed and measured if the designed artifact supports a solution for the problem to be addressed. 

At this methodology stage, the results of the Demonstration activity will be analyzed. The methodology 

adopted in this step can only be appropriately decided after the completion of the Design & Development step. 

 Work with a Confirmatory Focus Group (CFG); 

 Evaluation instrument (survey) construction and application; 

 Model conformity tests with the statistical study, the set of guidelines 

and the IS Research Framework proposed by Hevner et al. (2004). 

Communication 
This phase involves the communication of the research question, the proposed solution for the research prob-

lem, the effectiveness of the solution and the research work main results/conclusions. 

 PhD thesis report; 

 Paper(s) submission(s) to scientific publications. 

Table 2. The Design Science Process Steps. 
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