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Abstract 
The growth of online transactions coincides with the rise of cyber-criminals’ intent on stealing con-
sumers’ personal and financial data. This fosters fear of online identity theft (FOIT), which in turn 
may lead to changes in consumer behavior and negatively affect e-business performance. This re-
search aims to identify empirically derived segments of FOIT-prone consumers. Using a large sample 
of online shoppers, four distinct clusters are identified—‘less fearful shoppers’, ‘strong fear but ignor-
ing shoppers’, ‘fearless shoppers’, and ‘fearful shoppers’. The clusters differ significantly with respect 
to primary cluster variables as well as numerous secondary cluster variables. The relevance of FOIT 
for segmenting online consumers and theoretical implications for IS research are discussed. 
Keywords: Cluster Analysis, Consumer Fear of Online Identity Theft, E-commerce, Online Trust. 
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1 Introduction 
Ever more business transactions are conducted on the Internet. Transacting online requires consumers 
to transfer their personal and financial data to third parties online (Forsythe et al., 2006). However, the 
growth in online transactions has been paralleled by a surge in online identity theft. Online identity 
theft is a cyber-crime and denotes the illegal use of another individual’s identifying facts (name, birth 
date, address, credit card number, etc.) to commit an economic fraud, or to masquerade identity 
(Reyns, 2013). 
Identity theft was the top consumer complaint reason in the U.S. in 2013, accounting for 14% of the 
more than 2m complaints filed with the Federal Trade Commission (2014). However, the true number 
of identity theft victims has been estimated to exceed 16.6m in 2012 with annual costs of $24.7bn for 
consumers in the U.S. according to the Bureau of Justice Statistics (Harrell and Langton, 2013). Media 
reports about high-profile data thefts such as Target’s data breach involving millions of customers 
(Harris et al., 2014), and the recent Heartbleed virus compromising the OpenSSL (secure socked lay-
ering) encryption used by online merchants and online government services the world over (Orton and 
Schlag, 2014; Ruan, 2014). Such media reports further bolster consumers’ anxieties, as they recognize 
that their personal and financial data in the online environment is highly valuable to identity thieves 
(Coles-Kemp et al., 2010). Studies report that more than 70% of consumers are concerned about the 
theft of personal data and highlight the fear of being personally victimized by identity theft (e.g., Mon-
tague, 2011). 
Given these findings and the potential negative impact on e-commerce attitudes and intentions, it is 
not surprising that the importance of consumer privacy has been recognized in IS and e-commerce 
research (Bélanger and Crossler, 2011; Dinev and Hart, 2006; Pavlou, 2011; Tsai et al., 2011). Where-
as extant studies have provided important insights into consumer responses to privacy concerns and 
detail measures that e-businesses can take to protect consumer data, they have neglected consumers’ 
negative emotional states that can arise from perceptions of threat to their privacy. Among the nega-
tive emotions that can result from learning about or having directly experienced identity theft the fear 
of themselves becoming a victim of online identity theft is of particular relevance (Reisig et al., 2009; 
Wall, 2008). Fear of online identity theft (FOIT) is “an emerging negative consumer emotion activated 
through consumers’ cognitive appraisal and/or own thoughts regarding the possibility of the theft of 
personal and financial data when conducting transactions online” (Hille et al., 2015, p. 2). This fear 
likely influences consumers’ online behavioral outcomes such as the reluctance of customers to share 
personal and financial data online or online purchase intentions (Hille et al., 2015; Leyden, 2005). E-
commerce firms should thus be interested in reducing FOIT. Because FOIT-reduction measures are 
likely costly to e-businesses it is imperative to identify online customer groups (i.e., segments) that are 
particularly prone to FOIT. Specifically, it is crucial for e-businesses to tailor specific FOIT-reduction 
measures for the identified segments and reassure both customers and non-customers alike to operate 
secure websites and to be safe from identity theft. 
Drawing on the notion that consumers are particularly fearful of financial losses and damages to their 
reputation (e.g., Mitchison et al., 2004; Sproule and Archer, 2007; van der Meulen, 2006), Hille et al. 
(2015) recently proposed a FOIT measure comprising of two dimensions—fear of financial losses and 
fear of reputational damage. We argue that the FOIT scale gives e-commerce managers a means to 
identify and deal more effectively with FOIT-prone consumers by allocating resources (e.g., trust-
enhancing communication) in a resource-efficient manner. To our knowledge, this is the first study 
that attempts to identify meaningful consumer segments based on their self-reported FOIT by using 
cluster analysis. Alongside consumers’ FOIT, online trust and purchase intentions are incorporated as 
primary segmentation variables. We conclude with managerial and research implications that stem 
from the research. 
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2 Theoretical Background 
IS research indicates that consumers differ in terms of their online privacy concern (Hann et al., 2007; 
Sheehan, 2002). However despite various advantages of grouping consumers together according to 
their degree of FOIT, no research in this field has been conducted so far. Identity theft is associated 
with severe and long lasting financial costs (Eisenstein, 2008; Mitchison et al., 2004) and in many cas-
es with reputational damage for the victim (Miri-Lavassani et al., 2009). Reputational damage occurs, 
for example, when a cyber-criminal misuses stolen credit card information to purchase pornographic 
products or banned drugs from dubious online retailers. The typical victim of identity theft toiled an 
average of 141 hours to clear their name (Foley et al., 2010). The requirement of providing personal 
data online for an ever-expanding scope of commercial transactions (as well as for many government 
services) increases people’s fear of being victimized, which is exacerbated by the frequency of reports 
in the media on identity theft occurrences (Heath and Gilbert, 1996; ITRC, 2009; Warr, 2000). Be-
cause people can be frightened of virtually almost everything (Rachman, 1977), FOIT may likewise 
occur as ‘vicarious exposure’ among consumers that have never (yet) personally experienced real 
online identity theft. Consequently, Hille et al. (2015) identify two FOIT dimensions (for a compre-
hensive literature review on FOIT see Hille et al., 2015). Fear of financial losses is “the fear of illegal 
or unethical appropriation and usage of personal and financial data by a cyber-criminal or other entity 
to gain financial benefits such as buying products on behalf of the victim” while fear of reputational 
damage is the “fear of misuse of illegally acquired personal data with the aim of impersonation which 
can cause reputational damage to the victim” (Hille et al., 2015, p. 6). Essentially, the relevance of 
FOIT ensues from changing a customer’s behavioral intentions (Mukherjee and Dubé, 2012), includ-
ing increasing consumers’ reluctance to buy online (Montague, 2011) thus affecting e-commerce turn-
over. Such negative outcomes are likely because fear is “an activated, aversive emotion that serves to 
motivate escape and avoidance of threatening circumstances” (Öhman and Wiens, 2004, p. 58). To 
develop measures aimed at reducing consumer FOIT, e-commerce firms need to know toward which 
groups they need to direct measures such as employing certified trust seals or highlighting central se-
curity policies when customizing their websites depending on the consumers’ FOIT-levels. Managers 
must first ascertain the best ways to divide the market. Scarce IS and management research, of either a 
conceptual or an empirical nature, has explicitly considered consumer FOIT as a possible basis for 
market segmentation. Combining affective variables (i.e., FOIT, along with existing measures for 
online trust, and uncertainty avoidance) with conventional IS segmentation variables (i.e., de-
mographics, online shopping experience and online purchase intention) (e.g., Bhatnager and Ghose, 
2004; Khalifa and Liu, 2007; Phang et al., 2010; Wu, 2006) we submit that our approach will be diag-
nostic for formulating key e-business decisions. 

3 Methodology 

3.1 Data collection and sample 
To identify and profile FOIT-prone consumer segments, we collected data through a German online 
music customer panel (for a discussion on the appropriateness of panels for market research see Gö-
ritz, 2004). This is a suitable sample because panel members are not necessarily users of a particular 
website but shop online across different product categories at various e-retailers and may also differ in 
relation to their interests, hobbies, and online shopping experience. Moreover, in an online panel FOIT 
levels should be underemphasized, relative to the general population. If FOIT can be evidenced in this 
sample it would speak to the robustness of our findings. The invitation and link to the online survey 
was sent to panel members by e-mail. Respondents were directed to answer a series of questions with 
regard to online music shops they had visited. In addition to the two FOIT dimensions, the online 
questionnaire contained measures for online trust, online purchase intention, uncertainty avoidance, 
online shopping experience as well as demographics. The primary cluster analysis was derived on the 
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basis of respondents’ scores on the two FOIT dimensions, online trust, and online purchase intention. 
The latter two constructs were purposefully chosen as primary cluster variables (aka active variables) 
because both active variables are likely to intervene directly in the formation of groups/segments and 
have been used in previous studies (e.g., Barnes et al., 2007; Dimitriadis et al., 2011; Fotopoulos and 
Krystallis, 2002). Trust plays a crucial role for consumers in adopting and using e-commerce (McCole 
et al., 2010; McKnight et al., 2002) and consumers’ online purchase intention is the penultimate out-
come variable for e-businesses to consider. Uncertainty avoidance, online shopping experience and 
demographics (i.e., age, gender, and education) were used as secondary (i.e., profiling) cluster varia-
bles since they are frequently used to profile customer segments (e.g., Bhatnagar and Ghose, 2004; 
Khalifa and Liu, 2007; Seabra et al., 2013). 
Consumer FOIT was measured with eleven items taken from Hille et al. (2015). Online trust is the 
consumer’s “trust in the infrastructure and the underlying control mechanism (technology trust) which 
deals with transaction integrity, authentication, confidentiality, and non-repudiation” (Ratnasingam et 
al., 2002, p. 384), which was measured with four items adapted from McKnight et al. (2002). Online 
purchase intention was measured with three items adapted from Salisbury et al. (2001). The items per-
taining to the four primary cluster input variables appear in Table 2. Responses to these variables were 
measured along five-point Likert scales (1=strongly disagree to 5=strongly agree). 
Uncertainty avoidance (UA) is defined as “the extent to which the members of a culture feel threat-
ened by uncertain or unknown situations” (Hofstede, 2001, p. 161). Members of high UA cultures per-
ceive life more as a threat and experience higher levels of anxiety than members of low UA cultures 
(Schumann et al., 2010). Accordingly, and at the individual consumer level, UA should amplify FOIT. 
Uncertainty avoidance was measured with three items adapted from Reardon et al. (2006): “I’m the 
kind of person who would try anything at least once”, “I am cautious about trying new and different 
things”, and “I enjoy taking chances in doing unfamiliar activities, just for variety”. Online shopping 
experience was measured with one item “I consider myself as fairly experienced in using the Internet”. 
Both constructs were measured along five-point Likert scales (1=strongly disagree to 5=strongly 
agree). 
Data collection lasted two weeks. Out of the 1,286 people completed the online survey (response 
rate=42.9%); 45% were female. Respondents’ average age was 36.7 years (standard deviation=12.49, 
ranging 11-81 years). 
 
 Constructs Mean (SD) 1 2 3 4 
1 Fear of financial losses 3.37 (.98)     
2 Fear of reputational damage 2.99 (1.1) .70** (.49)    
3 Online trust 3.02 (.76) -.53** (.28) -.32** (.10)   
4 Online purchase intention 4.27 (.87) -.30** (.09) -.24** (.06) .29** (.08)  

Table 1. Sample descriptive and correlations of cluster input variables (**p<.001; 
SD=standard deviation. Squared construct correlations are in parentheses). 

3.2 Reliability and validity assessments  
To assess the reliability and validity of the four input variables (fear of financial losses, fear of reputa-
tional damage, online trust, and online purchase intention), a confirmatory factor analysis (CFA) 
measurement model was assessed using AMOS-20. The model fit was sound: with a chi-square divid-
ed by degrees of freedom [χ2/d.f.] =3.35, a root mean square error of approximation [RMSEA] =.043, 
a standardized root mean square residual [SRMR] =.026, comparative fit index [CFI] =.99, and a 
goodness-of-fit index [GFI] =.96. 
Next, the internal consistency of the four factors was assessed. Cronbach’s alpha (α), and composite 
reliability (CR) for all factors exceeded .70 (Bagozzi and Yi, 1988; Gefen et al., 2000): fear of finan-
cial losses (α=.95, CR=.95), fear of reputational damage (α=.95, CR=.95), online trust (α=.86, 
CR=.86), and online purchase intention (α=.85, CR=.86). All factor loadings were significant at p < 
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.001 and loaded on their respective constructs (see Table 2). The correlations and descriptive statistics 
for the four variables appear in Table 1. Regarding convergent validity, the average variance extracted 
(AVE) of all four constructs was greater than .60, exceeding the threshold of .50 (Fornell and Larcker, 
1981). Meeting the requirement for discriminant validity, squared construct correlations (Table 1) 
were all lower than the AVEs (Table 2) for their respective factors. 
 

Construct Factor 
Loadings AVE/CR 

Fear of financial losses (taken from Hille et al., 2015)  .72/.95 

-I am afraid that somebody could steal my money while I am transferring my personal data online. .86  
-I am scared that a criminal could use my bank account number to do online shopping in my name. .90  
-I am scared that a criminal could use my credit card account number to do online shopping in my name. .79  
-I am frightened that somebody could do online shopping at my expense. .88  
-I am worried about an unauthorized person making online purchases using my personal data. .90  
-I am scared that when I have to give my credit card number to shop online that it could be misused. .80  
-I am scared that when I have to give my bank account number to shop online that it could be misused.  .81  
-The thought that a stranger could gain access to my customer’s account at an online store by using my 
personal data frightens me. 

.82  

Fear of reputational damage (taken from Hille et al., 2015)  .85/.95 

-I am frightened of somebody using my personal data on the Internet in order to run me down. .88  
-I am very worried that the unauthorized use of my personal data online could damage my reputation. .95  
-I am worried about my reputation being damaged due to the illegal use of my personal data online. .94  
Online trust (adapted from McKnight et al., 2002)  .61/.86 

-The Internet has enough safeguards to make me feel comfortable using it to transact personal business. .84  
-I feel assured that legal and technological structures adequately protect me from problems on the Internet. .74  
-I feel confident that encryption and other technological advances on the Internet make it safe for me to do 
business there. 

.74  

-In general, the Internet is now a robust and safe environment in which to transact business. .80  
Online purchase intention (adapted from Salisbury et al., 2001)  .68/.86 

-I would use the Internet for purchasing a product. .70  
-Using the Internet for purchasing a product is something I would do. .86  
-I could see myself using the Internet to buy a product. .90  

Table 2. Primary cluster variables (All factor loadings significant (p<.001); CR=composite 
reliability; AVE=average variance extracted). 

3.3 Identifying FOIT-prone consumer segments 
The composite items for each respective factor were averaged to operationalize the two FOIT dimen-
sions, online trust, and online purchase intention. We used the respective mean values as primary input 
variables for clustering. Distances between the clusters were calculated with the Euclidean distance 
measure and aggregated clusters using Ward’s procedure. The dendogram and the elbow criterion 
were scrutinized to ascertain the optimal number of clusters (Mooi and Sarstedt, 2011). Thresholds 
existed at three, four, and five clusters, respectively. In order to decide on the appropriateness of each 
of these three alternative solutions, we conducted a multiple discriminant analysis for each. The hit 
rate, or proportion of customers correctly classified was highest for the four-cluster solution, whereas 
the hit rate was lower for the three- and five-cluster solutions. Thus, the four-cluster solution was 
deemed the most suitable representation of FOIT segments. 
Following a two-step clustering procedure (e.g., Ganesh et al., 2010; Punj and Stewart, 1983), we con-
ducted a k-means analysis (partitioning method) next, incorporating these four primary variables. K-
means analysis is one of the most used clustering methods in segmentation research (Wedel and Kam-
akura, 2012) that suits large data sets (Anil et al., 1997) and results in clusters that are considered more 
homogenous than those attained from hierarchical clustering (Furrer et al., 2000). To test whether the 
mean values differed between the four clusters, one-way analyses of variance (ANOVA, followed by a 
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Scheffé post-hoc-test using 95% confidence intervals) were conducted across all primary (the two 
FOIT dimensions, online trust, and online purchase intention) and secondary (i.e., UA, online shop-
ping experience, and age) cluster variables. To examine differences with regard to gender and educa-
tion a chi-square analysis was performed. Results revealed significant differences between all combi-
nations of clusters (see Table 3) for all save one case of a primary input variable (i.e., online purchase 
intention, where the difference was not significant between clusters 1 and 3). After assessing the clus-
ters, they were defined and labelled. The four segments are also profiled using the secondary segmen-
tation variables (see Table 3). Because significant differences did not emerge on age, this demographic 
is not detailed in the ensuing paragraphs. To test differences on the secondary cluster variables gender 
and education based on the four clusters, chi-square analysis was conducted. To determine the effect 
size, Cramer’s V is calculated. The results of the chi-square test revealed significant differences in 
gender [χ2=17.56 (d.f.=3), p<.001; Cramer’s V=.11, p<.001] and education [χ2=43.06 (d.f.=18), 
p<.001, Cramer’s V=.11, p<.001] between the four clusters. 
 

 Cluster 1, 
Less fearful 

shoppers 

Cluster 2, 
Strong fear but 

ignoring shoppers 

Cluster 3, 
Fearless 
shoppers 

Cluster 4, 
Fearful shoppers 

Cluster results n=428 n=317 n=308 n=233 
Fear of financial losses 3.37a 4.29b 2.10c 3.79d 

Fear of reputational damage 2.84a 4.30b 1.98c 3.44d 

Online trust 2.96a 2.78b 3.65c 2.62d 

Online purchase intention 4.61a 4.46b 4.71a,c 2.78d 

Profiling clusters      
Uncertainty avoidance (SD) 2.62 (.76)a,b 2.48 (.79)a  2.76 (.82)b 2.62 (.79)a,b 
Online shopping experience (SD) 1.84 (.81)a 1.97 (.73)a 1.62 (.76)b 2.07 (.90)a 
Age (Mean (SD)) 36.41 (12.08)a 37.22 (11.91)a 36.69 (12.16)a 36.41 (14.3)a 
Gender     

Male (%) 236 (55.1) 157 (49.5) 198 (64.3) 115 (49.4) 
Female (%) 192 (44.9) 160 (50.5) 110 (35.7) 118 (50.6) 

Education     
Still at school (%) 1 (.2) 4 (1.3) 3 (1.0) 2 (.9) 
Secondary school (%) 12 (2.8) 20 (6.3) 10 (3.2) 14 (6.0) 
O-levels (%) 55 (12.9) 59 (18.6) 30 (9.7) 48 (20.6) 
Advanced technical college certificate (%) 31 (7.2) 22 (6.9) 15 (4.9) 14 (6.0) 
High school (%) 98 (22.9) 59 (18.6) 78 (25.3) 54 (23.3) 
Apprenticeship (%) 77 (18.0) 59 (18.6) 58 (18.8) 47 (20.2) 
University degree (%) 146 (34.1) 80 (25.2) 102 (33.1) 48 (20.6) 
Not indicated (%) 8 (1.9) 14 (4.4) 12 (3.9) 6 (2.6) 

Note: For variables fear of financial losses, fear of reputational damage, online trust, online purchase intention, uncertainty avoidance, 
online shopping experience, age, mean values with the same superscript are not significantly (p<.05) different from each other (based on 
ANOVA and Scheffé post-hoc-test); Chi-square tests were applied to variables gender and education; SD=standard deviation. 

Table 3. Results of cluster analysis. 
 
Cluster 1 was the largest segment of the four clusters and labelled less fearful shoppers (n=428). In 
this cluster, customers scored moderately on the two FOIT dimensions; lower than clusters 2 and 4, 
but higher than cluster 3. It is notable that this is the only segment in which scores of fear of financial 
losses and fear of reputational damage were substantially different from each other (mean difference 
of .53), whereas mean scores of FOIT dimensions were closer to each other in the other segments. The 
online trust score was moderate and second highest of all clusters; the online purchase intention score 
was the second highest after cluster 3. Regarding the profiling variables, consumers’ level of UA was 
moderate. Members of this cluster considered themselves as not very experienced with online shop-
ping. Fifty-five percent of the consumers in this segment are male; members of this cluster are also 
better educated than their counterparts in segments 2 and 4. 
Cluster 2 was the second largest segment. It was labelled strong fear but ignoring shoppers (n=317), 
on account of the finding that segment members reported high online purchase intention notwithstand-
ing elevated levels of fear. Indeed, consumers in this segment scored the highest on both FOIT dimen-
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sions among the four clusters. Relative to cluster 1, online trust and online purchase intention mean 
values were slightly lower, but similar to cluster 1, this segment’s mean UA was moderate—and sig-
nificantly lower than that for cluster 3 consumers. Moreover, members of this cluster were not excep-
tionally experienced with online shopping, although they were noticeably higher in this regard than 
those in cluster 3. Almost half (49.5%) of the group members were male. This segment contained 
about the same percentage of males and females as the fearful shoppers segment but members were 
less educated than members of segments 1 and 3. 
Cluster 3, labelled fearless shoppers, was the third largest segment (n=308). Relative to the other clus-
ters, this segment had the lowest scores on both FOIT dimensions and accordingly, the highest scores 
on both online trust and online purchase intention. Members of this segment scored moderately on 
UA, although significantly higher than their counterparts in cluster 2. Additionally, consumers of this 
segment reported the lowest levels of experience with online shopping; further intimating that FOIT 
concomitantly increases (rather than decreases) with online purchasing experience; FOIT and purchas-
ing experience correlate at a significant level (r=-.18, p<.001). This segment contained the most dis-
proportionate number of males (64%) versus the other three clusters. Cluster members also appeared 
to have higher levels of education. 
Customers of cluster 4, labelled fearful shoppers, formed the smallest segment (n=233). Members of 
this cluster scored significantly higher on both FOIT dimensions than those in clusters 1 and 3, albeit 
lower than their counterparts in cluster 2. Moreover, they reported the lowest scores on both online 
trust and purchase intention. Regarding the profiling variables, similar to segment 1, members had 
moderate UA levels. Additionally, compared to cluster three, members of this segment reported con-
siderably higher levels of online shopping experience, although they did not significantly differ on this 
aspect from segments 1 and 2. About half this segment was female Fearful shoppers had the lowest 
formal education levels amongst all four clusters (i.e., highest percentage of O-level degrees and 
smallest percentage of university degrees) (see Table 3). 

4 Discussion 
The objective of this study was to identify different consumer segments based on FOIT, alongside two 
variables conventionally employed to segment IS consumers, online trust and online purchase inten-
tions. First, we demonstrated the usefulness of FOIT (together with online trust and purchase inten-
tion) to identify distinct target group segments. Second, we explored differences between the FOIT 
segments along relevant secondary variables (i.e., UA, online shopping experience, and key demo-
graphic indicators) to demonstrate their practical use. The associated empirical findings have both 
managerial and theoretical implications. 

4.1 Managerial implications 
Understanding consumers’ FOIT is crucial for ensuring long-term business success in the rapidly de-
veloping e-commerce realm. Indeed, our research shows that FOIT is associated with online trust as 
well as online purchase intentions. This implies that FOIT-prone customers would avoid online shops 
that are not perceived as trustworthy. Clearly, such avoidance behavior should be a concern to e-
businesses because it can hurt the bottom line. 
The cluster analysis revealed four different FOIT-prone consumer segments, namely less fearful shop-
pers, strong fear but ignoring shoppers, fearless shoppers and fearful shoppers. Specifically, we found 
that only 24% of consumers—the fearless shoppers—had relatively low scores on FOIT, and high 
scores on online trust accompanied with the highest scores regarding online purchase intention. The 
remaining 76% of respondents of the sample had moderate to high mean FOIT levels. Of these, the 
fearful shoppers, representing 18% of the sample, had the highest levels of FOIT, along with the low-
est levels of online trust and online purchase intention. Overall, the results suggest that FOIT is a real 
problem, given that the bulk of our sample of online shoppers reported experiencing it. E-commerce 
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managers should differentially target the four delineated market segments. For example, customers 
who belong to the fearful shoppers segment could be navigated through customized websites that will 
pay particular attention to addressing fearful consumers’ needs by integrating comprehensive trust de-
signs. Transferring personal and financial data online also depends partly on the trust in a specific 
online vendor (McCole et al., 2010). Specifically, different drivers of trust exist depending on the 
website category and the consumer (Bart et al., 2005). One effective way of building consumer trust in 
the online environment is by using appropriate trust seals (McKnight et al., 2002), to provide reassur-
ance to customers and thus, reduce FOIT. Moreover, security policies can be implemented that can be 
publicized to customers when buying online, as a means of lowering customers’ FOIT (James, 2010). 
For targeting the fearful shoppers (cluster 4), the strong fear but ignoring shoppers (cluster 2) as well 
the less fearful shoppers (cluster 1), e-commerce managers should consider customers’ relative levels 
of education when devising interventions to the online interface. This includes the sequencing and ex-
plicitness (e.g., trust seals and security promises prominently displayed on merchant’s home page), as 
well as the type of language employed when presenting information on merchant websites, clearly de-
tailing the risks of online identity theft, the types of measures the specific online retailer is taking to 
protect consumers, and to what extent consumers can protect themselves (e.g., fire walls). 

4.2 Research implications and limitations 
The outcome of the current study revealed four significantly distinct groups of consumers whose FOIT 
level is assessed by the FOIT scale. The FOIT dimensions, alongside online trust and online purchase 
intention, serve as a potential basis for market segmentation, given the finding of significant differ-
ences between the distinctive FOIT dimensions, online trust and online purchase intention among sev-
eral clusters. To our knowledge, this study is the first attempt to segment online consumers based on 
the negative emotion FOIT. In future research, it would be important to ascertain whether these four 
segments could be extracted in other online shopping contexts such as in clothing, consumer electron-
ics or finance/banking. It is possible that the evaluation and interrelationships of the four variables dif-
fer for consumers when considering different online contexts (e.g., fear of reputation vs. financial loss 
looming larger, depending on the circumstances and situational risks/vulnerabilities). Moreover, it 
would be also worthwhile examining whether these clusters could be replicated in other countries. 
Without further validation of the clustering solution, the findings reported herein can lead to mislead-
ing and unwarranted conclusions. In future studies, the results of a cluster analysis should also be vali-
dated across two independent samples from the same population to offer some judgment on the relia-
bility and stability of the findings. 
The current research provides the empirical grounding for subsequent studies to explore additional 
variables to further profile these four segments. We used UA, online shopping experience, age, gen-
der, and education as profiling variables. However, UA only differs significantly when comparing 
clusters 2 and 3 but not among the other clusters. This may be due to the cultural context; mainstream 
German society ranks relatively high on UA (Hofstede, 2014), which might account for the truncated 
range on the individual-level measures for this construct (see Table 3). Thus, the usefulness of UA (as 
well as other aspects associated with individual risk aversion) as profiling variable should be tested in 
future studies when surveying consumers from different cultures. Furthermore, income should be con-
sidered as profiling variable in future research as higher income results in additional privacy concerns 
(Graeff and Harmon, 2002) and therefore income level may affect consumers’ fear of financial losses 
level as well.  
Other context limitations of the present study should be addressed in future studies. The online music 
business is a highly prominent e-commerce sector—justifying its employment in this research—yet 
the results may not generalize to other e-commerce sectors. Second, not all panel members took part in 
the study. Third, the data was collected in Germany. The cluster analysis results lack cross-cultural 
validation. Fourth, the data is not longitudinal. Thus, it cannot provide a definitive account to explain 
the migration of consumers across clusters. 
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