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Abstract 
Information security policy effectiveness relies on how well an individual employee can follow the 
specified instruction described in security policies. The actual taking place of such compliance behavior is 
determined by individuals’ willingness and capability of performing such behavior. In this study, we used 
psychological ownership to represent the driver of willingness and self-efficacy to represent individuals’ 
capability belief. In addition to understanding the impacts of these two variables on compliance behavior, 
we also explore their antecedents. Data collected from 234 employees in organizations with specific 
security policies were used to examine the proposed hypotheses. We confirmed the positive impact of self-
efficacy but, surprisingly, found the negative impact of psychological ownership. Such a result generates 
some interesting implications for researchers and practitioners. 

Keywords: Information security policy compliance, Psychological ownership, Self-efficacy. 

 
  



1 INTRODUCTION 

In addition to strengthening infrastructure, organizations should also construct effective policies to 
advance secure information within an organization. The effectiveness of information security policies 
relies on how well individual employees comply with requirements and perform desired behaviors (e.g. 
Boss et al. 2009; Chan et al. 2005; D'Arcy et al. 2009; Ifinedo 2012; Lee et al. 2004; Vance et al. 2012). 
Researchers have adopted different theories to explore potential antecedents of compliance behavior, such 
ad deterrence theory, protection motivation theory, and control theory(D'Arcy et al. 2009). Deterrence 
theory points out that knowing the severity and certainty of punishment drive individuals to perform 
desired behavior. Protection motivation theory argues that sensing the threat and knowing individuals own 
capability in reacting to such threat determining individuals’ intention to perform protection behavior 
(Herath & Rao 2009a). In addition, control theory further suggests that compliance behaviors can be 
promoted by both formally through security policy and informally through personal attachment to the 
environment (Hsu et al. 2015).  

Researchers and practitioners have spent a significant amount of effort in understanding how to strengthen 
individual employees’ motivation to comply with security policies. Organization theory has pointed out 
that individual tend to take certain behaviors to protect the organization when they sense an ownership 
toward the organization. Psychological ownership, a concept that individual sense ownership toward a 
particular target, is also associated with behavior or job performance (Van Dyne & Pierce 2004). 
Individuals tend to develop commitment toward organization when they sense ownership toward the 
organization. As an outcome, desired behaviors are more likely to be observed when individuals have a 
strong commitment. It is, therefore, interesting to know whether individuals’ sense of ownership toward 
information drive them to take actions to protect the information. Specifically, whether individual 
employees tend to comply with security policies when they believe that the own the information. In 
addition, if psychological is a major driver of compliance behavior, how to promote psychological 
ownership is, therefore, an interesting question as well. However, a lack of related systematic research on 
the impact of psychological ownership leaves this questions unanswered.  

Therefore, the purpose of this study is to understand the impact of individuals’ psychological ownership 
toward information on compliance behavior. Furthermore, given that motivation and capability are critical 
drivers of behavior, we also take self-efficacy into consideration. Self-efficacy is often used as manifest as 
competence or belief toward competence. In addition to understanding the impact of psychological 
ownership and self-efficacy on compliance behavior. We also attempt to understand the ways to enhance 
psychological ownership and improve self-efficacy. By answering these questions, this study contributes 
to information security research by showing that compliance behavior is also a function of individuals’ 
psychological ownership. This study also provides guidance for practitioners to follow.  

2 LITERATURE REVIEW AND HYPOTHESES DEVELOPMENT 

2.1 Compliance behavior 

Compliance is required and expected behavior performed by individual employees. Since this is the basis 
for security behaviors, significant efforts have bene entered to understand the drivers of such behavior. 
Theories adopted to explain the taking place of such behavior include deterrence theory, protection 
motivation theory, agent theory, the theory of planned behaviors, the theory of reasoned action, or the 
combinations of the above theories. Deterrence theory based study (e.g. Chen et al. 2012) examined the 
impact of certainty and severity of reward and punishment on individuals’ willingness to comply with 
security policies. While reward and punishment can be tangible, it may be in an intangible form, such as 



social pressure (Herath & Rao 2009a). In addition to external drivers, intrinsic motivation also plays a 
critical role in driving individuals to comply with such behavior (Son 2011). Some researchers (e.g. 
Bulgurcu et al. 2010; Hu et al. 2012) investigate into compliance behaviors from a theory of planned 
behavior perspective. The results mainly align with original theory that compliance behavior is a function 
of attitude, subjective norm, and perceived behavioral control. Another research stream adopted protection 
motivation theory to explore drivers of compliance behavior (e.g. Siponen et al. 2014; Siponen et al. 2006). 
According to protection motivation theory, the motivation of complying with information security to 
protect information is high when threat appraisal is high (e.g. individuals find the threats to be severe and 
the system is vulnerable) and when coping appraisal is high (e.g. individual are confident toward their 
capability in performing such behavior and are believe that taking those behaviors can actually secure 
information). One recent stream is to study the antecedents from the control perspective. In addition to 
traditional formal control approach (Boss et al. 2009), the importance of informal control has also been 
emphasized (Hsu et al. 2015). 

2.2 Psychological ownership 

Psychological ownership is defined as a state in which individuals feel as though the target of ownership 
(or a piece of that target) is theirs (i.e., it is ‘MINE’)” (Pierce et al. 2003 p.86). Human beings develop the 
sense of possession toward tangible or intangible targets. Such a sense of possession has affective, 
behavioral, and emotional consequences. When one develops psychological ownership toward on object, 
he/she sense a connection between him/herself toward the target. Individuals develop psychological 
ownership because of the needs to have a place, strengthen self-identity, and build confidence.  Different 
from physical ownership which represents individuals actually possess the target from a legal perspective. 

There are three routes lead to psychological ownership. First, controlling the target route means 
individuals tend to believe that they possess the target if they have the right to determine the place, the use, 
or who can access the target. In an organization, individuals develop ownership toward the organization 
when they believe they can control the organization through participating in the decision-making process. 
Second, investing the self into the target refers to the condition that individuals spend a significant amount 
of time and efforts on creating or maintaining the target. In an organization, when one spends a significant 
amount of time or effort on creating a target (e.g. information system), it is very likely for him or her to 
develop ownership of the information system. Third, knowing the target intimately indicates that 
individuals tend to develop ownership when they are very familiar with the target. For example, as the 
tenure increase, individuals tend to believe that they are not only employee of the organization. Instead, 
they are integrated with the organization and, therefore, they own the organization. 

Past studies have classified psychological ownership into organization-based and job-based two types. 
Organization-based psychological ownership refers to employee’s feelings of possession of organization 
and, on the other hand, job-based psychological ownership refers to individuals’ psychological connect to 
their specific jobs or roles. These two foci positively correlate with each other, and job-based 
psychological ownership is an antecedent of organization-based psychological ownership. Job-related 
experiences, in general, affect perceptions of organization. While most studies focus on organization-
based psychological ownership, several studies pay especially attention on job-based psychological 
ownership. Some researchers include both types of ownership in one study (e.g. Pierce et al. 2004).  

In addition to job and organization, researchers have studies several foci of psychological ownership, such 
as idea and role. In IS area, the concept of psychological ownership toward information has been proposed 
to understand whether it affects one’s perception of the threats and coping resources toward external 
security threats (Boss et al. 2015). However, there is no attempt has been made to understand whether the 
behavior of individual employee associates with psychological ownership toward information. 



2.3 Self-efficacy 

Self-efficacy is the strength of one’s belief in his/her own ability to complete task (Bandura 1977). As a 
component of social cognition theory, it represents a concept that Individuals’ behavior is affected by their 
self-evaluation (Bandura 1986). Individuals with strong self-evaluation tend to believe the possibility to 
reach the defined goal is high. As an outcome, they are willing to put more effort into achieving such goal. 
Even though this theory originated from learning-related research, it has been widely adopted in different 
areas.  

In information systems area, computer self-efficacy has been broadly studied (e.g. Compeau & Higgins 
1995). As the increase of security research, the importance of self-efficacy in information security has 
been highlighted. For example, Rhee et al. (2009) proposed that self-efficacy in information security lead 
to protection –related behaviors. Since individual employee’s compliance with information security 
policies is critical to the success of information security policies, it is, therefore, important to understand 
the extent to which employees are confidence toward performing such behavior. Self-efficacy to perform 
security-related behaviors is defined as an employee’s judgment of personal skills, knowledge, or 
competency about fulfilling the requirements of the ISP (Bulgurcu et al. 2010). In this study, we examine 
its impact on compliance behavior and also explore its antecedents.  

2.4 Hypotheses development 

Psychological ownership has been shown to have a positive impact on personal behavior or performance 
(Pierce et al. 2003). This impact may be directly or indirectly through increasing individuals’ commitment 
toward the organization. Employees with a strong commitment toward the organization are more likely to 
spend time and effort on desired activities. Psychological ownership of information refers to the extent to 
which individuals believe that information related to their tasks is theirs.  Individuals, therefore, have a 
higher motivation to protect information security in the organizations (Shih & Liou, 2015). Therefore, it is 
expected that psychological ownership has a positive impact on compliance behaviors.   

H1: Psychological ownership has a positive impact on compliance behavior 

Self-efficacy is one’s belief in his/her ability to succeed in performing one behavior (Bandura 1977). 
Originated from social cognition theory, the concept of self-efficacy has been applied in many areas to 
understand the drivers of certain behaviors. This concept is also often integrated with other theories. For 
example, self-efficacy is often used to represent the level perceived behavioral control in studies based on 
the theory of planned behavior. Researchers, in general, argue a positive relationship between self-efficacy 
and behavior or its intention. Higher self-efficacy represents a higher level of beliefs on performing the 
action. In our study, target behaviors are those specified in information security policies. While some of 
those behaviors are complicated and need certain skills, the taking place of those behaviors is contingent 
on other factors. For example, one is more likely comply with information security and perform those 
behaviors when their efficacy toward performing those behaviors is high. Empirical studies also point out 
that self-efficacy is critical for security-related behaviors (Bulgurcu et al. 2010; Rhee et al. 2009). 
Therefore, we proposed the following. 

H2: Self-efficacy has a positive impact on compliance behavior 

In addition to hypothesizing the impact of self-efficacy on psychological ownership, we also attempt to 
understand their antecedents. For psychological ownership, by following the routes concept proposed by 
Pierce et al. (Pierce et al. 2001), we suggest three antecedents. Psychological ownership toward 
information is high when individuals can control information, when they invest a significant amount of 
time and effort in creating or working with the information, and when they are very familiar with the 
information. First, being able to control the information means that individuals can determine the ways to 



use the information, the places to store the information, or the individuals who can access the information. 
It is reasonable that individuals tend to believe that they have the information under such condition. 
Second, when individuals spend time or effort on creating the information or maintaining the information, 
they tend to believe that the information is theirs. Third, as indicated by Pierce et al. (2001), psychological 
ownership develops as one’s familiarity toward the object increases. We argue that this also applies to our 
research context. It is easier for individuals to form ownership or believe that they own the information 
when they are more familiar with the content of information, the reason to have that information, or the 
history of the information. Therefore, we proposed the followings. 

H3: Control right has a positive impact on psychological ownership 

H4: Investing self has a positive impact on psychological ownership 

H5: Knowledge has a positive impact on psychological ownership 

On the other hand, for self-efficacy, we proposed that having IT and security educational background, 
receiving relevant training from internal or external, and experiencing security threats before increase 
one’s efficacy in complying with behaviors listed in the security policies. First, education background 
provides individuals with sufficient knowledge of information technologies and how to secure information 
(Dodge Jr et al. 2007). It is reasonable that people with information technologies related educational 
background are more familiar with the structure of hardware and software. They have relatively more 
knowledge about potential threats from external (e.g. the types of virus and how they attack) and are more 
familiar with the way to prevent those attacks. Since those also listed in the security policies, as a result, 
they are more confident that they can perform those behaviors required by security policies. 

Second, to assure employees can follow information security policies, organizations, in general, provide 
training to individuals who access to hardware and software (Parle et al. 1997). Employers can provide 
training through workshops, face-to-face training programs, or online training programs. Training allows 
individuals to understand potential threats from internal and external, be better aware of the content of 
security policies, know what conducts to avoid or to perform, and learn how to protect information 
(Herath & Rao 2009b). The above activities allow individuals to be more confident of their capabilities in 
dealing with information security issues. 

Lastly, experiences also provide a basis for individuals to understand what must be done to avoid potential 
threats. Experiences with information leaking, virus attack, or other types of attack give individuals a 
sense of how severe it would be and how vulnerable current information system can be. In addition, 
experiences in facing such conditions also allow individuals to know what might have to be done to avoid 
similar experiences. Therefore, we hypothesize the followings.    

H6: Training has a positive impact on self-efficacy 

H7: Background has a positive impact on self-efficacy 

H8: Experience has a positive impact on self-efficacy  

3 RESEARCH METHOD 

The research model of this study is shown in Figure 1. To verify this research model, we are planning to 
conduct a survey research. All items to capture concepts of each construct were adopted from literature. 
Through validating the proposed hypotheses, this study contributes to security studies in this area by 
showing the impact of psychological ownership on compliance behavior. In addition, we also identify 
possible antecedents to develop psychological ownership. Based on our research, researchers can further 
explore the impact of different targets or foci of psychological ownership and practitioners may have a 
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Table 1. Demographic information 

 
Variables Mean Std.  

Dev. 
AVE CR CO SI KN TR BG EX SE PO CB 

Control 3.41 0.85 0.74 0.92 0.86         
Self-investment 3.39 0.81 0.73 0.92 0.48 0.85        
Knowledge 3.72 0.70 0.81 0.94 0.38 0.44 0.9       
Training 3.22 0.91 0.84 0.94 0.20 0.18 0.25 0.91      
Background 2.93 0.98 0.82 0.93 0.23 0.35 0.33 0.54 0.91     
Experience 2.83 0.93 0.58 0.80 0.06 0.08 0.06 0.08 0.17 0.76    
Self-efficacy 3.88 0.56 0.66 0.94 0.18 0.22 0.36 0.39 0.45 -0.12 0.81   
Psychological 
ownership 

2.84 0.97 0.80 0.85 0.50 0.25 0.16 0.18 0.25 0.17 0.15 0.89  

Compliance 
behavior 

4.19 0.59 0.91 0.97 0.09 0.10 0.29 0.23 0.16 -0.10 0.46 -0.12 0.95

Table 2. Descriptive analysis and correlation matrix 

5 CONSTRUCT AND MEASUREMENT 

For security compliance intention, a total of 3 items adapted from Williams and Anderson (1991) were 
used to measure the extent to which individuals tend to perform behaviors specified in security policy. For 
self-efficacy, three items adapted from Rhee et al. (2009) were used to capture the extent to which 
individuals have confidence in performing behaviors specified in security policies. For the antecedents of 
self-efficacy, several items adopted from Rhee et al. (2009) were used to capture the extent to which 
individuals have security related background, have related experience, and received training from 
organizations. For Psychological ownership, a total of 4 items were adapted from Van Dyne and Pierce 
(2004) were used to capture the extent to which individuals believe that they possess the information 
related to their works. For antecedents, items adopted from Buchem (2012) were used to capture the 
extent to which individuals can control the information, invest time and effort in the information, and have 
sufficient understanding toward the information. As shown in Table 2, those items used to measure used 
constructs meet minimum reliability and validity requirements.  

5.1 Hypotheses testing and discussion 

PLS was used to verify the proposed hypotheses. As shown in Figure 2, even though the impact of both 
psychological ownership and self-efficacy were found to be significant, only self-efficacy aligns with the 
proposed direction. Therefore, H2 is supported but H1. Psychological ownership and self-efficacy explain 
28 percent variance of compliance behavior. For the antecedents of psychological ownership, the impact 
of control is positive and significant. However, investment and knowledge have limited effects on 
psychological ownership only. The result only supports H3. Also, three antecedents explain 26 percent 
variance of psychological ownership. For self-efficacy, while all precursors were found to be significant, 
the negative impact of experience indicates a conflict with our hypothesis. Therefore, the test results only 
support H6 and H7. Furthermore, the three proposed antecedents explain 27 percent variance of self-
efficacy. 
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averaged score of psychological ownership indicates that employees, in general, do not believe that they 
own the information related to their work.   

For two links with a direction different from our initial expectation, the result is even more interesting. 
First, we expect that individuals tend to have higher confidence in dealing with information security if 
they have experiences with information leaking, virus attack, or other information security issues. 
However, our study reaches an opposite conclusion. Having related experiences (countering security 
threats or problems before) is associated with self-efficacy negatively. However, this result is not 
unreasonable. People who have experience with information security issue may find that information leak 
or virus attack still happen even they have tried very hard to prevent it. Since information leak still happen 
after those individuals take some actions to protect information, people suffer from security problems tend 
to believe that they may not be able to perform security policy behaviors correctly or may have done 
something wrong in the process. Such perception reduces their confidence toward adequately performing 
correct security practices. As an outcome, low efficacy is then observed.  

Psychological ownership also shows a negative impact on compliance behavior. One plausible explanation 
is that individuals’ psychological ownership toward information leads them to believe that they can use 
the information the way they want, including bring the data home, save it in any places they want, or 
change the content without permission from others. However, security policies in general limit individuals’ 
access, use, and storage of the data. Following security policies precisely implies that individuals must 
give up their control of information or data. In general, following steps specified in the policies increase 
the level inconvenience. Doing so also reduces the extent to which employees can control data. As an 
outcome, their willingness to comply with the security policies is then low. Therefore, a negative 
relationship between psychological ownership is then observed.  

7 CONCLUSION 

In this study, we focused on understanding how one’s compliance behavior is affected by individuals’ 
psychological ownership toward information and efficacy toward performing practices demanded by 
security policies. Besides, we also attempt to explore potential antecedents of psychological ownership 
and self-efficacy. Data collected from 234 information systems users shows some results contradicted to 
our initial expectations.  

This result contributes to both psychological ownership and information security literature in the 
following ways. First, we show that psychological ownership may not always have a positive impact on 
desired behavior. The surprising result implies that foci of psychological ownership are critical. While 
past studies largely focus on organization-based and/ or job-based psychological ownership, we shifted the 
focus to information-based psychological ownership and found that information-based psychological 
ownership has no impact on organization-based behaviors. However, compliance behavior is one type of 
in-role behavior and may be strongly driven by job-baed or organization-based psychological ownership. 
We, therefore, encourage future research to take both organization-based psychological ownership and 
information-based psychological ownership into consideration at the same time to further clarify the 
impacts of different levels of psychological ownership.  

Second, for information security literature, we drew one interesting conclusion that having security related 
experience does not give individuals more competence toward reacting to similar situations. In fact, 
individuals may find themselves less confident after experiencing security leaking or virus attack. The 
result implies that people with such experience tend to believe that they cannot do things perfectly to 
prevent information leak. As an outcome, they have less confident toward performing behaviors related to 
information security. Future research may explore the potential ways to ease such problem.  
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