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Abstract

Cybersecurity threat is one of the major national security challenges confronting the United States,
making it imperative to achieve safe user security behavior on information systems. Safe user security
behavior hinges on the attitude of a computer user to accept the usage of Protective information
technologies (PIT), including security software. Past studies focused on user acceptance of PIT with
antecedents such as usefulness, capabilities, and self-efficacy but rarely addressed specific cybersecurity
skills needed to improve the user attitude and acceptance of security software use. The purpose of this
study is to examine what category of cybersecurity skills can improve the user acceptance of PIT. We
propose a theoretical model that examines the effect of cybersecurity computing skills, cybersecurity
initiative skills and cybersecurity action skills on user attitude and acceptance of PIT. This research
addresses the national cybersecurity threat and has both theoretical and practical implications.
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Introduction

Cybersecurity is one of the crucial functions to be considered when computers are involved.
Cybersecurity can be compromised using “negative technologies such as computer viruses, spyware, and
tools for breaking into systems and databases, which are designed to disrupt or harm their users.
Protective information technologies (henceforth PIT) are designed to deter, neutralize, disable, or
eliminate the negative technologies” (Dinev and Hu 2007:p387). Two out of top three security threats
coming from Spyware (55%) and virus/worm (49%), are classified under negative technologies (CompTIA
2009). Although cybersecurity is promised by securing computers and networks using a combination of
PIT such as firewalls, anti-virus software, anti-spyware software, the security can still succumb to human
failure (Rhee et al. 2009). Thompson (2005) highlighted reasons why malicious software such as spyware
can pose multiple threats to cybersecurity. Spyware harms computer performance by helping
unauthorized users gain access to a computer in order to disclose private information. Spyware’s primary
means of gaining access is through accidental or careless activation of a worm or virus from an e-mail or a
website download (Mattord and Whitman 2004). Also, a research analysis revealed that only 77% of the
computers have security software running (PC_Pitstop 2010). These examples imply that security posture
ultimately depends on end user attitude to promptly accept and use PIT such as security software. So, it is
required to maximize the benefits offered by PIT in order to mitigate risks in a forced environment.

Prior studies have examined a few factors to acceptance of PIT. The studied factors include self-
efficacy, perceived expense, perceived reliability (Yu et al. 2009), perceived ease of use, perceived
usefulness (Shropshire et al. 2015; Wang 2010; Davis and Venkatesh 2004; Szajna 1994), technology
awareness, controllability (Dinev & Hu 2007), cultural effects (Dinev et al. 2006, Dinev et al. 2009),
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perceived vulnerability, perceived severity, perceived benefits, perceived barrier, cues to action (Claar and
Johnson 2012; Claar et al. 2013). The most widely used contexts of PIT are anti-virus and anti-spyware.

As per technology acceptance model (henceforth TAM), the attitude towards the use of new
technology further predicts it’s user acceptance (Davis 1993). Consequently, it is imperative to understand
the enhancement of user attitudes towards acceptance and usage of PIT in addition to deploying PIT to
control and manage the ever-evolving cybersecurity threats (Dinev et al. 2009). There is a significant body
of research supporting computer skills as a predictor of technology acceptance and use (Eg: Compeau et
al. 1999). Extending this relationship to cybersecurity domain, cybersecurity skills (henceforth CS) can
predict user attitude and acceptance of security software. In this article we categorize CS into multiple
categories based on prior studies, with each category being either technical or non-technical.

The CS construct has not been categorized and examined as factors influencing user attitude and
acceptance of PIT. Hence, the purpose of this article is to examine what categories of CS can improve the
user attitude and acceptance of PIT. Accordingly, this article addresses two research questions: (1) Do
multiple categories of CS influence the attitude and user acceptance of PIT? (2) What categories of CS are
most needed by a computer user in order to improve the attitude and acceptance of PIT? Extending past
literature on multiple categories of skills to cybersecurity domain and incorporating TAM constructs of
attitude and acceptance, we present a research model and three associated propositions. This model can
be empirically tested in future using surveys completed by home computer users.

The remaining part of the article is organized in the following manner. First, we present literature
review on key concepts related to PIT, TAM, CS and its categories. Next, our research model is developed
in support of three propositions. Finally, we conclude with a conclusion and future research.

Literature Review

Protective Information Technologies

Cybersecurity can be compromised by negative technologies such as computer viruses, spyware,
and tools for breaking into systems and databases. Negative technologies harm the user’s information
stored on computers. “PIT are designed to deter, neutralize, disable, or eliminate the negative
technologies or to reduce the effectiveness of such negative technologies” (Dinev and Hu 2007:p387). A
few examples of PIT that ‘home users’ install and manage on their own systems include anti-spyware
tools, anti-virus software, and firewalls. Computer users make effective use of PIT with voluntary and
conscious involvement in safeguarding the computer against negative technologies by performing
independent tasks such as installing, running and updating PIT such as anti-virus (Dinev & Hu 2007).

Hu and Dinev (2005) show that user behavior towards using PIT such as anti-spyware software is
often determined by their motivation level in accurately performing the tasks offered by anti-spyware. The
annoying factor that prevented user’s motivation came from the fear of performing tasks on anti-spyware.
Hu et al. (2006) found that while users know that security is important, they still don’t view it as high
priority since they get busy with other tasks. On some computers, anti-virus software may be ‘turned off’
as a requirement to use certain heavy graphical processes and applications (Dinev & Hu 2007). Such
distinctive user attitudes towards using security software create a need to better understand the user
attitudes towards acceptance and usage of PIT.

Cybersecurity Skills

End user computing skills form the foundation of CS, since an appropriate level of end user
computing skill is needed to effectively learn and utilize the CS (Lerouge et al. 2005). End user computing
skill is defined as “user’s knowledge and ability to utilize computer hardware, software, and procedures to
design, develop, and maintain specific applications for task-related activities. This definition includes
skills related to the analysis of information requirements, evaluation of application features, and the
ability to improve or modify input and output forms/screens.” (Torkzadeh and Lee 2003:pg608).
Extending this definition to cybersecurity domain, CS can be defined as the knowledge and ability to
utilize security related features in specific applications such as anti-virus software. Studies show that user
behavior towards using anti-spyware software is often determined by their motivation level in accurately
performing the tasks offered by anti-spyware (Hu and Dinev (2005). This implies that computing skills
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which are technical in nature, while necessary to perform security tasks, is not sufficient to improve the
accuracy of performing security tasks. Hence we categorize the CS into both technical and non-technical
skills. Accordingly, the categories of CS include cybersecurity computing skills (CCS), cybersecurity
initiative skills (CIS) and cybersecurity action skills (CAS) (Choi et al. 2013).

Cybersecurity Computing Skills

CCS is defined as “the knowledge, experience and ability of users to use applications like antivirus
software to protect computers and information systems” (Choi et al. 2013:pg4). Lerouge et al. (2005)
studied the appropriateness of skill set of a systems analyst in order to effectively utilize and explore
technology. They found the relevance between each skill dimensions and the role played in utilizing that
skill. Extending to cybersecurity, we need relevant CCS in the form of technical security knowledge and
experience in order to effectively utilize new innovations and functions in cybersecurity offered by PIT.

Cybersecurity Initiative Skills

CIS is defined as “the knowledge, experience and ability needed to seek out and take advantage of
best security practices and security software like antivirus” (Choi et al. 2013:pg5). Rank et al., (2004)
argue that there are three psychological processes namely initiative, creativity and innovation, which are
required to achieve the desired outcome for any given role. Consistent to their argument, they define
personal initiative as a proactivity concept that makes an individual a self-starter and highly motivated to
put extra efforts at work irrespective of barriers. Larson (2000) takes a slightly different approach and
talks about initiative in quantitative terms of ability to focus on a challenging task over a period of time
from youth to adolescence. Dworkin et al., (2003) extends the initiative concept to skills acquired during
the growth process involved in transition from youth to adolescence, and defines initiative skill as the
capacity to spend effort and attention to achieve a challenging goal over time and to learn strategies for
emotional stability by setting specific goals and managing time effectively to achieve those goals within a
given timeframe. In cybersecurity context, we posit that CIS will self-motivate a computer user to
proactively use and extract the benefits of PIT irrespective of obstacles created by lack of technical skills.
CIS motivates a computer user to proactively make right decisions and seek out solutions to cyber threats.

Cybersecurity Action Skills

CAS is defined as “the ability, experience and knowledge to commit to objectives that meet
security compliance” (Choi et al. 2013:pg6). Korukonda (1992) reviewed an exhaustive background on
action skills in the context of managerial action skills where an action is something very practical in
nature and should be result oriented. In the context of cybersecurity, Choi (2013) provides some examples
of action such as managing security updates and antivirus software, or compliance with security policies
and procedures. We posit that users with CAS should be result-oriented by enforcing a solution to a
threat. Users with CAS will commit to making things work while using PIT. Users with CAS will adapt and
get familiar to a specific PIT so that the usage gets better on every subsequent usage. CAS is gained by
repeatedly performing the required steps on software, without actually knowing the technical details.

Research Model and Propositions

There is a whole body of literature that links computer skills to attitude and adoption of
technology. The ability to learn a skill is closely related to increasing a person’s efficiency and positive
behavior (Carruth et al. 2010). Compeau and Higgins (1995) stated that a user’s confidence in their
computer skills results in better computer use. Skills closely relate to individual reactions to technology
usage and adoption (Compeau et al. 1999). Skills are also shown to influence people’s experience and
attitude (Udo et al. 2010). Extending the same to CS, we derive three propositions that relate all three
categories of CS to the user attitude and acceptance towards using PIT.

Propositioni: Cybersecurity computing skill will have a significant positive effect on attitude
and acceptance towards using protective information technologies.

Proposition2: Cybersecurity tnitiative skill will have a significant positive effect on attitude and
acceptance towards using protective information technologies.

Proposition3: Cybersecurity action Skill will have a significant positive effect on attitude and
acceptance towards using protective information technologies.
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As per TAM, we posit that a right attitude for using PIT implies improvement in user acceptance
of PIT. So, a relationship between attitude and acceptance is not hypothesized in this article.

User acceptance is studied in different contexts of software such as internet banking (Wang et al.
2003), e-shopping (Shih 2003), Business Management (Hernandez 2008), and so on. In this article, we
are extending user acceptance to the ‘security’ software context. Figure-1 shows proposed research model.
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Figure -1 Research model

Conclusion

The purpose of this article is to examine the influence of multiple categories of CS on the user
acceptance of PIT. Using TAM as a theoretical lens, we present a model where CCS, CIS and CAS are
conceptualized as multiple categories of CS that influence the user acceptance of PIT. We present three
propositions which can be empirically explored using surveys in future research, to demonstrate the need
for categorization of CS, and that cybersecurity technical skills while necessary to perform security tasks,
is not sufficient to improve attitude towards user acceptance of PIT. Once empirically validated, the
research would suggest what categories of CS influence the user acceptance of PIT, thus opening up future
research avenues in those categories.
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