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ABSTRACT

In 2008 Gartner Group listed "Cloud-Computing (C@)"its Hype-Cycle (Gartner, 2008). Since thesesgdanterprises in
different industries discuss the utilization ofudiscomputing for their own benefit.

The banking industry traditionally is heavily dedent on information technology. Therefore, it candssumed that cloud-
computing could be of particular interesting fonksa This paper investigates the use of cloud-caimgun German banks
and the associated benefits and risks as senioagearent perceives them. Grounded in the TOE-Framketem expert

interviews with senior decision makers German bdréke been conducted to evaluate the decisiorriarjpeo and con cloud
computing.

Several factors influencing the cloud-computing isiea have been detected, amongst them the teamdaapporting
infrastructure, government regulations and secuaity compliance requirements. Furthermore the filshtenefits came up
as the most important perceived benefit and goventiregulation (esp. privacy/security regulatioas the most important
risks perceived by senior management.
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INTRODUCTION

The use of Information Technology (IT) in banksnisinly driven by increasing customer demand anithgisransaction
volume (Lamberti and Blger, 2009). As such, bamksiatensive users of IT (Berger, 2003) and consetiy, IT plays an
important role in the banking industry.

Many researchers report cloud-computing to be the hig-thing in IT (Sultan, 2010). If this is tlcsase it can be expected to
read more about the deployment of cloud solutionghie technology intensive banking industry. Howeveardly any
documented cases of CC use in German banks arsipedbto date. This brings up the question why bdagging behind on
this technical innovation? Therefore this resedrat been set up to get deeper insights into thisidegrocess which leads
towards the adoption (or non-adoption) of cloudse®s. We want to investigate the factors influegdhe cloud-computing
decision in German banks and to identify the rishd benefits of cloud-computing as perceived byntla@agers in charge of
the cloud-computing decision.

Therefore, two research questions will be assessed:

1) Which are the influential factors senior decision makers take into account when assessing the cloud-computing
option?

2) What are the benefits and risk, senior decision makers associate with cloud computing?

Ten interviews with senior experts in nine largerr@a&n banks have been conducted to investigate tmesiers. Expert
interviews have been used as research methodsegsptiovide more grounds for deeper investigatiomgared to a
guantitative survey. As cloud-computing is stillita infancy (specifically in large scale corporaeployment) a qualitative
approach seems the right choice subject in ordieletatify influential factors that have not yet bedetected.

The paper starts with a review of the literaturectoud-computing with a specific focus on the bagkindustry. This is
followed by an elaboration on the individual TOHEwmonents, followed by an explication of the reskamethod,
presentation of the results, limitations and cosiciu.

FUNDAMENTALS OF CLOUD-COMPUTING

Cloud-computing (CC) is a model for enabling ubiqus, convenient, on-demand network access to eedhgool of
configurable computing resources (e.g., hetworksyess, storage, applications, and services) thatbe rapidly provisioned
and released with minimal management effort or iserprovider interaction (Mell and Grance, 2011jisT definition
provided by the National Institute of Standards aedhnology (NIST) is widely accepted and servefoasdation for the
following research. It encapsulates six essentiatacteristics and three corresponding service mode

The six characteristics (see also Buyya, Broberg @oscinski, 2011; Josyula, Orr and Page, 2012] Eielal., 2011;
Rosenberg and Meteos, 2011; Terplan and Voigt, parkt

The on-demand self-service for provision and release of resources such agistme and network storage.

A broadband network access to use the capabilities over the network (e.grimét).

Resour ce pooling to serve multiple consumers using a multi-tenachigecture.

L ocation independence so the service can be accessed regardless oétlgeagphical base of the sutomer.

Rapid elasticity allowing the consumer to provision and releaseursses with the business needs.

Measured services allowing cloud-systems to automatically controtlaptimize resource use by using a metering
capability at an abstraction level (e.g., storggecessing, bandwidth and active user accounts).

oukrwnhE

The three service models (commonly referred tdhvasSPI-stack) are

1. Infrastructure-as-a-service (laaS),
2. Platform-as-a-service (PaaS), and,
3. Software-as-a-service (SaaS).

As the focus of this research is on the genasalof CC in the German banking industry it will na Histinguished between
the different service models.

THEORETICAL BASIS AND RESEARCH MODEL

The TOE-Framework of Tornatzky and Fleischer (199&)ves as foundation of this research. It analyzesinfluencing
factors regarding the implementation of innovatiorenterprises from three different perspectiveak@, 2012; Oliveira and
Martins, 2011):

The technological perspective describes the internal and extermdintdogies which are relevant to the firm. Thisludes
technologies that are already in use as well dnt#ogies that are available at the market ancdawently in use.
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The organizational perspective describes the characteristics andures® of the company. This includes the formal and
informal structure, communication processes, sizbeenterprise and the amount of slack resources.

The environmental context explains external factors. They influettike adoption decision of an IS-Innovation within a
company. This includes the industry structure, gowent regulations and the technology support &tfugture (e.g. the
technology-provider).

The generic TOE-Framework has been adapted tofgadlyi investigate the use of CC in banks. Therefthe factors of the
TOE-Framework have been extended with additionelofa grounded in theoretical consideration. TheEJEDamework
supports this approach because of its generic ctear@Zhu and Kraemer, 2005) which makes it welladle for qualitative
social research methods. The three adapted dimrenaia their respective constructs are explaingeifiollowing.

Technological perspective

With reference to information logisticavailability can be described as a result of a logistics-psyeesich provides the right
information, in the right quality, on the right ttmto a specific consumer (Hoog, 2005; Pfohl, 206®lating to the CC
paradigm, availability describes the cloud-compyitservices which are available on the market anet e banks quality
expectations. The quality of a CC-Service is thbjextive ratio between the result and the previpusfined benefit
(Stolpmann, 2007).

The characteristic of a cloud-service is defined by the ratio betwbenefits and risks of a technological innovati@ngu
and Tam, 1997).

Organizational perspective

Company size is a commonly used factor for the investigatiortexfhnological innovation in an organizational pexgive
(see Duan, Deng and Corbitt, 2010; Nebdal et 81,12 Wolf, 2010; Wolf, Beck and Koénig, 2012). Thee@an banking
market is largely fragmented: Out of the approf08, registered banks in Germany ~90% belong to&nge banking groups
(savings banks an cooperative banks). These baadiianally do not have own data centers but useesl data services
within the group. As such, the decision whetherugge CC-Service is not being made by a single bartktie whole
conglomerate. Therefore this research focusedrge ldanks which have the power and authority tadgeon the use of CC
for themselves. Consequently, company-size wasstigated in this research paper as a potentialénfting factor for the use
of CC in banks.

The relationship between the adoption of innovatibnan et al., 2010) and outsourcing (Nedbal et24111) as well as the
accompanying management support is a broad fiettisscfissionM anagement support is an important factor for successful
implementation (Gaulke, 2004; Kammerer, Amberg banlg, 2012). Also the decision for an implementajiooject is made
on the management level of an enterprise (Hugeni2&iP). Therefore, management support was usé&acas influencing
the adoption of CC in banks.

If a bank decides to use CC-Services the operdtienal has to implement these. For the impleméonathe innovation
readiness of a company plays an important rolesraitire indicates that the expertise of employeesthe technological
prerequisites are important for the adoption oé@hhological innovation within a company (Thong999Wolf, 2010; Zhu,
Xu and Dedrick, 2003). Wolf (2010) noticed that t@eid-Technology (which can be regarded as the stoceof CC)
competence extends the physical part by a humdarfatogether these describe the operational readinf a company for
the use of a technological innovation. In this eesk the organizational readiness to implement €&4&es is represented by
thecloud-computing competence construct.

The determinants of transaction costs (Williamst®81) are the frequency of the transaction, theiipigy of the asset to
transfer and the uncertainty of the transactionr{Sjand Stieglitz, 2004). Based on transaction t@ory it is assumed that
financial resources play an important role for the adoption of an imaiion (Zhu et al., 2003).

Environmental perspective

The externally induced influencing factors consistthe industry structure, the technology suppaoftastructure and the
government regulations.

The industry structure is composed of the divisions and the relationshipsveen enterprises in the same business sector
(Porter, 1980). Furthermore Porter defines an imgusss a combination of enterprises with similandarcts. In this research
the structure of the financial sector serves asnthestry structure.

Thetechnology supporting infrastructure is a prerequisite for the use of technologicabwations in an enterprise. As part
of the environmental perspective the cloud-compusiervice providers and inherently the infrastrietiney provide for their
services are in focus.
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Government regulations heavily influence the CC decision in banks. Gernbamks need to obey to strict regulations
specifically regarding outsourcing arrangements If\Wéykoukal and Beck, 2009; Wolf, 2010) and datrwrity, as well as

data privacy (Wolf, 2010).

Based on the TOE-Framework of Tornatzky and Fleis¢h990) as described by Baker (2012) and extehgede previously
discussed theoretical and practical findings théovong framework to structure the CC decision &astfor the German

banking industry was composed:

Environmental Perspective

Industry Structure

Technology-supporting Infrastructure

Government Regulations

Cloud Computing in Banking

Cloud-Computing

Decision Factors

v

Organizational Perspective
Company Size

Management Support
Cloud-Computing Competence

Financial Resources

Technological Perspective

Internal Technology

> External Technology

- Market Availability
- Characteristic

Figure 1. Framework of Cloud-Computing Decision Factors

EXPERT INTERVIEWS

Ten expert interviews with senior decision makeosnf nine large German banks have been conductedintérview partners
were selected on a targeted basis (Flick, 2009nplary for the German banking sector (Mayer, 2008 sample structure

has been defined based on four criteria:

Criteria

Requirement

Location of the bank

Germany

Location of IT-organization

Based in Germany (imtpat due to regulatory requirements)

Cloud-computing knowledge

Given (pre-checked bgpbbne call)

Role

Cloud-computing decision maker or major pathe decision making

process (e.g. prepares the decision)

Table 1. Samplestructurecriteria
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Based on the described CC decision framework amvigw guideline was created. The interview guitelcontains 16 open
questions grouped by the three perspectives ofdabearch model. After each interview the guidelives revised and new
aspects have been integrated as necessary.

The interviews took around 60 minutes each. Nintepfinterviews were conducted face-to-face, ong dane by phone. All
interviews were digitally recorded.

Respondent | Role Type of bank

R1 Head of IT Specialized bank
R2 Head of IT Specialized bank
R3 Head of IT Universal bank
R4 IT-Management Universal bank
R5 Head of IT-Control Universal bank
R6 Head of IT Universal bank
R7 Key-Account Manager Universal bank
R8 Strategic IT-Management Universal bank
R9 Domain Architect Universal bank
R10 IT-Projects and Governance  Universal bank

Table?2. Interview partner and selection criteria

EMPIRICAL RESULTS OF THE INTERVIEWS

In order to ensure a systematically and rule-guigealysis of the qualitative data collected dutimg interviews, qualitative
content analysis (Meuser and Nagel, 1991) has éegtoyed.

Practitioner's definition of cloud-computing

Within the first interviews it became apparent tiia¢ interview partners do not share a common quiwe of cloud-
computing. Almost all interviewees mentioned tha tifferentiation between 'outsourcing' and ‘cloochputing' is rather
blurred. The cloud computing concept many of tlepoedents had encompassed IT-delivery models IBB,Aveb services,
administration- and infrastructure-services. In shene vein, the interviewees cited scalabilityyisermanagement, service-
level-agreements and virtualization as major charatics of cloud-computing. Furthermore, manytlé interviewees’
conceptions of cloud-computing have been limitedthe use of virtualization-technology. The conocemi of cloud-
computing ranged from an “unknown data and seeation” to “external service-delivery of a providever the internet to a
shared use of resources or ubiquitous computinggsé different points of view resulted in a broad &eterogeneous
understanding of the cloud-computing phenomenois déficiency was also observed by Lampe et allZ20

Factors influencing the CC Decision in German banks

In this section the topics brought up by the inemees are reflected. In the subsequent secti@e thesults are discussed and
related to the research model.

Data- and provider location

The location where data is being stored and whieeeprovider resides was unanimously mentioned asagr factor
influencing cloud-computing decision-making. Thedtion of data and provider determines the applctdgal framework
for data privacy and data security. In this regtrd,respondents were afraid of an unknown datitmt which is an essential
CC characteristic. In particular data-center lanatiin countries where local authority is allowedatcess data from German
citizen are critical for German banks since thjgetpf data access violates German data privacy. laws

To address this problem many non-European CC peovidomply with thesafe harbor principles. These providers commit
themselves to act in accordance to the Europeaam mlatection guidelines. Data analysis shows th@atr€sponsible in
German banks evaluate the save harbor principlesoasatisfactory. Most respondents would only @bersdata- and
provider-location within the European Union or teropean Economic Area (EEA). Some interviewees eacept only
physical locations in Germany.
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Government regulations

All interview partners agreed that government ratiahs is the most important factor for the usecloud-computing in
German banks. The interviewees specifically pueamphasis on the regulations that govern the jwtisdi of the provider-
(and as such the data-) location. Overall, diffetend of regulations heavily impacts the decisfmocesses in the German
banking industry. The bank is fully responsibleaofy provider does not comply with regulatory reguients. Consequently,
the provider needs to obey to the same regula@snthe bank. Furthermore, it is the bank's respditgito secure that the
provider complies with these regulations. Theref@erman banks are extremely sensible not to akgulations due to CC
arrangements.

Security- and compliance requirements of German banks

Security- and compliance requirements are an dak@att of the regulations imposed on German bamkerefore security
requirements, in particular data-security and gatdection requirements, are amongst the most itapbfactors influencing
the cloud-computing decision. For instance, Geripanks have to ensure compliance against marketpmlation and data-
usage for transactions performed by their own eyg@e as well as by the employees of the providethEBrmore, they have
to know the administrators on the provider sidegrnigure reliability during a crisis situation andestablish backup plans. In
addition, they have to provide evidence of recaafeitity, maintenance of the banking secrecy andegetmn against third
party access. Last not least, Banks as CC custameerbsthe ability to evaluate all safety measusesbéished by the provider.

Type and business criticality of the system to be used in a CC context

The respondents showed different views regardingmntial differences between using a core bankirgiesy or a support
system in a CC context. Analysis shows that thiistants differ between refusing outsourcing arrereggs of core banking
systems to reports on already outsourced core bariistem as ASP solution. Approximate 75% of titerview partners
regard support systems as more likely to be "C®gd>erman banks than core banking systems.

Analysis also reveals that the degree of sensitisgrof data processed on the systems and the &ssirigcality of the
systems are more important factors regarding C@ngements than the type of the system. System®gsing data with
lower security requirements and systems that aehasiness critical are seen more likely as apiatepfor CC outsourcing.
Latter ones are seen in particular suitable toegdilst experience in CC.

Classification of data sensitivity processed on the system

As discussed above, the type of the system seerbs tess important for German banks than the ¢leson of the data
processed on the system. The kind of data procedséefmines which governmental regulations and daeurity
requirements have to be applied in the cloud. Bselt is that in German banks outsourcing proceassesarefully examined
and applied restrictively. Hence, especially syst@mocessing no sensitive data are suitable for CC.

Differentiation and competitive advantages by the IT-System

If there would be offers for good and cost-efficipnoducts for which no differentiation to compet is required, CC is seen
as a valid alternative. In contrast, if differetita is required or a market position depends arerain system, in-house
development is favored by the respondents duesterféime-to-market expectations.

Business strategy and business model of the bank

The business strategy and the business model difathie also impact CC decision-making. Highly spiezea businesses and
a great range of business models in the bankingsing combined with individual requirements obstaitle use of CC. The
correlation between complexity of the business rhaahel the use of CC for other businesses is alsotiomed by Wu,
Cegielsk and Hall (2012). Furthermore they fouhdf formal and rule guided enterprises are moehfito follow new trends
like cloud-computing as to lead them. Our data susghis finding.

Management support for cloud-computing

Since CC must be part of the IT strategy, managéeswgport is necessary. Data analysis revealghbanhterest in CC of the
management differs between the banks. Some ofedgondents mentioned that their management is glgnetterested in
CC. However, other interviewees stated that a t#ficknowledge regarding CC among the managementéason for non-
satisfactory management support.

Availability and workload of the bank's employees

Restricted availability and high workload of thenka employees, challenges imposed by the heteeogsn T landscapes of
German banks as well as the call for ubiquitous maing was also found to positively influence tHeud-computing
decision. Furthermore, staff reduction targetstwama driver for cloud-computing in banks.
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On the other hand, a lack of resources and the #rw of available resources in German banks intitgtadoption of CC.
This situation also explains the desire of banksldag term partnerships with providers who canvjate qualified staff in
sufficient quantity.

Internal resistances against the outsourcing

The respondents did not agree on internal resistagainst cloud-computing. One of the interviewstesed that resistance
against change is more important than technicdlpros and that they “make up to 80% of the progfurt”. In contrast,
another respondent mentioned internal resistanses general problem of change in enterprises andasi@ special CC
problem. The interviewees also stated that interasistances are dependent on the acting emplasegll as external
effects (e.g. the change from laptops to thin-tlieamputers). One of the interviewees argued th@rmal resistances will
decline due to the use of private-cloud solutions.

Qualification of employees and enthusiasm for new technologies

Outsourcing-like methods like CC allow banks to dlse expertise of the provider's employees forrtlogin business.
Especially in non-core business divisions bankd firhard to keep employees know-how up to datsoAhe enthusiasm of
employees for the introduction of new technologyldobe a driver for CC. The recognition of a newhtgology, which

decides about an adoption could in the case ofestib¢ unhappiness with the solution leads to neganfluence on the
cloud-computing decision.

External cultural factors

During the investigation it became apparent thé¢mmal cultural factors and subjective perceptiofisience the CC decision.
Another point was the different language betweerbgnk and the provider. However, this phenometwioasly depends on
the geographic outreach of the bank. One interyiatner for example -a large German bank- did gotewith the statement
that cultural factors influence the cloud-computitegision, because of the cultural diversity witthie bank.

Cost pressure as financial factor

Costs are a hugely important factor for the CCsleni The pressure to offer competitively priceddarcts to their customers
leads banks to focus on standardization and therefioables CC. Bank's competitiveness dependstaitedieanalyses of the
cost structures of their products and servicessuh, CC could be a possibility to reduce the dperaosts. Particularly in
areas were a differentiation from the competitensat needed.

The focus on costs was also mentioned in the imga&in of Gréh, Gewald and Stuska (2012). Theytbthat a company is
willing to use a service with a lower quality (etiye second best service offered on the marketRd% reduction of the costs
is possible.

Size of the bank

For small banks it is extremely difficult to keep-to-date with technological innovations due toklad resources, short
innovation cycles and increasing technological dexify. Therefore, some interviewees see CC agastimg for smaller
banks specifically as "lower investment costs arman advantage". "Larger banks have the resoui@esin in-house
development of the most IT areas". However, it geserally acknowledged that cost-effects from sdagidation are higher
in large banks.

Size of the service provider

Another finding was that large providers are pefegito be more flexible than smaller ones. On tierohand, large banks
have more influence over small providers and teeivices (e.g. for individual needs). However, lsatdnd to prefer lager
providers because of reliability considerations limmg-term service provisioning. The size of thevier is assumed to
represent financial strength to manage crises =tedreal shocks.

In general the provider size has to fit to the sikéhe bank. The bank has to be an important atetdésting customer for the
provider. That makes it possible that the bankitifisence on provider decisions and the offeredises.

Image and banking expertise of the provider

Thorough banking expertise of the CC-Provider sfemred and often requested by the banks. It isi@rtio understand the
banks' business needs, especially in a SoftwaeeService context. Also the image of the provideaswnentioned by the
respondents as a factor influencing the CC decisidmuilds trust into the provider especially faandling sensitive data.
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Certificates and provider references

Certificates are important for the banks and deradnd@hey document the awareness of and compliangevén standards
and requirements. Especially security-certificates important. However, the quality of the ceréfie and its implementation
remains important.

External references decrease the uncertainty riegapdovider promises and allow inspection of pd®ri capabilities upfront.
They shorten the decision-making process in bamlike them transparent and the decision-makersetanin their decision
to these. The provider should have referencesenfittance sector and running projects in bankschvisiupports relevant
experience.

Available cloud-computing solutions for banks

The offerings on the market are seen differentidigdthe experts. This leads to a subjective anficdif to interpret
assessment regarding the best Cloud-Service femk. bn accordance to their respective definitioh€C they mentioned
web-services, application service provider withndixd services but no services for special banknbss as available
solutions.

A second differentiating factor is the number ob@l-Providers available on the market. There aowigers available for
industry sectors without security requirements esded by the banks, as well as specialized finbhgeeviders with higher
security arrangements targeting banks as theintsliéd further differentiation can be made betwéerible providers with

standard services and specialized expensive pmavidigh inflexible and unfavorable offerings (elgng-term contracts and
by the provider prescribed services).

Unclear and inflexible software licenses

Because the current software license models am@lysacused on an internal IT, they often preveutisourcing activities like

cloud-computing. Many license-models are not yetdyefor CC what leads to an unclear and uncertai af software-

licenses on different devices and remote devicég Models are not ready to be use in a virtualeedronment or the

virtualization is not a part of the pricing-mode€his issue negatively influences the CC decisiohdnks if software licenses
are affected.

Competitor’s use of cloud-computing

If a competitor already uses CC our interview persrdid not fell pressure to adopt it for their oinstitution. The so called
bandwagon-effect (Wolf, 2010) does not take pldoethis case competitors are seen as referencethéoexchange of
experiences, insight of the technology-migration @s drivers for new ideas trough positive expeesn On this line of
argument, the usage of cloud-computing through mpatitor can be a motivating factor positively ughcing the CC
decision of German banks.

SUMMARY OF THE FACTORS INFLUENCING THE CC DECISION

Figure 2 displays the CC decision model includihg insights gained through the interviews. The rhedes updated (in
comparison to the initial model - see figure 1}tsat falsified factors were deleted and validasgsztdrs accepted. Furthermore
some factors were revised based on the commettis interviews.

In the organizational perspective management support was added and together with tiee of the company empirically
validated. The financial factor was revised aftee tnvestigation as generedst pressure. The gcurity- and compliance-
requirements and thebusiness strategy and business model factors were added as important components. Thedd@petence
of the bank's employees was revised and re-defhredigh theavailability of CC solutions on the markeénternal resistances
against outsourcing/CC and tbleud-computing enthusiasm.

In the environmental perspective industry structure has been added which represents the pressuregkhtbe use of cloud-
computing by competitors. Thiechnology supporting infrastructure which represents the CC provider is specifiedubtothe
data and provider location, the availability of wibcomputing provider for banks and the expertisehe provider. The
expertise is further specified by the banking etiperand the image of the provider and certificad@s references.
Government regulations have been verified as powerful influential factas expected). Thenclear and inflexible software-
licenses and theexternal cultural influences are additionally added to the framework.

In thetechnological perspective theinternal technology and its differentiation between a core-banking arglipport-system
as type of system to be outsourced was inadequodteeaised. Instead the following arguments wepbuithed to support the
internal technology factor: business criticalitigssification of data sensitivity processed ondfgtem and the differentiation
and competitive advantages through the systent.ifEbE external technology is represented by the market availability of
cloud-computing services for banks and the chariatiteof the new technology.
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The adapted model is depicted in figure 2 below.

Environmental Perspective

Industry Structure Organizational Perspective

- Competitors use of Cloud-Comp. Management Support
Technology-supporting Infrastructure Company Size
- Expertise of the Provider Cost Pressure

- Banking Expertise and Image " »| Security- and Compliance Requirements |,

- Certificates and References
- Provider Availability
- Data and Provider Location

Business Strategy and Business Model
Cloud Computing Competence

- Availability

Government Regulations )
- Internal Resistance

Unclear and Inflexible Software-licenses — Cloud-Computing Enthusiasm

External Cultural Influences

Cloud-Computing

Decision Factors

Technological Perspective

Internal Technology
- Type of System
- Business Criticality
- Proceeded Data Sensitivity

- Differentiation and Competitive
Advantage
External Technology
- Market Availability
- Characteristic

Figure 2. Empirical Results of Framework of CC Decision Factors

PERCEIVED RISKS AND BENEFITS

With reference to the second research questionpéheeived benefits and risks of CC- all interviesemtained questions on
the risks and benefits of CC (derived from theréitare). Interviewees were confronted with the fiesiegsk and asked to
elaborate on them. Based on their comments, thefit®risks were grouped as follows (see Table 3):

Benefits/risks with more than 50% of the interviesere marked grey/bold. If less than half of titerviewees agreed, the
cells are marked white/italics. This means thainé interview partner mentioned a risk/benefit ansecond one disagreed
with it, the ratio is 50% and the risk/benefit wast interpreted as an unambiguous result of theirggapinvestigation. In
general the results documented in table 3 shoulseba as a first insight into possible risks angefits of the use of CC in
German banks.
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Benefits Risks
Higher availability Performance failure and poor performance
Independence of the employees and reduction of workload Inappropriate Software-license and pricing models
Financial benefits Limited and standardized functionality
Scalability Loss of unique selling propositions
Faster Time-to-Market (in standard services) Strategic dependence from the provider
Central administration and data storage (Private-Cloud) Lack of strategic flexibility
Higher technical flexibility Security risks through bank and provider employees
Better controllability of the IT Data and Server location uncertainty
Contractually determined service quality (SLA) Dependence of the security implementation by the provider
Focus on core business and higher innovation capacity Third party access

Possibility to use technology and know-how from the Provider | Concerns about the data sensitivity

Security advantages through Cloud-Computing Violation of government requirements

Personal benefits Loss of benefits

Loss ofimage

Performance issues

Contractual risks

Availability risks

Insufficient client separation

Financial risks

Table 3. Benefitsand Risks of CC as perceived by interviewees

It appears that the benefits of CC are largelyna With those reported in an outsourcing contéke risks however, indicate
a strong focus on data privacy and data securibcems. These findings are coherent with the aplipliéc literature on
outsourcing as well as CC.

LIMITATIONS

The study was conducted in the German banking tnguBue to the impact of regulatory requirementsannot directly
transfer to other jurisdictions. Furthermore omptout of nine questioned banks are already udmgdecomputing solutions
(as per the NIST definition of CC). This leads tidely subjective assessments about cloud-compatirighypothetic answers
regarding the perceived risks and benefits by theranterviewees.

Finally, as this is an explorative study it canyoguide further researches but the findings theweselcannot claim
generalizability.

CONCLUSION

As expected, government regulations are a majdpfanfluencing the cloud-computing decision in t&erman banking
sector. They present the key influential factor anel highly interdependent with other factors ldezurity- and compliance
requirements and the data- and provider-location.

The major reasons for the use of cloud-computirgtlae perceived financial benefits. Financial coesations, not strategic
aspects seem to be the main driver for a decisiwards CC.

The major reasons against for the use of CC proveetsecurity concerns. Especially the provider dai location, third
party access and disloyal provider employees amdelurity implementation on provider side are irtgrd.

In summary it has been shown that cost pressuhe isvajor beneficial driver which comes as no dsepgiven the close
nature of CC and outsourcing. On the hindering, sielgulation and specifically data-security andvgmey are to be
mentioned. Summarizing the outcomes of the intenaeclear path towards CC adoption cannot yet ba Bethe German
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banking industry. Our interview partners only degld low scale and not security/privacy sensitivetsmns. Also the
widespread use of public or hybrid clouds remainisd seen.

Even though Gartner put CC on its 2008 hype cydésrly a big impact on the banking industry canyeitbe documented -
if the NIST definition is applied.
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