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Abstract 

The concerns individuals express over the privacy of their personal information could inhibit them from 
disclosing their personal information, despite the benefits they may attain from doing so. However, while 
individuals' express privacy concerns, they still continue to disclose personal information. The actions of 
such individuals, known as the privacy paradox, suggests that there are factors are present which may 
influence or inhibit individuals from disclosing personal information. The aim of our study is to 
investigate the privacy paradox to better understand individuals' decisions to withhold or disclose 
personal information. We argue that individuals disclose personal information based on a cognitive 
disposition, which includes rational and emotional mental processes. We further posit that by adopting 
techniques, tools and theories from the cognitive neuroscience will help us better understand the privacy 
paradox.  
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Introduction 

  Even though organizations and individuals can capitalize on the benefits provided by the internet 
whereby personal information can be exchanged, there exist growing concerns of information privacy 
within these exchanges (Madden et al., 2007; Smith et al., 2011). Information privacy is regarded as a 
human right (Solove 2006) and as such, inhibits the disclosure of personal information (Dinev and Hart 
2006; Malhotra et al., 2004). For instance, a key component of e-commerce is the use of consumers' 
personal information to provide better services (Culnan and Armstrong 1999). However, while e-
commerce sales in the US increased by 4% in the third quarter of 2014 (US Censor News, 2014), it still 
represented only 6.6% of total retail sales. Extant literature has found that privacy concerns were an 
impediment to e-commerce adoption (Dinev and Hart 2006; Li et al., 2011).  

 E-health faces a similar problem as e-commerce, whereby patients are concerned over their 
personal medical records (Bishop et al., 2005). However, the benefits and consequences in the adoption of 
e-health are more serious as it is involved with human lives. Governments such as those of the US and 
United Kingdom, have invested in e-health as a means of fostering safer and more efficient healthcare 
systems (Angst and Agarwal 2009). E-health essentially connects doctors and hospitals to reduce medical 
errors and high administrative costs (Bates and Gawande 2003; Becker 2004), which leads to a greater 
probability of human lives being saved. Yet, despite the tremendous benefits that could revolutionize the 
healthcare industry through the investment and adoption of e-health, it becomes a significant problem if 
patients withhold personal information due to privacy concerns. Researchers have found, that while 
privacy concerns remain a constant inhibitor to disclosing personal information, there exists a privacy 
paradox. The privacy paradox occurs when individuals express concern for their information privacy, yet 
act contrarily by disclosing personal information (Dinev and Hart 2006; Smith et al., 2011). The objective 
of our study is to investigate the privacy paradox to better understand individuals' decisions to withhold 
or disclose personally identifiable information.   
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 Prior literature has argued that trust plays an important role in the moderation of privacy 
concerns (Pavlou et al., 2007) and in directly disclosing personal information (Belanger et al., 2002). 
Similarly, Dinev and Hart (2006) argued that trust is only one factor in a set of contrary salient factors 
which form a rational cost-benefit analysis individuals undergo before providing personal information. 
However, Acquisti (2004) stated that it is nearly impossible for individuals to make a perfectly rational 
decision with regards to information privacy. Individuals are bounded by a lack of knowledge of all 
parameters when asked to disclose personal information, and even if they did have all the knowledge to 
make a rational choice, it is impossible to process all of it (Acquisti 2004). Based on the findings of 
previous studies, we argue that individuals disclose personal information based on a cognitive disposition, 
which includes rational and emotional mental processes. 

 Our study aims to contribute to the information privacy area by providing a better understanding 
of the privacy paradox. To do this, we would employ techniques from the cognitive neuroscience 
literature. According to Dimoka et al. (2007, 2011), using techniques and theories from the field of 
cognitive neuroscience could revolutionize the information systems (IS) field, since functional 
neuroimaging tools could be used to examine actual behavior of individuals under specific situations. 
Investigating and understanding the privacy paradox is the means by which organizations and individuals 
could leverage the benefits of technologies that require personal information disclosure.    

Information Privacy Supported by Cognitive Neuroscience 

 Information privacy refers to the ability an individual possesses to control the collection, access 
and use of his/her personal information (Smith et al., 1996; Westin 1967). Studies have found that while 
privacy concerns inhibit individuals from disclosing personal information (Culnan and Armstrong 1999; 
Dinev and Hart 2006), the existence of the privacy paradox indicates that privacy concerns could be 
subverted by other factors that influences individuals’ disclosure of personal information. A widely 
accepted explanation for the privacy paradox is that of the privacy calculus model, whereby individuals 
would decide to disclose or withhold personal information based on a cost-benefit analysis of salient but 
contrary factors (Culnan and Armstrong 1999; Dinev and Hart 2004, 2006). As such, the privacy calculus 
assumes that individuals would make rational decisions with regards to the privacy of their personal 
information.   

 Despite the findings of the privacy calculus as a strong explanation to the privacy paradox (Dinev 
and Hart 2004, 2006), Acquisti and Grossklags (2005) debated that individuals' privacy decisions are not 
purely rational but subject to incomplete knowledge, bounded rationality and psychological deviation. 
Within any decision an individual makes, there are a full range of cognitive abilities that must be 
considered. Essentially, this includes both rational choices and emotional choices. It may be possible that 
individuals would disclose personal information, despite the fact that costs are higher than the benefits, 
which would explain the findings of Belanger et al. (2002), where individuals were less concerned about 
their information security and privacy when considering pleasure features in online transactions. 
Furthermore, considering both the rationality and emotional interactions within the decision to disclose 
personal information could explain the findings of Norberg et al. (2007) whereby individuals' actual 
disclosure of personal information exceeded their intentions.  

  The insights of cognitive neuroscience could deliver a better understanding of the privacy 
paradox by examining how the cognitive abilities of an individual influence his/her decision to disclose or 
withhold personal information. The cognitive neuroscience field uses functional neuroimaging tools to 
measure the brain activation in response to mental processes. Essentially, applying cognitive neuroscience 
to the social sciences could radically advance research pursuits (Dimoka et al., 2007). With regards to the 
privacy paradox, cognitive neuroscience could map individuals’ mental processes to their associated brain 
activity, thereby gaining a better insight into individuals’ privacy beliefs.  

 The human brain is comprised of specific areas which regulates the decision-making, rational, 
emotional and social processes of each individual (Dimoka et al., 2011). There are two major areas of the 
brain related to individuals’ decision-making, which are the prefrontal cortex and the limbic system 
(Dimoka et al., 2007; 2011). The prefrontal cortex is responsible for cognitive and social processes such as 
problem solving, calculation, thinking and goals, while the limbic system is related to individuals’ 
emotions (Dimoka et al., 2011). Yet, despite the separation of the brain areas for rational and emotional 
processes, both the prefrontal cortex and limbic system often interact with each other (Phelps 2006). This 
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suggests that no decision may be purely rational or emotional, and as such, there is a high degree of 
complexity involved in decision-making. 

 Research in the area of the privacy paradox has often identified mental processes such as 
individuals’ assessment of risk and trust as influential factors to individuals' decision to withhold or 
disclose personal information (Dinev and Hart 2006; Norberg et al., 2007; Smith et al., 2011; Van Slyke et 
al., 2006). Particularly, Dinev and Hart (2006) introduced the extended privacy calculus model that 
found risk, trust, privacy concerns and personal interest as salient in the individuals' decisions to disclose 
their personal information. By applying the findings from cognitive neuroscience, the nature of these 
mental processes could be better understood with regards to their relationship to personal information 
disclosure. The integration of cognitive neuroscience with information privacy could advance IS field by 
"localizing the brain areas which are associated with IS constructs, capture hidden processes, compliment 
existing sources of data, identify antecedents to IS constructs, compliment existing sources of data, infer 
causality and challenge IS assumptions" (Dimoka et al., 2007, p. 688). Since intentions may not 
accurately predict individuals' actual behavior (Smith et al., 2011); the use of cognitive neuroscience tools 
and techniques for experimentation could lead to more accurate findings for individuals' actual privacy 
related behavior. 

Privacy Calculus 

 Dinev and Hart (2006) argued that individuals would make an assessment of the costs and 
benefits of disclosing their personal information. Essentially, contrary but salient factors of risk beliefs 
(privacy risk and privacy concerns) and confidence and enticement beliefs (trust and personal interest) 
would form the basis for individuals’ behavior, which was determined by which set of beliefs outweighed 
the other (Dinev and Hart 2006). The factors identified by Dinev and Hart (2006) corroborates with the 
findings of other privacy studies. For instance, privacy risk has been found by Malhotra et al. (2004) and 
Norberg et al. (2007) as inhibitors of individuals’ disclosure of personal information. Similarly, privacy 
concerns are used as a measure of privacy (Smith et al., 2011), and have been found to both directly and 
indirectly inhibit personal information disclosure (Angst and Agarwal 2009; Bansal et al., 2010; Pavlou et 
al. 2007; Van Slyke et al., 2006). Both privacy concerns and privacy risk were considered as risk beliefs in 
the extended privacy calculus model (see Figure 1) proposed by Dinev and Hart (2006). 

 

Figure 1. Extended Privacy Calculus Model 

 

Confidence and enticement beliefs are composed of trust and personal interest. Dinev and Hart 
(2006) found both factors to be significant in influencing individuals' personal information disclosure. 
This is consistent with the stream of research arguing that trust is necessary in privacy decisions (Smith et 
al., 2011). Individuals' trust in organizations would significantly influence them to disclose personal 
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information (Lin and Wu 2008; Liu et al., 2005; Malhotra et al., 2004). Likewise, trust could act as a 
mitigator of privacy concerns (Belanger et al., 2002; Pavlou et al., 2007). Personal interest could explain 
with the findings of Belanger et al. (2002) that in the presence of pleasure features, security and privacy 
are less important to individuals. As such, the findings of the extended privacy calculus provides a strong 
explanation for the privacy paradox.  

Research Model  

The extended privacy calculus (Dinev and Hart 2006) forms the basis for our research model. 
However, as researchers have challenged the assumption that privacy behavior is purely rational (Acquisti 
2004; Acquisti and Grossklags 2005), we also present findings from cognitive neuroscience that the 
privacy calculus is limited in explaining the privacy paradox. The privacy calculus assumes privacy risk is 
a one-dimensional construct which increases privacy concerns, while inhibiting individuals’ willingness to 
transact online, and negatively affecting trust (Dinev and Hart 2006). Yet, an individual's perception of 
risk may assess the likelihood and severity of negative consequences (Peter and Tarpey 1975). Also, 
privacy risk was defined as the possibility of loss (see Table 1), which is related to the uncertainty caused 
by the possibility of harm to the individual if they were to disclose personal information (Dinev and Hart 
2006). Yet, findings in cognitive neuroscience have explained that risk may be multi-dimensional as there 
are different brain activations, based on different situations. The nucleus accumbens, which is primarily 
attributed to the anticipation of rewards (Knuston et al., 2001), is activated when individuals sought to 
avoid risky behavior (Matthews et al., 2004). Paulus and Frank (2003) found brain activity in the insular 
cortex was activated in risky games whereby there were high loss predictions. However, uncertainty 
correlates with the orbitofrontal cortex and the inferior parietal cortices (Krain et al., 2006). While Pavlou 
et al. (2007) found privacy concerns influenced individual's perceived uncertainty, it is also possible that 
because of uncertain situations, an individual's privacy concerns are heightened. Similarly, uncertainty 
would strengthen the level of privacy risk an individual perceives when asked to disclose personal 
information.  

 

Constructs Definition Supporting Literature 

Distrust Strong negative emotions associated with 
malevolence and discredibility 

Dimoka 2010; McKnight and 
Chervany 2000 

Uncertainty Perceptions based on lack of information 
pertaining to organization’s privacy practices 

Dimoka et al. 2007; Pavlou et 
al., 2007 

Risk Possibility of loss; the benefits of avoiding risky 
action 

Dinev and Hart 2006, Peter 
and Tarpey 1975 

Privacy 
Concern 

Concerns about the collection and use of the 
personal information an organization collects 
from an individual 

Dinev and Hart 2006; 
Westin 1967 

Trust Confidence that organizations would act 
benevolently in protecting indivivudals from 
harm caused from the personal information 
they collect 

Dinev and Hart 2006 

Personal 
Interest 

Intrinsic interest towards content that requires 
disclosure of personal information 

Dinev and Hart 2006 

Table 1. Constructs for Research Model 

 

 While the privacy calculus found trust to be a salient factor (Dinev and Hart 2006), and a positive 
influence for individual's disclosure of personal information, an important factor of distrust was 
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neglected. Researchers in the social sciences has often assumed trust and distrust existed on opposite 
ends of the same continuum, and as such, the more trust an individual had, the lesser the degree of 
distrust (Dimoka 2010). Yet, Dimoka (2010) found that trust activated the caudate nucleus and putamen, 
while distrust activated the amygdala and insular cortex. This suggests that distrust and trust were 
separate constructs. Furthermore, Dimoka (2010) found that distrust was a more salient factor as the 
brain activations of the amygdala was related to strong negative emotions. As such, if an individual was 
asked to disclose personal information, the distrust he/she would feel for an organization would influence 
his/her privacy concerns. Yet, as is consistent with the findings of multiple researchers, trust could 
influence individuals to disclose their personal information (Dinev and Hart 2006, Van Slyke et al., 
2006).  

 In the privacy calculus, personal interest was defined as an enticement that would influence 
individuals to disclose personal information (Dinev and Hart 2006). Personal interest may be derived 
from the pleasurable and beneficial features that e-commerce or e-health may offer. Despite privacy 
concerns, individuals may feel that providing personal information to attain the associated benefits would 
outweigh any privacy concerns. This decision may not be altogether rational, but rather impulsive. As 
such, consistent with the findings that personal interest or the presence of benefits could outweigh privacy 
concerns (Belanger et al., 2002; Dinev and Hart 2004), personal interest may be involved with the same 
cognitive processes as consumer behavior, whereby there is high activations in the ventromedial 
prefrontal cortex, but low activations in the dorsolateral prefrontal cortex (Deppe et al., 2005).  

 

 

Figure 2. Proposed Research Model Based on Privacy Calculus 

 

Figure 2 depicts our research model when the findings of cognitive neuroscience have been 
integrated with the extended privacy calculus model. The findings of cognitive neuroscience address the 
limitations of the privacy calculus, which lead to enhancing the assumptions of the privacy calculus. 
Specifically, because the factors of the model could be mapped to specific brain areas that carry out 
different functions, some of which may be rational and others as emotional, the assumption that there 
exists a cost-benefit analysis in privacy decision-making is limited. Also, as indicated by the findings of 
cognitive neuroscience, traditional assumptions such as uncertainty being a part of the concept of risk, or 
trust and distrust as the same construct on opposite ends of a continuum are erroneous. Applying the 
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findings of cognitive neuroscience to the privacy calculus helps to clarify the limitations of the model, as 
well as depict a better model to be further tested in solving the privacy paradox phenomonon. A list of 
hypotheses for future research has been presented in the appendix. The hypotheses directly related to 
neuroscience aspects were purposely excluded from research model. These hypotheses are related to brain 
activity to be captured using a functional magnetic resonance imaging (fMRI) device. 

Research Design 

 Research within the field of information privacy has often employed a number of methods, 
whereby individuals voice their concerns of the privacy of their personal information. However, 
opportunities now exist which could enrich the information privacy field, through the use of cognitive 
neuroscience. While prior studies have often used self-reported data such as surveys, interviews and 
experiments, the tools and techniques of cognitive neuroscience could provide more accurate results. 
Specifically, since individuals' decision-making are subject to mental processes, it is more logical to 
directly measure an individuals' brain activity and other physiological features, than using self-reported 
data. Much of self-reported data is subject to lack of knowledge and bias (Dimoka 2010). For instance, an 
individual may fail to accurately answer psychometric measures in a given situation because they may be 
unaware of what drove them to specific decisions. However, directly measuring neural activity or 
physiological functions could produce more objective and generalized findings, thereby enhancing the 
information privacy field. 

 The functional magnetic resonance imaging (fMRI) scanner is one such tool from the cognitive 
neuroscience realm, whichcould be used to advance privacy research, particularly, the privacy paradox. 
The fMRI scanner tracks blood oxygenation in the brain and measures the magnetic properties of 
oxygenated and deoxygenated blood (Riedl et al., 2010). Researchers could thus see individuals' brain 
activity associated with various situations, thereby relating the factors that influence decision-making due 
to the spatial resolution from fMRI scans (Riedl et al., 2010). For this reason, the fMRI is the best suited 
tool for testing the research model and hypotheses of our study. Dimoka (2012) indicated that a sample 
size of 11-12 subjects were suitable for studies involving fMRI experiments, where p < 0.05 (95% 
confidence interval). Similarly, Dimoka (2010) used 15 participants in studying the effect of trust and 
distrust on price premiums, where the male to female ratio was 9 to 6. As such, our study requires a 
minimum of 11 subjects, which should have some level of equivalency between the males and females. 
However, so that we could attain better results and sufficient within-subject power, 20-24 subjects would 
be more adequate for the experiment. Furthermore, subjects must all be right-handed so that the results 
of the experiment would be consistent and not varied due to differences in the handedness of individuals 
(Dimoka 2012). Subjects can only participate in the experiment provided that their medical history 
verifies that there are no use of psychotropic medications, no psychological problems, no medical 
implants, and either normal or corrected-normal visual acuity (Dimoka 2010, 2012).  

 Hypotheses would be tested based on various feedback profiles, reflecting the constructs of the 
research model, whereby subjects would be exposed to these profiles, and brain activity would be 
recorded accordingly (Dimoka 2010). Pavlou and Dimoka (2006) found feedback text comments were 
good treatments for collecting data since it helps buyers to accept or reject sellers. Since our study does 
not specifically examine e-commerce or e-health, but is interested in understanding the influencers and 
inhibitors of individual's decisions to withhold or disclose personal information, feedback profiles would 
reflect various situations such as online profiling, online transacting and electronic patient records. 
Feedback profiles would mimic real organizations representing e-commerce and e-health to elicit 
responses from subjects as have been done in past studies (Ba and Pavlou 2002; Dimoka 2010). Subjects 
would be given the profiles a day before experimentation so that they could familiarize and analyze them, 
thus reducing the time they would need to process a mental response during experimentation. Twenty-
four hours is sufficient for subjects to internalize the profiles as it is not too long a time for them to forget, 
nor too short for them to hurriedly read the profiles. Following the method of Dimoka (2010), subjects 
would be screened to ensure they pass the criteria for participation, and placed in the fMRI scanner, 
where they will be shown digital projections of the feedback profiles. Since subjects are expected to be 
familiar with the profiles, each profile would be displayed for a 5 second window, before they are asked 
whether they would disclose personal information or not. This is consistent with the approach of Dimoka 
(2010) whereby subjects were given a 3 second window before answering measurement items. The 
measurement items would ask individuals whether they would disclose their personal information or not, 



                                                                                         Re-examining the Privacy Paradox Through Cognitive Neuroscience 

Twenty-first Americas Conference on Information Systems, Puerto Rico, 2015       7 

 

where they would click one button on a fiber-optic device to give their approval, and the second button if 
they reject.  

 Profiles 1 would reflect a high degree of distrust such as organization's opportunistic behavior 
with client's personal information, whereas profile 2 would reflect a high degree of uncertainty (i.e. 
profiles would be ambiguous and incomprehensive privacy policies would be mentioned). Profile 3 would 
reflect a high degree of risk to individuals' personal information, such as feedback indicating past data 
breaches, and high loss of clients' personal information. Profile 4 would reflect a high degree of trust with 
regards to information privacy, such as comprehensive privacy policies, good privacy practices and 
transparency in use of clients' personal information. Therefore, profiles 1 to 4 would test the presence of 
the constructs within our research model, and their relationship towards privacy concerns and individuals 
decisions to withhold or disclose personal information. However, subjects would be given a number of 
other profiles, whereby each profile would represent some combination of a high-low matrix of each 
construct. For example, profile 5 would reflect a high degree of trust, a high degree of privacy risk, and 
similarly, a high degree of uncertainty and distrust. Yet, profile 6 would reflect a low degree of trust with 
high degrees of privacy risk, uncertainty and distrust. This approach is consistent with that of Dimoka 
(2010), where seller profiles had a 2x2 matrix of high and low trust and distrust combinations. As such, 
the interactions and saliency of constructs would be highlighted, thus explaining the nature of the privacy 
paradox. Personal interest would require testing where the context of individuals' decisions are different. 
Therefore, profiles would reflect high degrees of privacy concerns, yet subjects would be asked to purchase 
a specific product online, or disclose their medical history. As such, the treatment would simulate the 
situation whereby an individual's needs and/or wants are pitted against his/her privacy concerns. 

 Between each profile displayed to the subjects, a control treatment would be required whereby 
subjects would be asked to click any button on the fiber-optic device. This is so that any neural activity of 
the past treatment does not interfere with the next treatment, since this is a within-subject experiment 
(Dimoka 2010). Due to the constraints of an fMRI scanner, subjects are not allowed to move and should 
remain still since bodily motions could affect the outcome of brain activity (Dimoka 2012). As such, each 
subject should ideally be tested for 30 minutes so as to not cause fatigue and distress to the subject 
(Dimoka 2012). The use of a neuroscience tool such as the fMRI to test the relationships and nature of the 
constructs in our research model would essentially address the limitation of the privacy calculus’ base 
assumptions. Subsequently, this would lead to better understanding of the privacy paradox. 

Discussion 

 Mason (1986) predicted that privacy would be a major issue with the increased use and evolution 
of information technology. Information privacy has become a topic of debate for practitioners, political 
debates, and societal infrastructure. Researchers have endeavored to understand the concept of 
information privacy, yet has still not fully articulated its meaning (Solove 2006). Interestingly, research 
has indicated the presence of the privacy paradox, whereby individuals claim to have high privacy 
concerns, yet continue to disclose their personal information in varied situations such as online 
transactions and profiling (Dinev and Hart 2006; Norberg et al., 2007; Smith et al., 2011). The privacy 
calculus was found to be a worthy explanation for the privacy paradox, and has been adopted and 
extended by multiple researchers in their investigations in the privacy field (Dinev and Hart 2004, 2006; 
Li et al., 2011; Xu et al., 2010). The privacy calculus assumed that rationally, individuals would undergo a 
calculation of costs versus benefits. Yet, a stream of research has found that privacy decisions are not 
purely rational (Acquisti 2004; Acquisti and Grossklags 2005; Anderson and Agarwal 2011; Li et al., 
2011).  

 The review of privacy literature has revealed the factors identified by Dinev and Hart (2006) as 
salient in determining individuals' privacy-related decisions. However, findings from cognitive 
neuroscience have indicated that the assumptions of the nature and relationships of these factors (which 
consists of trust and personal interest defined as confidence and enticement beliefs, and risk and privacy 
concerns defined as risk beliefs), can be challenged. Findings from cognitive neuroscience have explained 
that mental processes are correlated with activity in specific brain areas (Dimoka et al., 2007). In essence, 
the mental processes involved in individuals’ decision making are distinct from one another. The findings 
from cognitive neuroscience emphasize the importance of including uncertainty and distrust in the 
privacy calculus. Furthermore, privacy risk is a multidimensional factor, in that it consists of an 
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individuals’ perception of loss and risk aversion. This indicates that our theoretical understanding of the 
privacy paradox requires revision for the advancement of knowledge in privacy research. 

 Privacy research often uses psychometric measures of self-reported data, which are often limited 
due to individuals' biases (Dimoka et al., 2007, 2010). However, directly measuring individuals' neural 
activity and/or physiological features provides more accurate and objective data (Riedl et al., 2010). While 
Smith et al. (2011) indicated that limited insights could be gained from testing research models of 
perceptions, the tools and techniques of cognitive neuroscience could overcome these constraints, 
particularly in privacy research. It is imperative to consider individuals' perceptions in order to elicit a 
thorough understanding of information privacy.  

Implications for Practice 

 Information privacy is a societal issue whereby individuals' are vulnerable when they disclose 
their personal information. These privacy issues often lead to limiting the benefits information systems 
have to offer. Likewise, organizations could better serve individuals through the collection and use of their 
personal information. Furthermore, organizations require individuals' personal information to be 
competitive (Culnan and Armstrong 1999). However, organizations should follow basic privacy principles 
in this exchange of personal information. This could in turn lead individuals to disclose their personal 
information. Table 2 provides the privacy principles to address critical cognitive factors of distrust and 
uncertainty.  

 

Critical 
Cognitive 
Factors 

Privacy Principles Recommended Organizational 
Privacy Practices 

Distrust Reduce negative outcomes of  
personal information disclosure 

 

1. Adhere to obligatory regulations to 
protect collected personal information 

2. Implement additional strategies that 
goes beyond obligations in protecting 
collected personal information 

Beneficence towards preserving 
information privacy 

1. Create comprehensive privacy policies 

2. Inform individuals of the 
organization’s protection strategies of 
collected personal information 

3. Help individuals overcome privacy 
incidents 

Uncertainty Provide transparency of privacy 
practices 

1. Give individuals control of their 
personal information 

2. Accreditation of privacy practices  by 
third-party authorities 

3. Create a virtual social presence 

Table 2. Information Privacy Principles to Address Critical Cognitive Factors 

 

 Based on the findings of cognitive neuroscience, organizations should focus on accentuating the 
positive beliefs of an individual's privacy assessment, while avoiding and relieving their negative beliefs. 
Studies have often discussed the implications of trust, in that organizations should try to build good 
relationships with individuals while offering them control over their personal information (Lin and Wu 
2008; Malhotra et al., 2004). Similarly, organizations should aim to build relationships with individuals 
who are more willing to disclose their personal information, while offering them valuable products and 
services (Awad and Krishnan 2006). Yet, organizations also need to minimize the negative consequences 
arising from factors of distrust, uncertainty; especially since research has found negative outcomes to be 
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more critical to individuals in their decision-making processes (Dimoka 2010; Kahneman and Tversky 
1979). To address individuals' perceptions of privacy risk, privacy concern, uncertainty and distrust, 
organizations should adhere to the following principles: (1) reduce negative outcomes of personal 
information disclosure, (2) beneficence towards preserving information privacy, and (3) provide 
transparency of privacy practices.  

 An individual’s distrust is influenced by perceptions of an organization’s discredibility and 
malevolence (Dimoka 2010; McKnight and Chervany 2000). Therefore, organizations should aim to 
reduce negative outcomes of personal information disclosure. Mandatory regulations are initial steps 
towards adequately safeguarding personal information, however, organizations’ information protection 
strategies should surpass obligations. Employing strategies to better safeguard collected personal 
information reduces the probability of privacy and security incidents. By doing so, organizations could 
avoid negative reputation.  

Organizations should seek to highlight positive posture to information privacy. In order to do so, 
organizations should have a duty of beneficence towards protecting individuals from harm due to 
compromises to their personal information. This is particularly the case when we have knowledge or 
awareness of such a compromise, and possess the capability to provide assistance. Further, organizations 
should develop comprehensive privacy policies informing individuals of how personal information is 
collected and used. However, while organizations are required to notify individuals when their personal 
information is compromised, beneficence is reflected when organizations further help individuals to 
overcome the privacy incidents. This can be done by ways of assistance programs or compensation 
packages. By exhibiting moral responsibility towards personal information, individuals would perceive 
organizational actions as sincere and trustworthy. Essentially, the above discussed privacy principles will 
reduce the distrust towards organizational privacy practices.   

Organizations should provide transparency with respect to their privacy practices. Individuals are 
often unaware of the organizations’ activities since they cannot continually monitor their practices 
(Pavlou et al., 2007). Yet, organizations could mitigate this uncertainty by explicitly informing individuals 
how they collect and use personal information (Awad and Krishnan 2006). In addition, organizations 
should provide their individuals control over their personal information. For instance, individuals should 
be allowed to edit the information collected about them, as well as opt-out of organization-client 
relationships (Malhotra et al., 2004). Furthermore, organizations should subject themselves to 
accreditation of good privacy practices to third-party authorities, which would assure individuals that the 
organization’s privacy practices are adequate (Pavlou et al., 2007). Finally, organizations should create 
and maintain a virtual social presence (Pavlou et al., 2007). At the minimum, individuals should have 
some effective means of communicating with organizations.  

Conclusion 

 Information privacy is a topic of concern for individuals and an impediment when they are asked 
to disclose their personal information to organizations. Yet, the disclosure of personal information can 
greatly benefit individuals with regards to e-commerce and especially, e-health. As such, it becomes 
important to explore the privacy paradox, whereby individuals would claim privacy concerns, yet act 
contrarily. Thus, investigating the privacy paradox would help individuals and organizations to leverage 
the benefits of e-commerce and e-health. Studying the privacy paradox from a cognitive disposition has 
the potential to achieve a better understanding of the phenomenon, since individuals' decision-making 
are not purely rational or emotional, but a combination of both. 

 The insights from the cognitive neuroscience literature provides a means of achieving the 
objectives of our study. Specifically, the use of fMRI would allow us to map the mental processes of 
individuals when asked to disclose personal information to specific brain areas. Subsequently, we would 
seek to collect data on individual's actual behavior when asked to provide personal information. The 
potential contribution is to provide a better understanding of the privacy paradox by extending the 
privacy calculus supported by findings of cognitive neuroscience literature. 
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Appendix  
 

Hypotheses 
H1a. A high level of distrust is associated with a high level of privacy concern 
H1b. Distrust is associated with brain activity in the amygdala and insular cortex 
H2a. A high level of uncertainty is associated with a high level of privacy concern 
H2b. Uncertainty is associated with brain activity in the orbitofrontal cortex and the inferior 

parietal cortices 
H3. A high level of uncertainty is associated with a high level of privacy risk 
H4a. A high level of privacy risk is associated with a high level of privacy concern 
H4b. Privacy risk is associated with high levels of brain activity in the insular cortex when 

considering loss 
H4c. A high level of privacy risk is associated with brain activity in the nucleus accumbens 

when considering risk aversion  
H5. A high level of privacy risk is associated with a low level of personal information 

disclosure  
H6. A high level of privacy risk is associated with a high level of trust 
H7. A high level of privacy concern in associated with a low level of personal information 

disclosure 
H8a. A high level of trust is associated with a high level of personal information disclosure 
H8b. Trust is associated with brain activity in the caudate nucleus and putamen 
H9a. A high level of personal interest is associated with a high level of personal information 

disclosure 
H9b. Personal interest is associated with high brain activation in the ventromedial prefrontal 

cortex, and low activation in the dorsolateral prefrontal cortex 

 
 

 


