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ADOLESCENTS’ SAFE ONLINE BEHAVIOUR: A MULTI-
FACTOR ANALYSIS BASED ON SOCIAL COGNITIVE THEORY

Sameera Mubarak, School of Information Technology and Mathematical Sciences, University
of South Australia, Adelaide, Australia, sameera.mubarak@unisa.edu.au

Deepa Mani, School of Information Technology and Mathematical Sciences, University of
South Australia, Adelaide, Australia, deepa.mani@mymail.unisa.edu.au

Abstract

This study sought to prove six hypotheses about the correlation between adolescents’ online use and
parental behaviour, adolescents’ self-efficacy and adolescents’ self-regulation. Social Cognitive
Theory (SCT) underpinned a survey of 340 respondents (182 males and 158 females) in the 12-17 year
age group from 2 high schools in metropolitan South Australia. Structural Equation Modeling was
used to test the significance of the hypotheses. The survey results revealed that environmental factors
such as parental monitoring and guidance had a significant impact on adolescents’ online use. They
also indicated that adolescents’ self-regulatory behaviour concerning online use may be influenced by
other factors such as self-knowledge and self-determination. Personal factors such as instinct and
motivation were found to influence the outcomes of online misuse, and encourage adolescents to adopt
moderate and safe use patterns. The results demonstrated that self-efficacy — namely confidence,
motivation and personality — has a positive impact on self-regulatory behaviour. A theoretical
framework adapted from SCT specifically for this study generated new knowledge about factors that
support a preventative approach to risky online use among adolescents.

Keywords: Adolescents’ Online Behaviour, Parental Behaviour, Social Cognitive Theory, Multi-factor
Analysis



1 INTRODUCTION

Internet technology has significantly transformed the world since its introduction nearly two decades
ago. It has impacted individuals and organisations to a point where they depend on it for education,
recreation, research and business. Most importantly, the Internet has opened up global communication
at unprecedented levels, crossing geographical, cultural and physical boundaries to connect millions of
people in cyber space'. The Australian Bureau of Statistics (ABS) indicates an upward trend in
Internet access in Australia, with 83 per cent of all households (7.3 million people) having an Internet
connection in 2012-2013 compared with 79 per cent in 2010-2011 (ABS 2014). In addition, according
to the Australian Media and Communications Authority (ACMA), mobile Internet use rose 33 per cent
in the twelve months from June 2012-June 2013, and a phenomenal 510 per cent from June 2008-June
2013 (Polites 2013), with children identified as major users.

1.1 Known Impacts of Adolescents” Unsafe Online Use

Online use differs from person to person, however adolescents generally go online for entertainment
or education. In an alarming finding for parents and teachers, Hawi (2012) states that entertainment
outweighs educational or academic pursuits in terms of the proportion of online use. This prompts a
warning that online use may compromise children’s academic achievement. It also signals a greater
need for knowledge about the undesirable impact of online use on adolescents’ social, psychological
and physical health. Cyber-bullying or harassment are known to have dangerous outcomes in the form
of psychological and emotional turmoil, and even suicide. Ryan and Curwen (2013), for example, list
various instances where cyber-bullying has led to embarrassment, fear, low self-esteem, humiliation
and poor academic achievement; negative experiences that can adversely impact emotional growth.
Alvarez (2013) highlights the extreme damage that cyber-bullying can inflict, citing the example of a
twelve year-old Florida girl who committed suicide to escape online and face-to-face bullying.

Sexual predators and financial scammers are known to target adolescent online users. Adolescents
who fall prey to these criminals may experience depression, anxiety and shame. Stefanescu et al.
(2009) warn about risky online behaviour, such as chatting frequently with unknown people and
visiting age-inappropriate websites, which breaks the rules of safe online use and leaves adolescents
open to the afore-mentioned impacts. Young (2009) identifies instances of the dangerous
consequences of adolescents becoming addicted to online systems and Moran (2012) describes a case
in which a teenager in Taiwan died after a forty-hour ‘Diablo III’ gaming marathon. The reason given
for her death was that long hours in a sedentary position created cardiovascular problems.

Addiction can lead to living in the cyber world at the expense of understanding the realities behind it;

the hidden real-world risks. Addicted adolescents provide easy prey for cyber criminals, as illustrated

in the following incidents from around the world:

e In August 2013, an online blackmail scam® in the UK, in which scammers portrayed themselves as
young girls, lured thousands of teenagers through social media (Bagot 2013).

e A fifteen year-old girl fell prey to an online sexual predator nearly three times her age who
murdered her in January 2010 in South Australia (Fewster 2010).

e An eighteen year-old Australian girl became the victim of a job advertisement on Facebook. She
accepted a fake job offer and was murdered (Oliver 2010).

e A seventeen year-old girl from Canada committed suicide following months of sustained
harassment, including lewd photographs posted online. Cell phone pictures were circulated and

! Cyber space is ‘the notional environment in which communication over computer networks occurs’
(http://www.oxforddictionaries.com/definition/english/cyberspace)

2 A ‘scam’ is ‘a dishonest scheme; a fraud’. ‘Scammers’ carry out the scam
http://www.oxforddictionaries.com/definition/english/scam



posted on social media (New York Times 2013).
e A seventeen year-old girl in the UK was kidnapped, raped and killed by a predator posing as a
teenager (Stokes 2010).

1.2 Factors Known to Reduce Adolescents’ Unsafe Online Use

A sound knowledge of the social and technological dangers of online use may prevent the type of
incidents mentioned above. Studies have shown that parental influence in shaping children’s online
behaviour, largely through educating them about privacy protection and risk reduction behaviours,
may result in safer online use among adolescents (Liu et al. 2013). O’Neill et al. (2011) found that
parental supervision can make adolescents’ online security issues easier to manage, while Davis
(2013) found that mothers and friends play an important role in adolescents’ lives, forming
relationships with them that contribute positively to their ‘self-concept’, which in turn assists them in
developing safe online behaviour. Such adolescents have a reduced risk of seeking attention or self-
affirmation from online strangers, or falling prey to scams. Similarly, in relation to Internet addiction,
a study of Hong Kong adolescents suggests that strengthening family functioning and promoting
positive youth development may help to reduce adolescents’ online vulnerability (Yu & Shek 2013).
Lereya et al. (2013), discussing intervention programs to overcome cyber-bullying, conclude that such
programs should extend beyond schools to include families and should start before children enter
school.

Intervention programs may only succeed, however, if parents are aware of the extent of their
children’s online use. Konstantinos et al. (2012) found that parents tend to underestimate the level of
their children’s online use; they do not match their children’s estimates. Hence, according to Liau et
al. (2008), parents’ regular communication with their children is an essential factor in monitoring
children’s online behaviour. Gunuc and Dogan (2013) support this with their finding that adolescents
who spend time with their mothers have a higher level of perceived social support and a lower level of
online addiction than those who do not spend time with their mothers. Thus, parental bonding appears
to play a more important role than parental security practices in influencing children’s online
behaviour.

While the above studies show that parents’ involvement influences children’s online behaviour, there
is a need to find out what other factors lead adolescents to develop safe online behaviour. This study
sought to fill this gap by investigating not only the relationship between adolescents’ online use
patterns and parental factors, but also the impact of personal factors such as individual adolescents’
instincts, drives, traits and other motivational forces, particularly self-efficacy and self-regulatory
habits, on their online behaviour. It aimed to identify combinations of factors that shape healthy online
behaviour and reduce risky online behaviour, with the purpose of understanding the theoretical
concepts that underpin adolescents’ online behaviour. The study was grounded in Albert Bandura’s
1986 work on Social Cognitive Theory (SCT).

2 THEORETICAL FOUNDATION

Several theories can be used to explain deviant behaviour during childhood and adolescence. These
include Problem Behaviour Theory, the Transtheoretical Model of Change, Deterrence Theory and
Social Cognitive Theory. Problem Behaviour Theory (PBT), developed by Jessor (1987), explains
dysfunction and maladaptation in adolescence. Problem behaviour is defined as any behaviour that
deviates from social and legal norms, or that those in authority deem socially unacceptable. PBT is
quite complex. It consists of three independent but related systems of psychosocial components: the
personality system; the perceived environmental system; and the behaviour system. PBT proposes that
maladaptation or deviance occurs when these components interact. For example, behavioural problems
become apparent when there is a clash between the personality system and the perceived
environmental system (Jessor 1987).



The Transtheoretical Model of Change (Prochaska & DiClemente 1983; Prochaskaet al. 1992;
Prochaska & Velicer 1997) is an integrative model of intentional behaviour change that is used to
develop effective interventions to promote changes in health behaviour. The model, which focusses on
individual decision making, describes how people modify a problem behaviour or acquire a positive
behaviour. Its central organising construct is the ‘Stages of Change’, which incorporates a series of
change processes and outcome measures in response to an existing problem.

Cesare Beccaria’s Deterrence Theory of 1764 rests on the belief that people choose to obey or violate
the law after calculating the consequences of their actions. It is difficult to prove the effectiveness of
deterrence because only those offenders who are not deterred by the possible consequences come to
the notice of law enforcement (Beccaria 1963).

Neither PBT, the Transtheoretical Model of Change nor Deterrence Theory were considered viable
options for grounding this study. PBT analyses the root cause of deviant behaviour whereas this
study’s objective was to identify factors that lead to safe online behaviour. The Transtheoretical Model
of Change is reactive in nature (responding to remedy an already active problem), whereas this study
had a preventative rather than a reactive focus. Deterrence Theory was not chosen for the current study
due to the difficulty of measuring its effectiveness.

2.1 Social Cognitive Theory

Social Cognitive Theory (SCT) developed by Bandura in 1986, on the other hand, provided a viable
option. This psychological model of behaviour primarily emphasizes that learning is influenced by
observing others’ behaviour in the external environment. Bandura proposes that personal, behavioural
and environmental factors interact with one another to produce human behaviour (Bandura &
McClelland 1977; Bandura 1986). That is, a person’s ongoing functioning is a product of continuous
interaction between the cognitive, behavioural and contextual factors within that person’s learning and
the influence of parental and other external environmental factors.

Bandura et al. (1988) state that behavioural factors such as self-efficacy reflect individuals’ beliefs
about whether they can achieve a given level of success at a particular task, whereas self-regulation is
dependent on goal setting. SCT considers that individuals are capable of managing their thoughts and
actions to achieve specific outcomes. Self-reaction occurs as a result of the rigours of self-efficacy and
self-regulation. This is a stage at which individuals decide whether to modify, reject or continue the
outcomes.

Thus, SCT provides a framework for understanding, predicting and changing human behaviour
(Bandura 2001). As such, it can be used to develop a general theoretical framework for analyzing
adolescents’ online behaviour to discover whether there is any correlation between adolescents’ online
use, parental behaviour, and adolescents’ self-efficacy and self-regulation.

3 RESEARCH MODEL AND HYPOTHESES

The SCT research model developed specifically for this study from the general SCT framework is
depicted in Figure 1. It was designed to examine whether parents’ supervision of adolescents and
monitoring of their online use (external factors) can enhance adolescents’ safe online use, and whether
adolescents’ knowledge and attitudes to cyber safety (internal factors — self-efficacy and self-
regulation) have a direct impact on their online behaviour. Six hypotheses were proposed to test and
justify the model.
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Figure 1. Research model of SCT theory.
3.1 Parental Factors

Parental guidance and sanctions influence the socialization process. ‘Successful socialization,
therefore, requires the gradual substitution of internal controls and direction for external sanctions and
mandates’ (Bandura 1989, p. 46). Parental factors in this study were parental supervision, monitoring
and controlling of adolescents’ online behaviour. Parental monitoring or involvement is perceived as a
positive indicator in child development. A strong link has been found between poor parental
attachment, antisocial behaviour (Patterson & Stouthamer-Loeber 1984; Ericson 2001; Pettit et al.
2001) and delinquent behaviour (Steinberg 2000). Ybarra and Mitchell (2004), who conducted a study
investigating the link between online harassment and the caregiver-child relationship, conclude that
there is a significant relationship between poor parenting or caregiving and children indulging in
wasteful or abusive online activity. Youth reporting low emotional closeness with their parents were
almost 3 times more likely than others to engage in online harassment, which indicates that disturbed
relationships between parents and children may result in problematic online behaviour.

Parents’ online behaviour and their educational backgrounds are known to significantly predict
children’s internet use at home (Valcke et al. 2010). As role models, parents who have a good
knowledge of information security and internet safety have a positive influence on their children’s safe
online behaviour. Livingstone and Helsper (2008) argue that parental restriction of online peer-to-peer
interactions is associated with reduced risk. However, it has been proposed that parental monitoring of
children’s internet use points to the need to study family rules from both parents’ and children’s
perspectives (Wang et al. 2005).

In this study, the following three hypotheses were proposed to test whether parents’ guidance is really
a positive factor in adolescents’ online use:

H1: Parental factors have a positive impact on adolescents’ safe online use.
H2: Parental factors have a positive impact on adolescents’ self-efficacy.

H3: Parental factors have a positive impact on adolescents’ self-regulatory behaviours.



3.2 Self-efficacy

Self-efficacy is defined as a person’s belief in their abilities to perform a task. Personal factors include
instincts, drives, traits and other motivational factors that decide the consequences of an individual’s
behaviour (Pajares 1996). Hence, a person with good awareness and intentions is cautious about his or
her actions and their consequences. Self-efficacy beliefs affect the quality of human functioning
through cognitive, motivational, affective and decisional processes (Bandura 2012). Zimmerman
(2000, p. 83) proposes that self-efficacy consists of ‘personal judgements of one’s own capabilities to
organise and execute courses of action to attain designated goals’. It motivates self-regulatory
behaviours such as self-monitoring, self-evaluation and developing future strategies (Zimmerman et
al. 1992). It is important to note that higher self-efficacy influences emotional wellbeing by reducing
stress, anxiety and depression (Bandura, 1997); a hypothesis that tries to justify a direct correlation
between self-efficacy and self-regulation.

Working from the assumption that there is a relationship between self-efficacy and safe online use,
and between self-efficacy and self-regulation, this study sought to test the hypotheses that:

H4: Self-efficacy has a positive effect on adolescents’ safe online use.

HS: Self-efficacy has a positive impact on self-regulation.
3.3 Self-regulatory (Behavioural) Control

According to SCT, self-regulation allows a person to control his or her responses or behaviour when
confronted with externally imposed stimuli. Schunk and Ertmer (2000) state that self-regulation refers
to the degree to which learners are cognitively, motivationally and behaviourally active in their
learning. Self-regulation takes the form of self-discipline, impulse control and the management of
short-term desires. It comprises self-monitoring, self-evaluation and self-reinforcement (Kanfer 1970;
1971). Oppezzo and Schwartz (2013) propose that self-regulatory learning leads to desired
behavioural change, while Wills et al. (2011) state that poor self-regulation leads adolescents to
engage in problematic behaviours. Hence, this study’s final hypothesis for testing was that:

H6: Self-regulation has a positive impact on adolescents’ safe online use.

4 METHOD

4.1 Survey Development

A survey questionnaire based on SCT was developed from published studies and previous surveys as a
measurement tool to test adolescents’ cyber safety awareness and behaviour. The survey’s four key
constructs were ‘parental factors’, ‘self-efficacy’, ‘self-regulation’ and ‘safe online use’.

Parental factors questions were developed on the basis of human agency in Bandura’s (1989) work on
SCT in terms of restriction, monitoring and guiding.

Questions on Restriction

e Restricting software (filters) used by the parents — RES1

e Restricting software (filters) used by the Internet Service Provider — RES2
e Rules imposed by parents and caregivers on online use — RES3

Questions on Monitoring

e Parent/s are friends in the child’s social networking sites — MONI1

e Parents checking the screen from time-to-time when the child is online — MON2
e Parents monitoring the social network, chat sites and emails — MON3

Questions on Guiding
e Parents’ guide online surfing/activities — GUI1



e Parents discuss harmful effects — GUI2

Self-efficacy questions were constructed on the basis of the work of Bandura (1997) and Pajares
(1997).

Questions

e Knowing how to set privacy settings in social networking and other online activities — SE1

e Knowing basic technological measures; virus updates, not opening scam emails or posts, not
sharing passwords — SE2

Self-regulation questions were based on the work of Bandura (1991) and Kanfer (1970; 1971).

Questions

e Not establishing contacts with strangers — SR1

e Using chat rooms, social networking and online games for only a limited time and limited number
of people that I know — SR2

Safe online use questions related to time spent online for academic work and other browsing activities.

e Knowledge about privacy

e Knowledge about technical protection like virus updates, knowing what scams are, strangers
participating in chatting, etc.

The questionnaire was refined with input from various professionals and teachers in the participating
schools. Their feedback was incorporated into the survey, with questions modified accordingly.

4.2 Data Collection

Three hundred and forty respondents (182 males, 158 females) undertook the refined survey to test the
theoretical model developed for this study. The majority were in the 12-17 year age group. All were
studying in two South Australian metropolitan high schools that had been selected through the
researcher’s personal contacts. The schools’ principals approved and supported the study. They
allocated a specific class time for students to participate in the online survey. Class teachers gave the
students the required instructions and provided them with the online survey link. Any students who did
not have their parents’ consent to participate were excluded from the study.

4.3 Data Analysis
43.1 Assessment of the Measurement Tool

It is essential to assess the accuracy of any measurement tool prior to testing hypotheses. In this study,
the survey’s four key constructs’ psychometric properties were assessed by examining their reliability,
convergent validity and discriminant validity. Reliability and validity refer to measuring the
relationship between a scale’s individual items. Reliability, or internal consistency, is assessed most
commonly using Cronbach’s alpha. Hence, Cronbach’s alpha was used to test the internal consistency
of the survey’s key constructs. As shown in Table 1, the reliability measures ranged from 0.70 to 0.91,
equal to or exceeding the 0.70 cut-off values and thus indicating an acceptable level of internal
consistency (Nunnally 1978).

Construct No of Items Cronbach’s Alpha
Parental factors (PF) 8 0.91
Self-efficacy (SE) 2 0.71
Self-regulation (SR) 2 0.70
Safe online use (SOU) 2 0.71

Table 1. Reliability of Constructs



Convergent validity was assessed to find whether items within the same constructs correlated highly
among themselves. As shown in Table 2, standardized factor loadings are above .50, which indicates
an adequate level of convergent validity (Anderson et al. 1998). The parental factors are also highly
correlated, indicating a likely relationship between the three aspects (restriction, monitoring and
guiding). Convergent validity was also tested by calculating the Average Variance Extracted (AVE),
which is ‘the amount of variance that a latent variable component captures from its indicators in
relation to the amount due to measurement error’ (Crossler 2010, p. 7). The AVE was above the
recommended 0.5 level (Fornell & Larcker 1981), as shown in Table 3. Composite reliability (CR)
was calculated to confirm the scale’s reliability. The CR of all constructs was also above 0.6 (see
Table 3), thus indicating adequate convergent validity of the items in each construct (Bagozzi & Yi
1988).

Construct Item PF SE SR SOU

RESI 0.832 -0.047 20.094 0.094

RES2 0.721 20.010 -0.045 0.080

RES3 0.829 -0.042 20.073 0.113

Parental factors (PF) MONI1 0.706 -0.025 0.002 0.068

MON2 0.859 -0.004 20.044 0.116

MON3 0.749 0.015 -0.001 0.096

GUII 0.839 -0.037 -0.002 0.091

GUI2 0.754 -0.040 -0.037 0.090

SEI 20.016 0.895 0222 0.255

Self-efficacy (SE) SE2 -0.050 0.860 0.300 0.041

. SR1 20.056 0.263 0.886 0.176

Self-regulation (SR) SR2 -0.040 0.255 0.877 0.173

. SOUl 0.076 0222 0.175 0.901

Safe online use (SOU) SOU2 0.143 0.078 0.174 0.860
Table 2. Factor Loadings

Discriminant validity specifies the degree to which a construct is not correlated with other constructs
and can be assessed by comparing the correlation of each construct with the square root of the
Average Variance Extracted (AVE) (Fornell & Larcker 1981). As illustrated in Table 3, the square
root of the AVE (diagonal elements in Table 3) of each construct is larger than the recommended
threshold of .50 (Fornell & Larcker 1981). Therefore, this satisfies the discriminant validity of the
constructs. Since all the items had adequate reliability and validity, all the measurement items were
used for testing the research model.

Construct CR AVE PF SE SR SOU
Parental factors (PF) 0.928 0.621 0.788

Self-efficacy (SE) 0.870 0.770 -.034 0.877

Self-regulation (SR) 0.874 0.776 -.040 297 0.880

Safe online use (SOU) 0.873 0.775 114 .165 .198 0.880
Table 3. Composite Reliability (CR), AVE, and Inter-construct Correlations

43.2 Assessment of the Research Model

SPSS software version 22 and SmartPLS 3.0 (Ringle et al. 2005) software package were used to
analyse the data. SmartPLS 3.0 was used to test the hypotheses using Structural Equation Modeling
(Anderson & Gerbing 1988). This method estimates the path coffiecients that calculate the strength of
the relationships between independent and dependent variables. The Partial Least Squares (PLS) and
bootstrapping test were used to evaluate the research model. PLS determines the hypothesized path
and bootstrapping estimates the path’s significance (t-value).



5 RESULTS

Figure 2 and Table 4 show that testing proved H1 — that parental factors have a positive impact on
adolescents’ safe online use — with significant results of P< 0.05 and a t-value of 3.061. However, the
results showed no significant values to support H2 (that parental factors have a positive impact on
adolescents’ self-efficacy) (P=NS, t-value of 0.791) or H3 (that parental factors have a positive impact
on adolescents’ self-regulatory behaviours) (P=NS, t-value of 0.845). These results infer that parental
factors may not be the only influence on adolescents’ self-efficacy or self-regulatory behaviours in
relation to online use. Self-knowledge and self-determination may play a greater role than parental
influences.

Parental factors . Self-efficacy

Figure 2. SCT research model, with justification (—» hypothesis supported; ---»
hypothesis not supported).

Testing of hypotheses H4, H5 and H6 returned significant results for all three. H4 — that self-efficacy
has a positive effect on adolescents’ safe online use — returned results of P< 0.01 and a t-value of
2.240. This provides evidence to support the theory that personal factors, including instincts, drives,
traits and other motivational factors will encourage adolescents to adopt moderate, safe online use
patterns and decide the consequences of online misuse. Justification of HS — that self-efficacy has a
positive impact on self-regulation — was demonstrated with results of P< 0.01 and a t-value of 7.273.
H6 — that self-regulatory controls have a positive impact on adolescents’ online use — was supported
by findings of P< 0.01 and a t-value of 3.378. The results show a low R-square value of 0.07 for safe
online usage. These figures imply that adolescents’ self-regulatory behaviours, such as being cautious,
results in safe online use.

Hypothesis Hypothesized path Path coefficient (B) P-value t-value Result
HI1 PF — SOU 0.135 P<0.05 3.061 Supported
H2 PF — SE -0.036 NS 0.791 Not
Supported
H3 PF — SR -0.044 NS 0.845 Not




Supported
H4 SE — SOU 0.133 P<0.01 2.240 Supported
H5 SE — SR 0.292 P<0.01 7.273 Supported
H6 SR — SOU 0.166 P<0.01 3.378 Supported
Table 4. Summary of Findings

6 DISCUSSION

The results of this study have validated the investigative research model, based on Bandura’s (1988)
SCT, which was developed to explore the relationship between adolescents’ cognitive learning factors
and their online behaviour. The model is able to explain that parental factors, such as parental
guidance and monitoring (P< 0.05), have a significant, positive impact on adolescents’ attitudes and
behaviours concerning safe online use (H1) but do not have any significant impact on adolescents’
self-efficacy (H2) or self-regulation (H3). It reinforces the point that parents must be vigilant in
monitoring their children’s online behaviour to prevent negative impacts on children’s personal and
social development, and career prospects. Such impacts include depression, low self-esteem or even
death, which can arise from excessive online use or indulging in age-inappropriate activities (Schunk
1989; Valcke et al. 2011).

Items in the parental factors construct that justify the first hypothesis (H1) suggest that support by
observant parents in addition to questioning their children about their online activities is worthwhile
(Wolak et al. 2010). This need not be structured or time-consuming. Parental monitoring can take the
form of being friends with their child’s social media network, discussing online dangers such as
predators’ activities, and teaching important details about privacy such as not sharing personal
information or passwords. In relation to the issue of ‘restriction’, while several online tools are
available to monitor children’s online movement, good communication between parents and
adolescents is known to be more effective (Law et al. 2010). Therefore, parents conversing with their
children about online safety may create new insights into adolescents’ online activities, and in turn
create good and safe online use patterns. These parental factors’ items imply that parents must be
careful not to over-intrude, or be punitive or non-responsive when monitoring, however, because these
are seen as negative parental behaviours that can lead to adolescents’ unsafe online use and a higher
probability of addiction (Xiuqin et al. 2010). Kwon et al.’s (2011) finding of a correlation between
parental behaviour and online abuse supports this study’s results. Moreover, Parent Solicitation
(parents ask what their child is looking at online) and Child Disclosure (child naturally tells parents
what they are doing) can reduce aggressive online behaviour according to Law, Shapka and Olson
(2010). Hence, parental support and monitoring are equally important in building healthy online
practices (Padilla-Walker & Coyne 2011).

Parents need to be aware of the extent of adolescent engagement in risky online behaviour and be
realistic about the amount of parental monitoring that occurs at home, both of which have been
identified as largely underestimated (Konstantinos et al. 2012), if they are to positively influence their
children’s online behaviour. The results for parental factors in this study suggest that parental
monitoring needs to be reconceptualised and that parents need to improve their communication in
relation to the topic of their adolescent children’s online access (Liau et al. 2008).

With reference to the fourth hypothesis (H4) on self-efficacy and its results of P< 0.01 and a t-value of
2.240, it has been stated that ‘self-efficacy is not a trait but rather a perception of capability that is
developed through both observations of others as well as personal experiences’ (Turner 2011, p. 431).
Adolescent self-efficacy means judging one’s own behaviour to decide safe and unsafe online use. It is
created by establishing privacy settings for one’s personal information and applying appropriate
security measures. This study proves that higher self-efficacy leads to healthy online use.

Results for the fifth hypothesis (H5) on self-efficacy and its positive impact on self-regulation (P<
0.01 and a t-value of 7.273) provide evidence that adolescents with self-efficacy can manage a highly




demanding assignment or task because their previous success in accomplishing similar tasks reinforces
positive self-regulatory behaviour (Barak 2010). In any learning process, self-efficacy and self-
regulation are reciprocal; a pattern observed by Kuntz and Gomes (2012) in their work on the social
learning process where self-efficacy and self-regulating mechanisms led to subsequent behavioural
outcomes, which aligns with this study’s results. Adolescents who are confident and well informed
about the dangers of online practices can adopt good online self-regulatory behaviours. Consequently,
self-regulatory practices can assist children to refrain from abusing online access and limit their online
use to safe, originally intended activities such as education.

In relation to the sixth hypothesis (H6), this study’s results (P< 0.01 and a t-value of 3.378)
demonstrate that self-regulatory controls have a positive impact on adolescents’ online behaviour.
These figures support the contention that adolescents’ self-regulatory behaviours, such as cautiousness
and a sense of responsibility, will have a positive association with safe online use. Self-regulatory
behaviours in the online world are indicated by use of appropriate technological protection (virus
updates), deleting spam emails and creating adequate privacy settings, for example. During
adolescence, neurobiological changes and physical changes occur that lead to risk taking behaviour
(Steinberg 2005). These changes can lead to experimenting in cyber space with dangerous
consequences. A number of studies have concluded that poor self-regulation is also associated with
problem behaviour in general (Wills et al. 2011) and poor academic achievement (Zimmerman &
Schunk 2013; Lerner et al. 2011). Hence, instilling self-regulatory online behaviour can assist
adolescents not only to differentiate between acceptable and unacceptable online situations but also to
practice self-regulatory behaviour in all areas of their lives.

The two hypotheses this study’s results did not support were whether parents have any influence on
their adolescent children’s self-efficacy (H2) or self-regulatory (H3) behaviour. The data analysis
suggests that environmental factors other than parental factors influence adolescents’ self-efficacy and
self-regulatory behaviours. Personality factors and knowledge gained from external sources such as
school and friendships may be contributing factors to self-regulatory behaviours.

Thus, the major finding from this study that parental and family factors, self-efficacy factors and self-
regulatory factors all play key roles in building adolescents’ safe online use patterns demonstrates the
need for a balanced approach to nurturing adolescents’ positive online behaviour, based on a sound
knowledge of SCT. Such an approach recognises that parental factors are not the only influence on
adolescents’ online behaviour. Future research focusing on the influence of friends, which was not
surveyed in this study, will complement the study’s findings.

6.1 Implications for research

The theoretical basis (SCT) for this empirical study facilitates a preventative approach to adolescent
online safety, resulting in positive behavioural outcomes. It demonstrates that parental supervision has
a direct impact on adolescents’ online behaviour. Its use of SCT to understand aspects of adolescent
behaviour marks an important addition to the knowledge base. The SCT research model developed
specifically for this study from the general SCT framework, as well as the survey, provides a platform
for further research into the factors influencing adolescents’ safe online behaviour. It can be adapted
for research into preventative strategies for other behavioural issues.

6.2 Implications for practice

This study’s findings have practical implications for safe online use training programs in schools and
the wider community. The fact that parents’ involvement in the form of monitoring and restriction is
proven to have a direct influence on adolescents’ behaviour can be used to encourage parents to
become actively engaged in their children’s online learning. More specifically, educational programs
offered in schools must consider involving parents by getting them to share their experiences of
monitoring their children’s online activities.



7 CONCLUSION

The results prove that parental factors such as monitoring and guidance directly influence adolescents’
online use. They also show that adolescents’ self-efficacy and self-regulatory behaviours can act to
self-monitor online behaviour. The literature reviewed and the study results point to positive parental-
child communication and relationships as a key factor in effective outcomes from parental guidance
and monitoring of adolescents’ online use. Parents and those designing programs to encourage
adolescents’ safe online use need heightened awareness of the correlation between parental behaviour
and adolescent behaviour; that is, the impact of both positive and negative parental behaviour on
adolescent behaviour.
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