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Readability of Privacy Policies of Healthcare Websites
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Berlin, Germany
tatiana.ermakova@tu-berlin.de
2 |nstitute of Information Systems, Humboldt-Universitét zu Berlin, Berlin, Germany
{bfabian,babinael}@wiwi.hu-berlin.de

Abstract. Health-related personal information is very privacy-sensitive. Online
privacy policies inform Website users about the ways their personal information
is gathered, processed and stored. In the light of increasing privacy concerns,
privacy policies seem to be an important mechanism for increasing customer
loyalty. However, in practice, consumers only rarely read privacy policies, pos-
sibly due to the common assumption that policies are hard to read. By designing
and implementing an automated extraction and readability analysis toolset, we
present the first study that provides empirical evidence on readability of over
5,000 privacy policies of health websites and over 1,000 privacy policies of top
e-commerce sites. Our results confirm the difficulty of reading current privacy
policies. We further show that health websites’ policies are more readable than
top e-commerce ones, but policies of non-commercial health websites are worse
readable than commercial ones. Our study also provides a solid policy text cor-
pus for further research.

Keywords: Privacy, Privacy Policies, Readability, Healthcare.

1 Introduction

Healthcare websites are currently popular among Internet users. Seven out of ten US
Internet users admit having looked up online for health information in 2012 [1]. How-
ever, in spite of critique [2], most healthcare websites practice collecting, analyzing
and sharing their consumers’ information with interested third parties [3, 4]. Consum-
ers increasingly worry about their online privacy owing to these practices [5]. Moreo-
ver, revealed medical information can be further misused, e.g., by healthcare product
retailers sending prescription reminders and promotional letters for new healthcare
products and by employers making their decisions [6-8].

Websites are supposed to use privacy policies to inform the customers about their
practices of collecting and using their personal information. In the presence of in-
creasing privacy concerns, privacy policies are essential [9]. Moreover, self-reported
privacy statements with a strong guarantee of security are found even more effective
than third-party seals regarding customers’ willingness to disclose various types of
personal information [10]. However, practice shows that Internet users only rarely
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read privacy policies [11-13] and prefer third-party seals and other alternatives to
reading privacy policies [9]. One of the reasons privacy policies are often ignored
could be their lacking readability [14-18]. Perceived comprehension of privacy notic-
es was shown to positively impact people’s reading of privacy policies and trust in the
notice [9]. In [19-22], readability of a privacy policy was even found to be positively
associated with user’s trust towards the website.

In our study, we thoroughly examine the reading level of privacy statements of
healthcare websites and therefore their efficiency to communicate their attitudes re-
garding consumers’ privacy which influence the formation of consumers’ behavior.
Previous studies regarding readability of privacy policies are based on small sample
sizes of 55 [14] and 75 [18]. Our work provides a sample of privacy policies that is
two orders of magnitude larger than investigated in earlier work and is thus repre-
sentative. This sample has been automatically extracted from health websites. Here,
we designed and employed a sophisticated automated extraction and analysis toolset.
To the best of our knowledge, such an approach has never been used in similar re-
search projects. Further, since there is no established single metric for readability in
linguistic literature, we use a broader number of readability measures to provide a
more complete and reliable picture of the readability level of privacy policies of
healthcare websites and explore them in a more detailed statistics summary. We fur-
ther investigate the readability of privacy policies of 5,431 healthcare websites com-
pared to 1,166 top e-commerce websites based on these well-established readability
measures. Finally, we statistically analyze whether commercial and non-commercial
healthcare websites differ in their readability of privacy policies.

The paper is structured as follows. We first provide a theoretical background on
privacy and readability of privacy policies in general as well as in the healthcare con-
text. Then, we present the method which we used to obtain our data set, including a
software prototype for readability analysis. This is followed by the analysis and re-
sults. The paper concludes with a discussion of the key findings, limitations and direc-
tions for future research.

2 Theoretical Background

2.1 Privacy

There is no single definition or interpretation of the term “privacy” in the literature
[23, 24] due to its broad meaning and diverse historical use. The global and open
nature of the Internet put personal information at risk of being easily collected and
misused [24, 25]. In the light of these changes, the IS research community defines
privacy as individuals’ ability to control for themselves when, how and to what extent
information about them is communicated to others [26]. Various laws and regulations
such as Directive 95/46/EC of the European Parliament and of the Council [27] and
Health Insurance Portability and Accountability Act of 1996 (HIPAA) [28] attempt to
protect individuals’ information privacy. Nevertheless, according to the research con-
ducted by the data privacy management company TRUSTe in mid-December 2013,
Internet users are high concerned about their privacy on the Internet: 92% of US con-
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sumers and 89% of British consumers admit worrying about their online privacy [5].
Interestingly, according to an earlier study conducted by Pew Research Center in
September 2012 [1], while 72% of US Internet users say they looked online for health
information in 2012, almost eight out of ten searches for medical information were
started in the search engine such as Google, Bing or Yahoo. Another 13% of online
health seekers who remembered their last time they went online for health infor-
mation started their search at sites focusing on health information.

Many websites and web platforms offer information or services in exchange for
users’ personal data. They collect information about the users, their needs and prefer-
ences in order to strategically use or sell this data for promotional purposes. It appears
that patients unwillingly [2] or unknowingly trade their right for information privacy
in return for medical information [29], as well. A recent study by [3] discovers that 13
out of examined 20 popular websites specializing in healthcare applied one or more
tracker elements. The investigation initiated with respect to 80 PHR (personal health
records) and EHR (electronic health records) websites [4] similarly shows that many
of them sell medical information, use external software to scan the webpage content
and track user behavior for targeted advertising. Medical information can be used by
healthcare product retailers for sending prescription reminders and promotional letters
for new healthcare products and by companies for basing their employment decisions
on. Among potential harms, there are also impaired reputations [6-8] and ruined per-
sonal credit history. Recently, about 4.5 million patients were put at heightened risk
of identity theft as their medical records, including their names, social security hum-
bers, physical addresses, birthdays and telephone numbers were stolen by criminals
who broke into computers of Community Health Systems operating 206 hospitals
across the United States [30].

Almost ninety percent of both US and British Internet users admit avoiding com-
panies that do not protect their privacy [5], what is in line with the IS research com-
munity repeatedly concluding that Internet users’ privacy concerns are one of the
most formidable barriers to people intending use of e-services [7, 31].

2.2 Privacy Policies

Websites usually use privacy policies to communicate their privacy attitude to their
customers [13, 32]. US Legal Dictionary defines a privacy policy in the online context
as “a statement that declares a firm's or website's policy on collecting and releasing
information about a visitor” [33].

Nowadays, policy content can be represented in many conceivable formats. A vast
majority of websites utilize a natural language format. Another text-based format
known as the Platform for Privacy Preferences (P3P) protocol was developed by the
World Wide Web (WWW) Consortium in order to “enable Websites to express their
privacy practices in a standard format that can be retrieved automatically and inter-
preted easily by user agents” [34]. However, P3P was often criticized for being too
complex and confusing for an average user and the P3P working group was closed in
2006 [34]. An approach for semi-automated privacy policy feature extraction is pre-
sented in [35], leveraging natural language processing and crowdsourcing. Since or-
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ganizations usually have conflicting goals of creating notices that are easy to under-
stand but also complete and legally compliant, the concept of Multilayered Notices
was introduced [36]. In attempts to facilitate the overview over privacy policy con-
tent, researchers also created a number of graphical solutions. For example, the Priva-
cy Nutrition Label developed by [37] works with P3P policies and displays the con-
tent in a graphical matrix which shows the types of data collected and the usages of
this data. Similarly, the solution “KnowPrivacy” suggested by [38] is an icon-based
policy summary. Nonetheless, [39] found evidence that presenting content of a priva-
cy policy as a grid with the help of icons and colors did not improve comprehension
in comparison to natural language policies.

Even in the presence of significant online privacy concerns [5], empirical evidence
reveals that privacy policies are only consulted in 26% of cases where a policy is
available [13]. Similarly, in a privacy study on Facebook, 77% of respondents
claimed not to have read the privacy policy [11]. Several factors might explain the
fact why privacy policies are not read. According to the US national phone survey
conducted by the Annenberg Public Policy Center in 2005, most Internet users falsely
believe that the presence of a privacy policy on a website means the site will not share
their personal information with other websites and companies [40]. Similarly, the
presence of a privacy statement on a website was found to positively influence users’
beliefs about their privacy being better protected on the website [41], on the amount
of personal information they were eager to disclose to the website [42], their trust
towards the website [13], and willingness to purchase on the website [13, 43]. How-
ever, another explanation of Internet users ignoring privacy policies could be the psy-
chological process of habituation observed by [12] in the context of consumers’ de-
sensitization to certain privacy concerns due to the increased number of reported data
breaches. Analogically, it can be supposed that consumers get used to the fact that
privacy policies are long, confusing and poorly written and therefore decide not to
read them in the future. Studies show that privacy policies often use specific termi-
nology unknown to a common user [16]. The average privacy policy requires two
years of college level education to get comprehended [14]. Even the most readable
policies are found to be too difficult to read [17]. The language of online privacy poli-
cies was found to rather downplay privacy issues and mitigate questionable practices
[32]. As recently observed, many (even highly rated) mobile health app privacy poli-
cies do not even focus on the app [15]. Based on [44], Internet users possibly base
their decision of either to ignore a privacy policy or not on a personal benefit/loss
analysis, comparing the reduction of the information asymmetries and perceived costs
of reading privacy policies, e.g., time cost.

2.3  Readability

Readability of privacy policies appears to be essential in people’s decisions whether
to read them or not. In general, when texts exceed the reading level of readers, they
usually stop reading [9, 45]. Moreover, several studies tested and revealed a positive
association between readability and user's trust [9, 19-22].
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Readability can be defined as “the ease of understanding or comprehension due to
the style of writing” [46]. One can also observe an interaction of text and reader vari-
ables in determining readability [47]. For the reader, these variables include the read-
er’s knowledge, reading skills, interest and motivation; for the text, they are content,
design, organization and style [48]. The assessment of how readable a text is can be
performed either by employing a readability test on readers (e.g., [9, 18-22]) or by
counting language elements in the text (e.g., [14, 15, 17]) [49].

Table 1. Overview over readability metrics
(ACW = Average number of characters per word; ALW = Average number of letters per word;
ASL = Average sentence length; ASW = Average number of syllables per word; LW = Number
of words with more than six characters; PDW = Percentage of words not on Dale-Chall list of
3,000 common words; SYW = Number of words with three or more syllables)

Metric Formula Score mapping
FRES FRES =206.835 - 1.015 90 - 100 = Very easy = 4th grade; 80 - 90 = Easy = 5th grade; 70 -
X ASL - 84.6 x ASW 80 = Fairly easy = 6th grade; 60 - 70 = Standard = 7th to 8th grade;
50 - 60 = Fairly difficult = Some high school; 30 - 50 = Difficult =
High school or some college; 0 - 30 = Very difficult = College
graduate
LIX LIX = ASL + 100 x LW  0-24 = Very easy; 25- = Easy; 35-44 = Standard; 45-54 = Difficult
/ words 55 and above = Very difficult
NDC NDC = 0.1579 x PDW 4.9 and below = 4th and lower reading grade; 5.0 to 5.9 = 5th — 6th
+ 0.0496 x ASL + reading grade; 6.0 to 6. = 7th - 8th reading grade; 7.0 to 7.9 = 9th —
3.6365 10th reading grade; 8.0 to 8.9 = 11th - 12th reading grade; 9.0 to
9.9 = 13th - 15th reading grade (college); 10 and above = 16th and
upper reading grade (college graduate)
FKG FKG = 0.39 x ASL + US reading grade level
11.8 x ASW - 15.59
RIX RIX = LW / words 7.2 and above = College; 6.2 and above = 12th reading grade; 5.3
and above = 11th reading grade; 4.5 and above = 10th reading
grade; 3.7 and above = 9th reading grade; 3.0 and above = 8th
reading grade; 2.4 and above = 7th reading grade; 1.8 and above =
6th reading grade; 1.3 and above = 5th reading grade; 0.8 and
above = 4th reading grade; 0.5 and above = 3th reading grade; 0.2
and above = 2th reading grade; Below 0.2 = 1th reading grade
SMOG SMOG = square root of 0 - 6 = Low-literate; 7 = Junior high school; 8 = Junior high
(SYW x 30 / sentences)  school; 9 = Some high school; 10 = Some high school; 11 = Some
+3 high school; 12 = High school graduate; 13 - 15 = Some college;
16 = University degree; 17 - 18 = Post-graduate studies; 19+ =
Post-graduate degree
CLI CLI = 5,89 x charac- US reading grade level
ters/words - 30 x sen-
tences/words - 15,8
GFI GFlI = 0,4 x ASL + 100 The index indicates how many formal educational years are re-
x SYW/words quired by readers to comprehend the text.
ARI ARI=0.5xASL +4.71 US reading grade level
X ALW - 21.43

Readability formulas started to appear in the 1920s, and by 1973 more than 200 dif-
ferent readability formulas with different language variables (such as number of syl-
lables, words and sentences) were developed. Since no singe metric can be considered
superior for assessing readability, we base on the most established formulas such as
Flesch Readability Ease Score (FRES) [50], Laesbarhedsindex (L1X) [51], New Dale
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Chall Score (NDC), Flesh-Kincaid Grade Level (FKG) [50], Readability Index (RIX)
[51], Simple Measure of Gobbledygook (SMOG), Coleman-Liau Index (CLI), Gun-
ning Fog Index (GFI), Automated Readability Index (ARI) [50] and Fry Readability
Graph (Fry) [50, 52] (see Table 1). The Fry Readability Graph works as follows: in
the passage of 100 words the average number of sentences and the average number of
words are calculated and then plotted in the Fry graph, and the zone where the two
coordinates meet presents the grade level (see Fig. 2).

3 Method

We extracted a list of health-related websites from the popular health directory
dmoz.org (DMOZ) [53] sorted by category and added to a database. The DMOZ
health directory is free and easy to extract sites from. Another option was Amazon's
Alexa Web Service, which allows the retrieval of URLs along with a category (but
with costs) [54]. Crawling Alexa.com to extract the list of health websites was not
possible due to their terms of use. A further alternative, the Google Search Service
API, only allows approximately 100 requests per day, and, most importantly, would
have resulted in a not categorized listing. Besides DMOZ health-related websites” list,
we separately added another two smaller lists to our database: the top e-commerce
(.com) websites from Alexa and a set of mobile health application privacy policies
converted from CSV and PDF formats which were kindly provided by [15]. A visual
overview of the project components and processes is given in Fig. 1.

i ilil _ . T RlA < compareCat ) )
R ‘ [ i—I—._J._{: compareAll \ é
eports Database = -4
N — T eee ‘-—< scrapeAll ) 5
|

—_—
|
I} | |
DumpPolicies| MobileLoader ImportAlexa Dmozimporter@® | _ _ _ _ _  _____._
py Py py py ! i
! [}
| £ t 7 | '
+ 1 . I I | i
policies Health App| |Alexa Top DMOZ List . ' P
txt pdf 1 Million txt [
N S S e p TR S N /T'V R (= —————
I
l
; m
Crawler4J !
DMOZ.org Internet

Fig. 1. Privacy policy analyzing software
(RA = Readability Analyzer, PPE = Privacy-Policy Extractor)

Our web crawler was mainly based on the open source Java library Crawler4J [55].

We applied crawling ethics developed by [56] that recommend that a crawler applica-
tion should avoid flooding servers with too many requests and insert delays between
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requests. To accelerate the crawling process, we adopted the Pattern.Asynchronous
library for running parallel crawlers, each responsible for between 50-100 different
sites. To convert the crawled policies from HTML to plain text for further analysis,
we developed a Python-based Privacy-Policy Extractor (PPE), which mainly relies on
the boilerpipe library’s HTML parser and the Unicode data library to properly handle
possible Unicode characters. Based on a simple Bayes classifier, a candidate text was
deemed to be a privacy policy, if any of the following strings were found: “privacy
policy”, “policy statements”, “policy statement”, “privacy” in combination with
“cookies”. Finally, our RA component retrieved the refined and cleaned policies from
the database and used readability measures to assess them based on the Python Natu-
ral Language Toolkit (NLTK) [57].

4 Analysis and Results

4.1  Healthcare Privacy Policies

Following the approach presented above, we retrieved a set of 5,234 unique DMOZ
health websites' privacy policies together with their DMOZ categories and added the
197 mobile health apps’ policies [15] to the database as the category “Mobile”. Our
final sample consisted of 5,431 privacy policies covering various healthcare areas
which involved Medicine, Conditions and Diseases, Animal, Mental Health, Alterna-
tive, Public Health and Safety, Mobile, Addictions, Pharmacy, Nursing, Reproductive
Health, Professions, Dentistry, Senior Health, and others. Additionally, another set of
1166 privacy policies of Alexa top e-commerce websites was collected. For the pur-
pose of analysis, we imported the resulting reports into the R environment for statisti-
cal computing.

4.2  Readability of Healthcare Privacy Policies

To gain insights into readability of healthcare websites, we analyzed different reada-
bility metrics for the privacy policies in the health directory in terms of their summary
statistics. Table 2 shows that the length of the privacy policies of healthcare websites
ranges from 10 words till over 25,000 words. On average, they are slightly over 1,000
words long. Interestingly, 75% of the policies are about 300 words over the mean
length.

As indicated by the FRES and LIX scores, the readability of the privacy policies in
the health directory ranges from very easy (max. FRES = 125.70, min. LIX = 20.00)
to very difficult (min. FRES = -53.71, max. LIX = 141.70) and is, on average, diffi-
cult to comprehend (mean FRES = 39.68, mean LIX = 54.02). They require an educa-
tional level of high school or some college to be read with ease, based on the Flesch
Readability Ease Score (mean FRES = 39.68) and the Simple Measure of Gobbledy-
gook (mean SMOG = 14.00). College, or 13th till 15th reading grade, is also a mean
educational level to comprehend them according to the New Dale Chall Score (mean
NDC = 8.93). The Flesh-Kincaid Grade Level, Coleman-Liau Index, Automated
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Readability Index suggested the average US reading grade level of 13.36 (sd = 2.41),
12.99 (sd = 1.65), 14.07 (sd = 2.89) study years for reading the health directory’ poli-
cies, respectively. The Readability Index (mean RIX = 7.13) maps their average read-
ability to the 12th reading grade. The Gunning Fog Index suggests that the privacy
policies of healthcare website could be easily read if an average of 16.33 formal edu-
cational years were completed. Furthermore, we constructed the Fry graph for the
privacy polices of health websites, as Fig. 2 shows. It illustrates that the majority of
policies lie in the grade levels 12 to 15 and above requiring college level readability.
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Fig. 2. Fry readability graph

4.3  Readability of Healthcare versus Top Commercial Privacy Policies

We also calculated the readability measures for top commercial website as bench-
marks (see Table 2). Healthcare websites appear to provide smaller privacy policies in
terms of word length when compared to e-commerce (1029 words vs. 2009 words on
average). On average, other readability metrics values of the health sample are also
better than those of the e-commerce scores; however, they are very close: FRES
(39.68 vs. 37.49), FKG (13.36 vs. 14.09), CLI (12.99 vs. 13.18), GFI (16.33 vs.
16.77), NDC (8.93 vs. 9.14), ARI (14.07 vs. 15.00), RIX (7.13 vs. 7.73), LIX (54.02
vs. 55.99), and SMOG (14.00 vs. 14.23). These results can be followed through the
violin plots in Fig. 3, which are a combination of a box plot and a kernel density plot.
It appears from this visualization that better readable privacy policies are slightly
more likely to be encountered on healthcare websites.
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Table 2. Readability scores for 1,166 top e-commerce websites (white) vs. 5,431 healthcare
websites (grey)
(Min. = Minimum, Qu. = Quartile, Max. = Maximum, Sd = Standard Deviation)

Metric Min. 1st Qu. Median Mean 3rd Qu. Max. Sd
Words 8 843 1613 2009 2690 18480 1688.23
Words 10 435 762 1029 1315 25780 988.75
FRES -35.67 32.22 38.33 37.49 43.61 79.26 10.87
FRES -53.71 33.50 40.22 39.68 46.06 125.70 10.74
FKG 5.67 12.62 13.91 14.09 15.40 31.17 2.48
FKG 2.94 11.89 13.21 13.36 14.69 43.16 241
CLI 6.84 12.33 13.05 13.18 13.75 25.21 1.71
CLI -10.15 12.09 12.94 12.99 13.89 37.19 1.65
GFlI 9.29 15.23 16.60 16.77 18.17 35.11 2.59
GFI 8.01 14.73 16.08 16.33 17.66 56.68 2.64
NDC 6.01 8.48 8.87 9.14 9.31 19.66 1.69
NDC 5.62 8.31 8.84 8.93 9.38 23.87 1.13
ARI 4.70 13.20 14.73 15.00 16.68 36.68 3.00
ARI 1.04 12.36 13.85 14.07 15.61 54.15 2.89
RIX 2.13 6.46 7.53 7.73 8.75 23.00 197
RIX 0.06 5.95 6.93 7.13 8.09 36.00 1.91
LIX 29.18 51.83 55.60 55.99 59.72 101.00 6.73
LIX 20.00 49.92 53.64 54.02 57.86 141.70 6.85
SMOG 9.32 13.29 14.16 14.23 15.16 23.64 1.61
SMOG 4.72 12.96 13.86 14.00 14.94 31.98 171
Words FRES FKG CLI GFI
et om tet et cam toi om vt

4
T T T T T T T T T T
Com  Health Com  Health Com  Health Com  Health Com  Health

Fig. 3. Readability of top e-commerce (Com) vs. healthcare websites’ (Health) privacy policies
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According to Shapiro-Wilk test of normality, readability metrics of both healthcare
(words: test static W = 0.7067; FRES: W = 0.9729; FKG: W = 0.9415; CLI: W =
0.9156; GFI: W = 0.9198; NDC: W = 0.7906; ARI: W = 0.9238; RIX: W = 0.923;
LIX: W =0.9482; SMOG: W = 0.9648, with p-value < 2.2e-16) and top e-commercial
websites (words: W = 0.7881; FRES: W = 0.9241; FKG: W = 0.9412; CLI: W =
0.8254; GFI: W = 0.9283; NDC: W = 0.5171; ARI: W = 0.9325; RIX: W = 0.919;
LIX: W = 0.9489; SMOG: W = 0.9573, with p-value < 2.2e-16) are not normally
distributed. So we further applied Mann-Whitney-Wilcoxon tests with continuity
correction to compare readability metrics for healthcare and top e-commercial priva-
cy. The Mann-Whitney-Wilcoxon test does not require that the compared groups
follow a normal distribution. Our results reveal that healthcare and top e-commercial
privacy policies differ in terms of words (test statistic W = 4594598, p-value < 2.2e-
16), FRES (W = 2788970, p-value = 1.614e-10), FKG (W = 3765321, p-value < 2.2e-
16), GFI (W = 3543111, p-value = 1.699e-10), ARI (W = 3803187, p-value < 2.2e-
16), RIX (W = 3798039, p-value < 2.2e-16), LIX (W = 3746232, p-value < 2.2e-16),
SMOG (W = 3479611, p-value = 1.095e-07) at a significance level of 1%, and in
terms NDC (W = 3311923, p-value = 0.01357) and CLI (W = 3284184, p-value =
0.04569) at a significance level of 5%.

We conclude that policies of healthcare websites are significantly shorter and gen-
erally provide significantly higher readability of their privacy policies than top com-
mercial websites.

4.4 Readability of Commercial versus Non-Commercial Healthcare Websites

In order to test possible differences in privacy policies between commercial and non-
commercial health websites, we selected two groups from the original data set: 2,723
privacy policies representing commercial websites (2,577 .com and 146 co.uk) and
2,030 coming from non-commercial websites (81 .gov, 151 .edu and 1,798 .org).
While the use of .gov and .edu is restricted to governmental and educational entities,
.0rg can be purchased by anyone. However, the .org domain is recommended for non-
commercial organizations, such as NPOs, communities and philanthropic projects
[61]. Therefore, the assumption can be made that .gov, .edu and .org websites mainly
pursue non-commercial interests.

Table 3. Readability of 2,723 healthcare commercial websites’ privacy policies (white) vs.
2,030 healthcare non-commercial websites’ privacy policies (grey)
(Min. = Minimum, Qu. = Quartile, Max. = Maximum, Sd = Standard Deviation)

Metric Min. 1st Qu. Median Mean 3rd Qu. Max. Sd
Words 18 421 745 1011 1306 10580 921.91
Words 10 442.2 757 1005 1292 10460 864.58
FRES -20.52  33.99 40.54 39.93 45.75 89.09 10.33
FRES -53.71  32.60 39.53 38.89 45.66 85.86 10.52
FKG 3.24 11.81 13.12 13.25 14.62 38.31 2.32
FKG 2.94 12.06 13.32 13.55 14.80 37.15 2.36
CLI 5.93 12.13 12.90 12.96 13.76 20.38 151
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CLI 6.81 12.14 13.05 13.10 14.02 22.02 1.53

GFI 8.07 14.58 15.96 16.15 17.54 41.87 2.49
GFI 8.07 14.94 16.22 16.57 17.89 43.37 2.6
NDC 5.77 8.28 8.75 8.83 9.26 19.37 0.97
NDC 5.62 8.39 8.94 9.03 9.58 19.96 1.05
ARI 3.77 12.25 13.76 13.91 15.50 45.21 2.75
ARI 3.57 12.55 13.99 14.30 15.77 4222 2.82
RIX 1.83 5.85 6.85 7.02 8.00 25.24 1.82
RIX 1.00 6.05 7.00 7.28 8.20 36.00 1.97
LIX 29.58 49.68 53.25 53.63 57.56 117.60 6.53
LIX 20.00 50.35 54.02 54.50 58.16 120.60 6.77
SMOG 8.8 12.87 13.80 13.89 14.80 23.64 1.62
SMOG  8.48 13.12 13.98 14.18 15.09 31.98 1.73

Words FRES FKG CLI GFI

CHNDCNCH CHAR:\ICH CHRIXNCH CH LIXNCH C;Mol\é:H

CmH CmH CmH CmH CmH

Fig. 4. Readability of commercial (CH) vs. non-commercial healthcare (NCH) privacy policies

According to Shapiro-Wilk test of normality, readability metrics of both commercial
(words: W = 0.7834; FRES: W = 0.9789; FKG: W = 0.9543; CLI: W = 0.9755; GFI:
W = 0.9537; NDC: W = 0.8746; ARI: W = 0.945; RIX: W = 0.9401; LIX: W =
0.9649; SMOG: W =0.9808, with p-value < 2.2e-16) and non-commercial healthcare
websites (words: W = 0.8092; FRES: W = 0.9742; FKG: W = 0.9566; GFI: W =
0.9461; NDC: W = 0.8862; ARI: W = 0.9522; RIX: W = 0.8991; LIX: W = 0.9611;
SMOG: W = 0.9531 with p-value < 2.2e-16; CLI: W = 0.9881 with p-value < 6.363e-

1095



12) are also not normally distributed. As before, we further applied Mann-Whitney-
Wilcoxon tests with continuity correction to compare readability metrics for commer-
cial and non-commercial healthcare websites’ privacy policies. Our results reveal that
commercial and non-commercial healthcare websites” privacy policies differ signifi-
cantly in terms of FRES (W = 2763822, p-value = 0.000947), FKG (W = 2432050, p-
value = 4.194e-05), CLI (W = 2452722, p-value = 0.0002777), GFI (W = 2372778, p-
value = 5.995e-08), NDC (W = 2279648, p-value = 6.535e-14), ARI (W = 2411799,
p-value = 5.407e-06), RIX (W = 2428523, p-value = 2.977e-05), LIX (W = 2428427,
p-value = 2.949e-05), SMOG (W = 2374000, p-value = 6.978e-08) at a significance
level of 1%. However, they did not differ significantly in terms of words (W =
2591334, p-value = 0.5874).

We conclude that commercial and non-commercial healthcare websites have simi-
larly long privacy policies; however, commercial healthcare websites display more
readable privacy policies.

5 Conclusion, Implications and Further Research

In the present work, we investigated the readability of a large and representative
number of privacy policies of healthcare websites in general and in groups, as well as
in comparison to top commercial websites. Privacy policies in the healthcare domain
are difficult to read, what is consistent with prior research. They contain a mean of
slightly more than 1,000 words. On average, a reader is expected to be educated at the
college level, to have the 13th reading grade level or be 16 years formally educated.
Healthcare websites provide shorter and in general more readable privacy policies
than top e-commerce websites. Commercial and non-commercial healthcare websites
have identically long privacy policies, although the policies of commercial healthcare
websites are more readable.

Through integrating diverse metrics with different language variables and ap-
proaches and reporting several summary statistics, our work enables in-depth reada-
bility analysis and better comparison potential for future research studies in this field.
For practice, our results imply that in terms of their readability, privacy statements of
current healthcare websites do not appropriately communicate their attitude regarding
consumers’ privacy on the website and do not positively influence the formation of
consumers’ behavior. Healthcare websites’ providers, especially those working on a
non-commercial basis, should make serious efforts to rewrite these statements. In
particular, improving privacy policies should be a concern to non-commercial
healthcare but also top e-commerce website providers.

In our follow-up research, we are going to take more factors into account such as
design, content and organization [48]. In reality, organizational elements such as bul-
let-points are used to visualize the content and help general comprehension. Second,
policies in other languages are to be crawled and analyzed. Third, content analyses of
the current data sets are promising in the future. The content of policies concerning
sensitive topics [62] (e.g., categories Addictions, Mental Health) are to be compared
to less sensitive categories. Moreover, certain archetypes of privacy policies can be
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derived from researching similarities and common patterns using machine learning
and text mining. In general, we are planning to investigate the ways to make privacy
statement more comprehensive and of better value to websites’ consumers, and to
work out improvement guidelines and recommend exemplary privacy policies. *
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