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Abstract. Data breach events are heavily discussed in social media. Data 

breaches, which imply the loss of personal sensitive data, have negative conse-

quences on the affected firms such as loss of market value, loss of customers 

and reputational damage. In the digital era, wherein ensuring information secu-

rity is extremely demanding and the dissemination of information occurs at a 

very high speed, protecting corporate reputation has become a challenging task. 

While several studies have provided empirical evidence of the financial conse-

quences of data breaches, little attention has been dedicated to the link between 

data breaches and reputational risk. To address this research gap, we have 

measured the reputational effect of data breaches based on social media content 

by applying a novel approach, the sentiment-based event study. The empirical 

results provide strong evidence that data breach events deteriorate the reputa-

tion of companies involved in such incidents.    

Keywords: Data Breaches, Social Media, Reputational Risk, Sentiment Analy-

sis, Sentiment-based Event Study 

1 Introduction  

In August 2014, the largest U.S bank J.P Morgan announced being victim of a data 

breach incident involving the theft of 76 million households data, including names, 

addresses, phone numbers and e-mail addresses, and 7 million data of small business-

es [14]. Data breach incidents, which have become a common phenomenon business-

es have to cope with, generate on average a unitary cost of $145 to the affected com-

panies [28] and additional significant loss of market value to publicly listed firms 

[35].  

Data breaches are negative events and as such, are also heavily discussed in social 

media. With this regard, survey studies reveal that data breach incidents have a nega-

tive influence on corporate reputation, due to the presence of social media venues 

acting as amplifiers through the rapid dissemination of information [9]. While re-

search has primarily focused and provided empirical evidence of the financial impli-

cations of security incidents [35], apart from survey studies emphasizing the risk of 

reputational harm of data breaches, little attention has been devoted to the empirical 

investigation of the link between data breaches and corporate reputation.  



To tackle the lack of research on this issue, we empirically investigate the reputa-

tion effect of data breach incidents by analyzing users’ reaction on social media plat-

forms. For this purpose, we measure the change in the social media sentiment before 

and after the disclosure of data breaches by applying a sentiment-based event study.  

This study contributes primarily with new theoretical insights on the link between 

IT security incidents and corporate reputation and proposes a novel approach, which 

can be extended to other contexts. To the best of our knowledge, there have been no 

previous attempts of adapting the classical event study method to analyze event-

related opinion formation utilizing unstructured data from social media. 

The remainder of the paper is structured as follows. The following section focuses 

on the critical analysis of the current literature, establishes the research gaps and for-

mulates the research questions. Further on, we proceed with the sample selection 

process and with a detailed description of the applied research methodology. We con-

clude with the interpretation of results and provide a summary of limitations and po-

tential directions for future research. 

2 Related Work  

2.1 Economic Impact of Data Breaches  

In spite of the substantial benefits to companies such as lower operating costs, in-

crease of productivity and efficiency [25], technological advances have additionally 

increased the vulnerability of information systems. These systems are often target of 

skilled intruders who attack them and come into possession of large amounts of sensi-

tive data [2], [34]. Data breaches belong to the broad category of information security 

incidents and imply the loss or theft of personal data records in electronic form, such 

as social security numbers, credit card numbers, user names and addresses [29]. The 

occurrence of such events can turn into large costs for the affected organizations. 

Tangible costs are immediately covered in the aftermath of the public dissemination 

of the incidents and include for instance, notification of customers through hotline 

customer support, forensic expertise [29], software and hardware costs, while intangi-

ble costs are not easily quantifiable and entail the loss of investor confidence, compet-

itive advantage, trust and also reputational damage [35]. 

Several studies have attempted to quantify the intangible costs of information secu-

rity breaches by measuring the financial impact of security breach announcements on 

listed companies [6 p. 68]. These studies adapt the event study method from the fi-

nancial domain to measure the capital market reaction of the involved firms. This is 

the main aspect related to the economic impact of security breach events being actual-

ly addressed in the literature. There is yet no clear understanding of what are the dy-

namics of the other potential intangible costs, other than the loss of investor confi-

dence and the financial impact. Hence, there are evident research gaps in the current 

literature that call for future contributions. 

We claim that special attention should be especially devoted to the potential repu-

tational losses originating from security breaches. Corporate reputation is commonly 

considered as one of the most valuable intangible assets that can help an organization 



gain competitive advantage over its rivals. Although literature offers a wide range of 

definitions on corporate reputation [13], in this study reputation is defined as “the 

overall opinion about a firm by customers, investors, employees and the general pub-

lic [7 p. 4].  

2.2 Social Media and Corporate Reputation 

With the advance of Web 2.0 technologies, social media has become an additional 

driver of reputation risk [3]. Content generated through communication in social me-

dia can become viral as it reaches and involves a large number of users worldwide 

[7]. While on the one hand, stakeholders such as consumers, investors and customers 

are free to post and exchange their personal thoughts and ideas on brands and prod-

ucts, on the other hand organizations do have little influence in terms of controlling or 

altering user generated content in social media [19]. As a consequence, companies do 

not have any more a full control on their reputation; in contrast, reputation in the so-

cial web environment is dictated primarily by the voice of users expressed in on line 

conversations [18].  

Several cases show that social media can act as a reputational risk factor. For ex-

ample, when an airline accidentally damaged a musician’s guitar and refused to re-

place it, the musician published a music video about the incident on a social video 

platform. Millions of people watched the video and as the newspaper and television 

started to report on the story, the airline gave in, trying to prevent further reputational 

damage [3].  

To measure corporate reputation on social media data, we make use of the senti-

ment analysis, whose widespread application in academia has coincided with the rise 

of the social media phenomenon and the consequent generation of large amounts of 

unstructured data. At the center of sentiment analysis or opinion mining is the study 

and analysis of humans’ emotions, opinions and evaluations. Sentiment analysis has 

been applied in diverse research domains including finance and management [21], as 

well as for the measurement of corporate reputation based on social media content.  

[31] used sentiment analysis to analyze the way social media content can be ex-

ploited for corporate reputation management. The study provides empirical evidence 

of the beneficial impact of social media on corporate reputation from a business agili-

ty perspective. [4] applied sentiment analysis to quantify reputation of ten large cor-

porations based on historical social media data extracted from the microblogging 

platform Twitter. Sentiment analysis has been utilized to measure the daily sentiment 

values for each firm, while, in a second step, an estimating technique provides a linear 

representation of the sentiment values. Furthermore, the presented approach is vali-

dated by comparing the study results with the reputation ranking provided by the 

Reputation Institute, which is a survey-based and hence a classical measure of reputa-

tion. [7] developed instead an open source platform to measure online corporate repu-

tation on the basis of real time Twitter stream data. Based on a predefined word lexi-

con, an algorithm generates a sentiment score for each incoming tweet based on the 

number of affective words. The open platform provides also a graphical representa-



tion of such sentiment values, which serve as a proxy for corporate reputation and 

offer hence the temporal evolution of the reputation values. 

With respect to the measurement methods of corporate reputation, a very common 

approach used so far in academia relies on survey studies, e.g. the popular Fortune’s 

survey of America’s Most Admired Corporations. The participation on these surveys 

is usually reserved to a limited category of stakeholders such as the board of man-

agement and business analysts. Hence, such reputation measures do not encompass 

the evaluations and assessments of another category of important stakeholders, such 

as potential customers, consumers and employees [8]. Reputation measures anchored 

on social media data represent an alternative approach to survey-based measures 

which are obtained from the exploitation of unstructured data that differ substantially 

from the data at the basis of survey measures [4]. Corporate reputation measures 

based on social media content incorporate thus the opinions and assessments of a 

wider range of stakeholders. 

In sum, prior research has already analyzed on the one side, the relationship be-

tween social media and corporate reputation and on the other side the financial conse-

quences of information security incidents, while the interrelation of the triad data 

breach-social media-reputation has received little consideration. Hence, we aim at 

addressing this research gap by analyzing the reputational impact of data breach inci-

dents on the basis of social media contents. In line with previous research, we apply 

the sentiment analysis method to analyze social media datasets in order to quantify 

corporate reputation [4], [7]. We separate ourselves from previous studies since we 

develop a new approach to investigate how corporate reputation is affected by critical 

discussions in social media following the public dissemination of data breaches. 

Based on this theoretical background we derive the following research questions that 

we aim to address in this study: 

Research question 1 (RQ1): How to measure reputational effects of data breaches 

utilizing social media content? 

Research question 2 (RQ2): Does social media promptly reflect newly available 

negative information on data breach incidents and how long does this effect persist?  

3 Data Sources and Sample Selection 

We exploited two distinct databases for the data collection process. The primary data 

set utilized for the sample selection comprises data breach incidents extracted from 

DataLossdb.org. This data source is an open-source relational database developed by 

the Open Security Foundation providing access to information on security vulnerabili-

ties or data breaches. DataLossdb.org provides descriptive metadata about each single 

security incident recorded. Relevant to our study is the following information: inci-

dent ID, name of organization involved, date of occurrence and number of lost/stolen 

ID’s [27]. Date of occurrence corresponds to the incident date as publicly (firstly) 

reported on primary news media sources, hereafter denoted as event date [t0].  
The selection criteria applied to identify the final data sample are ranked as fol-

lows: a) Data breach incidents occurred worldwide between 1
st
 January 2010 and 16

th
 



November 2012. At this point, the dataset has been controlled for the presence of 

incident duplicates, which have been accordingly excluded. Multiple data breaches 

associated to the same firm were treated as separate events [1]. b) Since we seek to 

measure the reputational impact of data braches on global firms, the sample has been 

restricted to publicly traded companies at the event date. Incidents that affected pri-

vately held companies, governmental organizations, hospitals and universities have 

been accordingly removed. c) Finally, to ensure a significantly broad social media 

coverage for each security incident, we selected only those incidents with more than 

30,000 lost or stolen records. Setting up this restriction on the original dataset increas-

es the likelihood of extracting a high number of postings related to the specific firm 

involved in the data breach event.  

Next we collected social media data on the sample of breach incidents through the 

social media monitoring tool SDL SM2. Social media data has been crawled from the 

following social media platforms: “blogs”, “microblogs” (e.g. twitter), “social net-

works” (e.g. facebook), “online message boards”, “wikis”, “video- and photo-

sharing” and "classified/review sites" [30]. To ensure the extraction of all postings 

referred to the company affected by the respective data breach, we set up the search 

query based on the company name e.g. “Citibank” and additionally refined the search 

by setting two parameters: English language and date range [t−45; t5]. Social media 

data has been collected for a total of 51 days, starting 45 days before the event date 

and 5 days afterwards, including the event date [t0] and entails only postings in Eng-

lish language. We provide further clarification on the date range parameter in the 

following methodological section. Searching through social media outlets based on 

the same search query along the entire time interval [t−45; t5], aims at assuring con-

sistency in the empirical analysis and avoiding biased results. The final output result-

ing from the search query contains the following relevant fields: result ID; media type 

(e.g. blog); author name; content of posting and timestamp (date of publication). 

Further on, we screened thoroughly the data sample for the presence of confound-

ing events (e.g. earning announcements or important managerial decisions) [23], 

whose disclosure overlaps with our predefined event window (-3;+5). This procedure 

although demanding, assures us that the effect on the reputation of the affected firms 

we are measuring is triggered from data breach announcements and not from such 

exogenous factors. Therefore, from the sample of breach incidents, two instances of 

data breaches have been discarded, leading to 40 data breach events.  

Finally, we included only data breach events with postings on each single day 

within the time interval[t−45; t5]. This criteria (i.e. daily data) it is a necessary requi-

site to apply the sentiment-based event study approach.  If the estimation or the event 

window contains any missing values, it would be necessary to apply interpolation 

techniques, which, in consequence, would counteract our objective to appropriately 

measure the changes in the sentiment values.  

After applying the selection criteria we obtain a final sample of 30 data breach in-

cidents. Table 1 provides a summary of our sample selection process. 

 

 

 



Table 1. Sample selection criteria 

Selection criteria Number of  observations left 

Step 1: Data breach sample identification based on Datalossdb.org 

Time span: 1.1.2010 to 16.11.2012 1736 

Public firms  282 

Loss size: No. of ID’s lost/stolen greater than 

30,000  
42 

Confounding events during the event window 40 

Step 2: Social media data collection based on SDL SM2 

Postings on each day within [t−45; t5] 30 

4 Research Design  

This section addresses our first stated research question RQ1 and contains a detailed 

explanation of the methodological approach applied in order to measure reputational 

consequences of data breaches based on social media content. 

4.1 Sentiment Analysis 

Three different methodologies can be utilized to perform sentiment analysis: linguis-

tic, machine learning, and dictionary-based [7]. To analyze the content of texts ex-

tracted from social media platforms we apply the dictionary-based approach, which 

relies on predefined word lexicons for the text classification [11]. Social media data 

have been processed with the General Inquirer (GI) content analysis software based 

on the Harvard IV-4 psychosocial dictionary and is characterized by pre-labeled word 

lists with a particular semantic orientation such as positive, negative, strong, happy, 

sad. GI counts the word occurrences for the respective word category and provides a 

final output with the text classification [32]. Relevant to our context are the word 

categories labeled as “positive” and “negative”. We use the sentiment polarity meas-

ure as a proxy for the overall  users’ opinion on social media [33 p. 1442]: 

                                 𝑠𝑒𝑛𝑡𝑖𝑚𝑒𝑛𝑡 𝑝𝑜𝑙𝑎𝑟𝑖𝑡𝑦 =
#W𝑜𝑟𝑑𝑠𝑃𝑂𝑆−#𝑊𝑜𝑟𝑑𝑠𝑁𝐸𝐺

#𝑊𝑜𝑟𝑑𝑠𝑃𝑂𝑆+#𝑊𝑜𝑟𝑑𝑠𝑁𝐸𝐺
                           (1) 

Sentiment polarity values are comprised in the interval [-1;+1], with the highest value 

of (+1) and the lowest value of (-1). In case the number of positive words equals the 

number of negative words, the text has a neutral sentiment and polarity is zero. The 

sentiment polarity variable will then be integrated into the sentiment-based event 

study approach in order to measure the reputational effects of data breaches. 

4.2 Sentiment-based Event Study 

To measure the impact of data breach announcements on corporate reputation, we 

combined the classic event study method [22] with the sentiment analysis. The theo-



retical fundament of the classical event study is the Efficient Market Hypothesis, 

which claims that any information newly available to the market will be instantly 

reflected by the asset prices [10]. Implementing an event study requires the specifica-

tion of both an event window and an estimation window. While the estimation win-

dow is used for assessing price movements that can be expected when no significant 

event has happened, the event window covers an interval around the event date [22]. 

[26] have applied the event study method to analyze the effect of the Japanese 

banking crisis in non-financial companies considering a short estimation window of 

40 days, between -60 and -20 days prior to the event under investigation. In line with 

previous research (e.g. [26]), we opted for a short estimation window comprising only 

36 days starting at day -45 and ending at day -10. Communication through social 

media platforms generates large amounts of unstructured data whose extraction and 

processing for empirical research is time consuming [4]. Therefore, unlike many other 

classical event studies being based on long estimation windows (e.g. 250 trading 

days) we chose a relatively short one.  

Next, we defined an event window of nine days covering the period from day -3 to 

day 5 including the event date t0. The choice of this event window has two main pur-

poses. First, the three days prior to the event date account for any leakage of infor-

mation related to data breaches prior to its public disclosure through traditional media 

channels. In addition, it is common practice in classic event studies to consider event 

windows comprising several days following the event date, in order to observe the 

gradual recovery of stock prices after the information has been incorporated into the 

prices [16]. In doing so, we can observe at which point of time the effect of data 

breach disclosure will be entirely absorbed by the opinion formation observed in so-

cial media.  

One disadvantage of a long event window, in particular if the analysis sample con-

tains large corporations, is the high presence of other firm-related events or confound-

ing events, whose effects blur the event study results [24]. If we opt for a longer win-

dow, it is very likely that we obtain a final sample of less than 30 data breaches, 

which in turn would reduce drastically the power of statistical tests [5]. In addition, 

previous studies using the classic event study method typically detect significant price 

effects only a few days prior and subsequent to the event dates [16]. 

In classical event studies, abnormal returns (𝐴𝑅𝑖𝑡) measure the deviation of the ac-

tual stock returns (𝑅𝑖𝑡) from the ex-ante normal returns expected if the event did not 

occur [𝐸(𝑅𝑖𝑡|𝑋𝑖𝑡)] and are calculated as follows [22 p. 15]: 

𝐴𝑅𝑖𝑡 = 𝑅𝑖𝑡 − 𝐸(𝑅𝑖𝑡|𝑋𝑖𝑡)                                   (2) 

Cumulative abnormal returns (𝐶𝐴𝑅𝑖𝑡) are obtained from the sum of 𝐴𝑅𝑖𝑡 for each day 

of the event window [22 p. 21]: 

𝐶𝐴𝑅𝑖𝑡 = ∑ 𝐴𝑅𝑖𝑡
𝑁
𝑡=1                                      (3) 

Following the above procedure, we define abnormal sentiment (𝐴𝑆𝑖𝑡) as the central 

variable of our sentiment-based event study in order to quantify the reputational effect 

of data breaches, formally specified as follows: 



𝐴𝑆𝑖𝑡 = 𝑆𝑖𝑡 − 𝐸(𝑆|𝑋𝑖𝑡)                                         (4) 

Since sentiment polarity 𝑆𝑖𝑡  and 𝐸(𝑆|𝑋𝑖𝑡) assume values in the range [-1;1], 𝐴𝑆𝑖𝑡 val-

ues will be comprised in the interval [-2;2]. Similarly to the classical event study, 

cumulated abnormal sentiment (𝐶𝐴𝑆𝑖𝑡) on each day of the event window is calculated 

with the expression: 

                          𝐶𝐴𝑆𝑖𝑡 = ∑ 𝐴𝑆𝑖𝑡
𝑁
𝑡=1                                              (5) 

   There are basically three main statistical models used to evaluate the normal per-

formance 𝐸(𝑅𝑖𝑡|𝑋𝑖𝑡) of stock prices in the context of event studies: (1) constant-mean 

return model which generates mean-adjusted returns; (2) market-adjusted return mod-

el and (3) the market model. We adopt the constant-mean return model based on the 

assumption that the ex-ante expected return 𝐸(𝑅|𝑋𝑖𝑡) of each security 𝑖 is constant 

during the estimation window, i.e. 𝐸(𝑅|𝑋𝑖𝑡)= 𝜇 [22]: 

𝐴𝑅𝑖𝑡 = 𝑅𝑖𝑡 − 𝜇                                               (6) 

 

The sentiment-based event study builds upon social media sentiment values and not 

on stock price returns unlike the classical event study. Adapting the market-adjusted 

return model would require the estimation of an overall market sentiment, which does 

not appear feasible. Furthermore, the market model is also not appropriate to our ap-

proach, as it requires the estimation of the market sentiment and of the model parame-

ters. Hence, we measure abnormal sentiment 𝐴𝑆𝑖𝑡 values as follows: 

𝐴𝑆𝑖𝑡 = 𝑆𝑖𝑡 − 𝜇                                               (7) 

The constant-mean return model, although not being the most popular approach ap-

plied in practice, yields similar results as the other two models and does not influence 

the quality and the reliability of our empirical results. This is due to the low sensitive-

ness of the variance of abnormal returns against the normal returns model [5]. 

5 Empirical Analysis  

5.1 Descriptive Statistics 

Our final dataset comprises a sample of 30 data breach incidents and a total number of 

388,635 postings obtained from social media platforms through the business intelli-

gence software SDL SM2. The average number of records compromised by the 

breach incidents equals 4,350,237. The number of data records as well as the large 

number of postings illustrate respectively the relevance of our data breach sample and 

the richness of our social media dataset. With respect to breach source, for 70 % of 

the incidents the source of the breach is outside of the involved firms, for 23 % of the 

breaches inside of the firms and for the remaining 7% such information is not availa-

ble. Considering the type of breach, 57% of the incidents were caused by hackers, 7% 

by fraud, followed by other types of breaches such as lost tapes, stolen drives and 

snail mails.  



In terms of the distribution of data breaches over the time, recent years were char-

acterized by a higher number of reported data breaches. The highest number of inci-

dents were observed in 2012 (40%) and 2011 (40%), compared to 20% in 2010.  

5.2 Results 

To address our second research question RQ2, we computed over a nine-day long 

event window [-3;+5] the metrics average abnormal sentiment (AAS) and its cumu-

lated effect over the event window, cumulated average abnormal sentiment (CAAS). 

To test the statistical significance of AAS and CAAS, we adopted and carried out the 

classic parametric t-test on the full sample. Formally, the validity of the null hypothe-

sis H0 : μAS(μCAS ) ≥ 0  has been tested against the alternative hypothesis 

H1 :  μAS(μCAS) < 0 . Since the sample size equals 30 observations, the parametric 

approach is in this case applicable since the sampling distribution tends to be normal-

ly distributed [12 p. 134]. To test the robustness and the validity of results, we addi-

tionally report nonparametric test statistics based on the Wilcoxon signed-rank test. 

Mean and median values of AS and CAS are displayed for the event window along 

with the parametric- and nonparametric test results in table 2 and table 3 respectively. 

Mean AS (mean CAS) is equivalent to AAS (CAAS) respectively. 

Table 2. Statistical test results on AAS between day (-3) and day (+5) 

 

Table 2 shows that both test procedures lead to similar results in terms of statistical 

significance, with exception of output values referred to day 5 (p-value=0.038 and p-

value=0.068). Changes in sentiment polarity are detected from the day prior to the 

breach announcement (mean AS=-0.004, median=-0.004), supported also from the 

increase of 10% in the number of negative AS values (from day -2 to day -1). Sub-

stantial abnormal deviations of sentiment values from the normal performance are 

observed from the event day 0 until 5 days afterwards. The most negative value of AS 

is observed on the event day at which the incident became public. Additionally, from 

day -1 to day 0 we observe an increase of 14% of negative AS values, which provides 

 Parametric test Nonparametric test 

Day 
Mean AS 

(% neg. AS) 

t-statistic 

(p-value) 
Median AS 

W-statistic 

(p-value) 

-3 0.029 (43) 1.184 (0.877) 0.019 278 (0.825) 

-2 0.018 (43) 0.696 (0.754) 0.019 263 ( 0.735) 

-1 -0.004 (53) -0.163 (0.436) -0.004 223 (0.428) 

0 -0.178 (67) -3.383 (0.001***) -0.108 98 (0.002***) 

+1 -0.152 (67) -3.503 (0.001***) -0.109 91 (0.001***) 

+2 -0.095 (60) -2.411 (0.011**) -0.050 149 (0.044**) 

+3 -0.123 (70) -3.373 (0.001***) -0.088 95 (0.002***) 

+4 -0.083 (67) -2.771 (0.005***) -0.076 110 (0.005***) 

+5 -0.067 (67) -1.536 (0.068*) -0.020 146 (0.038**) 

*p<10%, **p<5%, ***p<1% (one-tailed test) 



further evidence of the sensitiveness of social media users against data breach disclo-

sures. t-test results on mean AS and Wilcoxon test results on median AS computed 

from day 0 to day 4, indicate strong statistical significance of the results at least at the 

95% confidence level. On the last day of the event window, the results still remain 

significant despite the recovery of the downward trend of mean AS (median AS) val-

ues. In summary, we accept the validity of the alternative hypothesis H1 and reject the 

null hypothesis H0. 

Table 3 summarizes CAAS values computed for each day of the event window. 

We observe that there is no negative sign of CAS in day -1, opposite to mean AS. The 

highest statistical significance at the 99% confidence level is achieved on days 1, 2, 3, 

4, 5. Mean (median) CAS on the event date exhibit a lower significance of 90% 

(95%). These outcomes provide further evidence for the disapproval of the null hy-

pothesis in favor of the alternative hypothesis. Hence, the abnormal sentiment is trig-

gered by the security breach disclosure and is not simply attributable to pure chance. 

Table 3. Statistical test results on CAAS between day (-3) and day (+5) 

 

Figure 1 depicts the behavior of the two variables, mean AS and mean CAS on 

each day of the event window. Data breaches reflect negatively on the reputational 

status of the involved firms, as evidenced by the sharp drop at the event date exhibited 

from both AAS (light-coloured line) and CAAS values (dark-coloured line).  

 

 Parametric test Nonparametric test 

Day 
Mean CAS 

(% neg. CAS) 

t-statistic 

(p-value) 

Median 

CAS 

W-statistic 

(p-value) 

-3 0.029 (43) 1.184 (0.877) 0.019 278 (0.825) 

-2 0.046 (43) 1.151 (0.870) 0.008 268 (0.768) 

-1 0.042 (50) 0.865 (0.803) 0.004 261 (0.722) 

0 -0.136 (63) -1.824 (0.039**) -0.170 147 (0.040**) 

+1 -0.288 (67) -2.654 (0.006***) -0.306 118 (0.009***) 

+2 -0.384 (63) -2.736 (0.005***) -0.281 122 (0.011**) 

+3 -0.507 (67) -3.002 (0.003***) -0.511 110 (0.005***) 

+4 -0.590 (63) -3.092 (0.002***) -0.592 107 (0.004***) 

+5 -0.656 (67) -2.984 (0.003***) -0.544 105 (0.004***) 

*p<10%, **p<5%, ***p<1% (one-tailed test) 



 

Fig. 1. AAS and CAAS values three days prior to the data breach disclosure and five days 

afterwards, including the event date [event window (-3;5)] 

6 Discussion and Contributions 

We observe statistically significant negative average abnormal sentiment (AAS) and 

cumulative abnormal sentiment (CAAS) following the public disclosure of data 

breaches until five days afterwards, which clearly show that such events effectively 

damage corporate reputation. The results do not reveal evidence of significant nega-

tive abnormal sentiment (cumulative abnormal sentiment) during the pre-event days, 

which indicates the absence of information leakage related to the breach incidents.  

One major finding our study reveals is that the most negative values of AAS are 

observed immediately on the date of public disclosure of data breaches, meaning that 

the highest reputational losses occur when such events become of public domain. The 

figures evidence clearly how quickly the perception and the trust of individuals to-

wards a company changes when their privacy sphere has been compromised. Such 

prompt reaction of the online community when data breaches are rendered public is 

however expectable due to the sensitive nature of the data type involved in data 

breaches. It is reasonable that people will lose trust and confidence on the involved 

firms as they blame them for such incidents and for not investing enough in infor-

mation security [2]. On the one hand, the results implicate that privacy still remains a 

great concern for individuals, in spite of the frequent occurrence and coverage of data 

breaches in news media. On the other hand, organizations should adapt and apply 

appropriate security policies in order to prevent the future occurrence of such events.   

Taking into account the processing of new information and the duration of the ef-

fect of data breaches in social media venues, the following observations can be made. 

With respect to users’ behavior, similarly to the investors’ reaction in the capital mar-

ket scenario, stakeholders revise instantly the state of their beliefs, opinions, and eval-

uations based on the new flow of conveyed information, as evidenced by the abnor-

mal change in the sentiment polarity. Hence, social media seem to process infor-
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mation “efficiently”, just as financial markets do under the condition of the efficient 

market hypothesis (EMH). In addition, reputational damage immediately observable 

from the public disclosure of data breaches indicates the vulnerability of this intangi-

ble asset under the influencing power of social media in the presence of negative 

events.   

With focus on the duration of the data breach impact, the figures of AAS demon-

strate significance from day 0 to day 5, implying that reputational damage caused by 

data breaches persists longer and is hence not entirely captured from the selected 

event window. This is a surprising finding since classic event studies have shown that 

asset prices typically reflect new information related to data breach announcements 

within a few days around the event date [1], [15]. Therefore, the results signalize that 

differences exist between investors’ and social media users’ behavior when consider-

ing the persistence of such reactions in time. Capital market reaction due to data 

breach announcements is observable in the short term within few days after the inci-

dent. Reputational harm is immediately observable in the aftermath of the event but 

unlike financial market reaction, lasts for a longer period of time. Hence, it would be 

interesting to observe and analyze the trend of reputational effects for a longer event 

window in order to obtain deeper insights on reputational effects in the long-term. 

This is of critical relevance to businesses, which have to respond to reputational dam-

age with appropriate strategies in the long run.  

With the findings of this study we contribute to the existent literature on the impact 

of information security incidents and raise new theoretical issues not tackled from 

previous research. Over the last decade, a body of IS literature has supplied empirical 

evidence of the financial implications of data breach incidents. Financial losses cover 

though one single aspect of the repercussions of such occurrences, which further en-

compass loss of trust and reputational tarnish. We contribute to this lack of 

knowledge with empirical results related to the intangible effects of data breaches and 

demonstrate thereby how data breach announcements damage firm reputation based 

on social media content and provide additional insights on the economic aspects of 

such incidents.  

From a methodological perspective we provide a new approach stemming from the 

integration of sentiment analysis in the classical event study methodology. With the 

classical event study approach it is possible to quantify the change in the market value 

of firms involved in data breach incidents and measure therefore the financial impact 

triggered by such events on listed companies. With the sentiment-based event study, 

we provide instead a robust approach to measure the intangible effect of data breach-

es, such as reputational damage, and consequently contribute to the literature stream 

of corporate reputation. In addition, measurement approaches for the construct of 

corporate reputation proposed in the literature are mainly of qualitative nature and 

build upon large-scale survey studies, which are costly and require a long preparation 

time [4]. A clear advantage of our approach derives from the adoption of social media 

data to quantify corporate reputation, which entails valuable information that differs 

substantially from survey-based reputation measures.  

The results emerged from this study have practical relevance for practitioners and 

businesses as well. As corporate reputation in the social web era is a primary concern 



for every operating business, we provide evidence of the devastating effect of social 

media on corporate reputation when data breach incidents become known to the pub-

lic. Hence, the insights of our study can help businesses to increase awareness on the 

risks social media can pose to corporate reputation in case of a negative scenario, and 

also, to promptly respond with the necessary strategic measures in order to protect 

their intangible assets. More generally, measuring social media sentiment on a contin-

uous basis is a helpful instrument for businesses to monitor fluctuations of corporate 

reputation on real time. Hence, firms can exploit the variety of social media outlets to 

gain competitive advantage and online visibility in order to positively influence the 

overall online users’ opinion and corporate reputation, too.  

7 Limitations and Future Research 

In spite of the theoretical and practical contributions, this study it is not exonerated 

from shortcomings and limitations. One limitation is the relative small sample size, 

mainly due to the fact that we are analyzing massive amounts of social media data, 

whose collection and preparation requires considerable efforts and a long processing 

time. Nevertheless, several studies on information security breaches are based on 

small samples too (e.g. [17] used 23 events while [20] used in their study 19 events).  

Furthermore, the choice of a short event window comprising three days before the 

event date and only five days afterwards, hinders the observation and interpretation of 

reputational effects in the long term. A longer event window would contain a higher 

number of confounding events, whose esclusion would lead to a sample size of less 

than thirty data breaches, which would strongly influence the reliability of the 

statistical test results [5].  We aim though to address this limitation in our future 

research. 

Collecting social media data based on a keyword search leads to the entity 

recognition problem, in the sense that we cannot control if the posting content is 

effectively directed to the specific firm or is has been simply mentioned by users in 

relation to another context. In addition, with regard to sentiment analysis the 

sentiment of words or sentences could be erronously classified as positive or negative, 

although the overall tone might be sarcastic, ironic or even without sentiment. These 

are some of the general problems when dealing with sentiment analysis techniques 

[21],  which represent also a limitation of this study. 

The findings of this study, although encouraging, constitute only the first step to-

wards the investigation of the reputational impact and in general of the intangible 

effects of information security incidents, where further research is needed. Our goal is 

to extend this study by conducting a joint analysis of the classic- and sentiment event 

study with a larger data set and a longer event window. The contemporaneous analy-

sis of the stock market, as well as of the social media reaction of data breaches, will 

provide a deeper understanding of the dynamics and the rationale behind opinion 

formation and investor behavior from a theoretical standpoint.  
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