View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by AIS Electronic Library (AlSeL)

Dernbecher et al. Cloudifying Desktops — A Taxonomy for Desktopudiization

Cloudifying Desktops —
A Taxonomy for Desktop Virtualization
Completed Research Paper

Sabine Dernbecher Roman Beck
E-Finance Lab Goethe University Frankfurt
dernbecher@wiwi.uni-frankfurt.de rbeck@wiwi.uni-frankfurt.de
Marcus Toenker

Goethe University Frankfurt
toenker@wiwi.uni-frankfurt.de

ABSTRACT

Compared to traditional desktops, the implementatié desktop virtualization can leverage cost réidns and enable
desktop access via mobile devices. Consequensigarehers and practitioners increasingly focusidunalized desktops and
Desktop as a Service (DaaS). However, a considedimtition for these technologies and the relatelivdry models does not
exist yet. Therefore, we conducted a literaturelymma which revealed that optimized resource aliocaand performant
DaaS infrastructures are the primary topics inasde Afterward, we developed a taxonomy to categoextant virtual

desktop delivery models and propose a holistinitédn as theoretical framework for DaaS.
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INTRODUCTION

Enabled by virtualization as technology for dynarpiovision of server resources (Hwang and Wood_22@&harma and
Sood, 2011a), cloud computing enjoyed a lot ofritbe of research and practice in recent yearsq@ris, 2009). As part
of this development, enterprises migrated thediti@nal desktops to virtualized desktops and tleveraged cost savings
and reduced administrative effort (Miller and Pega®07). For example, in 2010 Royal Bank of Scatlamved 55,000
users to virtualized desktops to reduce costs ar@hable their employees to work from home (WilkarR011). Although
the idea of using thin clients in a host environtnevolved already in the 1990s (Richardson, Stdfferaser, Wood and
Hopper, 1998), virtual desktops recently gained mmotwm fostered by cloud computing. Sridharan, Galydenkataraman
and Berryman (2011) analyzed potential drivers dsing virtualized desktops such as increase iizatibn of mobile
devices or reduction of underutilized distributezbktops. In the same line of research, Shu, Sham, Huang, Yan and Li
(2012) emphasize that Desktop as a Service (Daabjhe transformation of traditional desktops itfte cloud have become
a focal point in research. However, although tressemples illustrate the relevance of this topiclear distinction between
the different virtual desktop deployment modelstif missing. While providers such as Citrix subms three models to its
desktop virtualization solution XenDesktop (VirtuBkesktop Infrastructure (VDI), Hosted Shared Degkty Terminal
Server based Desktop, Local Streamed Desktop)iXGyrstems Inc., 2012), VMware describes its solut/Mware View
as“on-demand desktop services out of the clofdMware, 2011). Likewise, extant literature offetgfering definitions.
Beaty, Kochut and Shaikh (2009) define desktopuglization as operating systems (OS) or applicatioigrated from local
devices of the user to a remote data center. Funtve, they note that DaaS is a “natural evolutiofi"the desktop
virtualization paradigm delivered out of the Degkt®loud. In contrast, Calyam, Patali, Berryman, &ail Ramnath (2011)
refer to DaaS as “virtual desktop clouds (VDC)". &laborate on the shortcoming of conflicting desttwhs for desktop
delivery models, we conducted a structured liteeateview on desktop virtualization and subseqyederived a taxonomy.
Essentially, our research questions are:

RQ1: What is the current state of the art of resbawn desktop virtualization?

RQ2: How can different delivery models of deskigjpalization be classified in a meaningful way?

Proceedings of the Nineteenth Americas Conferendaformation System§hicago, lllinois, August 15-17, 2013 1


https://core.ac.uk/display/301364414?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1

Dernbecher et al. Cloudifying Desktops — A Taxonomy for Desktopudiization

The remainder of this paper is structured as fdlowirst, the literature background on cloud conmgutand desktop
virtualization is given. Second, the research meithpplied to answer the research questions is idescand results of the
literature analysis are presented. The third daliazates on the taxonomy for the virtual desktelivéry models before the
last part discusses the findings of our paper aulihes limitations and future research.

THEORETICAL BACKGROUND

Cloud computing

Being one of the fastest developing technologiEsldgmus, 2009; Sharma and Sood, 2011a, b; WangeK@iao, Kunze
and Laszewski, 2011; Zhang, Cheng and Boutaba,)20@0d computing emerged from existing technolegach as grid
computing (Foster, Zhao, Raicu and Lu, 2008; Shaama& Sood, 2011a), utility computing, and distrdzlitomputing
(Hwang and Wood, 2012; Weiss, 2007). Cloud comgutian be defined asubiquitous, convenient on-demand network
access to a shared pool of configurable computiegources”(Mell and Grance, 2011, p. 6). Typically, the seeg
provided are categorized into three major servioeets. Infrastructure as a Service (laaS) compliBésfrastructure, e.g.,
data or processing storage and networks (Durkel);2@ell and Grance, 2011). Platforms for developtymirposes can be
accessed via Platform as a Service (PaaS) (Fostalr, 2008). Finally, applications and softwaren dze purchased as
Software as a Service (SaaS) via different deWie€ Smartphone, etc.) (Durkee, 2010; Zhang e2@lQ). Recently, based
on these service models, new models such as Deag&tafService (DaaS) emerged (Beaty et al., 2009).

Desktop Virtualization and DaaS

With the rise of virtualization technologies degktartualization gained enterprises’ attention aaportunity to save costs
by consolidating multiple desktops to one serveaistGfaro, Bertini, Lamanna and Baldoni, 2010; kliland Pegah, 2007).
In this context, users remotely access a desktmiragnment via devices such as thin clients whiléadprocessing is
centralized in a data center (Beaty et al., 20B@mote protocols, e.g., Remote Desktop ProtocolRRIirtual Network
Computing (VNC), Remote Graphics Server (RGS), d@ribCIndependent Computing Architecture (ICA), &ha the
connection between the virtual desktop and the’sistavice (client) (Miller and Pegah, 2007). Moreovwith cloud
computing evolving it was possible to provide depktirtualization out of a cloud (Kroeker, 2009)iefis often referred to
as DaaS (Beaty et al., 2009). Compared to virteaktbps, Daa$S offers additional mobility and fléi@p to its users (Beaty
et al., 2009; Kroeker, 2009).

RESEARCH METHOD - LITERATURE REVIEW

To evaluate the state of the art of research oktoewirtualization and DaaS we conducted a stmectliterature review and
used the recommendations of Webster and Watsor2)200 identifying and structuring the analysis. 4o doing, we
screened eight information system (IS) journalamfrthe Senior Scholars' Basket of Journals of theogisition for
Information Systems (AIS) and of different IS camfieces. As cloud computing emerged around 2007 y@ayd Ranjan,
2010; Youseff, Butrico and Da Silva, 2008) we lieditour search to the period from January 2007 twaly 2013.
However, as DaaS is relatively new, the resultwfsearch was rather sparse. Thus, we additiosellyched via databases
such as ACM-DL, IEEEplore EBSCOhost, and GoogleScholar for relevant paaedsncluded years before 2007.

Subsequently, to check the relevance of these paperread their abstract and introduction (Webaial Watson, 2002).
Table 2 in the Appendix presents the 31 publicatioansidered as relevant results of our literat@@rch after this pre-
selection. The search terms used have been dgrrestibusly from extant literature. Further, we sbad for terms which
we found in the results (see table 2 in the Appdndi

STATE OF THE ART OF RESEARCH ON DESKTOP VIRTUALIZAT ION AND DAAS

Classification of DaasS in the Context of Mobile and Service Oriented Technologies

To delimitate DaaS from related technologies, vauaiized them in figure 1 based on the resultsuofliterature search. In
so doing, we differentiated the technologies byrth@bility which we evaluated using insights given Lu, Li and Shen
(2011) as well as Fernando, Loke and Rahayu (28d8)y their service orientation according to Dedswe, Vankeirsbilck,
Simoens, De Turck, Dhoedt and Demeester (2012), $ang and Lin (2010) as well as Sridharan et 201() as an
adequate criterion for clustering these technokgie
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Distributed computing

Mobility

Virtualization

Desktop as a Service

Mobile computing

Cloud computing

Grid computing

Service Orientation

Figure 1: Classification of DaaS

As depicted in figure 1, DaaS is essentially bagedloud computing and virtualization. Moreover,a3aoverlaps with
utility computing which can be accounted for byvees orientation which both technologies have imomn (Buyya, Yeo
and Venugopal, 2008). However, with the convergentemobile and cloud computing, research and practwill
increasingly focus on DaaS (Deboosere et al., 2Dalet al., 2010; Sridharan et al., 2011). Pleaste that the rectangles in
figure 1 are used for purposes of presentation anti/are not necessarily of relative proportionsaoh other.

Literature Overview on Virtual Desktops and DaaS

After this first classification, we further assedgbe publications found to identify those eligilite elaborate on our first
research question regarding the current state sgfareh on virtual desktops and DaaS. Accordinchéoconcept-centric
approach of Webster and Watson (2002) and inforipyeBalvia, Mao, Salam and Soliman (2003), we ctest¢he analysis
by authors, their major topic of analysis, and sguptesearch method (see Table 3 in the Appendiddtails).

A major role in extant research can be assignethéooptimal allocation of resources and the develm of DaaS
infrastructure and software environments (Beatglgt2009; Lai et al., 2010; Li, Jia, Liu and Wd)13; Sridharan et al.,
2011). Associated with the optimal resource allocatuthors such as Bila, de Lara, Joshi, Lagaif@awHiltunen and
Satyanarayanan (2012), Calyam et al. (2011), HveamgWood (2012), or Shu et al. (2012) were interkst increasing the
performance of virtual desktops. With regard to ®aafrastructure, Alexander, Hicks, Dick, Hacked&btockman (2012)
and Kibe, Koyama and Uehara (2012) investigatedsiliddy and technical limitations of DaaS in expeental
implementations. Moreover, other authors examinger experience and satisfaction while using Daa6 which they
developed benchmarks (Berryman, Calyam, Honigfoud lzai, 2010; Miller and Pegah, 2007) and applieeht (Calyam et
al., 2011; Deboosere et al., 2012). Further rebeasdocused on the advancing convergence of @addmobile computing
(Lu et al., 2011). Especially in times of increasimsage of mobile devices the relevance of virtigektops increases as it
offers a high degree of flexibility and mobilitya this context, research aimed at reducing powageisf mobile devices for
instance by moving CPU-intense tasks (e.g., disptaygering) into the cloud (Deboosere et al., 2042t al., 2011).
Finally, another focus of research was on DaaSteathre (e.g., Sharma and Sood, 2011a, b).

Comparison of Traditional and Virtual Desktops as w ell as DaaS

To elaborate on our second research question, nsk dnalyzed the differences and similarities efdiional desktops
(without virtualization), desktop virtualization @faaS. Table 1 depicts these three environmenitsliffierentiates them by
characteristics such as network protocol, end deeice, user experience and lists the relevantigatimns.
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Technology| DaaS Desktop Traditional Reference

Characterisiic virtualization desktop

Network Protocol Heterogeneous| RDP, VNC, - Miller and Pegah (2007); Beaty et al.
based on proto- | ICA, RGS, (2009); Kroeker (2009); Lai et al.
cols of Desktop | PCOIP (2010); Lu et al. (2011); Kibe et al.
virtualization (2012)

User Device Mobile or local | Thin Clients, Fat| Local computer | Alexander et al. (2012); Beaty et 4l
devices (e.g., Clients (2009); Cristofaro et al. (2010);
Smartphone Deboosere et al. (2012); Kibe et al.
Notebook) (2012); Kroeker (2009)

Environment for Cloud Terminal server | Local computel Beaty et2000); Cristofaro et al.

Operating System (2010); Lai et al. (2010)

Environment for Cloud Terminal server | Local computel Beaty et2000); Cristofaro et al.

Applications (2010); Lai et al. (2010)

Management Costs low low high Beaty et al. (2009)

User Experience high medium - Beaty et al. (200@hoosere et al.

(2012); Sridharan et al. (2011)
Security of data and | medium high medium Beaty et al. (2009)
applications

Table 1: Comparison of DaaS, Desktop Virtualization and Traditional Desktops

The comparison in table 1 illustrates how the nuntb@pplicablenetwork protocoland hence the variety ofobile devices
accompanies the development of different techneldirom traditional via virtualized desktops tod33. Users utilizing
DaaS can now access their desktop from multiplécdsvanywhere at any time (Deboosere et al., 204/Bjle this effect
was already obvious for the evolution from tradifibto virtualized desktops, the transition inte thoud fosters this change.
Similarly, the environment for operating system and applicatiovess transformed by migrating from traditional, dbc
desktops via virtualized desktops to desktops éndbud (DaaS) of cloud computing providers. Moexgthe consolidation
of resources, such as desktop resources, enablde byrtualization technology, led to a reductmimanagement cosfer
DaaS infrastructure compared to traditional desktbfser experiencdi.e., the perception of the user when using the
technology) was not mentioned by the authors faluating traditional desktops. However, it movetbitheir focus of
interest for assessing virtualized desktops andSD&ar example, user experience can be appliedaioae side effects of
virtualization such as actual quality of serviced aelative fairness of service provision for otheer or groups. With regard
to security of data and applicationsirtualized desktops offer the highest level e€&ity, compared to DaaS deployed in a
public cloud or traditional desktops with limitedstrictions to users (e.g., installing softwareusing USB ports). The
rationale behind that is that virtualized desktomsning in an isolated, centralized environment (Vivle easier to protect
against hazardous intrusions compared to traditidesktops and thus also easier to restore. Howéeen a business point
of view, security guidelines such as access corgnul password policies can likewise contribute gousity aspects of
traditional desktops.

TAXONOMY FOR CATEGORIZING DESKTOP VIRTUALIZATION DE LIVERY MODELS

Based on this comparative analysis and to answeisecond research question how to classify diffexémual desktop
delivery models, we derived the taxonomy depictedigure 2. Furthermore, to substantiate the takonand to identify
potentially missing elements, we enhanced our cgizgfion by insights from providers of virtual désp solutions. As
originators for our taxonomy we added the paradigmirtualization (Miller and Pegah, 2007) to seeviorientation which
we used already for the classification schemeguaré 1. The next column of figure 2 visualizes diféerent computational
resources of the desktop, such as virtual machirdooid. Moreover, the number of users per deskiogesktop instance
respectively is presented in the third column afteaxonomy. On the right-hand side of figure 2, desktop delivery models
are shown with traditional desktops and DaaS akangoints as well as different models of desktofualization such as
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Client Hosted VM, Streamed OS, and VDI (Beaty et aD09; Citrix Systems Inc., 2012; Eaves and Stwuk 2012;
Freeform Dynamics Ltd., 2010; Intel Corporation120Miller and Pegah, 2007).

Paradigm Computational resource User Delivery model

1 User/
Desktop

Traditional
desktop (Physical
desktop)

Desktop virtualization

Client hosted

Client M

0..|

. nUsers > n
Virtual machine

Desktop
instances
NM

Streamed OS
(Session A i
virtualization)

<

,
,
. . . ’/
Virtualization

0.n |0.n

Service

*********** OR - possible ———» AND - necessary
— === XOR -either...or

simple relation

Figure 2: Taxonomy for Desktop Virtualization

With regard to traditional desktops, the virtualiaa paradigm is not relevant. Being hosted oniant| the traditional
desktop can be accessed by one user only (Kibk, &042). However, if the client runs a virtual chine (VM), a virtual
desktop can be provided to one user via a Cliergtétb VM (Freeform Dynamics Ltd., 2010; Intel Corgiiwn, 2011).
Taking into account a terminal server which cant lmgltiple VMs (0..n), each of multiple (n) usem@ncuse one instance of
n virtual desktops per VM via Streamed OS (SesWfistualization). Moreover, delivering one dedicatéesktop per user,
running on a dedicated VM on a terminal server,cadled VDI (Beaty et al.,, 2009; Citrix Systems |[nQ012;
Intel Corporation, 2011; Miller and Pegah, 200%r PaaS the virtual desktop is provided on a VMahhin turn is hosted
in a cloud (Beaty et al., 2009). Furthermore, dttdesktops of DaaS are implemented either as rBa@a0S or as VDI
which can be accessed from any place and any dasieeservice (Beaty et al., 2009; Kroeker, 2009).

DISCUSSION AND CONCLUSION

In this paper, we were interested in desktop Viization and DaaS as technologies to enable maitéleiple work. Thus, to
answer our research questionbat the current state of research in this field isg &ow desktop virtualization can be
categorized, we conducted a structured literatewew and derived a taxonomy on delivery models/fidual desktops.

Regarding the theoretical contribution and to amswe first research question, we analyzed the zafueind on desktop
virtualization and DaaS (Webster and Watson, 20@2psequently, we evaluated them by author, reanHi, research
method, according to Palvia et al. (2003). As alltesve found, that research is mainly interestedptimized resource
allocation, avoiding underutilization of (traditial) desktops and developing a performant DaaS strfreture. Moreover,
research also elaborates on the convergence oferantn cloud computing and the usability of Daa&identify criteria to

categorize different delivery models of desktopuatization and thus to answer our second reseguehtion, we derived a
taxonomy based on extant literature and informedth®y definitions of desktop virtualization solutigmoviders. This

taxonomy allows categorizing different delivery natglin a meaningful way, which to the best of onokledge has not
been done before.

For practitioners, our paper can be used as guédémc a consistent definition for example by prarsl of desktop
virtualization. Thus, practitioners should considatidating the terminology they use for their puots and if necessary
align it in accordance with our suggested taxonoMwpreover, this categorization approach can helmagars when
deciding to implement desktop virtualization, taoke the best fitting technology (e.g., client BdstM, streamed OS, VDI
or DaaS).
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However, the research presented in our paper alsssfsome limitations. First, the quantity of papewnsidered in the
literature review was comparatively sparse andwall@nly limited insights. Second, the taxonomy dat undergo any
empirical validation, e.g., by experts, field seslietc. Consequently, further analysis, correstaomd amendments were not
possible. Third, we have not applied a theoretieas, such as for example dynamic capabilitieschvitiould have added
additional insight regarding the contribution ofd®ain a dynamic environment.

Regarding future research, we suggest to focuseeigd science information system research as #sis\bt been done in the
field of DaaS yet. Using design science to develog specify IT artifacts, DaaS could be furthercdégd (Hevner, March,
Park and Ram, 2004; Kuechler and Vaishnavi, 2008).example, lab and real world experiments shbeldonducted with
participants executing different tasks using a Da#Bact. These experiments could be subsequersity to technically
evaluate DaaS (e.g., benchmark DaaS against traditdesktops). Moreover, business models speoifibe categorization
scheme should be derived. Finally, future reseahchuld concentrate on mobile-cloud-convergenceysimg on usability of
DaaS on mobile devices, especially in the contérimg Your Own Device.
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APPENDIX
Nr. | Search Term Results
1 Virtualization Barham, Dragovic, Fraser, Hand, Harris, Ho, NeugehaPratt and
Warfield (2003); Border (2007); Keller, Szefer, Raxl and Lee (2010)
Kotsovinos (2010); Sahoo, Mohapatra and Lath (2010)
la | System Virtualization Border (2007)
1b | Virtualization Architectures Daniels (2009); Isfiord (2009); McDougall and Anderson (2010)
1c | Virtualization Technologies Chaudhary, Cha, \&falt Guercio and Gallo (2008); Younge, Henschel,
Brown, von Laszewski, Qiu and Fox (2011)
1d | Server Virtualization Daniels (2009)
2 Desktop Virtualization Alexander et al. (2012d8y et al. (2009); Bila et al. (2012); Kroeke
(2009); Lai et al. (2010)
2a | Virtual Desktop Cloud Calyam et al. (2011); Ferho et al. (2013); Sridharan et al. (2011)
2b | Desktop to Cloud Kibe et al. (2012)
2c | Desktop Cloud Beaty et al. (2009)
2d | Mobile Cloud Computing Fernando et al. (2013)
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Nr. | Search Term Results

2e | Virtual Screen Lu et al. (2011); Whiteaker, Sztar, Teixeira, Diot, Soule, Picconi
and May (2012)

2f | Virtual Desktop Infrastructure (VDI) Hwang andoad (2012)

3 Desktop as a Service Cristofaro et al. (2010pdosere et al. (2012); Eaves and Stockma
(2012); Erdogmus (2009); Sharma and Sood (201ta)eBal. (2012)

3a | Desktop as a Service Cloud Computifg  Li et24l18)

4 Virtual Desktop Hwang and Wood (2012); Miller aRdgah (2007); Raj, Nathuiji, Sing
and England (2009)

Table 2: Search Termsand Results
Authors Description M ethod

Alexander et al.

Development and implementation ofCéoud-based Daa$S infrastrug

-Lab experiment

(2012) ture
Beaty et al. Provision of abenchmark for desktop workloaahd of aframeworkfor | Framework, conceptional
(2009) optimizedtransition of traditional desktops into a Cloud model, lab experiment

Bila et al. (2012)

Deduction of an approach tooédfitly consolidate underutilized vir|
tual desktopsDevelopment of prototype "Jettison", which hitetes
unused virtual desktops temporarily

- Framework, conceptional
model, lab experiment

Calyam et al.
(2011)

locationin a VDC

Development of an utilization basedabdel for optimized resource dl-Framework, conceptional

model, lab experiment

Deboosere et al.
(2012)

Quantification ofuser satisfactionvia offline benchmarks develop-
ment of an efficient Cloud-basdéshaS architecture modeb increassg
user satisfaction and reduce costs

Framework, conceptional
model, lab experiment

Hwang and
Wood (2012)

Design of a dynamic, QoS basedheduling algorithmas potential
factor to reduce costs and minimize VM inferenceCéfU-intensive
tasks

Mathematical model, lab
experiment

Kibe et al. (2012

Assessment D&aS as insufficient for high amounts of usansl de-
piction of high correlation between increasing ssand decreasin
costs and at the same time significant performaadactions

Lab experiment

Lai et al. (2010)

Development of @loud-based streaming solutioto optimize the|
management of physical resources; testing of tamdéwork by simu
lation

Mathematical model, lab
experiment

Li et al. (2013)

Development of a secure, dynarmiovisioning prototype Cyber
LiveApp for collaborative use of virtual desktops and aaplons of
multiple users in a Cloud

- Framework, conceptional
model, lab experiment

Lu et al. (2011)

Identification of thevistual display as important element for theon-
vergence between Cloud and Mobile computdeyelopment of mod
els for the provision of Cloud browser and Cloudbpd via “virtual
display”

Framework, conceptional
- model

Sharma and Soo
(2011a), (2011b)

H Development of a platform independestftware provisioningarchi-
tecture model for Cloud services

Framework, conceptional
model

Shu et al. (2012)

Development of an effici@®#aS prototypdor a field-programmablé
gate array (FPGA) basétloud architecture

b Framework, conceptional
model, lab experiment

Sridharan et al.
(2011)

Development of d&ramework for the provisioning and placemagft
virtual desktops based on relative fairness ofigubktween groups o
users

Mathematical model, lab
f experiment

Table 3: Status Quo of Resear ch on Virtual Desktops and DaaS
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