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Abstract 

Social networks offer horizontal integration for any mobile platform providing app 
users with a convenient single sign-on point. Nonetheless, there are growing privacy 
concerns regarding its use. These vulnerabilities trigger alarm among app developers 
who fight for their user base: While they are happy to act on users’ information collected 
via social networks, they are not always willing to sacrifice their adoption rate for this 
goal. So far, understanding of this trade-off has remained ambiguous. To fill this gap, 
we employ a discrete choice experiment to explore the role of Facebook Login and 
investigate the impact of accompanying requests for different information items / 
actions in the mobile app adoption process. We quantify users’ concerns regarding these 
items in monetary terms. Beyond hands-on insights for providers, our study contributes 
to the theoretical discourse on the value of privacy in the growing world of Social Media 
and mobile web. 
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Introduction  

In a rapidly changing field of Social Media and mobile, Facebook (FB) strives to assert itself as a social 
layer for many forms of apps, platforms, and web-connected devices, all of which may profit from being 
connected around the social graphs of participating members (Darwell 2012). As of now, FB offers 
horizontal integration for any mobile platform, including iOS and Android, providing app users with a 
convenient single sign-on point in the form of FB Login (also formerly known as FB Connect) (White 
2013). Emphasizing its advantages, FB boasts a high conversion rate for prominent apps, with 80 % of 
potential users accepting permissions requested via FB Login. Beyond offering a more streamlined login 
experience for users, use of FB Login also promises significant gains for app providers, including increased 
retention, engagement, higher in-app purchasing, and greater virality. For example, Shazam has witnessed 
a rush growth of 47 % for FB-connected users since launching with Open Graph (Osofsky 2012). 
Importantly, the option of FB Login offers third-party apps a unique opportunity to seamlessly collect data 
on their adopters, which ensures better targeting and more marketing insight. While Facebook Login 
represents one of the most prominent examples of this type of single sign-on mechanism, other social 
networks as Google+ offer the same type of functionality, illustrating its growing relevance. 

While single sign-on via Facebook or other social networks may indeed offer multiple advantages for users 
and app providers, there are growing concerns about the effect of these efforts on user privacy concerns 
and, as a consequence, app adoption. Indeed, while users gain the benefits of convenience when engaging 
with mobile apps via FB Login, they have to - at minimum - sacrifice their basic information on FB, which 
includes their name, profile picture, gender, networks, user ID and a list of friends. Additionally, apps with 
FB Login can request other details, including users’ “likes”, political and religious preferences, relationship 
status, location, photos, and even personal messages, just to name a few. In a similar venue, apps using 
Google+ Sign-in can access information of users’ public profiles as well as their friend lists in order to 
optimize their service. All in all, when it comes to information that can be accessed by third party apps – 
there is no such thing as a “secret” as long as a user consents to it.  

These vulnerabilities inevitably trigger concerns among users and, in turn, providers who fight for their 
user base in an oversaturated market. Indeed, while providers would be happy to access and act on users’ 
information, they are not necessarily willing to sacrifice their adoption rate for this goal – a critical trade-
off. For example, only 2.27 % of apps request access to “likes”, and 0.72 % to “interests” (Wang 2012) – a 
surprisingly low number considering the high value of this information for marketers. Indeed, “likes” and 
“interests” can be effectively used to tailor product offerings and homepage content, magnifying the 
effectiveness of marketing actions. Moreover, just 14.5 % of European and 6 % of U.S. top online retail 
platforms have adopted FB Login by 2013 (Cohen 2013b). This timidity might be attributed to the lack of 
knowledge on how users will react to FB Login itself and a request for information items involved in it. 

So far, existence and gravity of this trade-off has remained ambiguous. While some studies suggest that 
users do not even notice the magnitude of information requested in a consent dialog (Egelman 2013), 
Eling et al. (2013) show that the amount of information a sweepstake app requests has a significant 
negative influence on users’ willingness to install the app. FB comments on this issue in the following way: 
“There is a strong inverse correlation between the number of permissions your app requests and the 
number of users that will allow those permissions. […] so we recommend that you only request the 
permissions you absolutely need for your app” (Facebook Developers 2012). While this statement offers 
developers a rough guideline, it leaves many blind-spots for providers who may face “intrusiveness – 
adoption” trade-off in their operations. Indeed, which information items are perceived as more sensitive 
than others? How does intrusiveness of certain information items benchmark against other characteristics 
of the app, such as usefulness or number of reviews? Are users ready to pay more for the app so that it 
does not collect additional information items, and if so how much? Indeed, while viability and financial 
success of many apps is dependent on the amount and quality of the collected data, “charging for privacy” 
may be a viable business model (Krasnova et al. 2009). All in all, while these questions are critically 
important for the rapidly growing industry of mobile apps, little research evidence is available. To fill this 
gap, we employ a discrete choice experiment to verify the role of the single sign-on feature in the overall 
mobile app adoption process. We explore the impact of requests for different information items on user 
decisions, as well as quantify them in monetary terms. By doing so, our study provides hands-on insights 
for app developers as well as contributes to the growing theoretical discourse regarding the value users 
attach to their privacy in the novel context of Social Media and mobile web.  
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Theoretical Background 

Several streams of research can inform our work, including studies on mobile / LBS services and apps, FB 
applications and a more general research on the role and value of privacy from a user perspective.  

Adoption of Mobile Apps  

A variety of determinants can be responsible for the adoption and continued use of mobile services (Nikou 
and Mezei 2013). Summarized in Table 1, our review of relevant research suggests that four groups of 
factors play a particularly important role in individual adoption decisions: perceived benefits, monetary 
costs, perceived risks to privacy and security as well as social influence. On the benefits side, constructs 
such as perceived usefulness (e.g., Lu et al. 2005; Malhotra and Malhotra 2009) and perceived enjoyment 
(e.g., Kim et al. 2008; Nysveen et al. 2005) are often considered. For example, Nikou and Mezei (2013) use 
Analytic Hierarchy Process to analyze substantial factors behind the adoption of mobile services and show 
that perceived usefulness (in terms of functionality and added value) represents the most important factor 
influencing individual adoption decision. While benefits attract users to adopt a mobile service, monetary 
cost is an impediment to adoption (e.g., Wu and Wang 2005). For instance, Wang et al. (2013a) find a 
detrimental effect of perceived fee on purchase intention of mobile newspapers after a free trial. 

Table 1. Studies on the Determinants of the Adoption of Mobile Applications 
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Fang et al. (2005) ✓ ✓ ✓    ✓ SU ✓ 
Intent to use a 
handheld device 

Mobile 
commerce 

Keith et al. (2010) ✓ ✓   ✓  ✓ EX  WTP LBS 

Kim et al. (2008) ✓ ✓ ✓ ✓ ✓ ✓ 
 

SU ✓ 
Continued intent to 
use 

SMS 

Kim et al. (2011)  ✓  ✓ ✓  
 

SU ✓ 
Behavioral intent, 
usage behavior 

MMS 

Lu et al. (2005) ✓ ✓   ✓  
 

SU ✓ Intent to adopt WIMT 
Mobile 
services 

Malhotra and Malhotra 
(2009) 

✓ ✓    ✓ 
 IN 

SU  
✓ 

Adoption propensity of 
wireless web services 

Mobile 
services 

Nikou and Mezei (2013) ✓     ✓ 
 

SU ✓ - 
Mobile 
services 

Nysveen et al. (2005) ✓ ✓ ✓ ✓ ✓  
 

SU ✓ Intention to use 
Mobile 
services 

Pagani (2004) ✓ ✓ ✓   ✓ 
 

FG 
SU 

✓ 
Attitude toward using, 
behavioral intent to 
use 

Multimedia 
Messaging 
Services 

Petrova and Wang 
(2011) 

✓   ✓  ✓ ✓ CS  - LBS 

Racherla et al. (2011)    ✓ ✓ ✓ ✓ EX  WTPP Mobile apps 
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Taylor et al. (2011)     ✓  
 

SU  
Disposition to use 
mobile apps 

Mobile apps 

Wang et al. (2013b) ✓ ✓ ✓   ✓ 
 

SU  
Purchase continuance 
intent 

Mobile 
services 

Wu and Wang (2005) ✓ ✓  ✓  ✓ ✓ SU ✓ 
Behavioral intent to 
use 

Mobile 
commerce 

Xu et al. (2005)       ✓ EX  Behavioral intent LBS 

Xu et al. (2009)      ✓ ✓ EX  
Intent to disclose 
personal information 
in LBS 

LBS 

Abbreviations: SU – survey; EX – experiment; CS – case study; FG – Focus Groups; IN – Interviews; 
LBS – location-based services; WTPP – Willingness to Pay and Purchase. *Functionality was also 
included under this category. **Factors such as perceived enjoyment and perceived playfulness are 
summarized under this category. ***Includes factors as personalization, quality and compatibility. 

Social influence is another critical driver. Taylor et al. (2011) find that the likelihood of the adoption and 
usage of an app increases if a user’s strongest relationship partner is using this type of applications. In a 
study of four iPhone apps, Racherla et al. (2011) demonstrate that social information from others increases 
users willingness to purchase the app and also their willingness to pay for it, with information on reference 
price from students of the same university having a greater influence than information from all consumers 
who purchased the app. Interestingly, however, social information did not intervene with the impact of 
privacy assurance on users’ perceptions, suggesting that ”people don’t necessarily trust the decisions of 
those closer to them when it comes to mobile app privacy” (Racherla et al. 2011, p. 8). Indeed, privacy and 
security issues represent a major impediment behind the adoption of mobile services (Racherla et al. 2011; 
Xu et al. 2005; Xu et al. 2009), with consumers ready to pay more for applications providing extra 
assurance of their privacy via privacy policy or privacy seal (Racherla et al. 2011). All in all, existing studies 
provide a number of insights into the key factors involved in the adoption of mobile services. However, 
with some exceptions (e.g., Racherla et al. 2011), many of these studies explore the landscape of mobile 
services before the arrival of smartphones and an accompanying explosion of the market for mobile apps.  

As mobile and desktop uses get increasingly intertwined, users expose significant vulnerabilities in terms 
of their privacy, giving rise to significant concerns. The option of single sign-on via social networks is 
particularly controversial: On the one hand, a user is offered a convenient single sign-on point, eradicating 
the need to remember logins and passwords to multiple accounts. On the other hand, this type of single 
sign-on mechanism directly connects app users to their social network accounts, at minimum exposing 
their basic information to a third-party provider. While research on the effects of FB login option is very 
limited (e.g., Egelman 2013), a number of studies investigate user perceptions and behavior with regard to 
FB apps, informing our research in this problem area. 

Privacy and Facebook Permission Requests 

Possibilities for information requests in the context of “pure” FB apps are identical to those used in the 
context of other non-FB mobile or desktop applications. Figure 1 summarizes the three-step process of 
application installation for Android apps. First, a user has to decide if she/he wants to install a given app. 
In case the decision is positive, she/he is asked to consent to a set of Android permissions1. Once those are 
granted, the app is downloaded and a user can access it. If FB Login is used, a user is presented with an 
option to login via FB in step 3. Subsequently, a user is asked for permission to access different 
information items, which is part of FB Login procedure. Given subjects’ consent, apps can thus collect 
multiple details on users, including those otherwise protected by privacy settings. Several categories of 
permission requests are distinguished by FB: Request for (1) basic information takes place every time a 
user chooses a FB Login option or installs a FB app. It involves a list of users’ friends and a number of 
basic data items, which are typically publicly available (e.g., user’s name, gender). (2) Email permission 
requests access to user’s primary email address. An app can also ask for access to (3) extended profile 
properties, which involve 44 information items shared by a user and his or her friends (22 each). 

                                                             
1 For iPhone, the second step is missing as iPhone Apps do not ask for permissions in this form during 
installation.   
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Examples include user / friends’ activities, groups, location, relationship details, photos, or “likes”. Using 

(currently) optional (4) extended permissions an app can additionally ask to publish stories to a user’s 
profile – an opportunity frequently used to increase virality of an app. (5) Open graph permissions and (6) 
page permissions can also be implemented, but are used rarely (Wang 2012).  
 

 

Figure 1. Example of the Android Installation Process 

Even though access to user data is contingent on explicit user consent, several studies have questioned the 

effectiveness of such consent dialogs. Indeed, 20 million apps are installed daily on FB (Pring 2012), 
suggesting that users may not fully understand the scale of information access requested by FB apps (King 
et al. 2011). In addition, there is initial evidence that users do not always read complete consent dialogs, 
possibly as a result of growing habituation (Egelman 2013). A complimentary explanation traces these 
inconsistencies to privacy calculus of users: While the number of information items requested by an app 
has a negative effect on the decision to install it, privacy concerns may be dominated by other expected 
benefits (Eling et al. 2013), with users differentiating between functional and either social or emotional 
value of applications on FB (Russell-Bennett and Neale 2009).  

In an attempt to gain a differential view on the value users attach to privacy in Social Media context, 
Krasnova et al. (2013) surveyed users regarding their level of concern for numerous information items. 
Their results suggest that users implicitly distinguish between five information types: friends’ 
information, a user’s social information (e.g., user likes, groups, activities), basic curriculum vitae 
information (email, basic info, hometown and birthday), extended curriculum vitae information (e.g., 
religious and political views, former employer, education), and visual information (photos and videos), 
with concern over the latter being the highest. While these findings provide initial insights into the value of 
various types of personal data in the context of Social Media, this research is descriptive in nature, and 
may suffer from “talk is cheap” problem common for privacy surveys (Harper and Singleton 2001, p. 6). 
To tackle these limitations, a number of approaches have been suggested that allow for a more realistic 
view on the value users attach to their information and ways to express this value, as discussed below. 

Value of Privacy 

Presented in Table 2, studies investigating the value users attach to their information privacy and personal 
data can be classified according to their focus: value of privacy in general vs. value of specific data items; 
and according to the methods employed in these studies: survey-based direct measures, laboratory / field 
experiments, and conjoint analysis or discrete choice experiments (DCE).  
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Table 2. Studies on the Value of Individual Privacy and Personal Data 

Focus / Method Direct measurement Laboratory / Field experiments Conjoint analysis / DCE 

Privacy in 
general 

Bauer et al. (2012); Krasnova 
and Kift (2012); Racherla et 
al. (2011); Spiekermann et al. 
(2012); 

Beresford et al. (2012); Jentzsch 
et al. (2012) 

Hann et al. (2002); 
Hann et al. (2007); 
Krasnova et al. (2009) 

Specific types 
of personal 
data 

 

Cvrcek et al. (2006); Danezis et 
al. (2005); Grossklags and 
Acquisti (2007); Huberman et 
al. (2005) 

Potoglou et al. (2013) 

 

In an attempt to operationalize the value users attach to privacy, some studies directly elicit users’ 
willingness to pay (WTP) for it in various contexts, arriving at different conclusions. For example, in a 
survey of German students Krasnova and Kift (2012, p. 10) find that when asked to consider that 
“information [users] share on FB is not adequately protected and can be used for other purposes (e.g. 
personalized advertisement)”, users were willing to pay just € 0.29 per month (mean) to FB to avoid 
secondary use. This is in line with experimental research from other contexts that shows that even small 
price differences – of one dollar - can lead consumers to select a more privacy-invasive service provider 
(Beresford et al. 2012; Jentzsch et al. 2012).  

In contrast, Spiekermann et al. (2012) arrive at somewhat higher valuations when exploring the impact of 
users’ awareness of existing data markets: Using Becker et al. (1964)’s mechanism (BDM) to elicit users’ 
WTP to keep their FB data (as opposed to it being completely erased) (Bauer et al. 2012), the authors find 
that the WTP of those users who were notified about the possibility of the secondary use of their data 
reached € 36 - € 72 (mean; median = € 5); while those in a “control” condition were willing to pay less for 
their data: € 16 - € 17 (mean; median = € 0). Providing additional evidence for the importance of privacy 
in the context of mobile applications, Racherla et al. (2011) show that the degree of privacy assurance has a 
significant effect on individual WTP for four different apps, suggesting that consumers may be willing to 
pay some premium to achieve greater privacy.  

Studies employing ‘second price auctions’ shed some light on these conflicting findings as they show that 
the monetary value of individual information items can be dependent on the desirability of the trait (e.g., 
information on weight in the study by Huberman et al. (2005)), usage purpose (i.e. commercial usage or 
usage for research purposes) (Cvrcek et al. 2006), and the specific situation (selling information or paying 
to protect the information) (Grossklags and Acquisti 2007). Moreover, validity of findings obtained 
especially in the direct approach can be questioned. In these studies, users are placed in an artificial 
setting and are asked to provide a specific monetary value. While failing to report a truthful number has 
little consequences, responses can suffer from social desirability bias or/and “talk is cheap” problem 
(Harper and Singleton 2001). Conjoint analysis and discrete choice experiments can be seen as promising 
solutions to these problem areas, as they elicit users’ preferences by assessing their choices across an array 
of trade-offs. This way, an experimental situation has a maximum approximation to the real-life settings 
(Bakken and Frazier 2006; Lambin 2007).  

For example, applying conjoint analysis to the case of information disclosure to a web-site, Hann et al. 
(2002, p. 1) explore trade-offs between three forms of privacy concerns – errors, improper access and 
secondary use, and two types of benefits – monetary rewards and time savings. The resulting privacy value 
emerges as quite high: For example, “disallowance of secondary use of personal information provided on 
a web-site is worth between $ 39.83 and $ 49.78” Singapore dollars2. Conversely, users will be ready to 
accept secondary use of their data if offered a monetary reward in this price range. Krasnova et al. (2009) 
undertake a similar study in the context of Social Networking Sites, and show that users are willing to pay 
between € 1.18 and € 1.44 per month to insure that an SNS provider does not use their demographic data. 
Reaching between € 14.16 and € 17.24 when calculated on an annual basis, these numbers are still 

                                                             
2 Considering exchange rate for January 1st, 2002, this amounts to $ 21.52 and $ 26.89 U.S. dollars 
respectively.  
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substantial (even though lower than those of Hann et al. (2002)). Noteworthy, this amount was higher 
than the amount users were willing to pay to gain extended functionality, suggesting that users have a 
preference towards privacy when facing ‘usefulness-privacy’ trade-off. Using DCE approach, Potoglou et 
al. (2013) study the value users attach to specific information items (e.g., purchase history and email) in 
the e-business and search engine context. The authors find that ‘sharing of personal information with 
third parties’ was negatively perceived, resulting in the highest valuation of £ 5.65 for product purchase 
and £ 7.28 for service purchase. Moreover, respondents in the e-business scenarios exhibited significant 
reluctance to choose providers that saved and linked their data to their personal accounts.  

Taken together, while existing studies provide a number of relevant insights, there is little research 
investigating the specifics of social information shared in the Social Media context. In this context, the 
case of FB Login is highly attractive since it naturally involves “social information” items shared in these 
settings. Moreover, FB permission requests ask to access social information provided for a different 
purpose, namely the share and exchange with others on a Social Networking Site. In addition, in contrast 
to many other complex, abstract, or sometimes unnoticeable warming dialogs and end-user license 
agreements, permission requests directly confront a user with the data items the application wants to 
access, which provides a higher degree of priming on these issues. In order to explore the value users 
attach to their personal data in this novel setting, in this study, we adopt a DCE approach (similar to 
Potoglou et al. (2013)) to the context of mobile applications with a FB Login option. 

Methodology  

The Discrete Choice Experiment Approach 

In order to determine the value users attribute to different types of information a discrete choice 
experiment was conducted. This approach allows eliciting consumer preferences in hypothetical settings 
and helps to identify the independent influence of attributes in the choices made by respondents and their 
valuation of these attributes. In contrast to conjoint analysis methods that are purely mathematical and 
are criticized for being inconsistent with economic demand theory, DCEs are based on a long-standing and 
well-tested concept of choice behavior, referred to as random utility theory (RUT) (Louviere et al. 2010). 
According to RUT, a rational decision-maker maximizes utility relative to his or her choices. Specifically, 

an individual �	assigns to each alternative �	in the choice set 	I� a perceived utility or “attractiveness” U�� 
(Cascetta 2009). Under RUT “utility” is a latent construct in the mind of a person, which cannot be totally 

observed by the researchers (Louviere et al. 2010, p. 62). Formally, it splits up U�� into two parts: 

systematic utility and a random residual. 

 �	
 = �	

��	
 � + �	
 = ∑ ��� ��	
 + �	
 											∀� ∈ 	�
 (1) 

Systematic utility �	
 is a mean utility of all individuals having the same choice set as an individual �	and is 

a function of measurable characteristics, or attributes  ��	
 , related to the alternative itself (e.g., time, costs, 

service frequency) and to the decision-maker (e.g., income, age) (Cascetta 2009, p. 93). For analytical and 

statistical convenience �	
 has a linear form with coefficients �� estimating each attribute’s influence on the 

choice of an alternative �. Random residual ε�� represents the deviation of the utility perceived by decision-

maker � from the mean value. Because of the random component, utilities are inherently stochastic, 
allowing to predict not the exact choice of a person, but only the probability with which individual � will 

choose alternative � conditional on the choice set	�
 (Louviere et al. 2010, p. 63). This is the probability that 
the perceived utility of alternative j is greater than that of all other available alternatives: 

 �
(�/	�
) = ����	
 > ��	
 	∀! ≠ �, ! ∈ 	�
$ = ����	
 − ��	
 	> ��
 − �	
 				∀! ≠ �, ! ∈ 	�
$ (2) 

If �	
 are independently identically distributed extreme value type 1 random variables, then the resulting 

model is the multinomial logit model (MNL). This assumption is "equivalent to assuming that the 
unobserved attributes have the same variance for all options in each choice set and that these attributes 
are uncorrelated over all the options in each choice set" (Street and Burgess 2007, p. 59). In MNL models 
the probability of choosing alternative		� takes the form of the conditional logit model and expression 2 can 
be rewritten as: 
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(�/	�
) = &'(	()*+,)
∑ (&'()*-,)-∈	.,

  (3), 

where / is a scale parameter and is equal to 1 if an experiment is conducted once, i.e. without repetition 
(McFadden 1974). 

Hence, collecting the choices of survey respondents across different sets of alternatives makes it possible 
to estimate the parameters of the model and the probability that a certain alternative will be chosen. 
Moreover, if a vector of denoting attributes comprises a special attribute of cost (price), the estimates can 
be used to derive consumers' willingness to pay (or willingness to accept) to obtain some benefit (or avoid 
some cost or situation) from a specific action (Accent and RAND Europe 2010). 

Study Design and Choice of the Attributes 

The preparation of our DCE included three main steps: (1) model specification, (2) experimental design 
and (3) questionnaire creation (Rose and Bliemer 2008). To fulfill our purposes, we employed a 
hypothetical scenario of a mobile app installation procedure, with an option of FB Login. While “pure” FB 
apps are distributed for free, there is often a price tag for mobile apps that allows us to naturally include 
the “monetary cost” factor into our experimental set-up.  

Since users only see a FB Login and an accompanying permission request if they show active interest in an 
app (by clicking on it in an app store, see Figure 1), an app has to promise some value proposition in terms 
of usefulness or other benefits (Eling et al. 2013). To meet this criterion but to avoid reputation effects 
likely for well-established apps, we selected a relatively new and unknown app DropSpot for our 
scenarios3. This location-based application informs users about their surroundings, e.g., major crime 
scenes, or well-known film spots. Users can subscribe to the topics of interest to them and will be sent a 
notification every time they are nearby something that applies to the topic of their choice. For example, by 
subscribing to the “famous crimes” theme, users will be notified each time they pass a place where a 
specific crime has happened.  

In the model specification step, attributes and their levels had to be specified. According to DCE, selected 
attributes and levels have to be important for the choice situation considered in the experiment (Rose and 
Bliemer 2008). Following findings on critical determinants behind an app adoption reported in Table 1, 
we varied four different attributes, namely (1) monetary cost, (2) perceived benefit (in terms of 
functionality), (3) social influence and (4) privacy intrusiveness of an app.  

Monetary cost: Monetary cost or price is an important impediment of the adoption of mobile services 
(Wang et al. 2013a). Additionally, this attribute had to be included and varied to allow for calculating 
monetary values for different levels of other attributes. Moreover, it is interesting to explore the 
importance of this attribute since the question of whether app providers should charge a fixed price or use 
other revenue models (e.g., those that rely on user data or advertising) is one of the main practical issues 
providers face when launching a new app. Since a huge portion of all app downloads are free – 89.6 % in 
2012 – (Gartner 2013), this level was included and later used as a reference level in the analysis. The 
selection of the other price levels was based on the assessment of 500 top paid travel apps in the Google 
play store (information retrieved on February 3rd, 2014). Following analysis of common price levels, we 
used the mode value of € 0.99 and median value of € 1.99 as further levels in our model. In addition, we 
added € 2.99 as a maximum price level because this was one of the prices charged most often for higher 
priced apps. Moreover, average willingness to pay varies around € 1.99 for iPhone users and Android users 
accept prices up to € 2.72 on average (Lardinois 2010), which is very close to our maximum price level.  

Perceived benefit was modeled by extending the geographical area in which the app could be used. 
Obviously, this app might prove useful during travel, as users in these situations are less familiar with the 
surroundings, and an app may help them not to miss out on relevant spots. For this reason, the app only 
working within the boundaries of a home city will probably be less useful than an implementation with a 
worldwide coverage. Four levels of this attribute were modeled: (1) place of living (max. one city), (2) 
Germany (the country of respondents), (3) Europe, and (4) worldwide coverage.  

                                                             
3 Disclosure Notice: While at the time of the submission the first author was connected to a DropSpot team 
member, the choice of this particular application idea was dictated by the suitability of the app context for 
the purposes of the experiment. 
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Table 3. Attributes Used in the Discrete Choice Experiment in Our Study 

Attribute: Description text used in the experiment Levels 

M
o

n
et

a
ry

 
co

st
 

Price: While many apps are offered for free, some 
apps with extended functionality and more features 
charge a fee. In our scenarios prices can have one of 
the following levels: 

1) Free 
2) €0.99 
3) €1.99 
4) €2.99 

P
er

ce
iv

ed
 

b
en

ef
it

 

Working range: Functionality can be limited to one 
region or the app can have a worldwide reach. If the 
area is restricted to your place of living, only 
notifications about interesting places in your home 
town can be received. An app with a worldwide reach 
works everywhere. For this attribute the following 
levels are possible: 

1) Place of living (max. one city) 
2) Germany 
3) Europe 
4) Worldwide 

S
o

ci
a

l 
in

fl
u

en
ce

 Quantity of user reviews: When downloading an 
app, the customer is shown a star rating as well as the 
number of customers who have rated the app. An app 
can have a maximum of five stars. In our scenarios 
the following levels are possible: 

1) 4 stars, 3 reviews 
2) 4 stars, 10 reviews 
3) 4 stars, 50 reviews 
4) 4 stars, 150 reviews 

P
ri

v
a

cy
 i

n
tr

u
si

v
e

n
es

s 

Type of user login: After installation some apps 
display a login dialog. For some apps a user can 
directly access the app without any login; for others, a 
user has to login with his/her FB account. When 
using FB Login, an app automatically receives access 
to user‘s basic information from FB profile (in 
particular, name, profile picture, gender, user ID, 
friends’ list, and all other public information); In 
addition, the app can ask for additional permissions 
(e.g., email, likes, or photos). If FB Login is 
requested, the app can only be used if a user grants 
corresponding permissions. In our scenarios the 
following options are possible: 

1) No FB Login: the user can directly access 
the app (no FB information is collected) 

2) FB Login: BI 
3) FB Login: BI and email (provided on FB) 
4) FB Login: BI and likes (referring to your 

likes of FB pages) 
5) FB Login: BI and photos (shared by you on 

FB) 
An app can ask a user to be allowed to post in 

the user’s name on FB. These posts are 
visible for the friends of the user. 

6) FB Login: BI and permission to post on 
your behalf 

 

Social influence: When it comes to app adoption, social influence can take different forms, with app 
ratings and number of people who provided reviews emerging as key variables in this process (e.g., Keith 
et al. 2010). Our analysis of star ratings for top apps in Google play store has rendered an average of 4.37 
stars for 500 top paid apps and 4.17 stars for 500 top free apps as of April 30th, 2014. All in all, 4 star 
rating is likely to send a strong signal of app quality (Fu et al. 2013; Vasa et al. 2012). Hence, in our model 
we decided not to vary the star rating, but kept it fixed to 4 stars to reduce cognitive load for participants. 
Instead, the number of reviews the star rating was based on was varied. Indeed, Keith et al. (2010) show 
that network size – as determined by the number of reviews – can significantly reduce location privacy 
risk, increase perceived usefulness and perceived ease of use. Especially for start-ups, the number of 
reviews may have an important impact: Even though ratings are designed to serve as a sign of quality, 
these may be perceived as unreliable if based on only a small number of reviewers (Keith et al. 2010). 
Considering that the selected app was intended to be largely unknown, relatively low levels have been 
chosen – 3, 10, 50, and 150 reviews respectively. This way, our study promises relevant insights for new 
apps who struggle to accumulate the “right” number of reviews to get traction. 

Privacy intrusiveness: This study centers on the value users attach to avoiding privacy intrusion, with a 
specific focus on information items typically shared on Social Media. To model different levels of 
intrusiveness the following levels have been included: At a baseline, no FB Login was requested and, 
therefore, no personal data was accessed. In the following levels, users were only offered an option of FB 
Login with additional requests for information. In its simplest form, FB Login option was only associated 
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with the access to “basic information” (BI)4. For four consecutive levels, we combined this default request 
for BI with a request for another information item/action. All in all, a resulting number of levels was fixed 
to six in order to avoid a high number of choice sets and to reduce cognitive load of respondents.  

Levels including information items beyond BI were selected based on their practical relevance. 
Specifically, user “likes” were included because of their relevance for marketers, as they allow them to 
determine users’ preferences, thereby facilitating personalized advertising (Kosinski et al. 2013). For 
another level, email permission was requested. Email is especially useful for marketers, as it allows them 
to directly address their customers. Further, in order to test the influence of asking for a very sensitive 
item, the permission to access photos was included (Krasnova et al. 2013). Finally, previous studies found 
that users were highly concerned about an app posting in their name (Eling et al. 2013). Since this 
opportunity is very attractive for app providers as a means of viral marketing, this permission was also 
included (Cohen 2013a). 

All in all, with the distinction between “No FB Login” vs. “FB Login: BI (+ different information items)”, an 
important trade-off for many app developers is addressed. Indeed, providers have to weigh the advantage 
of being able to identify and learn more about their users with the downside of losing potential adopters to 
objections against login mechanisms and privacy risks. Table 3 summarizes attributes, their respective 
levels, and instructions used in the study.  

Experimental Design and Questionnaire Creation 

Following model specification, in the next step, experimental design and questionnaire were developed 
(Rose and Bliemer 2008).  

While a full factorial design (i.e. 4x4x4x6 = 384 profiles in our study) is desirable in theory, in practice, it 
can hardly be realized as there would be too many questions. In order to maximize the information 
obtained from respondents given the limited number of choice tasks, D-efficient design has been used. D-
efficient design contains a low D-error (equation 4), i.e. a low scaled measure of the determinant of an 
asymptotic variance-covariance matrix (AVC) for the parameter estimates (Rose and Bliemer 2013, 
p.1026). It is determined as follows:  

 0 − 1��2� = 
314(56)�
7 89  (4), 

where 56	is the AVC for N respondents, and K is the number of attributes (Rose and Bliemer 2013). We 
decided to use D-efficient designs as they can provide better parameter estimates than orthogonal designs 
(e.g., Bliemer and Rose 2010; McFadden 1974; Sándor and Wedel 2001; Yu et al. 2009).  

D-optimal matrices were created using SAS software (SAS 2014) revealing that efficient designs could be 
found with either 48 or 96 different profiles. Fractional factorial design was employed, and taking into 
account 3 possible app profiles for each choice situation, 16 choice sets were generated.  

When accessing the survey respondents were first provided with a detailed description of the application, 
its functionality and its value proposition. Their perceptions of the usefulness of this app were then 
elicited. For example, respondents were asked to indicate their agreement with the following statement: 
“This app appears useful” on a five-point Likert scale, with 1=”absolutely disagree”; 2=”disagree”, 
3=”neutral”, 4=”agree” and 5=“absolutely agree”. Next, attributes and their levels were presented and 
explained, as shown in Table 3. In the next step, respondents were offered 16 choice sets (the sequence of 
presentation was randomized), with three application alternatives per choice. In each choice set, the same 
application was presented, but levels of attributes varied (see Figure 2). Respondents were asked to choose 
one application alternative that they would install for each choice set. To make the choice set complete, a 
“no choice” option was included to cover cases when none of presented applications was acceptable for a 
respondent. Application presentation was approximated to the reality as close as possible. However, in an 
attempt to reduce cognitive load for the participants, we decided to avoid presenting two distinct screens – 
general information screen and FB Login-screen (see Figure 1). Hence, we deviated to some extent from a 
current design and merged both screens into one as shown in Figure 12. Additionally, several questions 
about user demographics and prior experience were asked at the end of the survey.  

                                                             
4 All applications and websites using FB Login ask for basic information per default. Therefore, if FB Login 
was requested, basic information was always included as well.  
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Figure 2. Exemplary Scenario Used in Our Discrete Choice Experiment
5
 

 

Sample 

Survey participants were recruited through the mailing list of a large German university in February 2014. 
As an incentive, 50 Amazon.de gift cards (€ 5 value) were raffled among respondents. A total of 398 
respondents, who spend on average 12.65 minutes to complete the survey, participated in our study. Of 
these, 22 had no Facebook account, had no smartphone and no tablet or always selected the “no choice” 
option. Hence, their responses were excluded from further analysis. A resulting dataset of 376 responses 
by far exceeds the threshold of necessary answers 500*6/(3*16) = 62.5 for such a type of studies (Orme 
1998). This threshold level can be calculated by the following formula: 

 : ; 500 ∙ ?@ABC∙D , (5), 

where N is the suggested sample size, Lmax is the largest number of levels for any of the attributes, J is the 
number of alternatives and S is the number of choice situations in the design. 

The sample substantially consists of students (92.2 %). There is a slight predominance of female 
respondents (59.6 %). Only 6.0 % of respondents are over 31 years old, with the majority (56.0 %) being 
between 18 and 24 years of age – an important segment of FB users (39.3 % were 25-30 years old). 
Approximately half of respondents (47.5 %) are obtaining undergraduate degree and one-third (33.2 %) 
has already completed their bachelor studies. 19.6 % pursued Languages and Culture studies, and 14.5 % 
studied Economics. Generally, no major was particularly dominant in our dataset. Finally, around 88 % of 
respondents have spent most of their life in Germany. 

Of particular interest is the subsample of 175 users who found the app useful (“likers”), as they “agreed” or 
“strongly agreed” to the statement “This app appears useful”. In contrast to “non-likers” (those who were 
“neutral”, “disagreed”, or “strongly disagreed” to the statement above), these users are likely to proceed to 

                                                             
5 Actual pictures were used in the “logo” and “picture” areas. 
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the permission screen relevant for our experiment, and hence are the main group in the focus of our 
analysis. 

Empirical Results 

DCE data was analyzed using mixed logit model (error-component-multinomial-logit) which is 
appropriate when approximating any random utility model. Being tolerant to the three limitations of 
standard logit model, mixed logit allows “for random taste variation, unrestricted substitution patterns, 
and correlation in unobserved factors over time” (Train 2009), thus accounting for the correlation 
between 16 observations obtained from one respondent. The specification of the utility function of a 
participant � choosing an app alternative � in a choice set 4 is as follows: 

 �	
E = F	 + �7���F1 + �GH2�!	�IJK1 + �LM1N�1OP + �QRS�1	2TIU4ℎ2��PI4�2J	 + W
 + �	
E  (6), 

where W is the error component with the normal distribution with mean zero and standard deviation XY 

which varied across app alternatives � and users � and accounted for the correlations between observations 
obtained from the same user. The error component ε followed the Gumbell distribution with mean zero 
and accounted for differences between users �, alternatives � and choice exercises t. The parameters of the 
model β1-β4 and the constant F were estimated using SAS software (SAS 2014). Normal mixing 
distribution for price was assumed. All attributes except price were dummy-coded.  

The estimation results are presented in Table 5 for both the overall sample and more importantly for the 
sample of app “likers”. In addition, Goodness-of-Fit Statistics are presented in Table 4. For instance, 
according to Estrella’s measure, which takes values between 0 and 1 and which is often used for discrete 
choice modeling, the empirical fit of our model is 0.62. 

Table 4. Goodness-of-Fit Measures 

Adjusted Estrella 0.6194 

AIC 11796 

Aldrich-Nelson 0.4506 

Cragg-Uhler 1 0.5596 

Cragg-Uhler 2 0.5969 

Estrella 0.6218 

McFadden's LRI 0.2958 

Schwarz Criterion 11964 

Veall-Zimmermann 0.6131 

 

We observe that the majority of coefficients are significant at 0.01 level for both the overall sample and the 
sub-sample of “likers”. In terms of perceived benefits, respondents reacted positively to the widening of 
the working range of a mobile application, thus exhibiting preference for more functional benefits. With 
place of living (city) set as a reference level, the opportunity to be serviced in Europe was valued twice as 
much compared to Germany only. However, the difference was not as large when expanding from a 
European to a worldwide service. In terms of number of reviews – our proxy for social influence – we find 
that the choice of “likers” was only influenced if the number of reviewers was relatively high (150 
reviewers). Apparently, lower quantity of reviews was not considered as reliable social information that 
could facilitate adoption for this group of users. As expected, price was a significant impediment of 
adoption for both “likers” and users in the overall sample. Finally, when it comes to the importance users 
attach to privacy, we observe that respondents were less likely to install the application using their FB 
account as compared to direct installation. Requests for BI and additional data, namely email, “likes” or 
photos, were almost two times less desired when compared to BI only. The request asking for the 
permission to post on user’s behalf on FB was by far the least popular option. 
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Table 5. Estimation Results of the Experiment 

Attribute Attribute levels 
Users finding app useful: n=1756 Overall sample: n=376 

Estimate SE WTP Estimate SE WTP 

Working 
range 

Place of living (City) Reference Level 

Germany 0.95**** 0.24 € 0.68 0.76**** 0.11 € 0.62 

Europe 1.89**** 0.34 € 1.36 1.52**** 0.15 € 1.24 

Worldwide 2.40**** 0.42 € 1.72 2.01**** 0.19 € 1.64 

Quantity 
of user 
reviews 

4 stars, 3 reviews Reference Level 

4 stars, 10 reviews -0.11 0.22 € -0.08 0.07 0.12 € 0.05 

4 stars, 50 reviews 0.25 0.19 € 0.18 0.40*** 0.11 € 0.33 

4 stars, 150 reviews 0.70** 0.23 € 0.50 0.84**** 0.13 € 0.68 

Type of 
user 
login 

No FB Login Reference Level 

FB Login: BI -2.50**** 0.43 € -1.79 -2.14**** 0.19 € -1.75 

FB Login: BI and email -4.77**** 0.88 € -3.42 -4.21**** 0.46 € -3.44 

FB Login: BI and likes -4.78**** 0.83 € -3.42 -4.06**** 0.40 € -3.31 

FB Login: BI and photos -5.55**** 1.05 € -3.97 -4.75**** 0.51 € -3.88 

FB Login: BI and “posting” 
on your behalf 

-8.72**** 1.63 € -6.24 -8.42**** 1.03 € -6.88 

Price of the App -1.40**** 0.24   -1.22**** 0.10   

  Note: Significant at **** <0.0001; *** <0.001; **<0.01; *<0.05 level. SE – standard error. 
 
Taking into consideration DCE consistency with utility maximization and demand theory, once parameter 
estimations are obtained, it is possible to derive willingness to pay (or willingness to accept) for changes in 
the level of a given attribute. In the case of mixed logit model used in this study, it can be calculated as 
follows (Potoglou et al. 2013): 

 HR� = −�Z[
\]^7 _J `∑ &'(	(*+a)+
∑ &'(	(*+b)+

c  (7), 

where �	d	represents the marginal utility of the base level (e.g., No FB Login) and �	7	represents the 

marginal utility of another level of the same attribute (e.g., FB Login: BI). �Z[
\]^7  is the coefficient of the 

cost of the application and gives the marginal utility of price. In a simple linear relationship, each attribute 
in the utility expression and price are associated with one coefficient each. In that case, equation (3) can be 
simplified for any individual to the ratio of two utility parameters and can provide an estimate of WTP 
(Potoglou et al. 2013): 

 HR� = −1fgAhhi,jkhlgmi,nl o  (8) 

The results of the above calculations are presented in Table 5 (columns “WTP” for the sample of “likers” 
and the overall sample respectively). We find that “likers” valued BI linked to their FB account on average 
at € 1.79. Avoiding FB Login that asks for BI and email was worth € 3.42; BI and “likes” had the same 
value of € 3.42; while BI and photos were estimated at € 3.97. The most undesirable option during 
registration was request for BI in combination with a permission to post on user’s behalf: “Likers” were 
ready to pay around € 6.24 to opt out of this option when given a choice.  

Market Simulations  

Based on the estimates for the different attribute levels, market shares for a pre-defined set of alternatives 
can be calculated. Hence, we conducted three series of market simulations in order to gain a deeper 
                                                             
6 Referred in the paper as „likers“. 
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understanding as to how much users value their private information and how market shares are 
distributed when privacy-relevant trade-offs are involved. In each simulation, we systematically varied 
some of the attributes in order to show how these differences affect market shares. In addition, we 
included a “no choice” option across simulations to account for the share of people who would not install 
any of the apps involved in the market simulation. Market shares were simulated using mixed logit model, 
which assumes that probability of choice is a logit function of utility (SAS Institute Inc. 1993). Parameter 
estimates originally obtained from mixed logit model (Table 5) were used as initial for simulation. Only 
data from “likers” was included into the analysis. 

In a series of simulations 1, we aimed to investigate the effect of FB Login mechanism on market shares. 
As mentioned earlier, FB Login is a very easy way to obtain user information and, thus, very attractive for 
providers. However, our results in Table 5 show that compared to “No FB Login” option, users associate a 
negative utility with it. Therefore, a simple market with two apps – one app with “FB Login: BI” and one 
without FB Login (“No FB Login”) – was simulated. Functionality and a number of reviews were fixed to 
“worldwide” and “150” respectively for both apps. The price of the “FB Login: BI” app was kept at zero 
(free) for all simulations. Figure 3 illustrates the market shares of the two apps as a function of price of the 
“No FB Login” app. 

 

Figure 3.  Market Share Simulations 1 

 

Except for the one simulation where both apps were offered for free, our results shed light on user 
behavior when confronted with “privacy vs. price” trade-off. We observe that as the price for “No FB 
Login” app increases, its market share decreases. At the same time the share of a “free” privacy-intrusive 
“FB Login: BI” app rises. This is in line with the research finding that users trade off private information in 
exchange for money and that consumers decide upon data disclosure based on cost-benefit analysis (Hann 
et al. 2002; Hann et al. 2007; Hui et al. 2006). Moreover, when the price reaches € 2.99, a “No FB Login” 
app loses its market leadership. Therefore, if provider’s gains from using BI obtained via FB Login are 
lower than € 1.99 per user, it seems reasonable to refrain from asking for FB Login and offer a paid app 
instead. Notably, the share of those opting out of the app selection (“no choice” in Figure 3) rises from 4% 
in the “free / free” scenario to 14 % in the scenario when € 2.99 is charged for “No FB Login” app, 
suggesting that a certain segment of users is unwilling to choose “FB Login: BI” option under any 
circumstances. Finally, it is noteworthy that when both apps are offered for free, the model predicts 80 % 
market share for “No FB Login” app. 

In the second series of simulations 2 “functionality vs. privacy” trade-off was explored. As shown in Figure 
4, users may be willing to exchange their privacy, by choosing “FB Login: BI” over “No FB Login” app, for 
other benefits. However, in comparison to the first series of simulations, they are more reluctant to give up 
private information for functional benefits. This may indicate that monetary cost is a more important 
reason to give up privacy, than added functional value.  
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Figure 4.  Market Share Simulations 2 

 

In the third simulation 3, we extended the potential product assortment in the market to estimate the 
market shares of all investigated login types and corresponding information requests for the case when 
apps are offered for “free”. As in the first series of simulations, both functionality and number of reviews 
were fixed to “worldwide” and “150” respectively and a “no choice” option was included. The resulting 
distribution of market shares is illustrated in Figure 5. Our analysis reveals the following hierarchy of 
market shares: “No FB Login” (65.1 %, the most preferable), “FB Login: BI” (13.4 %); “FB Login: BI and 
“likes” (6.2 %); “FB Login: BI and email” (5.7 %); “FB Login: BI and photos” (5.1 %); “FB Login: BI and 
“posting” on user’s behalf” (1.4 %, least desired). We observe that if given a choice between these six 
alternatives, the absolute majority (65.1 %) will install an application without FB Login, showcasing a 
critical impact of the “FB Login” decision for providers. 

        

Figure 5.  Market Share Simulations 3 

 

Discussion, Implications and Concluding Remarks 

On a global level, this study contributes to a better understanding of the value users attach to privacy in a 
novel context of Social Media. We show that users are willing to change to more privacy-invasive options 
in exchange for lesser price or extended functionality, with functionality being less valued than money 
(costs) in these trade-offs. Beyond insights on privacy, we find that a high number of reviews has a 
significant effect on adoption decisions, supporting the findings of Keith et al. (2010). Specifically, the 
threshold of 150 reviews seems to signal “review reliability” – an important insight for start-up apps 
struggling for their market share. Taking a narrower perspective, this study is the first attempt to 
investigate the role of FB Login and similar single sign-on mechanisms as part of an individual’s decision 
to adopt a mobile app. By accounting for price, perceived benefit, number of reviews (as a proxy for social 
influence) as well as the presence and intrusiveness of FB Login we were able to model adoption decisions 
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as well as investigate the role of these key attributes in this process. This analysis has high practical 
relevance since just on April 30th, 2014 Marc Zuckerberg has voiced concerns over the future of Facebook 
Login at the F8 Facebook Developers Conference, advocating for a more privacy-friendly solution 
(Breithut 2014). We find that privacy plays an important role in the app adoption process, with 80 % of 
users choosing “No FB Login” app over app asking for “FB Login: BI”, suggesting that most users are still 
reluctant to use FB Login. Our approach also enables us to assess users’ WTP for different levels of privacy 
intrusion: We show that in the mobile app context there is indeed a WTP for privacy, which is in line with 
findings of Hann et al. (2007). For example, just to opt out of “FB Login: BI”, users’ WTP reaches on 
average € 1.79. If, in addition to BI, access to email or “likes” is requested, WTP nearly doubles, signaling 
users’ high valuation of their information. Remarkably, WTP for the highest possible working range 
“worldwide” – our proxy for perceived benefit – is lower than WTP to avoid “FB Login: BI”, hinting at the 
importance of the decision over the inclusion of this login mechanism. Our analysis reveals that while FB 
Login allows for the identification of customers and easier targeting, it may be more profitable for app 
developers to charge for an app instead. Indeed, running a market simulation, we could show that even 
when an app charged € 1.99 and did not use any login mechanism there would be more users installing 
this app than an app offered for free but requesting a “FB Login: BI”. 

Regarding the valuation of different information items/actions, results of our study generally correspond 
to the findings by Krasnova et al. (2013): Photos emerge as a highly sensitive item while “likes” and email 
are seen as less sensitive. Importantly, request to post in one’s name emerges as by far the most sensitive 
permission. Users appear to be more disturbed by the loss of control over their identity construction, than 
by third parties accessing their private details, even such sensitive ones as photos (Krasnova et al. 2013). 
In fact, we find that users’ WTP to opt out of this request amounts to a whopping € 6.24, supporting 
qualitative findings by Eling et al. (2013). Further, the effect of the intrusiveness of a permission request 
has been also demonstrated in a market simulation. We find that an app with “No FB Login” would clearly 
dominate the market, holding a market share of 65.1 %, while the shares of all the other apps would vary 
around 5 %, with an app asking to post on user’s behalf merely taking up a market share of 1.4 %.  

Despite the value of our findings, this study has several limitations, which, however, offer exciting venues 
for future research. First, our study has focused only on one mobile application, which imposes constraints 
on the transferability of our findings to other contexts. For other apps with different perceived benefits or 
prices in a different range, the results might vary. Therefore, in future research, other apps should be 
considered as well. We have also chosen not to vary star ratings to streamline model specification and 
experimental design. Next, a simplification of permission presentation has been done to fit all data into 
one dialog (see Figure 2). In this regard, users were also not given an option to opt out from a permission 
to post on user’s behalf – a current practice adopted by FB (Cohen 2013a). Especially in the context of 
social media, social influence can play an important role. While we varied the number of reviews, there is a 
wide array of other forms of social influence, as the opinions of friends or users’ willingness to interact 
with them through mobile apps as well, which should be considered in future studies. Furthermore, it 
would be interesting to additionally include convenience-privacy tradeoff in the here presented research 
design. Finally, our respondents were mainly German students. While reliance on student samples is 
acceptable considering “universalistic” nature of our research constructs (Kruglanski 1975), future 
research may investigate these issues with a more representative sample of users, including inter-cultural 
comparisons. In addition, as students usually represent a low-level income group, further research could 
be improved by controlling for income level, general privacy concern and other personal traits. All in all, 
our study offers exciting insights on the privacy behavior and preferences in the novel context of Social 
Media and mobile web. 
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