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Abstract 

The issue of security has been a controversial and much disputed subject within the field of 

Knowledge Sharing (KS). We have previously drawn attention to the paradox in KS security and 

Information Systems (IS) security. Far too little attention has been paid to integrate security into KS. 

Thus, this study proposes a conceptual framework of Knowledge Risk Governance (KRG) to illustrate 

how governance of KS risks can be applied to decrease the risks of KS. To understand how KS could 

be improved, we draw upon Social Exchange Theory (SET) to examine and improve KS behavior. The 

potential constructs for the KRG framework were identified through literature review. Therefore, the 

main objective of this paper is to investigate factors of the KRG framework. Finally, this paper 

demonstrates the importance of the KRG framework to enhance KS.  

Keywords: Knowledge Sharing, Knowledge Sharing Risks, Knowledge Risk Governance 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



1 INTRODUCTION 

Knowledge could be defined as a composition of various tangible and intangible things such as 

experience, values, expert knowledge, contextual information which are useful for incorporating the 

new experience and information into actions. Knowledge is more intangible, because it exists in 

persons’ minds and it is demonstrated through their behaviors and actions, and not only in documents 

and repositories (Gammelgaard & Ritter, 2000; Asllani & Luthans, 2003; Gold et al. 2001). In the 

new economy, Knowledge Sharing (KS) as one of the main issues of Knowledge Management (KM) 

is very significant for all organizations. It is a key process in creating new products and services, in 

leveraging organizational knowledge assets and in achieving collective outcomes. However, research 

on KS also revealed its complex nature and highlighted a multitude of factors that impede KS in and 

between organizations. KS success is defined by capturing and getting the right knowledge to the 

right users, and using this knowledge to enhance organizational and/or individual performance 

(Jennex & Zyngier, 2007). 

To understand how KS could be improved, we draw upon Social Exchange Theory (SET) to examine 

and improve KS behavior. Thus, it will be scrutinized among three levels of SET analysis which are 

individual, group and organization. SET has been one of the most popular theories in explaining KS.  

According to SET, people share their knowledge because of their perception of the benefits that may 

result from such behaviours (Liang et al, 2008).  

Security is a significant topic, and it is important for KS also. However, there has been little 

discussion on KS security. Security in KS is about transferring and sharing knowledge from 

knowledge producers to the users of knowledge (Sarkheyli et al., 2013). This study has reviewed the 

concepts of security for KS and found that there is little attention about security of knowledge sharing 

in the literature.  

The objectives of this paper are to identify the formative variables of Knowledge Risk Governance 

(KRG) and to propose a formative conceptual framework of KRG. This study focuses on aspects of 

security that are distinctive to KS. To achieve these objectives, we will look at what KS is, risks of 

KS, support for decrease of KS risks through KRG framework to improve KS behavior and specify 

the constructs for KRG.  

2 BACKGROUND OF STUDY 

The growing use of knowledge in business brought to the emergence of KM (Aranda & Fernandez, 

2002). Thus, KM is the assortment of processes and tools that comprehensively capture, organizes, 

shares, and analyzes knowledge assets which are accepted from resources, documents, and people 

skills within the organization. Recent evidence suggests that firms that expand and leverage resources 

of knowledge will be more successful than firms who are more dependent on tangible resources.  

The process of KM consists of several activities. The most commonly discussed activity in the 

process of KM nowadays is knowledge transfer or Knowledge Sharing (KS) (Ford, 2001). KS in an 

organization occurs when members of an organization pass knowledge to each other (Nonaka & 

Takeuchi, 1995). 

However to implement the security for KS we should study KM risks. Risks of KM are divided into 

three main categories; Risks of Knowledge Acquirement, Risks of Knowledge Sharing and Risks of 

Knowledge Utilization (Bing-hui, 2010). Figure 2.9 illustrate this by sub-risks in each category.   

 



 

Figure 1.          Different kinds of KM risks (Bing-hui.L 2010) 

According the above figure 1, risks of KM is divided to three main risks, one of which is KS risks. 

Therefore risks of KS compared with benefits of KS will be evaluated by assessing the related risks of 

Knowledge Loss, Knowledge Disclosure and Knowledge Transfer. 

KRG consists of knowledge sharing risks and risk governance that illustrate the application of Risk 

Management through governance to KS. The KRG process consists of the same steps with risk 

governance, but additionally requires identification of knowledge assets (Bayer & Maier, 2007).  

3 RESEARCH METHODOLOGY 

The research focused on three main criteria: understanding how security could be applied in KS, how 

senior officers in organizations govern KS for the transfer of organizational knowledge and 

identifying the components of KRG. Therefore, a sequential mixed method consisting of a qualitative 

phase to explore the conceptualization of KS risks governance, and a quantitative phase to validate the 

model will be adopted for this research. Literature review of findings from the previous studies on KS 

security are collected in order to explain variability in findings across the studies. Hence, several 

studies found issues affecting the governance of knowledge risks to enhance KS. The next step to 

validate the proposed framework, includes two case studies are provided that illustrate the relevance 

of KRG to enhance KS behavior.  

Questionnaires will be used to collect data from case studies. After that a pilot study will be 

conducted to confirm the structure and content of the survey before conducting the main study. 

Responses are transferred from the survey to Statistical Package for Social Sciences (SPSS) and SPSS 

AMOS which will be used in this study. Structural Equation Modelling (SEM) is the main analysis 

method to test hypotheses and to identify the direct and indirect effects between the constructs of the 

proposed model. Furthermore, the reliability of each factor is calculated by using Cronbach Alpha. In 

addition, Confirmatory Factor Analysis will be used to test the validity of the model measurements. 

Also, the goodness-of-fit overall model will be tested. Thus, in this paper, developing an instrument 

for survey and testing of the research conceptual framework is useful for future research. 

 

4 RESEARCH FRAMEWORK AND HYPOTHESIS 

Identification of knowledge assets affected by knowledge risks is required for visibility of these assets 

is a necessary precondition for the identification of knowledge risks. Consequently, established KM 

initiatives or approaches concerning intellectual capital management are favorable. Identification of 

knowledge risks can use different sources such as review of contracts, policies and their compliance, 

penetration tests for IT systems or analysis of dependencies on knowledge assets. Identified 



knowledge risks have to be assessed concerning probability of occurrence and severity of resulting 

losses. This assessment has to be based on the value of knowledge assets and also the interactions 

between them. However, valuation of knowledge assets is still in its infancy and thus the assessment 

of knowledge risks is still problematic. 

KRG means the set of processes and policies affecting the way the handling of knowledge is directed, 

administered or controlled. Evaluation of knowledge risks concludes the security measures which are 

divided to three main categories; Organizational, technical and Legal. Consequently, governance 

describes structures and processes for collective decision making involving governmental and non-

governmental actors. (Neye & Donahue 2000).  

For the third criterion of this paper as it is mentioned before, various variables were determined 

through a literature survey. Therefore studies were selected for inclusion in this research only they 

satisfied a specific criterion. In other words, they had to be empirical and had to report the correlation 

between risk management and KS behaviour. Table 1 shows the list of variables included in this 

study.  

Authors Variables 

Ward, P. & Smith, C.L. (2002), Tipton Harold F. & Krause Micki 

(2004),  Beliles Jr, R. P. (2008), Singh Amit (2007), Bernard R 

(2007) 

Physical Access Policy (PAP) 

 

Von Solms R.(1998,1999), Danchev Dancho (2003), Fulford 

Heather, Doherty Neil F. (2003), Weber Rolf H. (2010), Whitman 

Michael E. (2004), Herath T., Rao HR. (2009), Fenn C et al. 

(2002), Magklaras GB, Furnell SM (2001) 

IT Security Policies (ITSP) 

Kwasnik Barbara H. (2000), Barclay, R. O., & Murray, P. C. 

(1997), Perrott Bruce E. (2007), Alavi, M., & Leidner, D. E. 

(2001), Tserng H.P. et al. (2009) 

Knowledge Classification Policy (KCP) 

Hemphill, T., & Vonortas, N. (2003), Goh S & Richards G (1997), 

Garvin, D.(1993), Senge, P.(1990,1992) 
Reduction of Dependencies (RD) 

Stevens John M. & Bagby John W. (2008), Jacobson N, Butterill D 

& Goering P(2004), Rossi F(2010), Cowan, R., Soete, L., & 

Tchervonnaya, O. (2001), Wellings P(2008), Lucas L & Ogilvie 

DT(1999), Barbieri E. (2010) 

Knowledge Transfer Policies (KTP) 

Nicol, David M.et al. (2008), Hagen, W. Alexander (2001), 

Hoffman, L., & Clark, P. C. (1991), Aboba, B. D.et al. (2007), 

Molnar, D., Soppera, A., & Wagner, D. (2005), Paulauskas, N., & 

Garsva, E. (2006) 

Network Access Policy (NAP) 

Vermeylen S. et al.(2008), Brush SB, Stabinsky D(1996); A Arora 

(1995), Thurow L.C. (1997), Murray F, Stern S (2007), Raysman, 

R., & Brown, P. (2008), Lemley A. (2004); Brad, Sherman; Lionel 

Bently (1999), Khemani R. S. and Shapiro D. M. (1993), Zecchini 

S. (1993)  

Intellectual Property Rights (IPR) 

Dulipovici A. & Baskerville R.(2007), Fleming L. & Marx M. 

(2006), Moffat Viva R. (2010), Perry JS. & Herd TJ. (2004), 

Alvarez, S. A., & Barney, J. B. (2001), Berger & Luckmann 

(1967), Latour (1987) 

Non-Compete Agreements (NCA) 

Klee M.M. (2000), Arkko J & Bradner S (2008), Klaila, D., & 

Hall, L. (2000),  Gayton, Cynthia M (2006,2008) 
Non-Disclosure Agreements (NDA) 

Table 1.        Variables used in this research 

This paper proposes a conceptual formative KRG framework that includes factors in three 

dimensions, namely, Organizational (Physical Access Policy, IT Security Policy, Knowledge 

Classification Policy, and Reduction of Dependencies), Technical (Network Access Policy and 

Knowledge Transfer Policy) and Legal (Intellectual Property Rights, Non-Compete Agreements and 

Non-Disclosure Agreements). Figure 2 shows our research framework and these factors and research 

hypotheses are explained as follows. 



 
Figure 2.         Conceptual framework and related hypothesis 

The assumed connection between the factors are based on an extensive literature survey, depicted in 

figure 2 and subsequently explained below. 

4.1 Physical Access Policy 

Physical Access Policy is established to ascertain the rules for the granting, controlling, and 

monitoring of the physical access to information/knowledge resources. Considerate what 

information/knowledge security means and how it affects the organisation and people is so important 

(Ward & Smith, 2002). By incorporating both electronic and physical information elements, 

previously unaddressed information security gaps can be identified and mitigated (Bernard, 2007). 

However, it is a security program which is related to technical support staff, security administrators, 

system administrators and other may have information/knowledge resource physical facility access 

requirements as part of their function. Thus, the physical access policy can be influenced on KRG to 

reduce the risks of KS. Therefore physical access policy is considered as the first major factor in the 

following hypothesis.  

H1: Physical access policy is positively associated with KRG. 

4.2 IT Security Policy 

IT Security Policies are categorized in policies of IT. The area of end-user security behaviours in 

organizations has gained an increased attention and these safety policies are provided to different 

types of users of the organizations to establish requirements for each individual to follow in order to 

safeguard the organization and administrative information/knowledge resources (Aboba et al., 2005, 

Ward & Smith, 2002). These policies apply to all electronic information system resources of the 

organizations, including technology hardware and software owned, leased, or licensed. This includes 

hardware and software used to process, store, retrieve, and display and transmit electronic 

representations of data, voice, and video content. This leads to our second hypothesis.  

H2: IT security policy is positively associated with KRG. 



4.3 Knowledge Classification Policy 

Knowledge could be summarized that is useful for guiding the information extraction. Knowledge 

classification policy enables knowledge reuse and sharing, and also gives guidance for agent 

adaptation. Classification schemes have properties that enable the representation of entities and 

relationships in structures that reflect knowledge of the domain being classified. These situation cause 

general knowledge to be completely reusable and can be shared for many information extraction 

tasks. On the other hand domain knowledge can be reused and shared for web sites in the same 

domain for instance (Kwasnik, 2000). Consequently, ability to reflect, discover and create new 

knowledge could be the benefits of this policy. Furthermore, this policy provides the opportunity to 

reduce the knowledge risks and we posit the following hypothesis: 

H3: Knowledge Classification Policy is positively associated with KRG. 

4.4 Reduction of Dependencies 

In today's complex world, individuals need to help each other accomplish organizational objectives. 

Structures and systems in the organization need to encourage teamwork and group problem-solving 

by employees and reduce the dependency on upper management. Teams need to also have the ability 

to work cross-functionally. By working in teams, knowledge can be shared among organizational 

members and there is also a better understanding of other individuals, their needs and how they work 

in different parts of the organization, encouraging knowledge transfer as well (Senge, 1990, 1992; 

Garvin, 1993). Therefore, reduction of dependencies is particularly important in governance 

knowledge risks. Hence hypothesis 4 is posited as below. 

H4: Reduction of Dependencies is positively associated with KRG. 

4.5 Network Access Policy 

Network Access Policy illustrates rules as a generic document for computer network access. 

Consequently it specifies how policies are enforced in company security or network security 

environment. Hence, it determines these rules for individuals or groups of individuals throughout the 

company. Therefore, a computer system user has some specified rights and privileges, which depend 

on security and Network Access Policy (Paulauskas & Garsva, 2006). Because of these Network 

Access Policy could be influenced on governance KS risks. This leads to the hypothesis below. 

H5: Network Access Policy is positively associated with KRG 

4.6 Knowledge Transfer Policy 

Knowledge transfer consists of the processes and systems of support that aim to transfer knowledge, 

expertise and skilled people between the research environment such as higher education institutions 

and its user communities in industry, commerce, public and service sectors. In other words, transfer of 

knowledge, just like the transfer of any good, can be seen as having two main aspects; a mere physical 

movement and an economic circulation (Gallouj, 2000). Knowledge transfer as a policy could be 

suitable for governance risks of knowledge. This results in the following hypothesis. 

H6: Knowledge Transfer Policy is positively associated with KRG 

4.7 Intellectual Property Rights 

The term "Intellectual Property Rights" refers to the legal rights granted with the aim to protect the 

creations of the intellect. The rights which are given to individuals over the creation of their minds 

could be the intellectual property rights that refer to the general term for the assignment of property 

rights through Industrial Property Rights (e.g. patents, industrial designs and trademarks) and 

Copyright (right of the author or creator) and Related Rights (rights of the performers, producers and 

broadcasting organizations) ( Richard Raysman, et al. 2008) Based on these rights creators have an 

exclusive rights over the use of their creation for a specified period of time (Khemani &Shapiro, 

http://en.wikipedia.org/wiki/Security
http://en.wikipedia.org/wiki/Network_security
http://en.wikipedia.org/wiki/Richard_Raysman


1993). Therefore innovative thinking and decision-making are significant results of KS security 

through KRG. Hence Hypothesis H8 is posited below. 

H7: Intellectual Property Rights are positively associated with KRG 

4.8 Non-Compete Agreements 

In the non-compete agreement the employee agrees to refrain from competing in exchange for a job, a 

promotion, or a bonus. Generally, in certain industries (e.g. information technology, 

telecommunication, or R&D), non-compete agreements are common. The non-compete agreements 

are often highly constructive to the employer and impede former employees from using the 

knowledge acquired during the employment. In other words, non-compete agreements regularly cite 

trade secrets or confidential information as the protectable interest sought to be guarded with the 

contract (Moffat, 2010).Therefore there is a clear need for non-compete agreements to govern the KS 

risks. This leads to the hypothesis below. 

H8: Non-Compete Agreements are positively associated with KRG 

4.9 Non-Disclosure Agreements 

One of the most common ways companies and individuals protect their intellectual property is 

through non-disclosure agreements, hundreds of which are signed every day, throughout the world. 

(Klee, M.M. 2000) Non-disclosure agreements prevent the employee from using or disclosing 

organizational knowledge. With respect to it, none of the companies mention ‘knowledge’ and they 

refer to it indirectly as ‘information’. For protection of ‘information’ that corresponds in fact to tacit 

organizational knowledge, employees are generally asked to sign non-compete and non-disclosure 

agreements. Thus the hypothesis for this agreement is as follows. 

H9: Non-Disclosure Agreements are positively associated with KRG 

All in all, Figure 3 below illustrates a theoretical KS success framework based on the Social Exchange 

Theory (SET) and the proposed framework of KRG. (Therefore, the goal of this study is to develop a 

theoretical framework that classifies major factors into three perspectives (individual, group, and 

organization) to investigate whether these factors being adopted in previous studies can enhance KS 

behavior.) Hence, the model defines how KRG could influence improvement of KS by decreasing the 

KS risks.  

 

Figure 3.         Theoretical framework of KS Success  

 

 



5 DISCUSSION AND CONCLUSION 

This study confirms that KS is a social exchange behavior and it involves three facets of social 

exchange motivators which are; personal cognition, relationships among members, and organizational 

effort. The results of the study provide a relationship between the specific variables of security 

measures influencing KS behavior and KRG. The identified variables are used as the formative 

variables of KRG framework which is presented in this paper. These variables are recognized based 

on the SET which is used to explain KS behavior.  

 

Therefore, the proposed framework of KRG is used to illustrate how security, particularly risk 

governance can be applied to enhance of KS. We conclude that, to have a successful strategy of KS 

behavior, KRG framework must be considered by senior officers.  

 

6 FUTURE RESEARCH 

The results of this research exposed a number of opportunities for managers in organizations that 

influence the success of implementing KS as a whole. Surprisingly, this study shows some of the 

security measures variables which are related to KS as formative variables of KRG. We think that 

research in this area especially in a public organization could have different results in a developed 

country. Hence, one of the important areas that we believe needs to be explored more is measurement 

variables of security which could be disparate in the organizations. Another significant area that needs 

further research is the implication of KRG on KS behavior. To provide qualitative and quantitative 

support for this postulation exploratory research should be conduct using case study research 

methodology to examine KRG within an organization context.  
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