View metadata, citation and similar papers at core.ac.uk brought to you by fCORE

provided by AIS Electronic Library (AlSeL)

Association for Information Systems

AIS Electronic Library (AISeL)

Pacific Asia Conference on Information Systems

PACIS 2014 Proceedings (PACIS)

2014

ATYPOLOGY OF TECHNOLOGICAL
ENABLERS OF WEBSITE SERVICE FAILURE
PREVENTION

Alireza Nili

School of Information Management, Victoria University of Wellington, New Zealand, alireza.nili@vuw.ac.nz

Mary Tate

Victoria University, Mary.tate@vuw.ac.nz

Guy G. Gable
Queensland University of Technology, g.gable@qut.edu.au

Follow this and additional works at: http://aisel.aisnet.org/pacis2014

Recommended Citation

Nili, Alireza; Tate, Mary; and Gable, Guy G., "A TYPOLOGY OF TECHNOLOGICAL ENABLERS OF WEBSITE SERVICE
FAILURE PREVENTION" (2014). PACIS 2014 Proceedings. 78.
http://aisel.aisnet.org/pacis2014/78

This material is brought to you by the Pacific Asia Conference on Information Systems (PACIS) at AIS Electronic Library (AISeL). It has been
accepted for inclusion in PACIS 2014 Proceedings by an authorized administrator of AIS Electronic Library (AISeL). For more information, please
contact elibrary@aisnet.org.


https://core.ac.uk/display/301362701?utm_source=pdf&utm_medium=banner&utm_campaign=pdf-decoration-v1
http://aisel.aisnet.org?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/pacis2014?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/pacis?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/pacis?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/pacis2014?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
http://aisel.aisnet.org/pacis2014/78?utm_source=aisel.aisnet.org%2Fpacis2014%2F78&utm_medium=PDF&utm_campaign=PDFCoverPages
mailto:elibrary@aisnet.org%3E

A TYPOLOGY OF TECHNOLOGICAL ENABLERS OF WEBSITE
SERVICE FAILURE PREVENTION

Alireza Nili, School of Information Management, Victoria University of Wellington,
Wellington, New Zealand, alireza.nili@vuw.ac.nz

Mary Tate, School of Information Management, Victoria University of Wellington,
Wellington, New Zealand, mary.tate@vuw.ac.nz

Guy G. Gable, Information Systems School, Queensland University of Technology, Brisbane,
Australia, g.gable@qut.edu.au

Abstract

An increasing range of services are now offered via online applications and e-commerce websites.
However, problems with online services still occur at times, even for the best service providers due to
the technical failures, informational failures, or lack of required website functionalities. Also, the
widespread and increasing implementation of web services means that service failures are both more
likely to occur, and more likely to have serious consequences. In this paper we first develop a digital
service value chain framework based on existing service delivery models adapted for digital services.
We then review current literature on service failure prevention, and provide a typology of technolo-
gies and approaches that can be used to prevent failures of different types (functional, informational,
system), that can occur at different stages in the web service delivery. This makes a contribution to
theory by relating specific technologies and technological approaches to the point in the value chain
framework where they will have the maximum impact. Our typology can also be used to guide the
planning, justification and design of robust, reliable web services.

Keywords: Service failure prevention, service value chain framework, typology, technological ena-
blers.
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1 INTRODUCTION

Services are an increasingly large and important sector of the world economy, and are estimated by
the World Bank to make up approximately two thirds of the total world Gross Domestic Product
(GDP) (World Bank 2012). The nature of services and service delivery is also changing, becoming
increasingly digitized, with an increasing emphasis on the user’s role in self-service, service co-
creation, and service recovery (Tate et al., 2014, Tate and Evermann 2009, 2010). For example, the
New Zealand government has a goal that 70% of common transactions between citizens and govern-
ment will be conducted online by 2017 (State Services Commission 2014). The increasing volume,
complexity, and importance of digital service delivery means that service failures are both more likely
to occur, and more likely to have serious consequences. Therefore automated solutions are increasing-
ly used for error detection and service failure prevention as well as for service failure recovery
(Kasabov & Warlow 2009; Kasabov 2010). Considering the consequences of service failure and its
effects on customers’ overall service quality perception and customer satisfaction, preventing service
failure, and delivering reliable, robust web services is a critical business competency. However, ser-
vices (including digital services) are increasingly diverse, and are “as different from each other, and
from products, as products are from each other” (Edvardsson et al. 2005, p. 119), so there is no “one-
size-fits-all” prescription for delivering reliable online services.

The concept of service failure is based in Expectation-Confirmation Theory (ECT) (Oliver 1980), and
is defined as the gap that occurs when customers’ perceived quality of service delivery does not match
their service expectations (Lin et al. 2011; Sabharwal & Soch 2011; Zhu et al. 2013). This can be due
to system error, staff error, or the consumers’ own mistakes (Casado-Di'az & Nicolau-Gonza’lbez
2009; Dabholkar & Spaid 2012; Van Vaerenbergh et al. 2012; Zhu et al. 2013). Since many service
failures happen due to system errors, fast identification and correction of these errors (which some-
times can be done in seconds, or less, through dynamic and automatic error detection and recovery)
can prevent them from becoming a real service failure in the minds of customers, since they are cor-
rected before the customer is aware they have occurred. Due to the nature of some technical errors
and the time needed to analyse them (e.g., through ‘root cause analysis’ or through analysis of failure
related data stored in databases), some failures cannot be prevented at the time. However, technolo-
gies can enable service providers and customers to prevent similar service failures occuring in the fu-
ture. Moreover, some technology enablers (e.g. online chat capabilities, social media, and online tuto-
rials) can empower customers and service providers to communicate and interact in a way that can
prevent, or at least minimize, the probability of service failures occurring.

In order to more appropriately manage digital service failure prevention, a deeper understanding is
required of the nature and characteristics of digital service failure, and the technological enablers of
service failure prevention that firms and customers can employ to avoid various service failure types.
This study contributes to the Information Systems literature and practice by developing a typology of
the technological enablers (including the technologies and technological approaches) for service fail-
ure prevention.

A typology is defined as “a classification according to general type™. A typology is distinct from a

taxonomy in that while a taxonomy develops increasingly fine levels of classification, where lower
level nodes share all the properties of the higher level nodes (Marradi 1990), a typology groups ob-
jects of a set into several subsets according to the perceived similarities in their states on one or more
properties (Marradi 1990). We use multiple properties for classifying enablers of digital service fail-
ure prevention, based on leading models from multiple disciplines. We classify prevention technolo-
gies according to the type of failure they are aimed at: system failure (sub-categorized into network
and security failures); information failure; and functionality failure (recognizing that one type of fail-
ure may lead to another). We also classify prevention technologies according to the point in the value
chain® at which they can be utilized. Finally, we classify prevention technologies according to wheth-

! http://www.oxforddictionaries.com/definition/english/typology
2 We develop a new value chain framework for digital service delivery



er they are usable by customers or organizations. These properties, in combination, provide rich and
actionable insights for customers and website managers aiming to reduce failure and improve their
service experience.

The rest of this paper is organized as follows. We first offer an integrative literature review and
framework development section. We propose a service value chain framework suitable for web ser-
vices, based on two leading models. We then identify different digital service failure types. Following
this, we apply the service failure types to different stages of the service value chain framework. In the
next section, we then develop our typology using this framework, to classify digital service failures,
and website service failure prevention technological enablers, from the perspective of the customer
and the service provider. This is followed by a discussion and a conclusion.

2. LITERATURE REVIEW AND FRAMEWORK DEVELOPMENT

In this section, we first present the development of our digital service value chain framework in order
to use it to organise our typology. It also enables us to use customer or organizational responsibility as
an additional classification property in the typology. The framework is based on leading models of
service delivery in multiple disciplines, adapted for a digital services context. Next, we review the
service quality and service failure literature to present our classification of website service failure
types and provide a detailed list of technological enablers (both technologies and technological ap-
proaches) of service failure prevention.

2.1 Service Value Chain Framework

The service value chain framework presents a view of service-related activities in many service indus-
tries. However, some of these activities are not important for some service systems (Alter 2008).
Based on the co-production view, Alter (2008) developed a service value chain framework that pre-
sents the service provider’s and the customer’s roles and responsibilities (figure 1).
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Service value chain framework (adapted from Alter 2008)

In addition to Alter (2008), Eshghi et al. (2012) offered a service value chain framework (figure 2);
however, their framework consists of three very general steps (one of which is service recovery) and
it does not apply the concept of co-production in the service setting. Also, it does not develop service
recovery in any depth and does not consider service failure prevention. Moreover, we argue that con-



sidering service failure recovery as the last step is over simplified as, different types of service failure
are likely to happen at different stages of service activities.

1) Initial 2) Service 3) Service Problem
Contact Delivery Recovery
Figure 2. Consumer service value chain (Eshghi et al. 2012)

While these models are valuable, they have some limitations for our purposes. Considering the fact
that services are often co-produced by service providers and customers, Alter’s (2008) is the most
appropriate service value chain framework from this perspective; however it does not specifically ad-
dress website service activities. Similarly, it provides a very general view of service activities for all
types of service industries, and therefore, does not necessarily provide actionable insights for specific
types of services and technologies. For example, the conceptualisation of “negotiation commitment”
by Alter (2008) is more suitable for traditional ways of delivering and receiving service. In a digital
context, it can be performed just by clicking the appropriate option on the dedicated webpage to de-
termine the Service Level Agreement (e.g., how much data and for how long a consumer aims to pur-
chase from an ISP). Therefore, we felt that a new and more granular digital service value chain was
required for the purposes of our study.

We propose a new framework based on the two leading models including the service value chain
framework (Alter 2008) which we have adapted in Figure 1, and the customer purchase decision-
making model (Elliott et al. 2010), adapted as Figure 3.

Need Customer become aware of needs/wants (as the result of
recognition | marketer’s activities)

Information | Seek information from trusted, known, or any available
search source(s)

Evaluation of | - Rank available options and alternatives
options - Consider not purchasing and other uses of money

- Choose product and/or brand
Purchase - Decide to purchase or not purchase
- Purchase (activities)

Post-purchase | - Continue to evaluate the product
evaluation - Customers’ assessment of their attitude toward the product
and service provider

Figure 3. Customer purchase decision-making model (adapted from Elliott et al. 2010)

The stages of customer purchase decision-making model complement the stages of service value
chain framework proposed by Alter (2008); therefore, a modified combination of these two models
provides a suitable service value chain framework for digital service delivery via websites. This ena-
bled us to provide richer insight into service failure by classifying the exact stage at which a consu-
mer’s expectation of the service is formed (i.e., evaluation of products and brands) and the stage (i.e.,
making service request) from which service failures may happen. Figure 4 illustrates our framework.
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Figure 4: Digital service value chain framework

2.2 Types of Website Service Failures

We use the categorization and definitions of digital service failures developed by Tan et al. (2011) as
it is the most relevant, comprehensive, and contemporary study we were able to identify. According
to this categorization, there are three types of service failures associated with website performance
namely, Informational Failures, Functional Failures, and System Failures. Functional failures happen
when the functionalities provided on the website are unable or insufficient to support customers in the
accomplishment of transactions (e.g., insufficient payment options or occasional problems in payment
due to the system security issues). Informational failures happen if the information provided on the
website is incapable of conducting customers in the accomplishment of transactions and fully benefit-
ing from the website functionalities (e.g., irrelevant, inconsistent or incomplete information). System
failure is the situation when the functionalities provided on the website are not delivered properly
(e.g., due to the website navigational problems, lack of interactivity, or problems in the networking
security), therefore customers will be unable to benefit from the website functionalities and accom-
plish their transactions satisfactorily. We emphasize that a functional failure is a failure in meeting
user’s functional requirements/expectations. Note that by functional requirements we mean the user’s
goal for using the service system. An example is the user may have a requirement to communicate
with a community of other customers and respond to threads via a discussion forum.

According to the general definition of service failure from expectation confirmation theory, and the
specific definitions for each type of service failure by Tan et al. (2011), we can see that functional
failures are the central type of digital service failures and are caused in turn by: 1) absence or insuffi-
ciency of required website functionalities to complete the expected service satisfactorily; 2) function-
alities that are present, but do not function satisfactorily due to system failures; 3) functionalities that
are present, but do not function satisfactorily due to informational failures (e.g., misleading infor-
mation before and/or while completing the service.

The next section presents a comprehensive review of the technological enablers to prevent from dif-
ferent types of service failures and describes each of them briefly.



2.3 Technological Enablers for Website Service Failure Prevention

This section considers the technological enablers (i.e. specific technologies and technological ap-
proaches) that can be used to prevent website service failure. Sources included articles in Information
Systems (1S), e-Commerce, and Service Management fields within ProQuest Computing, ACM Digi-
tal Library, Web of Science, ScienceDirect, and SpringerLink databases and the AIS Electronic Li-
brary (AISEL). In order to find the appropriate articles from these resources, search terms including
service failure; e-service failure; service problem; e-service problem; service recovery; e-service re-
covery, service failure prevention, and service problem prevention were employed. As we discussed,
functional failures are the central type of service failures and are caused in turn by “system failures”,
“informational failures”, and/or “lack or insufficiency of the required website functionalities”. Ac-
cordingly, in order to prevent website functional failures, service providers can employ the following
types of technological enablers. We note this includes the situation where they are used to provide
self-help for customers.
e Technological enablers to prevent system failures.
e Technological enablers to prevent informational failures.
e Technological enablers to identify the lack or insufficiency of required website functionalities and
provide them on the website (i.e. preventing repetition of this type of failure in future)

2.3.1 Technological enablers to prevent website functional failures as the result of system failures

In the general context of technological enablers (technologies and technological approaches) for web-
site functionalities and capabilities improvement, Napier et al. (2003) classifies the system related
technological enablers into the enablers for “networking” and “security” (including internal, external,
and transactional security). Therefore, for the specific context of technological enablers for system-
related service failure prevention, we categorise these technological enablers into:

e Prevention from “networking” related failures

e Prevention from “security” (internal, external and transactional security) related failures

This section provides a description for the technological enablers including both the specific technol-
ogies and technological approaches to prevent “networking” and “security” related failures, separate-
ly. We start with a brief description of the technological approaches to prevent “networking” related
failures. As these approaches provide fast (real-time error detection and recovery) solutions for ser-
vice providers, they can prevent or minimise the possibility service failure occurring in the mind of
customers. Note that in keeping with the focus of our paper, we describe briefly the business func-
tionality provided by each technological enabler. References are provided to enable readers to access
more in-depth technical descriptions.

The technological approaches to prevent from “networking” related failures include:

e Content Caching and Streaming Media Caching: Online service providers can store and move fre-
quently requested content closer to customers (i.e., content caching). This reduces traffic to the
original server and therefore, handling of the customers’ requests and purchases can be performed
more quickly. A similar process can be used for streaming media caching which allows service
providers to prevent from unsatisfactory waiting time for customers when downloading video and
audio content (Napier et al. 2003, p.233; Lamberti & Sanna 2007).

e Multiple Stage Adaptation: In order to acquire and retain customers, e-businesses have to modify
or increase service options; therefore, they may experience changes in network configurations and
quality of service (QoS) offerings. In this situation, failure of component services and other nega-
tive consequences will be probable (Chafle et al. 2006). Multiple Stage Adaptation helps the sys-
tem to adapt itself and react effectively to these changes by employing a different type of service
or different template of services for a fast compensation of failed service. See Chafle et al. (2006)
for more information on this approach.

o Dynamic Substitution and Control Flow Intervention: Control Flow Intervention is an automatic
service substitution at runtime in a service composition. It dynamically replaces faulty services by
semantically equivalent ones (Mo“ller & Schuldt 2010). Like the previously mentioned dynamic




and automatic approaches, as this approach provides a fast solution for service providers, it can
prevent occurrence of a real service failure in the mind of customers.

Backup Path: A backup path (second path) can be created for each service in a service composi-
tion; therefore, if the optimal path fails to accomplish the purpose, the current and future execu-
tions can continue through the second path (Yu & Lin 2005). See Yu and Lin (2005) and Feng,
Wu, Wang, Ren and Guo (2007) for more information on this approach.

Multiple QoS Constraints: Many web services are a composition of multiple technical services
from multiple providers (e.g. network, merchant, and bank). Since for each of the services in the
composition a different quality of service (QoS) may be specified by different SLAs, there will be
the possibility of a service failure as the result of this complexity. The Multiple QoS Constraints
approach dynamically finds a new path that starts from the preceding service by maximising or
minimising some QoS values (Feng, Wang, Wu & Zhou 2007). See Feng, Wu, Wang, Ren and
Guo (2007) for more information on this approach.

Rebinding: In order to meet the requirements of a QoS in the situations like unavailability of a ser-
vice, this approach is capable of early run-time re-binding for functionally equivalent services in a
service composition. See Canfora, et al. (2008) for more information on this approach.
Performance Prediction: Online services are offered through the dynamic and changing environ-
ment of the Web (e.g., changes in data transmission speed) which leads to frequent changes in the
QoS. Dai et al. (2009) used performance prediction approach and proposed a self-healing solution
that dynamically finds a backup during the execution. As this approach minimises the re-selections
during the execution, the system is capable of healing itself fast.

Region Reconfiguration: In a service oriented architecture, many service processes are composed
of services from some other service providers. Therefore, if an error happens in a service, it may
cause a failure for end-to-end QoS constraints. Using an iterative algorithm, this approach prevents
from a failure in the whole service process by dynamically replacing that service by some of its
neighboring services in the region of that QoS (Lin, Zhang, Zhai & Xu 2010). See Lin et al. (2010)
for more information on this approach.

The specific technologies to prevent from “networking” related failures include:

Cache Servers and Content Delivery Networks: Using cached servers (between the origin servers
and customers in content delivery network), service providers can store and move frequently re-
quested contents closer to customers. As the traffic to the origin server is reduced, handling cus-
tomer’s requests and purchase process can be performed with less waiting time. A similar process
can be done for streaming media caching for video and audio content delivery (Napier et al. 2003,
p.233; Lamberti & Sanna 2007).

Watchdog systems: dynamically prevent software or hardware failures that may lead to a failure in
the efficiency of the system by periodically checking the signals sent through the system compo-
nents (Ibrohimovna & Groot 2010). Also, they can be used to monitor the attempts to access web-
sites from different locations periodically and inform service providers of access failures through
online reports (e.g., via email).

SLA Monitor and SLA Management System: SLA monitors can be used to ensure that the service
(especially cloud services) fulfills the QoS requirements of SLA by observing the runtime perfor-
mance. SLA management system processes this data (gathered by the SLA monitor) to be used for
SLA reporting metrics and control. Watchdog system and this technology are used together by
many digital service providers for the purpose of fast and dynamic error detection and failure pre-
vention (Mosallanejad et al. 2014).

The technological enablers (technologies and approaches) to prevent “networking” related failures (as
a subset of system failures) were described above. The technological enablers to prevent “security”
related failures (as the other subset of system failures) are described in the following section.

In addition to the technologies (e.g., password, biometric, and smart card identification systems for
authorised access) and approaches (e.g., disaster recovery plans, backup and restore policies, risk
management processes, email/spam filtering, and employee education and awareness) that can be em-
ployed to prevent “internal” security risks originating from inside the business, technological enablers
that can prevent from “external” and “transactional” security related failures must also be considered



by the firms. External security related failures can happen because of infections resulting from virus-
es, worms, and Trojan horses or because of unauthorized access that may lead to fraud (stolen data is
misused or modified), or network intrusion by hackers. For e-businesses, other security failures are
Denial of Service Attacks (disabling the network by flooding it with confusing traffic) and Website
Defacement (i.e., changing the contents of webpages by for example modifying the HTML). Eaves-
droppers, DNS attacks, Input Validation attacks, and Script Attacks are some of the others. For de-
tailed information on different types of attacks such as the ones posted to servers and the appropriate
counter measures for detecting and recovering them see Rane et al. (2012) and Gehling and Stankard
(2005).

In addition to the internal and external security failures, e-business transactional related failures can
lead to serious negative consequences for the customers’ trust in transactions with service providers.
In the context of e-business, the necessities of transactional security include confidentiality, authenti-
cation, integrity, and nonrepudiation. As explained below, among the technological enablers (the
technologies and technological approaches) for preventing from security related failures, security pro-
tocols, Public Key Infrastructure (PKI), digital signature, and digital certificates are the ones that can
prevent from e-business transactional related failures. Other technological enablers such as firewalls
and proxy servers are used for more general security purposes. The technological approaches that can
prevent from security (external and transactional security) related failures include:

e Security Protocols: includes the communication and payment protocols specially, Secure Socket
Layer (SSL) and Transport Layer Security (TLS) for securing communication channels, and the
protocols including Secure Electronic Transactions (SET), e-Cash, Secure Payment Application
(SPA), and 3D Secure for securing payment data from alteration during transmission (Yasin et al.
2012; Kizza 2013, p.369; Niranjanamurthy & Chahar 2013; Manakshe et al. 2014).

e Public Key Infrastructure (PKI): E-businesses who participate in a PKI and use the digital certifi-
cate (explained further below) can check the public keys of other organizations in the network.
PKI creates digital certificates, securely stores them in a public repository and disproves them if
necessary (Napier et al. 2003, p. 280; Tyagi & Srinivasan 2011; Kizza, 2013 p.240).

e Technical Security Audits and Penetration Tests: In addition to assessment of the security plans
and procedures (i.e., organisational audit) and the assessment of physical security of hardware (i.e.,
physical audit), a complete security audit scans the network security internally and externally
(penetration tests) to identify the potential weaknesses (i.e., technical audit) (Napier et al. 2003, p.
288; Gehling & Stankard 2005; Tyagi & Srinivasan 2011; Marchany & Tront,2011; Yasin et al.
2012; Niranjanamurthy & Chahar 2013; Kizza 2013, p.165).

In addition to updated antivirus software to prevent from system infections, the specific technologies

that can prevent from the security related failures include:

e Firewalls, VPN, Proxy Server, Network Address Translation (NAT), and Filters: Firewalls (gen-
erally categorised as packet-filtering, circuit-level, and application-level firewalls), VPN (a com-
bination of firewalls, public and private key encryption and digital certificates), Proxy Servers and
NAT (can be separately used to protect the user’s IP address), and filters (to block the spurious
traffic in a distributed denial of service attack) are common technologies used by many digital
service providers to prevent from the system security related failures. The SSL protocol and digi-
tal certificates are described in this section. See Kizza (2013), Gehling and Stankard (2005) and
Niranjanamurthy and Chahar (2013) for more information.

e Network Scanning and Network Intrusion Detection Software: help to detect weaknesses of the
network security and also can identify the hacker attack threats. Moreover, this can be done in the
form of “vulnerability monitoring” that is a continuous scanning to find potential problems that
match the characteristics of the known threats in the ‘threat database’. The data can help to re-
solve the problem and also can be used to analyse patterns of suspicious behavior. Some of these
tools can also help to develop Threat Models when developing the system to help preventing ex-
ploits in future (Napier et al. 2003, p. 273; Tyagi & Srinivasan 2011; Marchany & Tront 2011,
Yasin et al. 2012; Niranjanamurthy & Chahar 2013; Kizza 2013, p.271).

e Information Security Software / Shareware Tools: Many information security management solu-
tions are now sold in the form of the tools such as software for website traffic analysis, proxy




server reporting, quality control, monitoring and recovery for limited or unlimited number of de-
vices, and also to build secure payment systems (Tyagi & Srinivasan 2011; Marchany & Tront
2011; Yasin et al. 2012).

o Cookies ‘marked as secure’: cookies are primarily used to store authentication and users’ infor-
mation and preferences. Also, they can be used to track users’ activities; therefore, using the
cookies that store encrypted data and passing them through SSL enhances a secure online shop-
ping experience (Niranjanamurthy & Chahar 2013).

o Digital Signature: Depended on the type of an e-business, digital signature may be necessary for
the negotiation phase of the purchase process between service providers and their customers. A
digital signature provides the recipient the proof of authentication, non-repudiation, and integrity
of the message (i.e., the message has not been altered during the transmission) (Tyagi & Sriniva-
san 2011; Marchany & Tront 2011; Niranjanamurthy & Chahar 2013; Kizza 2013, p.242).

o Digital/Electronic Certificate: is a digital credential of an e-business on the Web. It is issued by a
certificate authority to provide this security assurance for the e-businesses that if they are going to
exchange encrypted data with other parties, these parties are actually who they claim (Yasin et al.
2012; Niranjanamurthy & Chahar 2013; Kizza 2013, p.240).

According to the above descriptions, PKI, digital certificate and also technical security audits and
penetration tests are useful for precautionary considerations that should be considered before starting
service transactions. For example, customers may check the digital certificate of a service provider
during the “evaluation of options” (e.g., services, products, brands, service providers) phase of the
service value chain framework (i.e., before starting and receiving a service from a specific service
provider). In summary, they are not included among the technological enablers that can prevent web-
site service failures once a customer has started a service transaction by requesting a service.

2.3.2 Technological enablers to prevent website functional failures as the result of informational
failures

Sometimes functional failures occur not because of the system failures, but because of informational
failures. However, it is always possible that the information provided by the website and service pro-
vider is complete and presented properly, but due to occasional customers’ mistakes (e.g., not paying
attention to guidance or warning/error messages), the consumer does not fulfill his/her intended ac-
tions satisfactorily. Customers have an essential role in co-production when using self-service tech-
nologies such as websites, and therefore in service failure prevention. Service providers can use ap-
propriate technology enablers (e.g., online chat capabilities, creating online community of users
webpages, links to the firm’s social media pages, online tutorials, etc.) on the website to communicate
with customers and/or educate them to help them prevent, or at least minimize the possibility of some
functional failures.

o Self-Help Resources: Dedicating a part of the website to frequently asked questions (FAQS), cus-
tomers’ community webpages, links to the (service provider’s) social media pages, online video
training sessions and tutorials for the purpose of educating customers and prevent from customers’
mistakes that can lead to service failure. It is important to mention that although sometimes service
failures happen because of the customer’s mistakes when working with technology, it is the re-
sponsibility of the service providers to educate customers and provide facilities for them to avoid
from these mistakes (Kasabov & Warlow 2009; Kasabov 2010; Nili & Keramati 2012).

e Automated Messages and Pop-Up Windows: can provide guidance and directions for customers
while they are proceeding through the purchase process. Therefore, they can help to prevent from
some potential customer’s mistakes during the purchase activities (e.g., preventing from mistakes
in selecting the same product twice and being charged more than what they were expecting).

o Social Media Pages, Online Chat Sessions (with service personnel), and Instant Messaging: These
can help customers and service providers to interact in a way that they can prevent from the occur-
rence of service failures due to either of customer’s or service provider’s mistakes (e.g., answering
to the customers’ general enquiries or specific enquiries when they detect a potential problem with
the website or informing customers to avoid using the website until a problem is resolved)
(Kasabov & Warlow 2009; Kasabov 2010; Nili & Keramati 2012).




e Online Feedback Forms: for receiving customers’ feedback about the quality of the services, prod-
uct, and also their comments on how to improve design quality and therefore, preventing from oc-
currence of similar failures in future (Kasabov & Warlow 2009; Kasabov 2010).

o Electronic Status Reports: can be used in the form of a webpage, automated email or messages to
explain the current status of the recovery process (for an already happened system error). This can
help to minimise the risk of occurring a real service failure in the mind of customers (customer’s
perception of service failure) as they become aware of the service providers attempts for a fast res-
olution (Kasabov & Warlow 2009; Kasabov 2010).

2.3.3  Technological enablers to prevent from “lack/insufficiency of the website functionalities”

According to Napier et al. (2003), Kizza (2013), Kasabov and Warlow (2009) and Kasabov (2010),
the technological enablers to identify the failures related to the “lack or insufficiency of the website
functionalities” and prevent from repeating them in future include:

e Genetic Algorithms, Neural Networks, and Fuzzy Logic: to classify and route the service failure
causes for analysis and design improvement (i.e., root cause analysis) for the purpose of prevent-
ing their repeated occurrence in the future.

e Data Warehousing and Data Mining: separate databases can be used for maintaining “value fail-
ure data” and to help analysis of service failures to prevent from their occurrence in future.

e Online Feedback Forms: for receiving customers’ attitudes toward the quality of the services,
product, and also for receiving comments on how to improve the quality of the website design and
therefore, preventing from occurrence of similar failures in future.

o Intelligent Agents (IA): Can provide the capabilities such as personalization of the website con-
tents, as they gather and analyze individuals’ preferences based on their shopping behaviour. The-
se 1As can be used as shopping assistants to help finding a desired item without the need to
browse many webpages. This ability can help to prevent a (perceived) long time delay needed to
find a desired item (i.e., a perceived service failure by some customers). Moreover, in the event of
service failure IAs can be used to earmark severe failures. This helps service providers in analyz-
ing data related to these failures and prevent from them in future.

The previous sections presented the technological enablers that service providers and/or customers
can use to prevent from website service failures. However, it is important to mention that perceived
service failures (from the customers’ perspective) can still occur when the website has all of the re-
quired functionalities, there is no problem with the system and the necessary information is available
for customer’s purchase activities. This can be due to the problems on the customer’s side (e.g., an out
of date version of web browser that is not supported, or lack of required software). Although in this
case, there is no problem with the website itself, it is always the service providers’ responsibility to
ensure that they have provided all of the means required for a convenient service experience and fail-
ure-free services for customers. Web browser Plug-Ins are the technology enablers that can help to
overcome this issue by adding new features and capabilities to customers’ web browsers (e.g., the
ability of playing video for the online self-help tutorials). In addition to this, e-businesses can provide
links to a specific web browser, required software or their latest version; therefore, customers will
benefit from the website functionalities with higher efficiency and less probability of dissatisfaction.

3. ATYPOLOGY OF TECHNOLOGICAL ENABLERS FOR
PREVENTING FROM WEBSITE SERVICE FAILURES

In this section, we first elaborate the type of service failures that can occur at each point in our web-
site value chain framework (Table 1). Then, we provide a typology of the technological enablers (both
technologies and technological approaches) based on their suitability for preventing from each type of
service failure that may occur in each phase. As we explained, services (especially the ones offered
via websites) are often co-produced. Therefore, we present our typology based on the technological
enablers that can be used by service providers (see table 2) and also based on the technological ena-
blers that can be used by customers (table 3) for each type of service failure.



Consumer’s Roles in Co-Production by Websites arranged by phase in the Digital Service Value Chain:

Participate in fulfilment

Post-purchase Evaluations

Make service request Purchase actions + Negotiate Reception of the product + Providing feedback
+ Follow up commitment (e.g., SLA) + Follow | Follow up
up
Service Provider’s Roles in Co-Production by Websites arranged by phase in the Digital Service Value Chain:
Handle service request Fulfil consumers’ purchase activi- | Sending the product (electron- | Asking customers to provide
+ Follow up (e.g., automated ties + Fulfil Negotiate commit- ically or to residential ad- feedback on the service
messages or confirmation) ment + Follow up dress) + Follow up delivery

Examples of Service Failures Leading to Website Functional Failures from a custome

r perspective:

Informational Failures

Listing an unavailable item in the | Lack or misleading guidance and No receipt of payment and/or
list of available items, not enough | directions during purchase, no product specification
self-help resources (e.g., FAQs, information on the current sta-
instructions) to gain information tus/stage of service delivery
on the purchase process.

Not providing an estimation
of the time needed to fill in
the feedback form

System Failures

Communication security issues, Navigation problems, delay in Unacceptable waiting time for
compatible only with a specific loading a webpage, communica- downloading a software or a
web browser, host overload (due tion and payment security issues video file

to high number of requests)

Problem with submission of
feedback

lack/insufficiency of the website functionalities

Search capabilities are not pro- Lack/insufficient payment op- Lack of options/methods of Lack of feedback form or
vided tions receiving the product any channel of communica-
tion with service provider
Table 1. Examples of the service failures that may occur in each related phase of the website

service value chain Framework

We note that based on the definition of service failure (i.e., a service failure
perception of service delivery falls below their prior expectation), our webs

happens if customer’s
ite service value chain

framework shows that customer’s expectation of service delivery is formed in the “evaluation of op-
tions” phase, while the possibility that a service failure may occurs from the “making service request”
phase of the website service value chain framework onward. Therefore, each of the tables 2 and 3 pre-

sents our typology of technological enablers to prevent from these service fai
“making service request” phase of the framework.

lures, starting from the

Service provider’s roles in co-production by websites:

Handle service request (by the pro- Fulfill consumers’ purchase Sending the product (e.g., via
vided website) + Follow up (e.g., activities + Negotiate commit- download) + Follow up
automated messages or confirmation) | ment (if needed) + Follow up

Asking customers to pro-
vide feedback on the quali-
ty of service

Technological enablers to prevent from the website functional failures as the result of Informational Failures:

1) Providing links to the (service provider’s) social media pages, customers’ community webpages,
FAQs, and online video training and tutorials and instructions.

2) Automated messages and pop-up windows to provide guidance /directions

3) Providing online chat sessions (with service personnel), instant messaging, and social media pages
4) Electronic status reports via webpage, automated email or messages

5) Service provider’s social
media pages, online feed-
back forms, online chat
capabilities, and customers’
community webpages

Technological enablers to prevent from the website functional failures as the result of System Failures:

1) Web browser plug-ins 3) Digital Signature 4) Caches Servers and

2) Links to a compatible web browser Content Delivery Networks
or required software and/or their latest 5) Content Caching and
version Streaming Media Caching

6) Service provider’s
social media pages, online
feedback forms, online
chat capabilities, and

7) Firewalls, VPN, Proxy Server, Network Address Translation (NAT), and Filters
8) Network Scanning and Network Intrusion Detection Software
9) Information Security Software / Shareware Tools

10) Cookies ‘marked as secure’

11) Security protocols

12) Backup Path

13) Performance Prediction

14) Dynamic Substitution and Control Flow Intervention

15) Multiple Stage Adaptation

16) Multiple QoS Constraints

17) Rebinding

customers” community
webpages




18) Dynamic/Region Reconfiguration
19) Watchdog system
20) SLA Management System and SLA Monitor

Technological enablers to prevent from the website functional failures as the result of “lack or insufficiency of the website func-
tionalities” and preventing from repeating them in future:

1) Genetic Algorithms, Neural Networks, and Fuzzy Logic 5) Service provider’s

2) Data Warehousing and Data Mining social media pages, online

3) Intelligent Agents feedback forms, online

4) Service provider’s social media pages, online feedback forms, and online chat capabilities (for receiv- chat capabilities, and

ing feedback during the purchase process). community webpages
Table 2. A typology of the technological enablers that can be used by service providers for

website service failure prevention

We note that in typology development, the researcher only develops “a” typology, not “the” typology.
There is no restriction on the range of properties that can be used for classification purposes, or their
theoretical origins. However, it is necessary that the properties used for classification, and the classifi-
cation process, is clear, consistent, intuitive and theoretically sound. Therefore to validate our classifi-
cation process, our three classification tables were work-shopped and validated with eight academic
experts, including three from information systems, three from e-commerce, and two from computer
science, at a university in New Zealand. We first explained that the columns (i.e., consumer’s and
service provider’s roles starting from the “making service request” phase of our service value chain
framework) present the criteria for the typology. Next, we asked participants to add, remove, or revise
any column of the three tables. Also, we asked them to add, remove, and/or revise the contents of
each column of each table. The only changes include removal of one of our service failure examples
from table 1 by a participant in the e-commerce field (also confirmed by other participants) and add-
ing two new examples by two participants in the IS field. No new ideas appeared for tables 2 and 3
(i.e., our proposed typology) and they were confirmed by all participants.

Consumer’s Roles in Co-Production by Websites:

Participate in fulfillment Post-purchase Evaluations
Make service request + Purchase actions + Negotiate com- Reception of the product + Providing feedback
Follow up mitment (e.g., SLA) + Follow up Follow up

Technological enablers to prevent from the website functional failures as the result of Informational Failures:

1) Using the links to the (service provider’s) social media pages, customers’ community webpages, 5) Service provider’s social
FAQs, and online video training and tutorials and instructions. media pages, online feedback
2) Paying attention to the guidance/directions provided by the automated messages and/or pup-up forms, online chat capabilities,
windows and customers’ community

3) Using the online chat sessions (with service personnel), instant messaging, and social media pages | webpages
4) Paying attention to the electronic status reports via webpage, automated email or messages

Technological enablers to prevent from the website functional failures as the result of System Failures:

1) Using/accepting Web browser plug-ins (if needed) 5) Service provider’s social

2) Links to download a specific web browser or software and/or their latest version (if needed) media pages, online feedback
Paying attention to whether the service provider uses: forms, online chat capabilities,
3) The security protocols for communication and/or payment and customers’ community

5) Cookies ‘marked as secure’ (if needed) webpages

6) and whether uses digital signature (if needed)

Technological enablers to prevent from the website functional failures as the result of “lack or insufficiency of the website func-
tionalities” and preventing from repeating them in future:

1) Using links to the (service provider’s) social media pages, customers’ community webpages, 3) Service provider’s social
FAQs, and online video training and tutorials and instructions. media pages, online feedback
2) Using social media pages, online chat sessions (with service personnel), and instant messaging forms, online chat capabilities,
and customers’ community
webpages
Table 3. A typology of the technological enablers that can be used by customers for website

service failure prevention



4. DISCUSSION AND CONCLUSIONS

In this paper we developed a typology of the technological enablers for preventing different types of
website service failures, including both the specific technologies and technological approaches. In
doing so, we adapted the set of digital service failure types from Tan et al. (2011) and identified the
technological enablers of service failure prevention through a comprehensive review of the IS and e-
commerce literature. However, when we aimed to further classify these enablers according to the
stage of the service life-cycle at which they can be applied, we realised that due to the different nature
of the service activities via websites (i.e., more co-produced and integrated service activities) no exist-
ing framework provides a suitable view of these activities. Therefore, we presented a new service val-
ue chain framework that considers these aspects. In addition to help presenting and organising our
typology, this new framework helped us to find the exact phase of formation of customer’s expecta-
tion of service (i.e., evaluation of options) and the phase from which service failures may occur (i.e.,
making service request).

This paper contributes to both IS theory and practice by presenting a service value chain framework
specifically designed for the services offered via websites and presenting a typology of the technolog-
ical enablers including both the technologies and technological approaches that can be used by firms
and/or customers to prevent from different types of website service failures. We also provided a brief
description for each of these technological enablers from a business perspective, and references to
resources where a more detailed technical explanation can be obtained.

As our typology clearly shows, an interesting finding is that among these technological enablers, so-
cial media can be widely used by both customers and service providers to prevent from service fail-
ures at many stages of the framework (even at the “post-purchase evaluations” stage). Different types
of social media have different characteristics (e.g., information richness and cultural issues) and can
have variety of forms many of which are free and also are capable of being provided through dedicat-
ed webpages of a website. As these features can show the high potential of wider use of social media
for the purpose of service failure prevention, we encourage future research to consider these different
characteristics in how social media can be effectively used at different stages of our framework. An-
other major conclusion is that effective service management requires deep understanding and co-
operation between business and IT specialists. Our paper contributes to this by bridging technical and
managerial (customer service) perspectives on preventing service failure. Therefore, as our second
suggestion for future research, we suggest deeper investigation of the business and technology service
management issues involved in each stage of our service value chain framework, and the inclusion of
other relevant enablers such as managerial enablers of service failure prevention.
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