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Abstract 

Protection Motivation Theory (PMT) has been widely adapted to the context of behavioral information 
security research, but results have not been as consistent as studies in PMT’s native disciplines. One 
construct that may provide greater explanatory power in InfoSec contexts is motivation. One of the key 
elements of effective applications of PMT is the use of fear appeals, which focus on the danger of an 
outside threat and may be classified as a more control-oriented (i.e. extrinsic) form of communication. 
Motivation may provide an interesting counterpoint to prior PMT research by incorporating self-
determined (i.e. intrinsic) forms of persuasive communication in motivating the end user to perform 
secure behaviors related to information protection. A research model and experimental design are 
proposed to capture the differences in end user perceptions due to applications of intrinsic or extrinsic 
forms of communication. Potential implications for research and practice are discussed.  

Keywords: protection motivation theory; self-determination theory; information security; persuasive 
communication 

Introduction 

Information security continues to be a significant concern for both organizations and home computer 
users. Large firms, including Apple, Twitter, and Facebook, have recently been victims of data breaches, 
highlighting the significance of information security at the organizational level (Gross 2013). However, 
hackers have not limited themselves to targeting corporations, with 61% of computer users having 
experienced some type of malware attack (Richardson 2011). A common delivery mechanism for these 
attacks is via the propagation of malicious software infecting end users’ machines. Hackers may target the 
infected machine for valuable data or utilize a series compromised computers to create botnets intended 
for attacking other targets. The level of global connectivity users experience via the Internet creates an 
environment ripe for hackers to distribute and replicate malware across end users’ machines. As 
telecommuting continues to grow in popularity among organizations, an individual may use his or her 
personal computer at home to perform business functions, demonstrating the need for end users to 
practice secure computing behaviors at home as well as at the workplace. Failure to implement the right 
security procedures may place both the user’s computer and the company at risk.  This may manifest 
through a hacker using a compromised personal computer as a conduit to infiltrating organizational 
information assets. The loss of private data may result in identity theft or heightened privacy concerns of 
individuals. 

While many computer-related security procedures have become automated to ensure proper 
implementation and utilization, certain security measures are still dependent on the actions of end users. 
For this reason, humans are typically considered the weakest link in maintenance of secure information 
environments (Sasse et al. 2001). Researchers examining behavioral information security have drawn 
upon theories from a variety of outside behavioral disciplines to determine the underlying reasons why 
end users may or may not perform secure behaviors. Protection Motivation Theory (PMT) has 
subsequently become one of the most commonly adapted theories in behavioral information security 
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studies (Herath and Rao 2009; Johnston and Warkentin 2010; Pahnila et al. 2007; Workman et al. 
2008). 

Although PMT has been commonly used to explain the adoption of secure behaviors in information 
security research, this theory assumes that individuals make decisions regarding secure behaviors based 
on cognitive appraisals. However, not all behaviors can be explained by cognitive reasoning. Rather, they 
may be due to other factors, such as affect or habit (Vance et al. 2012). An individual’s propensity to be 
either intrinsically or extrinsically motivated may also play a role in forming intentions to perform secure 
behaviors.  

An important delivery tool for communicating the seriousness of the threat and the appropriate response 
is the fear appeal. Despite the success of fear appeal campaigns related to vehicular safety or smoking 
cessation (Floyd et al. 2000), the fear appeal may be categorized as an extrinsic form of motivation due to 
its focus on external entities that may or may not be related to the individual (Ryan 1982). Significant 
differences have been shown between groups receiving control-oriented  and self-determined 
communications (Ryan et al. 1983), demonstrating that different outcomes may be experienced whether 
the individual is intrinsically or extrinsically motivated through the information provided.  

Additionally, intrinsically motivated individuals are more likely to engage in rational decision-making 
processes (Vallerand 1997). While autonomous individuals may also be extrinsically motivated, they are 
able to internalize certain external forces and focus on utilizing these forces to achieve autonomous goals 
(Deci and Ryan 1980). Rather than internalizing the threat and coping appraisal components of PMT, an 
extrinsically motivated individual may act based solely on external forces dictating his or her behavior 
without engaging in a cognitive understanding of why performing such a behavior is important. Using 
PMT and prior research in motivation as a foundation, this study aims to answer the following research 
questions: 

1. Do intrinsically motivated individuals cognitively assess the threat and coping components of 
PMT differently than extrinsically motivated individuals? 

2. Does persuasive communication focused on self-determined motivation foster greater intentions 
to perform secure behaviors among end users than traditional fear appeals? 

3. Does perception of motivation have an effect on behavioral intention to perform secure 
behaviors? 

The remainder of this paper is structured as follows. First the relevant literature associated with PMT will 
be reviewed, upon which our research model is based. This is followed by an examination of the salient 
theoretical foundation of self-determination theory and linkages which may exist between motivation and 
prior studies in information security. We then propose our conceptual model, along with supporting 
hypotheses used to test the model. The next section discusses the research method and data analysis to be 
performed. The paper closes with discussion of the proposed contributions to research and practice. 
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Literature Review and Hypothesis Development 
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Figure 1. Protection Motivation Theory (Floyd et al. 2000) 

Protection Motivation Theory, or PMT, was originally introduced by Rogers (1975), and later modified 
and expanded (1983), in the context of health safety and awareness. PMT posits that when someone is 
presented with a threat, he or she goes through a cognitive process of threat appraisal and coping 
appraisal. After assessing the threat and its associated coping mechanisms, one decides to perform either 
adaptive or maladaptive behaviors. Adaptive behaviors are recommended responses that are intended to 
protect someone against the threat, whereas maladaptive responses can be a range of activities in which 
the respondent avoids performing the recommended responses.  

In the context of IS security research, PMT is highly applicable due to the tangible threat-response pairs 
evident in IS security. Consequently it is one of the most widely adapted theories in our field. Perhaps 
most relevant to the present study, Johnston and Warkentin (2010) propose a Fear Appeal Model in 
information security where the imminent threat of harmful spyware is communicated to the users, with 
users also receiving information about an easy-to-use anti-spyware tool to effectively protect their 
computers, similar to the threat-response pair described earlier. Their research has informed our study of 
the use of motivational communications to encourage end users to take protective measures concerning 
information assets. However, this study aims to provide a contrast to messages containing fear appeals by 
offering an appeal to the end user which emphasizes an intrinsic motivation to perform secure behaviors. 
PMT is used as the primary foundation for the conceptual model in this study as well. 

Self-Determination Theory 

The results of information security related PMT studies have not been as consistent as those developed in 
PMT’s native discipline of health care (Crossler et al. 2013). This could be due to applications in health 
care where the threat and coping appraisal are related directly to protection of the individual, whereas in 
information security the threat and coping mechanisms are related to protection of information related to 
the individual or data with which the individual may interact. Because of the degree of separation between 
the individual and the information, other constructs may have the opportunity to influence an individual’s 
perception of threat-response pairs.  

Motivation may contribute to the influence of a user’s intention to perform secure behaviors. Motivation 
can be broadly classified as intrinsic or extrinsic (Deci 1972; Ryan and Deci 2000a). An individual can also 
experience a deficiency of motivation, referred to as amotivation (Ryan and Deci 2000a). Intrinsic 
motivation is defined as “performing an activity for itself, and the pleasure and satisfaction derived from 
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participation” (Vallerand 1997). Extrinsic motivation is defined as “engaging in an activity as a means to 
an end and not for its own sake” (Vallerand 1997).  

After a stream of research comparing intrinsic and extrinsic motivation with mixed results, Deci and Ryan 
(1980) developed Self-Determination Theory (SDT), which classifies distinct forms of extrinsic 
motivation, each possessing different levels of self-determined, or autonomous, origins (see Figure 2). On 
the opposite end of the self-determined continuum are control-oriented forms of extrinsic motivation, 
which are characterized by the degree to which the motivation is derived outside of the individual. There 
are four types of extrinsic motivation: external regulation, introjected regulation, identified regulation, 
and integrated regulation. External regulation refers to regulating behavior through external means, such 
as rewards or constraints. Introjected regulation occurs when an individual internalizes the reasons for 
his or her actions, meaning the motivation is internal but not self-determined. Identified regulation 
occurs when behavior is highly valued and judged as important upon identification. Integrated regulation 
refers to choices that are made as a function of their coherence with other aspects of the self. These 
various types of extrinsic motivation also vary according to the level of self-determination present. 

 

 

 

Figure 2: Types of Motivation along the Self-Determined Continuum  
(Deci & Ryan 1980) 

High levels of autonomy, relatedness, and competence have been shown to increase intrinsic motivation 
and decrease amotivation and control-oriented forms of extrinsic motivation, while low levels of 
autonomy, competence, and relatedness have the reverse effect (Deci and Ryan 1980; Ryan et al. 1983; 
Vallerand 2000). Autonomy refers to one’s perception of the degree to which he or she may engage in 
activities of his or her own desire. Perceptions of competence relate to the degree to which an individual 
feels he or she can interact effectively with his or her surroundings in order to produce desired outcomes 
or prevent undesired consequences. Relatedness is one’s perception of the degree to which he or she feels 
connected with others (Vallerand et al. 1997). Despite the influence of these variables, researchers 
examining effective communications of relevant security threats have focused on inducing secure 
behavior through the use of fear appeals, which are centered on what appear to be control-oriented 
motivational techniques (Johnston and Warkentin 2010; Pahnila et al. 2007; Workman et al. 2008). By 
focusing on the threat, individuals may be engaged in a behavior that is not self-determined, due to the 
nature of the threat deriving from an external party. Embedding varieties of intrinsic motivation or more 
self-determined forms of extrinsic motivation within information security appeals may influence an end 
user’s performance of secure behaviors through the application of intrinsic rather than extrinsic 
motivation. 

Using Deci and Ryan’s foundational work on motivation (Deci and Ryan 1980; Deci 1972; Ryan 1982), 
Vallerand (1997) developed a hierarchical model of motivation, separating one’s motivation into global, 
contextual, and situational levels. Global level motivation is one’s general motivational orientation to 
interact with the environment. The next lower level, contextual level motivation, is one’s usual 
motivational orientation toward a specific context, such as education, work, leisure, or interpersonal 
relationships. Finally, situational level motivation is the motivation individuals experience when they are 
currently engaging in an activity within a specific context. Vallerand’s hierarchical model demonstrates 
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that although motivation may be classified as a stable trait, such as one’s global-level motivation, 
individuals may be intrinsically or extrinsically motivated depending on the specific situation, regardless 
of a general inclination toward self-determined or control-oriented motivation. 

Research Model and Hypothesis Development 

 

 

 

Figure 3: Research Model 

A critical aspect of protection motivation theory is the presumption that an individual initiates a cognitive 
process of evaluating a particular threat, both on its severity and the likelihood of such a threat affecting 
that person (Floyd et al. 2000; Rogers 1975). For example, as an end user’s perception of the amount of 
danger associated with spyware increases, the individual will form intentions to perform the 
recommended response for mitigating the threat. Similarly, if an individual perceives that the probability 
of becoming infected with spyware as extremely likely, he or she will form intentions to perform the 
recommended response. These relationships have been posited throughout the existence of PMT, and 
empirical evidence of these hypotheses has been demonstrated extensively in prior research (Floyd et al. 
2000; Herath and Rao 2009; Pahnila et al. 2007). Thus, the following hypotheses are presented: 

H1: End user perceptions of threat severity will positively influence behavioral intention to 
perform secure behaviors. 
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H2: End user perceptions of threat susceptibility will positively influence behavioral intention to 
perform secure behaviors. 

Another important element of PMT is the relationship between an individual’s coping mechanism and 
intention to perform secure behaviors. The coping appraisal, consisting of response efficacy, self-efficacy, 
and response cost, has also been extensively researched in studies adapting PMT. After cognitively 
processing attributes of the present threat, an individual conducts another cognitive assessment on ways 
in which the threat may be mitigated. As an individual’s perception of the effectiveness of a particular 
response increases, his intention to use that response increases. If the individual is confident in his or her 
ability to perform the response, intentions also increase. As the cost of performing the response, which 
may be comprised of various factors such as money, time, convenience, or effort, increases, the 
individual’s intention to execute the recommended response wanes. The relationships between coping 
appraisal variables and intention, like those associated with threat appraisal, have also been extensively 
examined in studies adapting PMT (Floyd et al. 2000; Johnston and Warkentin 2010; Workman et al. 
2008). Likewise, we present the following hypotheses: 

H3: End user perceptions of self-efficacy will positively influence behavioral intention to 
perform secure behaviors. 

H4: End user perceptions of response efficacy will positively influence behavioral intention to 
perform secure behaviors. 

H5: End user perceptions of response cost will negatively influence behavioral intention to 
perform secure behaviors. 

According to Vallerand’s (1997) hierarchical model of motivation, one of the outcome variables of 
motivation is behavior. However, many studies in social psychology have examined the relationship 
between intentions and behavior, finding that the formation of intentions precedes the performance of the 
actual behavior (Ajzen and Fishbein 1980). The proposition of this relationship was first conceptualized 
by Fishbein and Ajzen’s (1975) Theory of Reasoned Action (TRA). In their foundational study, Fishbein 
and Ajzen hypothesize that an individual’s behavior is determined by a cognitive process in which 
intentions to perform the behavior are first conceived prior to actual performance of the behavior 
occurring. Adaptations of intention to perform a behavior have been widely used in information systems 
research (Davis et al. 1989; Venkatesh and Davis 2000; Venkatesh et al. 2003, 2012), as well as 
specifically in information security research (Bulgurcu et al. 2010; D’Arcy et al. 2009; Herath and Rao 
2009; Johnston and Warkentin 2010). An individual who is intrinsically motivated to perform a secure 
behavior should consequently form intentions to execute that response. Thus, we hypothesize the 
following: 

H6: End user motivation toward performing the recommended response will positively 
influence behavioral intention to perform secure behaviors. 

An individual’s degree of self-determined motivation may be affected by his or her perceptions of 
competence, autonomy, and relatedness (Deci and Ryan 1980). If an individual feels that performance of 
the recommended response offers a sense of connection to the information being protected, his or her 
motivation will be more intrinsic. An individual perceiving high levels of competence related to 
performing a recommended response will be intrinsically motivated to perform the behavior. As an 
individual perceives a higher degree of autonomy related to the types of recommended responses 
available for mitigating the threat, his or her motivation will become more self-determined. Thus, the 
following hypotheses are offered: 

H7: End user perceptions of relatedness will positively influence motivation toward performing 
the recommended response. 

H8: End user perceptions of competence will positively influence motivation toward performing 
the recommended response. 

H9: End user perceptions of autonomy will positively influence motivation toward performing 
the recommended response. 

Typically in motivational research, relatedness refers to the degree of connectedness an individual feels 
toward others when interacting in a specific context, such as school or work (Ryan and Deci 2000b; 
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Vallerand 1997, 2000). The root of an individual’s need for relatedness is the emotional connection one 
may feel to a particular target, and the target may even be an inanimate object (Baumeister and Leary 
1995; Thomson 2006). In this study, an individual’s relatedness refers to his or her degree of 
connectedness with the information being threatened or in need of protection. If an end user experiences 
a deep connection with the data being protected, he or she may perceive the level of severity associated 
with the threat to be elevated. Similarly, he or she may also feel more susceptible to the threat if a 
connection with the data being protected exists. Accordingly, the following hypotheses are offered: 

H10: End user perceptions of relatedness will positively influence perceptions of threat severity. 

H11: End user perceptions of relatedness will positively influence perceptions of threat 
susceptibility. 

In motivational research, one’s competence refers to the level of confidence one perceives in a particular 
range of activities in which he or she is engaged (Deci and Ryan 1980). This concept is very similar to self-
efficacy, which refers to an individual’s belief in his or her ability to perform the specific task given as a 
recommended response to a threat (Floyd et al. 2000; Rogers 1983). The generality of competence and 
the specificity of self-efficacy designates that they are theoretically distinct constructs, but their 
conceptual similarity indicates that a relationship may exist between these two constructs. If an end user 
perceives a high degree of confidence related to performing activities related to securing information, he 
or she should experience an increase in self-efficacy to perform the particular recommended response 
communicated in the appeal. Thus, the following relationships are hypothesized: 

H12: End user perceptions of competence will positively influence perceptions of self-efficacy. 

Autonomy refers to the self-regulation of one’s behavior and the degree of governance one experiences 
toward the initiation and direction of his or her actions (Ryan 1991). Autonomy has been shown to have a 
powerful influence on individuals’ perceptions of intrinsic motivation (Ryan and Deci 2000b; Vallerand 
1997, 2000). In various motivational studies, autonomy is commonly operationalized as the presence of 
choice available to respondents along with allowing the respondents the freedom to select from those 
choices (Deci and Ryan 1987; Gagne and Deci 2005; Miserandino 1996; Reis et al. 2000). Studies in 
marketing have shown that when presented with choices, consumers’ perceptions of cost are reduced in 
relation to a desired product’s actual cost (Monroe 1973; Thaler 1985; Winer 1986; Zeithaml 1988). It also 
stands to reason that a consumer, when presented with a range of choices for products, is able to compare 
the choices against each other and select the product which is deemed the most effective. Conversely, 
traditional fear appeals are typically crafted to offer only one response for the given threat. In the context 
of information security, if an end user is presented with a range of choices for an effective response to a 
threat rather than just one response, he or she may feel that the response he or she selects is more 
effective than others provided, elevating perceptions of response efficacy. Similarly, by offering an end 
user with choices of effective responses, he or she may also evaluate the costs associated with each of the 
responses and select the appropriate response based on minimizing cost of performance, thereby 
decreasing perceptions of response cost.  

H13: End user perceptions of autonomy will positively influence perceptions of response 
efficacy. 

H14: End user perceptions of autonomy will negatively influence response cost. 

Methods 

The sampling frame for this study may consist of any person familiar with performing basic tasks on a 
computer, including students, faculty, organizational end users, or others. To examine the differences that 
may exist between using control-oriented fear appeals and self-determined persuasive communication 
techniques, a 2 x 2 experimental design will be used. Within each treatment group, a respondent will be 
presented with a description of a specific information security threat and a possible remedy for that 
threat. One group will view a traditional fear appeal, which consists of persuasive communication directed 
toward threat severity, threat susceptibility, response efficacy, self-efficacy, and response cost. This 
treatment is designed motivate respondents using only extrinsic means. A second group will be presented 
with a message designed to appeal to the respondents’ perceptions of autonomy, relatedness, and 
competence related to performing a response behavior, targeting only intrinsic motivation within 
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respondents. The third group will receive a message containing elements of fear appeals as well as appeals 
toward self-determined variables, thus motivating respondents both extrinsically and intrinsically. The 
final group will not be presented with any type of persuasive communication, but rather a simple message 
detailing the nature of the threat (without mention of the severity or susceptibility) and a particular 
response to that threat (without stating the effectiveness or ease of use related to the recommended 
response). Because individuals possess a global orientation toward self-determined or control-oriented 
behaviors, respondents will be randomly selected to treatment groups to partial out any variance in 
behavioral intention that may be attributed to global-level motivation (Bhattacherjee 2012). 

After the respondent has read the treatment message, perceptions of threat and coping variables, 
behavioral intention, and motivational variables will be measured using a self-report survey. Each scale 
will be measured using a 5-point fully anchored Likert scale rated from “strongly disagree” to “strongly 
agree.” Previously validated scales for each construct will be used in this research. Scales for threat 
severity, threat susceptibility, response efficacy, self-efficacy, and behavioral intention will be adapted 
from Johnston and Warkentin (2010). Scales for response cost will be adapted from Ifinedo (2011). Scales 
for autonomy, relatedness, competence, and motivation toward performing the recommended response 
will be adapted from Vallerand (1997). AMOS 20 will be used to analyze the structural model for model fit 
and significance of hypothesized relationships. SPSS 21 will be utilized to examine differences between 
treatment groups based on perceptions of motivation, threat and coping appraisal variables, and 
behavioral intention using ANOVAs.  

Conclusion 

Due to inconsistencies in prior applications of PMT in information security contexts, this study could 
provide insight toward determining other factors that may explain the differences in how individuals 
experience threat and coping mechanisms related to information security threats when compared to 
PMT’s native applications, such as health care or driver safety. Examining the differences between 
traditional fear appeals and intrinsically-focused persuasive communication may also help inform 
managers in crafting effective appeals that sufficiently influence employees to perform secure behaviors. 
Information security continues to be a relevant concern for many organizations. This study may help 
mitigate some of these concerns by providing a theoretically-grounded alternative for managers to more 
effectively communicate information threats to employees. 
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