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Introduction

Emerging information privacy risks and behaviors regarding mobile devices and applications have created
a clear need for new research. In this context, technical innovations and practical problems are driving the
research. Consider the following hypothetical scenario: you are stuck in heavy traffic in a city you are
unfamiliar with. You desperately need to exit the freeway and find your way to a conference where you
will be speaking. You own a data-enabled smartphone. So, you begin searching on your smartphone for an
app to help guide you through the city. Research has demonstrated that the average consumer in this
context might both 1) claim outwardly that they are very concerned about the privacy risks of using
unknown mobile apps, but also 2) immediately download the first app they find and begin disclosing
location data through it in order to satisfy their need for directions (Acquisti et al. 2004).

Although simplistic, this scenario only a portion of all consumers. Others, from either an extreme sense of
privacy concern or who simply have greater patience, may choose to stay on the freeway or simply pull
over and spend more time searching for the app which best balances the benefits and risks according to
their risk preferences. However, research on consumer information disclosure in the mobile app does not
account for consumer idiosyncrasies like differences in patience and self-control.

The purpose of this study is to extend existing theory to account for the moderating role of consumer self-
regulation on information disclosure behaviors. Our theoretical model is based on a privacy calculus core
which models information disclosure behavior as a tradeoff between perceived risks and benefits of the
disclosure (Dinev et al. 2006). We extend privacy calculus with self-regulation theory to explain this
“bounded rationality” in consumers who tend to disclose information against their “better judgment.” In
essence, those with greater patience and self-control are less willing to disclose information through apps
immediately when first presented with the choice—thus, demonstrating greater rationality. In addition,
they are less tempted to disclose information as the time frame of risks is extended further into the future.

Literature review

The body of literature on information privacy and consumer information disclosure is growing rapidly,
particularly with the emergence of technologies that are combining various forms of information in a
single device (Decker 2008). Smartphones and tablets are the primary source of these new forms of
privacy risk. They merge “traditional” consumer information like contacts, web browsing preferences, and
email with location data, music, videos, accelerometers, and social networks (Keith et al. 2010). As a
result, the level of potential privacy risk has exploded.

Because of this rapid change in technology, the research is still catching up. In particular, there are very
few experiments which capture actual consumer disclosure behaviors in a realistic environment with
these emerging devices and apps. This is quite a problem since several authors have noted what has been
termed the “privacy paradox” which means that consumers typically claim to be very concerned about
privacy risks yet are completely willing to disclose their information for seemingly small benefits (Acquisti
et al. 2004). However, there are several relevant studies which have begun to examine this phenomenon.

Xu et al. (2010) examines the different level of consumers’ disclosure intentions when consumers are
asked for information versus voluntarily giving away information. There are other relevant studies that
are not directly in the mobile context, yet somewhat related. For example, Lowry et al. (2011) expanded
the disclosure literature by accounting for the effects of culture in the context of instant messaging. Their
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model found a strong relationship between behavior intentions and reported behavior. Hoadley et al.
(2010) performed a survey of Facebook users and discovered that consumers can be irrationally
influenced by illusions of a loss of control in a study of Facebook users. This study sheds useful light on
the potential consumer irrationality

Other studies have collected actual consumer behavior (not reported behavior) in a laboratory setting. For
example, Berendt et al. (2005) identifies the difference between consumers’ disclosure intentions and
actual disclosure in the context of a traditional website store. They found that this intention-to-behavior
relationship is very “situational” and not always as strong as theory suggests. Similarly, Norberg et al.
(2007) demonstrates the divergence between consumers’ privacy disclosure and actual behavior when
asked to disclose specific pieces of personal information. Their study strongly validated the existence of
the privacy paradox. While these important studies offer more realistic results, the data was collected in a
laboratory environment where the participants were likely to perceive low risk.

Other studies have used a field setting to capture more realistic consumer behaviors. For example,
Beresford (2010) captures consumers’ actual choice between a secured privacy DVD shop and a
discounted DVD shop with low privacy control. Consumers were not willing to pay a higher price for the
shopping security. In a study perhaps most applicable to our mobile context, Keith et al. (2013) captures
consumers’ actual disclosure through a mobile app. They recruited participants under the false pretense
that they were helping to “beta” test an upcoming mobile app and were given the “opportunity” to register
to use the app for free as a reward for their help. They found that disclosure intentions were a significant
predictor of actual disclosure but the effect size was quite small. In these studies, disclosure data was
captured in a field experiment setting where participants were more likely to perceive real risks.

In summary, there is increasingly literature on consumer disclosure (including many studies not reviewed
here for space limitations) and the methodologies are improving. However, there is still an important gap
in this literature. Thus far, very few studies, and only one in the mobile app context, 1) incorporates a field
setting so that participants perceive a real risk, and 2) captures actual information disclosure rather than
intentions or reported disclosure only.

Theory and Hypothesis
Privacy Calculus

Most researchers have adopted a core theoretical model based on privacy calculus adapted by Dinev &
Hart (2006) for the e-commerce context (visualized in Figure 1). Privacy calculus explains the effect of
perceived benefit and risks that inhibits and facilitates consumer’s intention to disclose personal
information. In other words, privacy calculus explains the consumer’s behavior based on the cumulative
effect of the inhibitors and driver set. If the effect of the driver set outweighs the effect of the inhibitors
set, consumer will be involved in the online transaction. However, if the effect of the inhibitor set
outweighs the effect of the drivers set, consumer will avoid the transaction.
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Figure 1. Privacy Calculus theory adapted from (Dinev and Hart 2006)

Privacy calculus is based on the assumption that consumers are rational decision makers. This means that
they are fully capable of evaluating the true value of disclosure risks and benefits. In the mobile app
market, this means that consumers will evaluate the cost and benefit of the app and then decide whether
to purchase/download the app. The cost is giving up personal privacy and accepting some level of future
risk associated with the disclosure. The benefit is the utility that the app creates.

While privacy calculus theory is a proven core model for information disclosure, it is unlikely to fully
explain risk decisions in the mobile context by itself. For example, it is well-known that mobile app
consumers are often completely unaware of exactly how much data is being gathered from them and sold
to third parties (Seriot 2010). The mobile context is even more severe in this regard than traditional
“desktop-based” e-commerce because of the potential loss of location data (Keith et al. 2010; Xu et al.
2010). As a result, mobile consumers cannot be rational decision makers. On the other hand, the provider
is incented to hide all privacy risks. It is against their interest to help the consumer rationally evaluate
risks. A more self-regulated and/or informed consumer would be more likely to recognize this fact and be
patient as they search for the best app to meet their needs (Babin et al. 1995). However, existing research
has not accounted for the role of consumer self-regulation in the mobile app context as it has in more
traditional marketing “impulse buying” contexts (Rookh 1987).

Second, the risks of information disclosure over mobile apps do not happen at the same time as the
benefits. In particular, they will manifest themselves at some point in the future (although usually
completely without the consumer’s knowledge). For example, if a consumer downloads an app and
registers with the app provider, they will immediately begin getting the benefits of this app. However,
once they’ve allowed the app to begin collecting location data, this data is then recorded over time. As
more data is collected, their level of privacy risk increases. Because it is difficult for the consumer to even
know how much data is being collected, it will be even more difficult for them to judge the long term risks.
As aresult, it is quite possible for a consumer to miss-calculate the initial benefit/risk tradeoff. Therefore,
we incorporate theory on self-regulation below.

Self-Regulation

Self-regulation is the ability to delay immediate action for spontaneous desires (Mischel et al. 1972) and
includes impulse control which is the management of short-term desires (Ainslie 1975). This theory has
been used extensively in the marketing literature to explain consumer impulse buying behavior (Rookh
1987). This research helps to establish why self-regulation is more relevant in the mobile context than
traditional e-commerce. When using mobile devices, consumers are “in the moment” of their needs and
wants making them more susceptible to emotional impulse decisions (Ainslie 1975). Self-regulation plays
a major role in the evaluating process between spontaneous need and immediate actions. There are two
types of self-regulation typically studied in the literature: 1) patience or “delay of gratification”, and 2)
action control.

Patience is the ability to delay immediate small reward for a larger reward in the future (Mischel et al.
1972). Patience is related to the similar concepts of delayed gratification (Mischel et al. 1972), impulse
control (Ainslie 1975), and willpower (Metcalfe et al. 1999). Patience is an internal characteristic that has
been correlated to greater cognitive and social competence in life (Mischel et al. 1989).

Patience is relevant to our context because of the privacy risk involved in information disclosure. If there
were no risk, patience would be less relevant when predicting initial information disclosure because there
would be no initial cost to delay. However, mobile apps do involve risk which requires consumers to make
a decision as to whether the upfront mobile app benefits are greater than future risks. A patient consumer
is not as likely to reduce their perceived risk just because it manifests itself further into the future.
Similarly, a patient person is less likely to artificially discount the risks because they desire instant
gratification. Therefore,

Hi: The effect of perceived risk immediacy on actual information disclosure is reduced when
consumers possess greater patience



H2: The effect of perceived risk on actual information disclosure is increased when consumers
possess greater patience

Action-control is the ability to form goals prior to an action and to stay with the goal during the action
process (Babin et al. 1995). Action theorist’s dichotomize people as being either “action” oriented or
“state” oriented” (Kuhl 1985). Action oriented people form relatively firm intentions before performing an
action. They are less susceptible to competing influences which may distract them from a goal (Babin et
al. 1995). On the other hand, state-oriented people are more influenced by social and emotional influences
that can be either internal or external. As a result, state-oriented individuals have weakened intentions
and are more susceptible to both spontaneous behavior with negative consequences as well as a delay of
activities with positive outcomes. Therefore, state-oriented individuals are deemed as “low” self-
regulators. Therefore:

H3: The effect of perceived risk immediacy on actual information disclosure is increased when
consumers exhibit greater action-control

Hy4: The effect of perceived risk on actual information disclosure is decreased when consumers
exhibit greater action-control

To be clear, our theoretical model is based on a core of privacy calculus theory (Dinev et al. 2006).
However, we extend it with core constructs from intertemporal choice theory (Loewenstein et al. 1992)
and self-regulation theory (Ainslie 1975; Mischel et al. 1972). Figure 2 visualizes our theoretical model.
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Figure 2. Theoretical Model

The core relationships in the privacy calculus model have been validated in both the e-commerce (Dinev
et al. 2006) and mobile app contexts (Keith et al. 2010; Keith et al. 2013; Keith et al. 2012; Xu et al. 2010).
In addition, the effect of perceived immediacy on perceived risk was examined previously (Keith et al.
2012). Therefore, we do not formally hypothesize them here. However, perceived immediacy is a relevant
control variable that is likely to interact with consumer self-regulation.

Methodology
We adopted an experiment based on the methodology used by Keith et al. (2013) designed to measure

valid consumer information disclosure behaviors in the mobile app context. In particular, we had
participants evaluate and test a real, forthcoming mobile app in “beta” stage and then decide (1) whether



to register to use the app in the future and (2) how much of their personal profile information to
disclosure during the registration process.

The overall participant sample (n=441) was drawn from multiple sources (1) college students in a business
school course (n=206), (2) their friends and relatives over the age of 30 (n=137), and (3) Amazon
Mechanical Turk (n=100). Table 2 summarizes participant demographic data.

Apps currently used (non-system apps) 27.2 % (16.83 0)
Age 26.6 x (5.74 0)
Smartphone user 89.9%

Apple iPhone user 58.6% (of previous)
Gender (male / female) 58.3% / 41.7%

Table 2. Demographic Statistics
Tool, Task, and Procedures
Research artifact

To test our hypotheses, participants were recruited under the misleading pretense that they were needed
to help analyze and test a new mobile app being readied for market. With IRB approval, participants were
deceived to believe that this app, called “Sharing Tree,” was a forthcoming app in beta testing phase and
that the researchers had been hired to help perform market research and consumer testing prior to its
release. They were told that because of their participation, they would be given the opportunity to
continue using the app for free after it reached the market, if they became registered users now. Their only
mandatory requirement was to evaluate it in trial mode, which does not require registration.

Sharing Tree was designed to incorporate some of the major benefits and privacy risks commonly found
in most apps including location, social network, financial, and personal data. The stated purpose of the
app was to allow users to share local shopping deals, gas prices, activities, or other interests with friends
and family in the consumer’s area (See Figure 2). In addition, this app would not sponsored locations, so
that all shared data would be based on the word-of-mouth recommendations of those they care about.
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Figure 3. Screenshots of Sharing Tree App

The location-based services (LBS) of Sharing Tree were fully functional and allowed the consumer to view
a map of their current location with markers of useful sites generated by friends and family members in
the consumer’s social network (which could be automatically imported from Facebook).

Manipulations

A research participant’s level of self-regulation cannot be manipulated. Rather, their perceived level of
risk immediacy was manipulated. This was accomplished by requiring the participants to read a mock
news article written by a supposed expert on the exact nature of mobile privacy risks before they reviewed
the actual mobile app.

Twelve versions of the mock news article were created with two manipulations (3 x 4 factorial design)
varying across them. First, three levels of privacy risk immediacy were included meaning that the “expert
states that mobile privacy exploits are likely to occur in either 1) immediately when the data is collected,
2) sometime in the first 24 hours, or 3) sometime in the first month. In order to validate this
manipulation, a latent construct measure of the perceived risk immediacy was measured for each
participant. These items were used to verify that the participants actually perceived differences in
immediacy based on the experimental manipulation. One-way ANOVAs indicate that there was a
significant difference between Treatments 1 and 3 (p < 0.001).

)

Second, the mock news story was created to appear from four different sources (networkworld.com,
USAtoday.com, university newspaper, no story) in order to reduce the potential for source credibility bias
(Chaiken et al. 1994) (see Figure 3).
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Figure 4. Screenshots of Mock News Story in a Mobile Browser

Procedures

The study procedures included:

1. Each participant, on their smartphone, navigated to the website where the experimental
instructions and survey was hosted. They were given a short pretest to measure their self-
efficacy and privacy concerns.

2.  Next, the participants were asked to read the mock news report and required to correctly
answer a quiz question proving they had read the article

il ATET 2 2:13 PM 3 99%
A O ®» 2 ©

will ATET & 2:13 PM 3 99%
A O ®» 2 ©

REGISTRATION SETTINGS:
Required Information Showthe (5B most (e |
Email: )
Password:( Store my credit card nfo: PN
Re-enter: )
Optional Information wmmm:“”“
(helps us find you better deals)
Forame:( )
Allow Sharing Tree to —
Loame: ) use my location data: L.
Are you a student? (seiect i (This heips us to find you better deals)
For your last degree earned (or currently
pursuing), please enter: Share my profile data with: (Eveore |52
School:
S —
« @ 2 m @ « ' 2 m @

Figure 5. Sharing Tree App Registration and Settings



3. Next, the participants were given a link to the app and asked to follow a set of review
instructions, which included:
a. View each screen of the Sharing Tree app and test out all functionality
b. Visit the registration screen and decide what information to disclose
c. Visit the settings screen and adjust privacy settings to individual preferences (see Figure
5)

4.  After viewing each of the app's screens, participants were given a post-test survey that
included all remaining measures. Importantly, the participants were asked at this point to
specify which of the data they provided, if any, were accurate and honest.

Measures

Prior survey items were used to measure privacy concern (Xu et al. 2012), perceived benefits (Xu et al.
2010), perceived privacy risks (Keith et al. 2013), intent to disclose (Dinev et al. 2006), mobile computing
self-efficacy (Keith et al. 2011), perceived risk immediacy (Keith et al. 2012), and privacy risk awareness
(Xu et al. 2010). Perceived privacy risks include both privacy risks to location data as well as risks to
personal information. Similarly, perceived benefits was modeled to include both personalization- and
locatability-based benefits (Xu et al. 2010). As a result, perceived privacy risks and perceived benefits
were each modeled as second order formative constructs with first order reflective sub-constructs.

Action control was collected based on prior research (Babin et al. 1995; Kuhl 1985). It includes 20 short
hypothetical scenarios. Each scenario contains two responses. Participants are asked to select which
response they would choose for each scenario. One response is coded as action control while the other is
state control. The items measuring patience were created unique for this study but based on prior
research (Mischel et al. 1972).

Actual disclosure was measured by 1) capturing a true/false value representing the participant’s decision
to disclose each type of registration information (email address, password, first name, last name, home
address, phone number, level of education, employment experience, age, gender, ethnicity, marital status,
income), 2) the stated level of accuracy of the information provided, and 3) the actual device settings
(Turn location services on/off? Store credit card data? Share personal profile with: nobody/friends
only/anyone). Several control variables were measured in addition to self-efficacy and privacy awareness,
including whether or not the participant was a smartphone user, number of apps regularly used, age,
gender, ethnicity, employment, and education background (asked separately from the Sharing Tree app
registration page). Lastly, the news story source was also included as a control.

Results

Pre-analysis was performed to analyze whether the measures were formative and/or reflective, test the
convergent and discriminant validity of the reflective measures, test for multicollinearity, ensure
reliabilities, and check for common methods bias (CMB). The results indicated acceptable factorial
validity and minimal multicollinearity or CMB based on the standards for IS research (Gefen et al. 2005;
Liang et al. 2007; Pavlou et al. 2007; Straub et al. 2004).

We analyzed our path model using PLS SEM based on SmartPLS 2.0.M3 (Ringle et al. 2005). Despite the
large sample size, we chose PLS based on our use of a mixed model of formative and reflective constructs
as well as several non-normal variable distributions (Chin et al. 2003; Fornell et al. 1982). All
measurement items were standardized. Figure 1 summarizes the hypothesis testing. The path coefficients
(betas fs) are indicated on the paths between constructs along with the significance that was estimated
using a bootstrap technique featuring 300 resamples. The explanatory power of the model is assessed
through the R2 scores (i.e., the amount of variance accounted for in the model) and the latent variable
paths.
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Discussion

Based on the results of Study 1, each of the hypotheses have been confirmed so far. Patience reduced the
effect (B = -0.44, p < 0.05) of perceived risk on actual disclosure (H1) and increased the effect ( = 0.64, p
< 0.05) of perceived risk immediacy on actual disclosure (H2). As hypothesized, action control increased
the effect (f = 0.44, p < 0.05) of perceived risk on actual disclosure (H3) and decreased the effect (f = -
0.47, p < 0.05) of perceived risk immediacy on actual disclosure.

Although not hypothesized, there were several other relationships of interest to note. Even with the new
interaction effects, there was still a significant direct effect of perceived risk (f = -0.34, p < 0.01) and
perceived benefit (B = 0.20, p < 0.01) on actual disclosure. Although more general measures of privacy
concern have occasionally not been significant in prior privacy calculus studies (Keith et al. 2010; Xu et al.
2010), we found a very strong effect of privacy concern on perceived risk (f = 0.59, p < 0.001). This is
likely due to using an improved instrument developed specifically for mobile devices and applications (Xu
et al. 2012). In addition, mobile self-efficacy had a negative effect on perceived risk (f = -0.08, p < 0.05).
Among the other control variables, only ethnicity ( = -0.14, p < 0.05) and prior app usage (§ = 0.15, p <
0.05) had significant effects on actual information disclosure. News story source, risk awareness,
education, age, and mobile self-efficacy had no effect on actual disclosure.

Implications

There are several interesting and useful implications of this study for future researchers and practitioners
based on Study 1. It should be noted that the R squared value in this study for actual disclosure (24.1%)
was much higher than the similar methodology used in Keith et al. (2013) (from 2.4% to 7.8%), implying
that privacy calculus can be enhanced by accounting for consumer characteristics such as self-regulation.
Overall, we find support for our self-regulation based model.

For self-regulation research, these results demonstrate that being action-oriented does not always have
positive results as found in prior studies. In our context, action-oriented individuals artificially perceive
less risk and disclosure more information because of their intense focus on accomplishing a task. These
types of consumers should be wary in the mobile app context because accomplishing their goal will also
include a potential risk in addition to a utility or benefit.



Similarly, being patient helps consumers cope with the difficulties in evaluating the immediacy of privacy
risks. As stated previously, consumers are known to overly discount future costs (Henderson et al. 1998)
causing them to accept relatively small initial benefits for much larger future costs. Being able to delay
gratification allows some consumers to manage impulses and make smarter decisions regarding their
information disclosure over mobile apps.

Moreover, these results will help app providers to better design privacy statements. Privacy statements
should clearly inform consumers about the exact nature of the application risks and when these risks will
take place. By making consumers more aware of the benefits and risks, app providers may help consumers
to make more rational choices based on their level of self-regulation (Keith et al., 2012).

Limitations and Future Research

There are still certain limitations of this study. For example, this study captures only a cross-sectional
snapshot of disclosure behavior. It is likely that many participants did not disclose simply because they
were hurrying through the study. Similarly, even though the study was set up to deceive participants into
believing there were real risks, it is possible that some perceived the controlled nature of the study and
disclosed more data than they normally would.

Lastly, we argue about that consumers are not fully rational and there are valuation of mobile app risk
which has been established in recent research (Keith et al. 2012). It is likely that greater education and
awareness of privacy risk could change consumer behavior overtime. Although we control privacy
awareness using minimal two-item measure, future research should expand the construct of privacy risk
education and study its influence over time.

Conclusion

In summary, this study finds support for an expanded privacy calculus model which incorporates
consumer self-regulation characteristics like patience and action control. We build on the information
privacy literature by using improved experimental methodology for capturing actual consumer behavior
over time. In particular, this research has benefited from the design of technical artifact that allows for
both control manipulation as well as external validity and relevance in the artifact context.
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