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Abstract

Since Bandura’s proposal of self-efficacy, studies have explained behavioral motivations
at the individual level. However, little is known concerning self-efficacy’s applicability
at the group level in the information systems security (InfoSec) domain. Also, despite
extensive cross-cultural analyses at the individual level, works at a group level are still
in infancy. We, therefore, define InfoSec self-efficacy as a group-level construct and
examine its impact on InfoSec vulnerability from cross-cultural perspectives. We draw
on interdependent security and separate InfoSec vulnerability into vulnerability from
self and partners. The goal is fourfold: (i) proposing InfoSec collective efficacy as a
cultural construct, (ii) modeling relationships among InfoSec collective efficacy, InfoSec
vulnerability, vulnerability from partners, and InfoSec control awareness from cross-
cultural perspectives, (iii) validating the model using data collected from executive-level
IS managers in the U.S. and South Korea, and (iv) providing implications for IS
managers operating in multinational businesses.
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Global and Cultural Issues in IS

Introduction

Today’s economy has been called an economy of computers and interconnection (McKnight and Bailey
1997), where the reliance on computers and network-based information systems is a routine matter not
only within organizations but also throughout whole society. Firms heavily rely on various forms of inter-
organizational systems for the success and sustainment. However, this reliance on globalized and
interconnected networks has brought about a noticeable negative effect in the form of information
security risk and vulnerability (EIU 1998; Udo 2001; Voloper 2008). Various forms of security breaches
caused by both outside intruders and inside attackers (Deloitte 2009; ITRC 2011) are currently
threatening not only firms but also ordinary members of the society. In-depth and multifaceted measures
covering both technical and behavioral or perceptual aspects are needed for effective defense against
security threats. This study addresses a basis of perceptual aspects of security behaviors of managers.

Following Bandura’s proposal for a socio-cognitive concept of self-efficacy (Bandura 1986), researchers
(Kwon et al. 2007; e.g., Lin 2006; Rhee et al. 2009; Scholz et al. 2002; Staples et al. 1999) have explained
individuals’ behavioral motivations and performances in different contexts. Self-efficacy refers to,
“people’s judgments of their capabilities to organize and execute courses of action required to attain
designated types of performances” (Bandura 1986, p.391). Self-efficacy can be understood as a person’s
own controllability or capabilities to obtain desirable outcome, as well as the “beliefs in one’s capabilities
to mobilize the motivation” needed to manage given situational tasks (Wood and Bandura 1989). High
levels of self-efficacy contribute not only to higher levels of motivation and ability perception but also to
higher levels of performance (Bandura 1995). Building self-efficacy is therefore a known method
increasing an individual’s performance.

The concept of self-efficacy can be extended to group-level efficacy, namely collective efficacy or group
efficacy, defined as a group’s shared belief in their capability to perform a specific task. Collective efficacy
is an important group-level resource that contributes to a productive group climate. According to Bandura
(1997), the self-efficacy at the group level has been shown to operate similarly to that at the individual
level and through similar processes. In a group setting, knowledge of an individual’s efficacy is related to
perceived efficacy at the group level. While self-efficacy has been introduced and utilized in many
information systems (IS) and behavioral sciences studies (e.g., Agarwal and Karahanna 2000; Compeau
and Higgins 1995; Marakas et al. 1998; Venkatesh and Davis 1996), little is known regarding the
applicability of collective efficacy in the area of information security (InfoSec). We are specifically
interested in InfoSec collective efficacy from information systems executive managers’ perspective
because they are in charge of the overall information security within their organizations; they set priorities
for the implementation of InfoSec measures and policies, determine InfoSec budgets, and make important
decisions for their InfoSec programs.

Culture is an important element in the development of collective efficacy, and in turn it influences what
people choose to do as a group (Bandura 1982). Comparisons of individual-level self-efficacy from a cross-
cultural perspective have been conducted extensively in prior research (Cheung and Sun 1999; Klassen
2004; Scholz et al. 2002; Schwarzer et al. 1997; Schwarzer et al. 1999); however, research in the area of
collective efficacy from a cross-cultural perspective is still in its infancy. In this study, focusing on
information security we define InfoSec self-efficacy as a group level construct (i.e., InfoSec collective
efficacy) and examine its impact on InfoSec vulnerability from a cross-cultural perspective. Moreover,
drawing from the concept of interdependent security introduced by Kunreuther and Heal (2003), where
Information security problems are interdependent when a risk faced by one firm is determined in part by
the behavior of others, we divide InfoSec vulnerability into two separate elements: vulnerability from self
and vulnerability from partners.

This study intends to focus on the following two research questions: Does InfoSec collective efficacy
influence InfoSec vulnerability in a group setting? Is there a significant difference in the effect of InfoSec
collective efficacy between two countries: the U.S. and South Korea? More specifically, the goal of this
study is fourfold: (i) to propose InfoSec collective efficacy as a cultural construct, (ii) to propose a
research model including theoretical relationships among InfoSec collective efficacy, InfoSec vulnerability,
vulnerability from partners, and InfoSec control awareness and examine the effect of InfoSec collective
efficacy from a cross-cultural perspective, (iii) to validate the proposed model using two sets of empirical
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data collected from executive-level information systems managers in the U.S. and South Korea, and (iv) to
provide theoretical and practical implications for information systems managers operating in
multinational business settings.

Literature Review

We facilitate understanding of collective efficacy and its effect on vulnerability in the area of information
security, by briefly reviewing its existing theoretical and empirical foundations as well as its relationship
with culture, InfoSec vulnerability and awareness, and interdependent security.

Collective Efficacy and Culture

Self-efficacy has been found as the foundation of human agency in social cognitive theory and is
considered to be an important factor governing human thought motivation and action (Bandura 1989).
The self-efficacy belief leads to agency and an individual’s overall judgment of his or her capacity to
complete a task. As a part of social cognitive theory’s extension to the group level, the concept of self-
efficacy can be extended toward group efficacy or collective efficacy as a shared belief in the group’s
collective power to produce the desired outcome (Gibson 1999). Bandura (1986) asserts that collective
efficacy beliefs are influenced by the same four sources of information that lead to the development of
self-efficacy: prior performance accomplishments, vicarious experience, verbal persuasion, and
physiological and emotional arousal (Bandura 1997). Various forms of efficacy terminologies have been
used in publications such as collective efficacy, group efficacy, collective self-efficacy, and perceived
collective efficacy. To be consistent, in this paper, we will use the terminology collective efficacy.

Studies have showed the influential role of self-efficacy as a universal construct (Bandura 1977; Bandura
1997; Bandura 2000; Bandura 2002; Bandura et al. 2001; Pajares and Graham 1999; Scholz et al. 2002;
Stajkovic and Luthans 1998). In electronic commerce literature, several studies (Kacen and Lee 2002; Lee
2000; Pavlou and Chai 2002; Tan et al. 2004; Zakour 2004) have shown that consumers’ online purchase
behaviors are affected by several cognitive factors such as self-efficacy, trust, and controllability that are
influenced by the cultural aspects. Although the effects of self-efficacy on cognition and motivation are
universal across cultures, the ways it is developed and exercised vary (Bandura 2002; Klassen 2004;
Oettingen 1995; Scholz et al. 2002; Schunk and Pajares 20009; Sia et al. 2009). A meta-analytical revie
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Table 1. Cultural Characteristics of the U.S. and South Korea
Cultural Constructs Western Culture in the U.S. Eastern Culture in South Korea
- High self-efficacy at individual level - Relatively low self-efficacy at individual
High Collective - High collective-efficacy at group level level
Efficacy vs. Low - Optimism - Relatively low collective efficacy at group
Collective Efficacy - Overconfidence level
- Humility and modesty
- High individualism score - Low individualism score
- Goals, needs, and values of collectives are | - Goals, needs, and values of individuals are
subordinated to those of individuals subordinated to those of collectives
- Separate from social context, constant - Connected with social context, flexible and
Individualism vs. and stable variable
Collectivism - Internal, private (abilities, thoughts, and | - External, public (statuses, roles, and
feelings) relationships)
- Independent view of self - Interdependent view of self
- Decisions are weakly influenced by the - Decisions are strongly influenced by the
group norm and members’ opinions group norm and members’ opinions

Note: Cultural characteristics are based on results from Hofstede (1994; 2001), Morden (1999), and (Klassen 2004) .

InfoSec Awareness and Vulnerability

Awareness refers to an individual’s passive comprehension on the needs, impetus, and specificity of issues,
events, and processes; it increases interest toward certain issues such as social, sexual, medical,
technology, and information security (Choi et al. 2008). Dinev and Hu (2007) defined general technology
awareness as an individual user’s knowledge of technological issues, problems, and skills. In the context of
information security awareness concerns users’ overall knowledge and understanding of issues related to
information security as well as their ramifications (Bulgurcu et al. 2010). For organizations’ InfoSec
policies, awareness refers to a state where employees are aware of and committed to organizational
security requirements (Siponen 2000). An organization is able to adjust its’ preparation toward possible
risk, remaining aware of the state of threats and vulnerabilities related to current information security
environments. This can therefore be a highly significant factor leading an organization’s overall security
performance.

Many studies (Furnell et al. 2002; Hawkins et al. 2000; Hu and Dinev 2005; McLean 1992; Morwood
1998; Siponen 2000; Siponen 2001; Siponen and Kajava 1998; Spurling 1995; Straub 1990; Straub and
Welke 1998) have shown that InfoSec awareness has been considered the most significant determinant of
success in protecting information systems from security threats. Defining the usage of protective
technology (e.g., anti-spyware) as an individual user’s voluntary involvement to protect against negative
technologies, Dinev and Hu (2007) found that the awareness of protective technology is a central
determinant in a user’s intention to use such protective technologies. They also found an organization,
influence from InfoSec awareness on employees’ attitudes toward compliance and outcome belief
formation (Bulgurcu et al. 2010); An employee’s attitude related to compliance is indirectly influenced by
outcome beliefs shaped from the benefits or costs of compliance or noncompliance. To highlight the lack
of security concern, Goodhue and Straub (1991) raise the importance of awareness in an individual’s belief
regarding InfoSec and argue that a user’s concern for security is a function of three factors: industry risk,
company actions made to maintain security, and individual awareness. They found that individual
awareness is related to computer literacy.

Straub and Welke (1998) raised the issues of managers’ naive responses to the challenges posed by the
threat (Lock et al. 1992) and pointed to managers’ lack of knowledge for effective control. They showed
the theoretical background for effective countermeasures, suggesting a managerial guideline for coping
with system risk by empirically identifying an approach that can effectively deal with the security risk.
They presented how managers should cope with system risk more effectively by conducting qualitative
studies in two information services Fortune 500 firms. Although researchers have noted the importance
of managers’ vigilance concerning the information security (Goodhue and Straub 1991; Hu and Dinev
2005; Loch et al. 1992; Straub and Welke 1998), few studies have examined the effect of managers’
cognitive factors such as the managers’ efficacy and awareness of the managers’ perceived risk. Moreover,
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to our best knowledge no study has yet been conducted on the effect of collective efficacy in the domain of
information security (InfoSec) from the cross-cultural perspective.

Interdependent Security and Vulnerability from Others

In this study we view the source of InfoSec vulnerability as partially initiating with other connected
partners. A recently raised issue concerning information security is the interdependent security problem
introduced by Kunreuther and Heal (2003). The concept of interdependent security provides the
theoretical background for vulnerability from others. Kunreuther and Heal (2003) argued that an
organization’s incentive to invest in protection against information security risk depends on how others
manage their risks as well as how the firm manages its own risks. This is similarly understood for financial
contagion issues where perceived financial weakness in one institution can lead to weaknesses in others
that were not initially vulnerable (Allen and Gale 2000; Musumeci and Sinkey 1990; Polonchek and
Miller 1999). Similarly, how managers perceive the risk induced by their partners is a critical factor
influencing the managers’ perceived risks due to the interplay between one agent’s incentive that is more
likely induced by the perceived risk and the behavior of the others (Kunreuther and Heal 2003). Due to its
relative novelty in the area of interdependent security, very limited empirical studies have investigated the
effect of vulnerability from other partners.

Group-level Construct in Information Systems Research

In this study, we measure the collective efficacy as a construct that bears the cultural traits from two
different countries. Recently, research regarding technology adoption and virtual team performance has
studied at the group-level (Hardin et al. 2007; Sarker et al. 2005). For example, Sarker et al. (2005)
noticed the importance of group communication and group opinion formation toward Technology
adoption and showed the psycho-social factors that affect group valence via group interaction and
negotiation by changing a priori individual attitude toward technology. Rather, our focus is in finding
cultural comparison between two groups by investigating the impact of collective efficacy in Information
Security.

Research Model and Hypotheses

Motivated by this unaddressed issue we found through literature review, we propose InfoSec collective
efficacy as an extended concept of self-efficacy at the group level in the context of information security.
We develop a research model drawing from the literature on the theoretical relationships among collective
efficacy, culture, awareness, and two types of vulnerabilities from the interdependent security perspective.
A graphical form of nomological network with hypotheses is illustrated in Figure 1.

InfoSec Collective Efficacy and Two Types of Vulnerabilities

Self-efficacy focuses on what people believe they can accomplish. Many studies (e.g., Pajares and Graham
1999) have found that self-efficacy is a stronger predictor of subsequent performance than other
motivation constructs. Self-efficacy is an optimistic sense of individual competence that increases
personal effort in order to promote accomplishment under challenging circumstances. In turn,
subsequent performance will be achieved. An individual who believes in his or her capability to produce a
desired outcome can lead a more positive sense of control over a challenging environment. General self-
efficacy is distinguished from domain-specific self-efficacy. For example, as a domain-specific self-efficacy,
computer self-efficacy (CSE) has been defined as an individual judgment of one’s capability to use a
computer (Compeau and Higgins 1995; Davis et al. 1989; Gist et al. 1989). The IS literature further
distinguishes two levels of CSE: general and task-specific CSE. General CSE refers to an individual’s
overall confidence in his or her ability to use computers, while task-specific CSE refers to one’s confidence
toward specific IS tasks (Marakas et al. 2007; Marakas et al. 1998).

Thirty Fourth International Conference on Information Systems, Milan 2013 5



Global and Cultural Issues in IS

InfoSec
Collective
Efficacy

Vulnerability
from Partners

InfoSec Technical
Control Awareness

InfoSec
Vulnerability

- Westerner: High self-efficacy - Individualism - Low Context
- Easterner: Low self-efficacy - Collectivism - High Context

Figure 1. A Research Model and Hypotheses

In the few information security literature studies dealing with employees’ compliance self-efficacy has
been handled as an employee’s judgment of personal skills and competency in obeying information
security policies (Bulgurcu et al. 2010). Despite the large volume of self-efficacy studies dedicated to
research in IS or IT and behavioral sciences (e.g., Agarwal and Karahanna 2000; Compeau and Higgins
1995; Marakas et al. 1998; Venkatesh and Davis 1996), little is known of self-efficacy’s applicability at the
group level. In the context of information security we define InfoSec collective efficacy as a group’s shared
belief in their controllability or capabilities to take courses of action to protect their valuable assets from
security vulnerability. In this study since we are specifically interested in InfoSec collective efficacy from a
IS or IT executive managers’ perspective; we will measure InfoSec collective efficacy from IS or IT
executive managers across different cultural settings.

Previous studies have further shown a strong link between collective efficacy and group performance
(Gibson 1999; Gist and Mitchell 1992; Peterson et al. 1996; Peterson et al. 2000; Silver and Bufanio 1996;
Stajkovic and Luthans 1998). A number of studies (Hsiu-Fen 2006; Kwon et al. 2007; Rhee et al. 2009;
Scholz et al. 2002; Staples et al. 1999) have supported the strong negative relationship between self-
efficacy and risk perception such that individuals with higher self-efficacy are more likely to perceive less
risk. This would also be true at the group level. In the context of information security it is therefore
reasonable to expect that the higher the degree of InfoSec collective efficacy perceived by executive
managers, the lower the degree of InfoSec vulnerability will be expected in both countries. This is because
higher levels of group efficacy reduce negative outcomes and in turn lead to positive performance (e.g.,
successfully operating groups’ operational plans, and achieving group standards and goals).

The information security risks and vulnerabilities faced by any individual, business firm, or country
depend not only on their choices but also on those of all other closely interdependent partners. In the case
of network security it is generally true that once malicious programs such as viruses and worms reach one
network, the remaining computer networks connected to the infected one can be easily compromised.
This interdependent security concept was introduced by Kunreuther and Heal (2003) to find Nash
equilibrium for a wide range of cost and risk parameters related to partners (Kunreuther and Heal 2004).
Similar to InfoSec vulnerability, the perception of vulnerability from partners would be moderated with a
higher level of self-efficacy. When executive managers perceive a higher level of their firms’ capabilities to
control InfoSec vulnerability, their perceptions of vulnerability from partners would be likely low in both
countries. We therefore propose the following hypotheses:

Hia: InfoSec collective efficacy is negatively associated with InfoSec vulnerability across both
countries.

Hz2a: InfoSec collective efficacy is negatively associated with InfoSec vulnerability from partners
across both countries.

Extensive comparisons of self-efficacy from a cross-cultural perspective have been conducted in prior
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research (Cheung and Sun 1999; Klassen 2004; Scholz et al. 2002; Schwarzer et al. 1997; Schwarzer et al.
1999). Focusing on general self-efficacy, Scholz, Dona, Sud, and Schwarzer (2002) confirmed that
perceived self-efficacy is a unidimensional and universal construct across cultures. Their study showed
that the psychometric properties of this universal construct would be useful for detecting cultural
differences. They examined the differences of self-efficacy scores between countries and gender using
19120 samples from 25 different countries. The results of their study show that Asian samples from
collectivistic cultures reported lower self-efficacy beliefs than their non-Asian peers.

Studies (e.g., Klassen 2004) examining the effect of self-efficacy across cultures have found that efficacy
beliefs operate differently in non-Western cultures than they do in Western cultures. The overall self-
efficacy of Western cultural groups (e.g., American, Canadian, Western European, and Australian) is
higher than that of Eastern cultural groups (e.g., South Korean, Chinese, and of other Asian countries).
Based on the results of prior comparison studies, we expect that the effect of self-efficacy in a group
setting is also effective in the context of information security. We also expect that the effect of InfoSec
collective efficacy in Western culture of the U.S. is stronger than in Eastern culture in South Korea, due to
differences in levels of efficacy beliefs. We therefore hypothesize:

Hib: The negative effect of InfoSec collective self-efficacy on InfoSec vulnerability is stronger in
Western culture of the U.S. than in Eastern culture of South Korea.

H2b: The negative effect of InfoSec collective self-efficacy on InfoSec vulnerability from partners is
stronger in Western culture of the U.S. than in Eastern culture of South Korea.

InfoSec Technical Control Awareness and InfoSec Collective Efficacy

Awareness refers to individuals’ understanding and increased interest toward certain issues, and is viewed
as one of the key components of consciousness-raising (Choi et al. 2008). The concept of awareness is
broadly used in different disciplines with different terminologies such as security awareness (information
systems), sexual awareness (psychology), social awareness (sociology), and disease awareness (medical
science). In the information systems area InfoSec awareness has been recognized as the most important
determinant of success in protecting information systems from security vulnerabilities and threats
(Furnell et al. 2002; Hawkins et al. 2000; Hu and Dinev 2005; McLean 1992; Morwood 1998; Siponen
2000; Siponen 2001; Siponen and Kajava 1998; Spurling 1995; Straub 1990; Straub and Welke 1998).

Understanding security threats and vulnerabilities is crucial to protecting system resources and valuable
business assets. By staying aware of the current state of technologies as vulnerability control mechanisms
people are able to develop skills and knowledge to perform their jobs more securely. Executive-level
managers’ awareness of information security in particular is a significant factor in an organization’s
information security performance (Cline and Jensen 2004). In this study, as a domain-specific awareness,
InfoSec technical control awareness refers to an executive manager’s belief in the availability of
technological means and solutions to control security threats and vulnerability. The involvement and
support of executive-level managers is critical and their role in this effort cannot be overstated for any
successful organization-wide effort in InfoSec implementation. When executive managers have higher
levels of understanding on the current state of vulnerability control technologies it is expected that they
will implement their knowledge within the firm in order to prevent undesired outcomes. This in turn can
lead a more positive sense of control over a challenging environment at the group level (i.e., a higher
degree of InfoSec collective efficacy). In addition, when this knowledge is affiliated with InfoSec
vulnerability, executives will drive their firm to ensure it has capability to manage the proper level of
information systems risk and vulnerability through control mechanisms. We therefore posit that:

H3a: Executive-level managers’ awareness of InfoSec technical control is positively associated with
InfoSec collective self-efficacy across both countries.

H4a: Executive-level managers’ awareness of InfoSec technical control is negatively associated with
InfoSec Vulnerability across both countries.

In today’s network environment business firms and individuals are linked either physically or logically;
information security threats and vulnerabilities are therefore in interdependent. The vulnerabilities faced
by a firm depend on both its own security strategies and those of its partners. A theoretical support for the
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interdependency of information security can be found in the literature on interdependent security
(Kunreuther and Heal 2004).

Since information security risks are intricately interrelated, a firm’s InfoSec vulnerability is at least
partially dependent on the vulnerabilities of its partner firms. It would therefore be a logical expectation
that the higher level of vulnerability from partners is perceived, the greater the degree of vulnerability
perception will be associated with information security. This expectation would be valid across different
cultures. Based on the arguments above we propose that:

Hsa: Vulnerability from partners has a strong positive effect on InfoSec vulnerability across both
countries.

Unlike the case of the cross-cultural effect of self-efficacy in both individual and group settings, we cannot
find any evidences and/or arguments that support cross-cultural effects for an executive-level manager’s
awareness and vulnerability from partners. We therefore argue that:

H3b: There is no significant difference in the effect of executive-level manager’s awareness on
InfoSec control between two countries.

H4b: There is no significant difference in the effect of executive-level manager’s awareness on
InfoSec vulnerability between two countries.

Hsb: There is no significant difference in the effect of vulnerability from partner on InfoSec
vulnerability between two countries.

Research Methodology and Data Collection

In order to validate the proposed research model from a cross-cultural perspective we collected survey
data in two countries, the U.S. for Western culture and South Korea for Eastern culture. In addition to the
fact that they belong to the Western and the Eastern cultures respectively, we have another resilient
reason to choose these two countries. Both countries are known to have extensive IT infrastructures that
significantly affect their economies. The IT sector’s output in year 2010 occupied 4.6% and 11.0% of the
gross domestic product (GDP) in the U.S. (source: U.S. Department of Commerce, Bureau of Economic
Analysis) and South Korea (source: Bank of Korea) respectively. Further, the use of IT in non-IT sectors
has grown significantly in these countries during the past decades. Information security is therefore a
major issue for overall risk management in these two countries.

The English version of the survey questionnaire was developed first. Focusing on the domain of
information security control and vulnerability, the survey items measuring InfoSec collective efficacy,
InfoSec technical control awareness, perceived vulnerability, and vulnerability from others were initially
developed based on previous literature (Armitage et al. 1999; Gibson 1999; Goodhue and Straub 1991;
Skinner 1995; Straub 1990), published security survey reports (DTI 2004; Ernst&Young 2008), and
interviews with two information security professionals: chief security officers of a for-profit firm and a
non-profit organization respectively. A professional business writer corrected and improved the phrasing
of the survey questionnaire. A group of 48 IT professionals and graduate students reviewed the
questionnaire to verify whether or not the wordings of items we are accurate and correctly measured the
intended constructs. As the result of the item-construct-validity test any ambiguous or misrepresenting
items were removed. Two-round pilot tests were conducted. The first pilot test was conducted with two
information security professionals who are security officers of for-profit firms. A group of 27 graduate
students majoring in Information Systems (IS) participated in the second pilot test. We used these two-
round pilot tests in order to ensure the reliability of the scales and general mechanics of the survey
questionnaire, including the appropriateness of instructions and completion time. Based on the pilot test
results the survey questionnaire was further streamlined and finalized. All measurement items are shown
in Appendix 1.

We obtained the Korean version of the survey questionnaire using multi-stage translation process. First,
the English version was translated into a Korean version by a professional English-Korean translator. The
wordings of ambiguous and misrepresenting items were corrected. Then the Korean version of the
questionnaire was translated back into an English version by another professional Korean-English
translator. The translated English version’s item-construct validity was tested by a group of graduate
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students. Ambiguous and misrepresenting items’ Korean wordings were improved and translated into
English again for an additional round of item-validity testing. The Korean version of the survey
questionnaire was finalized when both the Korean version’s and re-translated English version’s item-
construct validity was successfully tested.

Since this study specifically focuses on InfoSec collective efficacy and InfoSec technical control awareness
from information security managers’ perspective, it is appropriate to collect information security
managers’ perceived InfoSec collective efficacy and perceived InfoSec technical control awareness through
survey questionnaires completed by IT or IS executives (i.e., managers with the title of chief information
officer, IT director, or similar).

For data collection purposes, we selected IS executives from 2027 organizations in the U.S. and 320
organizations in South Korea. In order to encourage subjects’ participation and improve the response rate
in the US, we carried out two rounds of survey-questionnaire mailings over a period of six weeks and post-
card reminders between the two rounds. In South Korea we mailed the survey questionnaire once
followed by both email and phone call encouragement. A total of 222 and 83 survey responses in the U.S.
and South Korea were received respectively. Out of the U.S. survey responses 46 were dropped due to
missing data points or multiple answers for the same item. The organizations of responding IS executives
included companies and institutes from various for-profit and non-profit sectors such as manufacturing,
banking, transportation, retail, healthcare, various other service sectors, education, and government. The
average annual revenues of the U.S. and South Korean organizations were approximately $135 million U.S.
dollars and $17.5 million U.S. dollars respectively.

Model Testing and Result

The structural equation modeling (SEM) approach was used to analyze the data for both the measurement
and structural models. Compare to a conventional regression analysis that ignores the interrelationships
between latent constructs measured by multiple measurement items (Bollen1989; Chin1998), SEM is a
statistical methodology that takes a confirmatory (i.e., hypothesis-testing) approach toward the analysis of
causal relationships among latent constructs (i.e., a structural theory) (Byrne 2001). There are two
families of SEM techniques: covariance-based techniques (e.g., AMOS) and variance-based techniques
(e.g., smart PLS). In this study we used both AMOS 19.0 (build 1375) and Partial Least Squares
(SmartPLS version 2.0.M3) to test the measurement and structural models because SmartPLS and AMOS
can be regarded as complementary. SmartPLS reports the composite reliability (CR) and average variance
extracted (AVE) for content validity and discriminant validity. Based on covariance analysis, similar to
LISREL AMOS is more confirmatory in nature and it provides various overall goodness-of-fit indices
assessing model fit for convergent validity (Byrne 2001). Furthermore, AMOS and SmartPLS allow
multiple group analysis.

Testing the Measurement Model

We ensured the psychometric properties of the instrument by testing the reliability and validity of the
measurement model before the structural model testing. Since all constructs in this study are reflective
the assessment of the measurement model includes the estimation of internal consistency for reliability,
convergent validity, and discriminant validity (Chin and Gopal 1995). The internal consistency of the
measurement models was tested by examining the Cronbach’s alpha and Fornell’s composite reliability
(Fornell and Larcker 1981). Table 3 shows the summarized reliability indices. The values of the Cronbach
reliability coefficients range from 0.745 to 0.957, which are higher than the minimum cutoff score of 0.70
(Nunnally 1978; Nunnally and Bernstein 1994). Composite reliability should be greater than the
benchmark of 0.7 to be considered adequate (Fornell and Larcker 1981). The lowest composite reliability
is 0.861, which is a value higher than 0.7 indicating adequate internal consistency.

Convergent validity is assessed using two methods: factor loading of each item on its corresponding
construct and the average variance extracted (AVE) for each construct. We assessed the factor loading of
each item of the corresponding construct (Bollen 1989) by conducting CFAs using AMOS 19.0. Figures 2
and 3 show the results of the CFAs for the U.S. and Korea models respectively. By examining the inter-
construct correlations we can assess whether or not the constructs are too highly correlated. According to
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the results of two CFAs, the lambda coefficients of each item are higher than the minimum recommended
cutoff score of 0.60 (Bagozzi and Yi 1988) except for one item (i.e., VU1 has 0.59) in the U.S. model.
However, this item is very close to the cutoff score, and the t-statistic for each path is significant at the
0.05 level (Gefen et al. 2000), and each path loading is greater than twice its standard error (0.043-0.188
for the U.S. sample and 0.037-0.125 for South Korean sample) (Anderson and Gerbing 1988). We also
examine the AVE for each construct across the models. All AVE values are higher than the 0.5 threshold
suggested by Forell and Larcker (1981).

Table 3. Reliability, Correlation, and Discriminant Validity of Constructs (US Data)
(US Data)
Constructs Alpha CR AVE 1 2 3 4
InfoSec Control Awareness 757 0.861 | 0.675 | 0.822
InfoSec Collective Efficacy .888 0.940 | 0.759 | 0.370 0.871
Vulnerability from Partners .934 0.967 | 0.907 | -0.114 | -0.273 | 0.952
InfoSec Vulnerability 745 0.910 | 0.719 | -0.274 | -0.670 | 0.516 0.848
(South Korea Data)
Constructs Alpha CR AVE 1 2 3 4
InfoSec Control Awareness 0.939 0.960 | 0.890 | 0.943
InfoSec Collective Efficacy 0.935 0.951 | 0.796 | 0.350 | 0.892
Vulnerability from Partners 0.957 0.972 | 0.921 | -0.162 | -0.161 | 0.960
InfoSec Vulnerability 0.851 0.898 | 0.690 | -0.079 0.019 0.378 0.831

Note: (1) N = 176 (US) and 83 (South Korea). (2) CR: Composite Reliability, AVE: Average Variance Extracted.
(3) Diagonal elements are the square root of AVE. These values should exceed the off-diagonal inter-construct
correlations for adequate discriminant validity.

The AVE can also be used for evaluating discriminant validity. In order to satisfy discriminant validity, the
square roots of AVE for the construct should be higher than the variance shared between the focal
construct and other constructs in the model (Fornell and Larcker 1981). As shown in Table 3, in all cases
the correlations between each pair of constructs are lower than the square root of the AVE for the relevant
constructs across two data sets.

Overall, all constructs of the research models demonstrate acceptable internal consistency for reliability,
convergent validity, and discriminant validity in terms of the suggested criteria perspectives.
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Chi-Square = 105.588, p=.035, RMSEA =.042 (L0o90, Hi90 = .012, .062), NFI=.941, TLI=.981, CFI=.986, GFl= .931, AGFI=.898
Note: * indicates significant (p < 0.05) correlations

Figure 2: Results of Confirmatory Factor Analysis (US data)
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Note: * indicates significant (p < 0.05) correlations
Figure 3: Results of Confirmatory Factor Analysis (South Korea data)

Testing the Structural Model Using Multi-group Analysis

The major goal of the study is to examine the impact of InfoSec collective efficacy on InfoSec vulnerability
across two different cultural groups. When the same measurement items are applicable to multiple groups
(i.e., the U.S. and South Korea) multi-group analysis is a very powerful method to determine whether or
not a grouping construct (e.g., gender, culture) affects a research model (Byrne 2001). A multi-group SEM
analysis is used for comparing the path coefficients of the structural model. We conducted the three
general phases of multi-group analysis discussed in Kim (2008): 1) finding a baseline model representing
a reasonably well-fitting model from the perspectives of both parsimony and substantive meaningfulness
(Byrne 2001), 2) testing the pattern of factor loadings for the baseline (Although showing the number of
factors must be equivalent across groups is not a necessary condition, it is a logical starting point before
structure testing (Byrne 2001)), and 3) testing the equivalence of the hypothesized structural path of the
structural models using AMOS 19.0 multi-group analysis with two structural models (one for the U.S. and
the other for South Korea).

First, separate single-group analyses for the testing of the U.S. and Korea measurement models were
conducted using AMOS. For comparison, Figure 4 and Table 4 summarize the results of the structure
model testing for each group. The standardized path coefficients and squared multiple correlations of
dependent constructs shows the model fit indices of both models with suggested values. The overall fit of
both models is acceptable in terms of suggested values: RMSEA, NFI, TLI, CFI, GFI, and AGFI. Nearly 33
and 54 percent of the variance in InfoSec vulnerability for the U.S. and Korea models respectively are
explained by InfoSec collective efficacy, vulnerability from partners, and executive manager’s InfoSec
technical control awareness in the model.

By comparing the results of the separated single-group analysis we can test the first part of the proposed
hypotheses (i.e., Hia, H2a, ..., and H5a). As anticipated, the causal paths from InfoSec collective efficacy
to InfoSec vulnerability (Busa = -.168, p < 0.05; Bkorea = -.452, p < 0.001) are highly significant at the 0.05
level for both the U.S. and Korea models. This result supports Hia. The causal relationships between
InfoSec collective efficacy and vulnerability from partners (Busa = -.218, p < 0.01; Bkorea = -.144, P < 0.05)
also show statistically significant results in both the U.S. and Korea models; H2a is therefore supported.
Consistent with the results of self-efficacy studies in cross-culture settings, according to these results
InfoSec collective efficacy has a universal effect across cultures. Executive-level managers’ InfoSec
technical control awareness has a strong positive effect on InfoSec collective efficacy (Busa = -.319, p <
0.001; Prorea = -.311, p < 0.001) across the data sets of two countries, thereby supporting H3a. However,
against our expectation, executive-level managers’ awareness is not found to have a significant effect on
InfoSec vulnerability (Busa = -.010, p > 0.05; Bkorea = -.081, p > 0.05) in both countries. H4a is therefore
not supported by the data sets of both countries. As expected, vulnerability from partners has a
statistically strong positive effect on InfoSec vulnerability (Busa = .512, p < 0.001; PBxorea = .488, p < 0.001)
in both groups, supporting Hsa.
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Figure 4: U.S. versus Korea model

Table 4. Model Fit Indices

Statistic Suggested Value U.S. (N = 176) Korea (N = 83)
Chi-Square (x2) 129.624 94.793
df 84 79
Chi-Square Significance p<.05 0.001* 0.019*
Chi-Square/df <5.0 1.543% 1.200*
RMSEA < 0.06 (Hu and Bentler 1999) .056* .049*%
NFI > 0.90 (Kelloway 1998; Kline 1998) .928* .026*
TLI > 0.96 (Hu and Bentle 1999) .966% .982%
CFI > 0.90 (Bentler 1990) .973* .987*
GFI > 0.80 (Joreskog and Sorbom 1988) .018* .873%
AGFI > 0.80 (Joreskog and Sorbom1988) .883* .807*

Note: * satisfies the suggested value.

Based on the results of the single-group analyses we find that there is no evidence to reject the
measurement model, and the U.S. model can be used as a baseline because it shows a reasonably well-
fitting model. Using the baseline model we moved to the next phases of multi-group analysis (i.e., testing
the group invariance of factor loadings and testing the hypothesized structural path). For the factor
loading invariance testing we conducted AMOS multi-group analysis by running two separate groups
within a single analysis. Table 5 summarizes the results of the multi-group analysis.

According to the results, compared to Model 1 (unconstrained model) Model 2 (factor loadings
constrained equal model) shows statistically insignificant p-values at the 0.05 probability level and all
factor loadings are invariant across the groups. The models of both groups are therefore not significantly
different at the measurement model level. Having established a baseline model and the equality of
measurement between both groups, we can now move to the next step of testing for the equivalence of the
model’s structural path across both groups. By examining the equivalence of the structural paths for both
groups we can test the second part of our proposed hypotheses for the research model (i.e., Hib, H2b, ...,
and Hsb).

Before testing for the invariance of each structural path we tested the invariance of all hypothesized
structural paths. The comparison between Model 3 (factor loadings and all structural paths constrained
equal) and Model 2 yields a statistical significant at the 0.05 level, signaling some inequality in the
structural paths between the U.S. and Korea models. Given this evidence of inequality we then tested the
equivalent of each structural path individually in order to determine the nonequivalent regression paths.
According to the results of structural path invariance tests between two groups summarized in Table 5,
compared to the Model 2 (factor loadings constrained equal) Model 4 shows a Ay2 value of 12.82 with 1
degree of freedom and a p-value less than 0.001. This comparison shows that the structural path between
InfoSec collective efficacy and InfoSec vulnerability is different across the two groups. Although we can
see the inequality of the structural path between groups, this result does not indicate whether it is positive
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or negative in this test. However, because the path coefficient between InfoSec collective self-efficacy to
vulnerability in the Korea model is more highly significant than that in the U.S. model in Figure 4, we can
conclude that the negative effect of InfoSec collective efficacy on InfoSec vulnerability is stronger in South
Korea than in the U.S. Against our expectation Hib is not supported; the result is in fact opposite. The
result of Model 5 indicates that the effect of InfoSec collective efficacy on vulnerability from partners
across the U.S. and South Korean sample is invariant because the p-value is not significant at the 0.05
probability level. H2b is therefore not supported. As reported in Table 5, all the remaining series of test
results showed that the proposed structural paths in the models were not different across the groups. We
can therefore conclude that there are no differences in the effects of InfoSec managers’ technical control
awareness and InfoSec vulnerability from partners on the models across the two groups.

Table 5: Goodness-of-Fit Statistics of Structural Paths across U.S. and Korea models

Model # : Model Description X2 df | Ax2 | Adf | p-value Meaning

1: Unconstrained Model 329.50 | 165 - - - -

Groups are not different at the
351.08 | 180 | 21.58 | 15 0.119 | measurement model level. They may

2: Factor Loadings Constrained

Equal be different at the path level.

3: Factor Loadings and All Inequality in the structural paths
Structural Paths Constrained 370.59 | 185 | 19.51 5 .002* | across both groups; must check path
Equal differences.

The structural path is different. It

4: Model 2 with Structural Path should be checked whether it is

InfoSec Collective Efficacy positive or negative variant to
-InfoSec Vulnerability confirm Hia. The path coefficient in
Constrained Equal the Korea model is stronger than
that in the U.S. model.

363.90 | 181 | 12.82 1 .000*

5: Model 2 with Structural Path
InfoSec Collective Efficacy
- Vulnerability from Partners
Constrained Equal

6: Model 5 with Structural Path
Auvarencss STnfosec Colletive | 35310 | 182 | 202 | 2| 364 | qubi jsmvariant HIbis
Efficacy Constrained Equal

The path is invariant. H2b is not

352.97 | 181 | 1.90 1 .168 supported

7: Model 6 with Structural Path
InfoSec Technical Control
Awareness = InfoSec 353.22 | 183 | 2.14 3 .544
Vulnerability Constrained
Equal

The path is invariant. H4b is
supported

8: Model 7 with Structural Path
Vulnerability from Partners -
InfoSec Vulnerability
Constrained Equal

Note: Ay2 — difference in x2 values between models; Adf — difference in number of degrees of freedom between
models; * - significant at p < 0.05.

The path is invariant. H5b is

355.15 | 184 | 4.07 | 4 .396 supported

Discussion and Conclusion

This study has several key findings. First, as we proposed InfoSec collective efficacy negatively influences
InfoSec vulnerability and vulnerability from partners across both Western culture in the U.S. and Eastern
culture in South Korea. A higher level of managers’ InfoSec technical control awareness positively
prompts the level of InfoSec collective efficacy across both cultures. Second, consistent with the theory of
interdependent security we found that information security vulnerability is not an independent issue
across these cultures. When managers in both cultures perceive a higher level of InfoSec vulnerability
from partner networked systems, the level of InfoSec vulnerability of their firms significantly increases.
This empirical result shows that information security is a culturally neutral global issue that is
interdependent with partners in a networked systems environment.
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Against our expectations, the negative effect of InfoSec collective efficacy for the U.S. group (i.e., Western
culture group) on perceived vulnerability was not stronger than that for the South Korea group (i.e.,
Eastern culture group). More interestingly, the negative effect of InfoSec collective efficacy on InfoSec
vulnerability was significantly stronger in South Korea than in the US, which is opposite from the
proposed hypothesis Hia. Although InfoSec collective efficacy is an important factor controlling perceived
vulnerability in both culturally different groups, it plays a stronger role in South Korea. This unexpected
result can be interpreted from the cross-cultural perspective of individualism or collectivism and low
context or high context in Western and Eastern groups respectively. As Bandura discussed (Bandura
2000), collective efficacy is not a simple sum of individual’s efficacies. Although many studies report a
lower level of self-efficacy in Eastern culture groups, this does not mean that members of Eastern culture
groups (i.e., South Korean group) share a lower level of collective efficacy beliefs. As the meaning of
collective explains, it is a shared belief in the group’s communal power that can be achieved through
interdependent efforts among group members. As previous cross-cultural studies (Goddard et al. 2004;
Hodges and Carron 1992; Lichacz and Partington 1996; Little and Madigan 1997; Sampson et al. 1997)
have reported, members of Eastern cultural groups have interdependent views of self; they are deeply
involved with each other; the goals, needs, and values of individuals are less important than those of
collectives; and decisions are strongly influenced by group norms. The stronger effect of InfoSec collective
efficacy on InfoSec vulnerability in South Korea is probably a valid result from the cross-cultural
perspective due to these group dynamics and synergetic interdependent efforts in Eastern cultures in
South Korea.

We also can interpret this unforeseen result from the theoretical lenses of theory of IT-culture conflicts
proposed by Leidner and Kayworth (2006). According to this theory, communication and information
technology (IT) changes culture over time as the types of IT-cultural conflicts arise and are resolved.
Encounters between new technologies and cultures often lead to nascent use of technologies as well as
cultural transformations (Madon 1992). The case of South Korea with the world’s fifth largest Internet
market and the highest Internet penetration in the world (ITU 2003) presents a unique and advanced IT-
cultural environment. The South Korean government has continually expressed its intentions to centralize
policy coordination, and has invested in the IT industry based on the view that IT will help the South
Korean economy as a driving force of economic growth. It provided a master plan to guide organizations
and citizens in how to use IT in dealing with new social and economic demands as well as carry out
nationwide innovation in order to become the world’s leading country in terms of IT (NCA 2006). Based
on the advanced IT infrastructure and continued efforts toward shaping the nation’s IT direction, South
Korea’s IT-based innovative businesses are a major growth engine of the national economy based on
technological competitiveness and growth potentials (Lallana 2004). As a result, South Korea was ranked
first in the deployment of nationwide broadband Internet and its rate of adoption far exceeds that of other
developed countries even beyond the U.S. (ITU 2005; OECD 2004). We can recognize that subtle changes
in culture may occur gradually, such as IT used in South Korea to strategically and innovatively support
both individual and organizational needs. In light of this theory and the advanced IT-cultural
environment, South Korea may experience significant changes at the individual, organizational, and
national levels in terms of cultural transformation. Its current IT culture may accordingly be significantly
different from reported in previous cross-cultural studies on South Korean cultural values.

Another possible interpretation of this result is that there is relatively different emphasis found in the U.S.
and South Korea in terms of security practices. While greater emphasis is placed on post-breach remedies
(e.g., information security insurance, emergent customer liability restrictions, intrusion handling policies,
etc.) in the US, firms in South Korea invest in and emphasize relatively preventive technical measures
(e.g., multi-layer security access controls, safeguard computing facility, etc.). For instance, in order to
remotely access a bank account’ users in South Korea must go through several steps of security clearance
processes including the traditional password, public or governmental certification, a personalized table of
random numbers, and a safeguarded computing facility such as a section key lock or virus scanner. On the
other hand, information security insurance is a popular product in the U.S. but not in South Korea; this
reduces the impact of security breaches for firms. The effect of InfoSec collective efficacy on InfoSec
vulnerability may therefore be relatively weaker in the U.S. than in South Korea. Further investigation is
required to validate this proposition.

Another finding of the study is that the InfoSec technical control awareness does show a significant
positive effect on perceived vulnerability across both cultures. This result demonstrates that simply
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understanding and knowledge of the availability of technological means and solutions to control security
vulnerabilities do not diminish InfoSec vulnerability in either both groups. The role of InfoSec technical
control awareness toward vulnerability may be boosting the level of InfoSec collective efficacy, and in turn
dropping the level of vulnerability regardless of culture.

This study has several limitations that should be considered in future investigations. First, this study uses
IS executive managers’ perceptions of InfoSec collective efficacy. We measured of collective efficacy from
executive managers’ viewpoints as reflecting the collective efficacy of the firm at the organization level,
rather than from other employees’ viewpoints, because IS executive managers are better informed
regarding the level of control at the organizational level than any other individuals. However, it is
certainly a limitation of a group-level study.

Second, this study also uses managers’ perceived vulnerability perceptions as a proxy for organizational-
level InfoSec future vulnerability because of the nature of limited public access to internal reports of
information security vulnerabilities and breaches. We believe that there are other ways to directly
measure a firm’s information security vulnerability (e.g., the frequency of breaches during a given time
period). Future studies should therefore examine the effect of InfoSec collective efficacy on actual
information security vulnerabilities, providing a better clarification of the role of InfoSec collective
efficacy on vulnerability.

Third, our sample from two countries limits our study to comparison between two countries because
South Korea and the U.S. may not be a representative of Eastern and Western culture. Extension of our
samples that represent the particular cultural traits can be promising for the future research.

Fourth, in this study, the sample size (83 survey responses) for the South Korea is rather small while that
for the U.S. is large enough. This can be considered not enough for AMOS-based SEM analysis.

Fifth, our investigation is not on the basis of firm-level characteristics. In particular, firm size, portion of
the IS/IT spending, and/or industrial traits can be the factors which form the firms’ attitude toward
perceived risk or policy decision on Information Security.

Finally, this study only focuses on few limited factors that affect information security vulnerability. There
are other cognitive and non-cognitive factors (e.g., previous security incidents and information security
needs) that affect an organization’s formation of the collective efficacy or information security
vulnerability. Further studies examining the effect of other factors such as past experience with
information security breaches, network dependency, needs for information security, and other factors for
the perceived vulnerability will enhance the explanatory power of the model and provide more complete
insights.

This study has several unique theoretical and practical contributions. First, from a theoretical perspective
this study extends the concept of self-efficacy into a new domain-specific group-level construct (i.e.,
InfoSec collective efficacy). Since research on the effect of collective efficacy in the context of information
security is very limited, we hope this study ignites a fire on this less explored area. Second, this study
proposes two separated concepts of vulnerability in an organization setting drawing the theory of
interdependent security and empirically tests their relationships: vulnerability from the organization itself
and vulnerability from partner organizations. Since limited empirical investigations have been made on
this relationship, this is another unique contribution. We expect that the result of this strong positive
effect of vulnerability from partner organizations on the vulnerability of the organization itself will
provide additional clear empirical evidence.

Third, along with executive manager’s awareness of InfoSec technical controls, this study considers
InfoSec collective efficacy as a cultural construct and juxtaposes its effects on InfoSec vulnerability from a
cross-cultural perspective. The findings and interpretations of the study provide some theoretical insights
into the perspectives of South Korea group (i.e., Eastern tradition) versus the U.S. group (i.e., Western
traditions). For example, in contrast to the general results of prior cultural comparison studies on self-
efficacy, the present study shows that the effect of InfoSec collective efficacy in South Korea is stronger
than in the U.S. This study provides several different interpretations on this unpredicted result from three
different angles: the cross-cultural perspective, the theory of IT-cultural conflict, and different security
practices. We believe the findings and interpretations of this study improve our understating of the role of
collective efficacy, particularly in the domain of information security. This will contribute to the
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theoretical depth and breadth of the self-efficacy literature.

From a practical standpoint this study provides important insights for IT managers operating in
multinational business settings. Since we collected data from executive-level information systems
managers, the results of the study directly benefit them in understating current information systems
security issues. In light of this study’s findings, it is crucial for executive-level managers to enhance their
understanding and knowledge of emerging technological solutions along with means to manage their
information security vulnerabilities, since their awareness of InfoSec technical control is an important
factor forming InfoSec collective efficacy. Previous studies (Goodhue and Straub 1991; Loch et al. 1992;
Straub and Welke 1998) have also raised the importance of understanding managers’ perceptions
concerning the information security since coping with information security risk requires significant
managerial vigilance; an appropriate level of concern may be a prerequisite for adequate security
protection.

However, simply enriching managers’ knowledge is not the goal in directly controlling vulnerability. As
the results of the study suggest, higher InfoSec collective efficacy moderates security vulnerability. In
order to increase the level of InfoSec collective efficacy a security education, training, and awareness
(SETA) program is the solution. The SETA program is the responsibility of IT managers and is designed to
supplement the general security education and training that many organizations use to educate their
employees on information security, improve capability to combat information security threats, and
remediate their vulnerabilities. The goal of a SETA program is to enhance information security by
improving employees’ awareness of the need to protect system resources, developing their skills and
knowledge to perform their jobs more securely, and building in-depth knowledge as needed to design,
implement, or operate security programs for organizations and systems (NIST 1995). An effective SETA
program allows business organizations to improve the levels of InfoSec collective efficacy.

The results of the study also indicate that different strategies may apply for information security project
and control management because the effect of InfoSec collective effect on InfoSec vulnerability is
significantly stronger in South Korean group (i.e., Eastern culture). Managers in this cultural group may
plan and assign more team-based security projects and tasks for their employees since group dynamics
and synergetic interdependent work show higher performance in Eastern cultural groups.

As a final remark, most IT-cultural studies define culture as being relatively stable and difficult to change.
Leidner and Kayworth (2006) discussed how the empirical IT-cultural literature has primarily examined
the one-way impact that cultural values have on IT outcomes. Only few studies consider the other
direction for the impact that IT can have on culture. It would be true that IT alters the character of our
symbols, the things we think about, the things we think with, the nature of community, and even the
structure of our lives. IT has a role to play in facilitating both individual and organizational value changes,
and ultimately national-level culture changes. We should accordingly change our view of culture based on
more dynamic reciprocal relationships between IT and culture in line with IT evolutions.
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Appendix 1. Measurement Items

Constructs Measurement Items
General InfoSec AW1: In general, threats to information security are controllable.
Control Awareness AW?2: In general, technology is advanced enough to prevent information
(1-strongly disagree / security threats.
7-strongly agree) AWS3: In general, there exist technologies to detect information security
attacks.
SE1: Our organization has the means to control information security
threats.

SE2: Our organization has the ability to execute security practices to avoid

InfoSec Collective information security threats.

Efflcacy SE3: Our organization has access to necessary resources to protect our
(1-not concerned / o .
_strongly n ormatlo{l sysfems. o '
Zoncerne ) SE4: Our organization has elaborate plans to cope with information
security threats.
SE5: Our organization can exercise a course of action to avoid an
information security breach.
VP1: The likelihood that the operations in our organization will be
Vulnerability from glsr.upted due to 1r}format10n security breaches originating from our
Partners usiness partners 1s

VP2: The chance that our organization will fall a victim to an information
security breach originating from our business partners is

VP3: The vulnerability of our organization to information security threats
originating from our business partners is

VU1: The risk from information security threats to our organization is

VUz2: The likelihood that the information systems in our organization are

(1-extremely low /
7-extremely high)

InfoSec Vulnerability disrupted due to information security breaches in the next 12 months is
(1-extremely low / VU3: The chance that our organization will fall a victim to an information
7-extremely high) security breach is

VU4: The vulnerability of our organization to information security threats
is
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